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PREFACE

Dear colleagues, esteemed professors and researchers, dear doctoral

students, distinguished guests,

Allow me, in my as Dean of the Faculty of Law and organizer of this

conference, to extend my warmest welcome to you.

Today, all of us present here are united by an extremely important and
topical topic, which is increasingly taking its place in scientific and
professional debates around the world — the relationship between justice,

sustainable development and artificial intelligence.

The mission of this conference is to contribute to a thorough, critical and
interdisciplinary re-examination of the role of artificial intelligence in
contemporary societies, especially in the context of legal systems, social
equality, institutional transparency and sustainable economic growth.

In an era when algorithms are becoming new actors in decision-making — in
both the public and private sectors — issues of fairness, accountability,
transparency and human rights are becoming essential and their appropriate
treatment in science is also needed.

Therefore, our scientific community must not be a mere observer of
technological progress, but an active voice that will direct its application
towards the common good.

Distinguished attendees,

Law and technology have never been isolated worlds. On the contrary, each
new technological stage reshapes the legal framework — requiring new
definitions, new institutional mechanisms and above all — new ethical and
normative positions.

Artificial intelligence today challenges us to think:



- Can digitalization democratize justice?

- How to deal with algorithmic discrimination and inequality in access to
technologies?

- And most importantly, how do we build regulations that will not hinder
innovation, but will direct it towards inclusive and sustainable development?
The topics that will be addressed at this conference — from legal and ethical
implications, through issues of responsibility and control, to the role of Al in
education, economics and public administration — represent areas in which
science, law and practice must cooperate, without exception.

I am particularly pleased that among the participants we also have young
researchers, doctoral candidates and future academic leaders. It is their
energy, critical thinking and scientific curiosity that guarantee that the
academic community will continue to play a key role in shaping responsible
and ethically oriented technology policies.

Ladies and gentlemen,

This conference is not just a scientific event — it is a platform for building a
vision. A vision for a future in which progress is not an end, but a means to
achieve a better, fairer and more humane society.

In that regard, allow me to express my gratitude to all who contributed to the
realization of this conference — the organizing committee, the panelists and

reviewers, as well as to all of you who took the time to be part of this event.

I wish you successful work, constructive discussions and, above all,

inspiration for new scientific and professional feats.

Thank you.

Prof. Dr.sc. Svetlana Veljanovska
Dean of the Faculty of Law —Kicevo
Kicevo, 2025
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Original Scientific Article

PREDICTING RISK SITUATIONS IN FRONTLINE POLICING
USING BODY-WORN CAMERAS

JUDr. Jana Zachar Kuchtova, PhD.
prof. JUDr. Jozef Meteiiko, PhD.

Department of Criminalistics and Forensic Sciences, Academy of the Police
Force in Bratislava

jana.kuchtova@akademiapz.sk, jozef-metenko@akademiapz.sk

Abstract

Artificial intelligence (AI) and multimodal analysis of body-worn
camera (BWC) data represent a promising tool for assessing and predicting
risk situations in policing. While current research (e.g., Srbinovska et al.,
2025) demonstrates that audio-visual recordings can be used to extract
behavioral cues of escalation or de-escalation, this paper shifts the focus to
the prediction of incidents based on a combination of such signals. Due to the
unavailability of operational data, a synthetic dataset (N = 96) was generated
using a large language model (GPT-5, OpenAl). The number of cases was
deliberately designed to reflect a model 24-hour shift with eight body-worn
cameras and an average of twelve recorded interactions per camera,
corresponding to a realistic operational scope. The dataset included
multimodal variables (overlapping speech, noise level, number of speakers,
transcript quality), known risk signals (shouting, distance <I m, refusal to
comply, profanity, visible object, physical touch), and a binary incident
outcome. The analysis showed that risk assessment is highly sensitive to the
threshold applied. At a low threshold of 50, recall was maximized but false
alarms increased; at a high threshold of 70, precision improved but many
incidents were missing; and at an intermediate threshold of 60, the most
balanced results were achieved. The findings support the use of Al-driven
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simulations and synthetic data as methodological and pedagogical tools in
criminology and criminalistics. This paper is presented as a pilot simulation
study, demonstrating the potential of predicting risk behavior from BWCs

even in environments with limited access to real-world data.

Keywords: Artificial Intelligence, Body-Worn Cameras, Risk Prediction,
Simulation, Synthetic Data, Policing

Introduction

In the past years, smart machines has increasingly come into the area
of keeping law and internal safety. What just ten years ago looked like a test
is now used in many areas: guessing crime places, automatic license plate
reading, face ID tech, and looking at voice or text info. These uses show both
the chances and issues of smart machines in police work from better speed
and trust to worries about privacy and unfairness. With this setup tools that
use smart machines are joining the larger talks on how police work can
change fast with new tech while still staying right and trusted.

Body-worn cameras are one of the most popular and well-known
technologies (BWCs). They were first implemented mainly to increase
openness and public confidence, but they quickly established themselves as a
common tool for recording interventions, shielding officers from unfounded
accusations, and handling complaints. BWCs are now regarded as a crucial
part of evidence management in many jurisdictions, giving prosecutors and
supervisors access to unbiased video evidence. Crucially, a BWC recording
is multimodal by nature, comprising speech, sound, and visual components.
BWCs are a special tool for researching police-citizen interactions in a way
that is more comprehensive than traditional reports or survey data because of
their multimodality.

This potential has been the subject of scholarly investigation.
According to Srbinovska et al. (2025), BWC recordings can be examined to
find behavioral indicators of escalation or, on the other hand, de-escalation.
Lum and Koper (2017) reviewed the wider implications of predictive
analytics for policing, while White and Malm (2020) investigated the
technical potential of automated Al tools for assessing officer behavior in
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real time. Although these studies highlight significant methodological
advancements, they all have one thing in common: the majority concentrate
on explaining what happens during an interaction or examining
circumstances that have already happened. The question of whether
multimodal signals can be used to anticipate, beforehand, that a particular
situation may escalate into an incident has received less attention.

A major research gap is represented by this lack of a predictive focus.
Most current methods are retroactive and intended to categorize or explain
previous behavior. The potential for creating models that warn of danger in
progress and might enable officers or supervisors to step in before it escalates
is still not well understood. In police education and training, where case
studies and simulations are frequently employed but frequently do not
incorporate Al-based risk assessment in a systematic manner, this prognostic
viewpoint is especially pertinent.

By presenting a pilot simulation study, the current paper aims to close

this gap. Our goal is to determine whether certain signals, like shouting,
noncompliance, or physical contact, can be used as indicators of incident risk
rather than offering a thorough descriptive description of behavior in BWC
recordings. We rely on a synthetic dataset created using results from the body
of existing literature because access to operational recordings is limited. With
eight cameras and an average of twelve interactions per device, this dataset
simulates 96 cases, or roughly one shift. We show how a predictive
methodology can be developed even without real-world data by examining
these simulated interactions.
The goal is simple but clear: to show that Al-driven simulations can be used
as a method and a way to teach, and to show that they can be used to predict
risk from BWCs. By shifting the focus from retrospective description to
prospective prediction, the paper adds to the growing body of work on Al in
policing. It also shows how Al-based methods can be used in police training,
which connects new ideas in data science with the real-world needs of
professional education and field readiness.

Theoretical Framework
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Body-worn cameras (BWCs) are one of the most noticeable new
technologies in modern policing. People wanted cameras to be used because
they wanted more transparency, fairness, and accountability. They thought
that having a camera would stop people from doing bad things and give
reliable evidence in case of a disagreement. Studies have shown that BWCs
can cut down on complaints from the public, make people think better of the
police, and provide useful evidence for internal investigations and court cases
(Lum, Koper 2017). Debates and controversies also surround the use of
BWCs. The biggest obstacles are not just related to privacy concerns or
technical issues like when to turn on cameras, but more importantly, how
cameras affect how police officers carry out their daily duties. Many officers
believe that their superiors use BWCs as a tool for overzealous supervision.
Because they are aware that every action is documented and may be
reviewed later, they are hesitant to take decisive action. Constantly feeling
like you're being watched puts more strain on your mind and can make you
hesitate when you need to act quickly. BWCs continue to produce an
unparalleled amount of multimodal data—the spoken, heard, and visual
components of real-time interactions—despite these worries.

The rise of artificial intelligence (Al) has created new ways to process
this kind of data. Traditional studies depended on surveys, observational
reports, or crime statistics. BWCs, on the other hand, give us a constant and
detailed record of how people interact with each other. Recent developments
in computer vision, natural language processing, and acoustic analysis enable
the automated identification of signals, including overlapping speech,
elevated voices, insults, gestures, or abrupt physical movements. Recent
reviews have also stressed the potential of combining camera footage with
other Al-supported technologies, like drones, to make hybrid safety
frameworks in policing (Davies 2023). These characteristics can be
methodically extracted and categorized to differentiate between escalating
and de-escalating behavior, as Srbinovska et al. (2025) showed. The
importance of multimodal analysis is highlighted by their findings, which
show that interactional dynamics leading to or away from conflict are
revealed by the combination of sound, language, and visual cues rather than
just what was said or what occurred.
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Several behavioral cues have been repeatedly linked to increased risk
in criminological studies. Incidents that turn into confrontations frequently
involve physical contact, shouting, disobedience to orders, and the use of
foul language. Contextual elements like loud background noise or multiple
speakers make communication even more difficult and increase the
possibility of misunderstandings. In their assessment of automated BWC
review technology, White and Malm (2020) emphasized the potential of Al
tools to identify such patterns at scale, considering that it is not practical to
manually review thousands of hours of footage. However, it is crucial to
stress that these signals are not deterministic; they do not automatically
predict violence; rather, they raise the likelihood of escalation. Their
probabilistic nature, which reflects how people naturally weigh risk in
unpredictable situations, is exactly what makes them valuable.

Despite these realizations, descriptive approaches have dominated the
literature up to this point. Most studies use BWC data to examine events after
they have happened or to give supervisors resources for reviewing things
after the fact. Predictive analytics has primarily been used at the macro level,
such as predicting crime hotspots or trends, but its application to the micro
level of interpersonal interactions is still in its infancy, according to Lum and
Koper (2017). This results in a substantial research void. The signals that
accompany escalation are well understood, but it is much less clear whether
these signals taken together can serve as the foundation for a prognostic
model that predicts incidents before they happen. Stated differently,
predicting conflict is just as difficult as describing it.

Beyond operational policing, this transition from description to
prediction has ramifications. Simulation exercises and scenario-based
learning are essential tools used in police academies and professional training
to equip recruits with the ability to make quick decisions under duress. By
incorporating Al-generated risk assessments into these exercises, trainees
may be able to practice assessing the likelihood of an incident in real time
and identify escalation cues more methodically. Multimodal data, according
to Srbinovska et al. (2025), is a pedagogical and research resource that
provides an organized method of teaching situational awareness. Thus,
predictive models could have two purposes: first, they could help with
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operational decision-making; second, they could improve training by giving
cadets a framework for analysing behavior.

When combined, the theoretical underpinnings of this research
integrate three academic streams. The first focuses on BWCs as tools for
transparency and accountability; the second examines Al and multimodal
analysis of BWC data; and the third utilizes criminological and criminalistics
insights regarding behavioral cues associated with escalation. Although each
of these strands offers valuable insights, none of them completely answers
the question of how multimodal signals could be applied to prediction. By
combining these viewpoints, the current study puts itself at the nexus of
current discussions and advances the investigation of the predictive potential
of data from body-worn cameras.

Methodology

The purpose of this paper, which is designed as a pilot simulation
study, is to demonstrate how signals frequently seen in body-worn camera
(BWC) recordings can be incorporated into a predictive framework. The
analysis was based on a synthetic dataset because actual operational policing
recordings were not available for ethical and practical reasons. To
approximate the scope of a 24-hour shift with multiple BWCs in use, the
dataset was created. Eight cameras in total were assumed, which is the
number of devices that Axon gave the author for scientific purposes. A total
of ninety-six simulated cases were produced by modelling each camera to
record roughly twelve encounters during a shift. This yields ninety-six
simulated cases, a quantity that was selected to be feasible for exploratory
analysis and realistic in terms of workload. Although structured prompts in
ChatGPT (OpenAl, GPT-5) were used to generate the dataset, the variables'
design was based on empirical results published in the literature.

Two categories of information served as the foundation for the
organization of the simulated data. Initially, multimodal characteristics that
are common in BWC recordings were incorporated, including background
noise, number of speakers, overlapping speech, and transcript quality. The
technical and communication difficulties found in analyses of BWC data are
reflected in these variables (White and Malm 2020). Second, the dataset
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included behavioral indicators that are consistently linked to escalation in
policing and criminology and criminalistics research.

These included yelling, disobedience, using foul language, being too
close (less than one meter), having objects in plain sight that could be
interpreted as dangerous, and making direct physical contact. Such signals
can be systematically coded and interpreted as indicators of increasing or
decreasing risk, as stressed by Srbinovska et al. (2025). Each of these cues
had a binary code in the dataset. Incidents were defined probabilistically as
the cumulative result of multiple signals occurring simultaneously, rather
than treating any one signal as decisive. This is in line with the well-
established criminological theory that dangerous interactions are more often
the result of a confluence of stressors than of a single action.

As a result, each case was given a binary outcome variable that
indicated whether an incident happened. The assignment used a weighted
logic: escalation was marginally more likely when one or two small signals
were present, but an incident outcome was significantly more likely when
three or more signals were present. This method provides a conceptual
approximation of how risk tends to accumulate and how officers intuitively
assess danger in practice, but it makes no claims to accurately depict real-
world distributions.

The risk signals were combined into a score between 0 and 100 to test
how these cues might be translated into predictions. Various classification
thresholds were applied based on this score. A sensitive threshold, which was
intended to capture most incidents at the expense of more false alarms, was
represented by a score greater than fifty. Stricter classifications were
obtained by raising the threshold to sixty or seventy, which decreased false
positives but let more incidents pass unnoticed. Confusion matrices and
derived measures of precision, recall, and F1 score were used to evaluate the
trade-off between sensitivity and specificity. The goal was to highlight the
problems that predictive approaches invariably encounter, not to maximize
predictive accuracy.

Even though the dataset is artificial, the reasoning behind its creation
is grounded in empirical research and accurately captures the dynamics of
encounters that were captured by BWC. Because of this, the approach should
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be viewed as a proof of concept - a means of testing predictive modelling in a
setting that minimizes privacy concerns while maintaining pedagogical
relevance. In addition to its exploratory value, the method shows how
training environments can make use of synthetic data. Recruits can practice
identifying how various signals combine and how thresholds change
interpretation by incorporating risk estimates into simulated scenarios or
classroom exercises. This is how the methodology links the practical goal of
preparing officers for the complexity of real-world encounters with the

technical question of prediction.

The Synthetic Dataset's Construction

Eight body-worn cameras (BWCs) were used to record the synthetic
cases, which were created to mimic the workload of a single 24-hour shift.
Approximately twelve interactions were recorded during the shift by each
camera (K1-K8), which was modelled as an independent unit. This led to a
total of 96 cases. To represent actual variations in field activity, the
distribution was not exactly uniform across cameras.

Contextual variables were used to further characterize each
interaction. There were two fundamental descriptors: the environment (street,
interior, apartment, or administrative space) and the type of contact
(administrative, preventive, routine control, or conflictual). The weighting of
the probabilities meant that most encounters took place on the street or in
general interior spaces, with offices and apartments showing up less
frequently.

Variables were introduced at the multimodal level to replicate the
technical aspects of BWC video. A scale from 0 to 1 was used to model
background noise; higher values were typical of outdoor environments, lower
values were typical of offices, and medium values were typical of apartments
or other interior spaces. In noisy or conflictual settings, there was a higher
likelihood of overlapping speech and speaker count. By mimicking the
known limitations of automated transcription, the transcript quality variable
(0—-1) was indirectly determined to decrease with increasing noise and
speaker count.
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Seven risk signals—yelling, overlapping speech, proximity (less than
one meter), noncompliance, profanity, visible object, and physical contact—
that are frequently discussed in criminological and policing research
comprised the core of the dataset. Although each was binary coded, context
affected how likely it was to occur. For example, yelling or using foul
language were associated with noisy settings, whereas physical contact or
extremely proximity were more prevalent in confrontational interactions.
Although they were rarely created, visible objects significantly raised the
likelihood of escalation.

The likelihood of an incident happening was calculated using a
weighted combination of these signals and multimodal factors. Three or more
signals together significantly increased the likelihood of escalation, while
one or two weaker signals only slightly increased it. Stronger cues, such as
proximity, rejection, or physical contact, were assigned higher weights. To
determine the estimated level of risk before and during the encounter, each
case was given a binary outcome variable ("incident" vs. "non-incident") as
well as an auxiliary risk score (0—100).

To help visualize the dataset's structure, Table 1 provides an
illustrative extract of several cases. The passage demonstrates the integration
of contextual descriptors (such as environment, type of contact, number of
persons, duration), behavioral signals (such as yelling, profanity, and
physical contact), and multimodal features (such as background noise,
overlapping speech, number of speakers, and transcript quality) into a single
row. These inputs produce a binary incident outcome when combined with
preliminary and in-situ risk predictions. For the sake of clarity, only the most
important variables are displayed here. The complete dataset contained
additional escalation signals (like rejection, proximity, and visible objects)
that were not covered in this excerpt but were taken into account during the
analyses.

Table 1 Extract from the synthetic dataset (sample of selected rows and

columns from the generated dataset)
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Case ID Noise (0-1) Overlapping Speech  Transcript Quality (0-1)  Profanity Physical Contact  Incident

com 0.746 0 0.739 1 0 0
con2 0.291 0 0.948 0 0 0
coo3 0.404 0 0.859 0 0 0
Co04 0.650 0 0.772 0 0 0
Co0s 0.714 1 0.550 0 1 1

Source: Authors’ owns compilation based on synthetic dataset

The dataset faithfully reflected the patterns of ambiguity and
variability present in real-world police-citizen interactions, despite its
artificial nature. It can be used to test predictive methods and demonstrate
multimodal features in a secure environment due to its tiered structure
(camera — context — multimodal variables — risk signals — incident
outcome). Exploratory analyses with visualizations of specific variables and

predictive performance metrics are shown in the section that follows.

Results

The simulated dataset consisted of ninety-six cases, designed to
simulate a full 24-hour shift with eight body-worn cameras (BWCs) in use.
The incident rate was roughly 29% of these interactions, with 68 classified as
non-incidents and 28 as incidents. Given that incidents account for a smaller
portion of recorded interactions, this distribution is consistent with the
assumption that most encounters are routine. The average number of risk
signals in incident cases (3.9) compared to non-incident cases (1.5) showed a
strong correlation between escalation and the accumulation of multiple cues.
A correlation analysis revealed a moderately strong positive relationship (r =
0.64) between the number of signals present and the probability of an
incident outcome.

Table 2 summarizes the distribution of cases by number of risk
signals and outcome. A clear pattern emerges incident cases mostly occur
when three or more signals are present, whereas non-incident encounters tend
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to cluster around zero to two signals. The cumulative logic of escalation,
which holds that the probability of conflict rises as signals mount rather than
being triggered by a single factor, is best illustrated by this descriptive
finding.

Table 2 Distribution of signals in incident and non-incident cases

Number of signals Non-incident Incident

0 18 0

17 1
2 20 2
3 8 9
4 3 7
5 2 6
6 0 3

Source: Authors’ owns compilation based on synthetic dataset

Visualization of Selected Variables for Exploration

Two variables were chosen as examples to show how the synthetic dataset
could be used for exploratory analysis. These visualizations are meant to
show how individual variables can be methodically analysed and interpreted,
not to give a comprehensive description of every feature of the dataset.

A boxplot of the variable Noise is shown in Figure 1. As anticipated,
background noise levels were highest in outdoor settings and lowest in office
interactions. In between were apartments and other indoor areas. This pattern
highlights how environmental factors can impact communication and,
indirectly, risk assessment, indicating that the dataset included realistic
contextual variation.

Figure I Distribution of Noise (boxplot)
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Source: Authors’ owns compilation based on synthetic dataset

The percentage of profanity in incident and non-incident cases is
displayed in Figure 2. Overall, profanity was rare, but it was more common
in incidents (14%) than in encounters that did not involve an incident (9%).
This implies that verbal aggression tends to cluster with escalation, despite

being relatively uncommon.

Figure 2 Occurrence of Profanity in Incident vs. Non-incident Cases (bar

chart)
100%
80%
60%
B No profanity

40% O Profanity
20%
0%

Non-incident Incident

Source: Authors’ owns compilation based on synthetic dataset
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After combining the signals to create a composite risk score (0—100),
predictive performance was evaluated using thresholds of 50, 60, and 70.
Table 3 displays the confusion matrices and performance metrics that
resulted. The model achieved high recall (0.89) at the lowest threshold of 50,
correctly identifying most incident cases; however, due to a higher number of
false alarms, precision was lower (0.66). Precision increased significantly
(0.82) at the highest threshold of 70, but recall decreased to 0.32, indicating
that many incidents were overlooked. A compromise was provided by the
intermediate threshold of 60, which resulted in an F1 score of 0.65 with

recall dropping to 0.57 and precision increasing to 0.76.

Table 3 Predicted vs. actual incidents under different thresholds (N = 96)

True| False| True| False .. F1 )
Thresh . . . .| Precisi| Rec Specific
Positiv | Positiv| Negati| Negati Sco )
old on| all ity
es es ves ves re
50 (>3 0.890.75
) 25 13 55 3| 0.658 0.809
signals) 3 8
60 (>4 0.57|0.65
) 16 5 63 12| 0.762 0.926
signals) 1 3
70 (=5 0.3210.46
) 9 2 66 19| 0.818 0.971
signals) 1 2

Source: Authors’ owns compilation based on synthetic dataset

Figure 3 illustrates these trade-offs by charting F1 score, precision, and recall
across thresholds. The figure makes it evident that precision and recall are
inversely related: a stricter model misclassifies fewer non-incidents but also
misses more incidents. Each cutoff represents a unique balance between
over- and under-prediction, as indicated by the F1 score's stability across
thresholds.
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Figure 3 Performance at Different Thresholds
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When combined, these findings demonstrate that the simulated data
exhibit behaviors that are in line with theoretical predictions found in the
literature. The accumulation of known escalation signals correlates with
incidents, which are not random. The threshold used has a significant impact
on predictive performance, and different thresholds draw attention to
different facets of the risk assessment conundrum. Despite being synthetic,
the dataset's internal logic reflects empirical findings and shows that using
Al-driven simulation for methodological experimentation and pedagogical
training is feasible.

Discussion

The goal of the current study was to investigate how artificial
intelligence, and synthetic data might be used to forecast escalation risks that
are visible in body-worn camera (BWC) recordings. The study, which was
intended to be a pilot simulation, was purposefully small in scope but
ambitious in scope; its goal was to show how risk signals that are frequently
discussed in the literature into a predictive framework relevant for both
criminology and criminalistics. The study offered an open and educationally
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beneficial setting for testing methodological concepts by creating a synthetic
dataset of ninety-six simulated encounters that represented the workload of a
single 24-hour shift with eight BWCs operating.

Several significant conclusions were reached. The analysis first
confirmed that escalation is cumulative. Incidents were concentrated in
encounters where multiple signals occurred simultaneously rather than being
distributed evenly among cases. The number of signals and the incident
outcome had a somewhat positive correlation (r = 0.64), with incident cases
usually averaging close to four signals, compared to about one and a half in
non-incident cases. Second, the predictive tests illustrated the importance of
threshold selection. A threshold of 50 caught nearly all incidents at the
expense of many false positives, whereas a threshold of 70 provided
noticeably more precision but missed many incidents. An intermediate
threshold of 60 produced the most balanced result, with a precision of
roughly 0.76 and a recall of roughly 0.57. This demonstrates the inevitable
trade-off between sensitivity and specificity in predictive policing: a
threshold must be chosen that considers both normative and technical
considerations, and it is impossible to maximize both at the same time.

The study makes two more general contributions in addition to the
quantitative findings. In terms of methodology, it shows that it is possible to
investigate predictive modelling in criminology and criminalistics using
synthetic data, generated using a large language model (GPT-5, OpenAl).
While capturing realistic dynamics of escalation, synthetic data circumvents
the ethical and privacy issues that come with real-world BWC footage. It
makes controlled experimentation, simple replication, and transparent design
possible. The method provides a useful pedagogical tool for police training
and for the applied field of criminalistics, where practical methods for risk
assessment are essential. Instructors can help recruits consider how risk
assessments change with signal accumulation and threshold selection by
exposing them to simulated encounters with different combinations of risk
signals. Officers are better equipped to make quick but thoughtful decisions
in the field thanks to these exercises, which also promote analytical thinking.

However, limitations must be recognized. To concentrate on a limited
number of signals found in earlier studies, the dataset was purposefully made
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simpler. Numerous other environmental, situational, and relational factors
that were not covered here also have an impact on actual BWC encounters.
Systematic reviews of BWC research (Wilson et al., 2019) similarly
emphasize that escalation dynamics are influenced by a wide range of
contextual and relational factors, many of which could not be represented in
this simplified simulation. There were few cases overall, and the signal
weighting was heuristic rather than empirically verified. These factors make
it inappropriate to consider the reported metrics to be a reliable indicator of
field performance. Rather than being a claim about actual results, they should
be viewed as a proof of concept, an example of methodological possibilities.

Afzal (2024) highlights that for new forms of data to produce long-
lasting results, they must be integrated into institutional frameworks that
ensure accountability and transparency. This limitation extends beyond
methodological concerns and concerns the governance of data in policing.
The human aspect of predictive tools needs to be considered in addition to
governance. According to recent experimental data, officers' perceptions of
organizational fairness and transparency can be greatly influenced by
automation in the BWC footage review process (Adams 2025). These results
imply that predictive frameworks ought to be assessed based on their
influence on professional legitimacy and trust as well as their statistical
performance.

Several avenues for future study become clear when looking ahead.
One is the addition of more thorough multimodal data to enhance risk
models, such as audio, video, and contextual metadata. The use of real-world
datasets to empirically verify synthetic results while abiding by the relevant
ethical standards is another. It's interesting to note that related predictive
ideas are already being developed in other domains, like autonomous driving,
where multimodal sensory and communication data are integrated to predict
potentially dangerous circumstances (Almutairi et al., 2025). Learning from
these areas could help improve thresholding techniques, which this study
found to be essential to predictive performance in policing scenarios, as well
as signal selection and system integration. Finally, it is necessary to critically
examine the normative implications of predictive thresholds. Algorithms
shouldn't be the only ones making these decisions; different cutoffs favor
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different institutional priorities. By including researchers, practitioners, and
educators in these discussions, predictive modeling with BWCs can progress
from simulation to practical application. In conclusion, this pilot study
demonstrates that artificial intelligence and synthetic data offer a promising
path forward for advancing criminological research and police training. The
richness of real BWC footage cannot be entirely replaced by synthetic
datasets, although they do provide a flexible and secure setting for testing
and education. By connecting methodological research with pedagogical
relevance, it shows that even small-scale simulations can offer insights into
how risk accumulates, how prediction functions, and how officers might be
better equipped for the complexities of real-world encounters. Ultimately,
while Al-based prediction can provide useful support, it cannot replace the
expertise of human officers; in the context of criminalistics, these tools
should be seen as complementary aids that enhance, rather than substitute,
professional judgment. Similar predictive methods are already being studied
outside of law enforcement in domains such as healthcare and autonomous
driving, suggesting that multimodal signal analysis has more potential if it is

positioned as a tool rather than a replacement for human judgment.

Conclusion

This study set out to investigate how artificial intelligence and
synthetic data might be used to forecast risk scenarios that were recorded by
body-worn cameras (BWCs). The research was designed as a pilot simulation
study because operational recordings could not be used for practical and
ethical reasons. Ninety-six simulated cases, or the workload of a single 24-
hour shift with eight cameras, made up the dataset. It contained behavioral
indicators associated with escalation (shouting, profanity, refusal to comply,
close physical distance, visible object, and physical touch) as well as
multimodal features (overlapping speech, noise level, transcript quality, and
number of speakers). A risk scoring model was developed and assessed using
thresholds of 50, 60, and 70 based on this information. The careful selection
and weighting of these signals will be critical to the future development of
Al-based prediction in policing, as it determines whether the model
accurately and meaningfully captures escalation dynamics.
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The results verified that the accumulation of several signals is closely
related to escalation. Most non-incident cases displayed zero to two signals,
whereas incident cases clustered around three or more. Model performance
was greatly impacted by threshold selection: a threshold of 50 maximized
recall but resulted in many false positives; a threshold of 70 increased
precision but missed several incidents; and a threshold of 60 produced the
most balanced result. These results also highlight the fact that predictive
models cannot replace human judgment; rather, they can only be used as a
tool to assist officers in the field in making decisions.

This study's proof-of-concept nature is its contribution. It proved that
synthetic data can be used as a teaching tool in police education as well as a
methodological tool for testing predictive approaches in criminology and
criminalistics. Such simulations enable the safe and ethical modelling of
dangerous situations, assisting recruits in considering how signals mix and
how their meaning varies based on the threshold used. Future studies should
confirm these results using actual datasets, broaden the variables to
incorporate more complex multimodal inputs, and investigate the moral
ramifications of predictive policing in greater detail. The future success of Al
prediction in policing will largely depend on correctly identifying and
weighing the most relevant signals, since these are crucial for reliable
functioning of such models. From a teaching standpoint, simulation-based
techniques offer a viable way to enhance instruction and fortify officers'
capacity to react swiftly but carefully in challenging real-world
circumstances.

It's also critical to recognize that predictive policing applications are
subject to stringent restrictions under the European Union's new regulatory
framework, particularly the AI Act (European Commission, 2024). Al
systems that forecast a person's likelihood of engaging in criminal activity
based on personal characteristics or profiling are expressly forbidden by the
Act. However, our research shows that Al-driven simulation can continue to
be a useful methodological and instructional tool when it is centred on
situational risk signals and cumulative interactional cues rather than

individual traits. Therefore, the potential of such models to support structured
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risk assessment and training in criminology and policing should not be

disregarded, even within regulatory constraints.
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Abstract

The rapid development of artificial intelligence has raised numerous
dilemmas, of which the fundamental one being between morality and
progress. We are all wondering whether an artificial intelligence (Al) will
mark a quantum leap in human history, or, could lead to decline and even
possible self-destruction of human civilization. This paper deals with
examining the Al possibilities for progress and security risks associated with
morality aspects of development of Al. Theoretically, the research rests
primarily on risks vs. protective factors theory, analyzing both critical as well
as affirmative theoretical approaches. Methodologically, the research relies
on content discourse analyses of the theoretical sources. The main premise is
that although the Al is too complex an issue to be analyzed one-sidedly, at
certain point of its development, way before Al reaches the so called
singularity, the humanity will have to give priority to morality instead of
further progress based on Al.

Keywords: artificial intelligence, risk, morality, progress.

INTRODUCTION
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One particular proverb saying “May you live in interesting times!”, probably
explains in the best way what is happening with the world society nowadays.
The globalized and postmodern world in which we are living is overflooded
with risks of wvarious nature, most predominant being the so called
manufactured risks. As famous English sociologist Anthony Giddens points
out, manufactured risks are the risks that are being produced by society as a
by-product of its development. Those are the risks created with incompetent
decisions that humans made and for which they have none or little to none
experience of dealing with them (I'mmenc 2002, 24). Ulrich Beck, the
renown German sociologist, also recognizes those risks as being the most
prevalent in our societies. The risk society, as he names the contemporary
society, is the one where “we are suffering from the consequences of the
victory of modernity”, meaning that most of the risks that we are facing,
especially security risks, are direct consequence of our quest for living better
and better life (Beck 2012). Amongst the sea of so called manufactured
risks, slowly but surely, at the beginning almost invisibly, a new risk
emerged, probably the most challenging that the humanity has ever faced.
That is the risk of artificial intelligence (Al), or Al as risk. Depending on the
value stance concerning the Al, the optimists see it as positive or at least
neutral, while more reserved and the pessimist see it in a negative way, that is
to say as security risk. However the value stance might be, we are probably
witnessing the watershed moment in human history, some sort of a crossroad
that could determine the bright future, or, maybe, the sudden and abrupt
demise of human civilization.

The emergence of Al can both we viewed as exhilarating and frightening
phenomenon. It offers a lot, but it could take from us a lot at the same time.
It could completely transform the future human societies and make our lives
much more comfortable, richer and longer, but, at the very same time, it
could bring us huge uncertainty, fear and even self-destruction. An Al is a
technology like no other in human history. As the seminal historian and
philosopher Juval Noah Harari often alerts, an Al is not a tool like major
previous technological advancements (for instance computers), but it is an
agent. That makes it completely different form of technologically
manufactured risk, which is able to change, improve and get self-conscious
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over time, and by that, far superior form of intelligence than the human one.
It is a system of algotyhms based on combination of biotech and infotech.
Harari writes that “it is possible for the algorithms to ‘hack’ humanity by
knowing more about me than I know about myself... Therefore, the external
algorithm does not need to know me perfectly and never go wrong; it’s
enough to know me better than I know myself. Under these circumstances it
is logical that humans will entrust more decisions and choices to algorithm”
(Xapapu 2019, 352-353). That’s how the humanity will evantually hand over
its free will and control to AI. Harari enumerates myriad examples of using
these Al algorithms that are taken for granted and usually people do not pay
serious attention to it that they are AI, like, for instance, searching
information through search engines like Google instead of finding it on its
own, usage of the space orientation programs like Google Maps, Garmin etc.
Very soon, these algorithms will get so superior that we will consult them
even for the most intimate things, like search for partner and advices for the
human relationships (Xapapu 2020, 70-71).

Just having in mind the picture of this very possible development of Al,
sends chills through everyone’s spine. The dilemma that arises is simple:
Whether we will manage to develop safe forms of Al that could mark a
quantum leap in progress of humanity, or we’ll disregard the security and
human morality, and hastily develop highly advanced forms of Al that could
take control over us in some not so distant time in future and lead humanity
on the brink of self-extinction, if not the very self-extinction. This paper
deals with these complex issues, which are not only technological and
security ones, but also much deeper, like philosophical, ethical and
sociological, since they are related with the very existence of humanity as we

know it.

ARTIFICIAL INTELLIGENCE AS RISK

At the very beginning, before we go over and elaborate the Al as risk, we
must clarify the difference between artificial intelligence and alien
intelligence. From a technological, but moreover from philosophical and
sociological viewpoint, the artificial intelligence and alien intelligence are
not the same. Artificial intelligence is a form of controllable intelligent
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technology developed by humans, in order to serve the humanity,
representing a tool for improving the life and intelligence of humans. While,
an alien intelligence is independent and to a large extent, if not entirely,
uncontrollable form of intelligence. In its meaning of the word alien, it does
not imply extraterrestrial, but the one which was developed by humans,
alientaned from humans and which acquired its own self-awareness over
time, whether by human intent or unintentionally.  Unlike artificial
intelligence, alien intelligence acts as an agent, not as a tool, meaning that it
would be far superior than any known human intelligence in history of
human kind, with a terrible security risk and threat of taking over humanity.
So, as the very name suggests, an alien intelligence can be defined as
alienated form of intelligence, developed by the humans themselves, and can
be considered as typical manufactured security risk. As long as we face
artificial intelligence, the humanity can deal with its risks in a relatively
successful way, but when confronted with the artificial intelligence that has
completely transformed into alien intelligence, the very dealing with its risks
remain problematic, unknown and highly uncertain.

So, getting back to the topic of this item, why the Al is considered to be a
risk in the first place? The risk is usually defined as possible, assumed,
expected occurrence, a probable event with a possible positive or negative
outcome, but most often negative one, which may cause endangerment to
protected values and goods (Cnacecku, Acnumocku u I'epacumocku 2017,
129). The very definition of risk in itself contains two variables (probability
and consequence). So, the Al can be rightly referred to as risk because it
represents a phenomenon which contains possibility of doing good or bad, of
positive or negative outcome, when under outcome we understand the
consequence of developing the Al. The very definition of risk has generally
two meanings. First one is the so called neutral meaning, and the second
one, much more found in theory and practice, is the security meaning.
Nowadays, the security meaning of risk prevails over the neutral meaning,
due to the complex socio-cultural dynamics and change in the globalized and
postmodern societies, that shape the value stance towards the risks. The
eternal dilemma of prudence (cautiousness) versus risk (gambling, courage),
once again press us with all its seriousness and reality. It is a dilemma that
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produces the so called ‘homo prudens vs homo aleatoris” debate
(Gerasimoski 2014, 55). This dilemma and this debate are especially
relevant and true when it comes to Al as risk. It sublimes kind of ambivalent
approach towards the Al, with Al scientists and companies being mostly on
the side of homo aleatoris, while some of the Al scientists and majority of the
aware public opinion on the side of homo prudens. Within this second group
of scientists, though yet a minority, are many leading Al experts and
entrepreneurs such as Yoshua Bengio, Geoffrey Hinton, Sam Altman, Elon
Musk and Mustafa Suleyman, who have warned that Al could destroy our
civilisation (Harari 2024). However, it is almost impossible for these
approaches to come to terms with each other and establish some kind of
balanced approach, since both approaches tend to be excludable.

There are basically two types of security risks associated with Al. The first
one is related with inappropriate and unethical use of Al by humans, and the
second one is the risk of Al becoming autonomous, super intelligent and self-
aware agent and thus take over humans. Within the first type or risk we can
even nowadays evidence numerous security risks like fake news in the
media, hate speech generated by Al bots, dissemination of Al generated texts,
images and videos on social media and in online space in general without Al
disclosure, etc. As we can see, since the Al technology development is in its
infancy, but rapidly advancing, the Al security risks related with
inappropriate and unethical human behavior are for now generally limited
within the information and online world. But, as the time progresses, more
serious forms of these types of risks are expected, like Al generated crises in
financial sector, critical infrastructure attacks and probably the most
dangerous one, unethical use of Al for military purposes, like waging info
wars, as well as wars with advanced WMD (Weapons of Mass Destruction).
Speaking of the second type or security risk associated with very Al as
autonomous, super intelligent and self-aware agent, there are also numerous
sorts of security risks which are horrifying even when imagining their
potential destructive nature, such as autonomous battle machines,
autonomous self-programming machines, etc.

Each risk, irrespective of being neutral or security one, contains both
certainty and uncertainty. Depending on their presence within the risk, we
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can talk about low or high risk. The more we know about the risk factors
that constitute the risk, the lower the risk will be. On a contrary, the less we
know about the risk factors that constitute the risk, the higher the risk will be.
Undoubtedly, the Al risk can be considered as high security risk, since we
know so little about it, or shortly said, we are surrounded with significant
uncertainty when it comes to Al risk. That’s why, Geoffrey Hinton warns
that “we're in a period of huge uncertainty where we really don't know what's
going to happen," (Goodyear 2023). The “latent side effects of risk”, as once
Ulrich Beck said, are hidden, unseen, unpredictable, unknown and unwanted
consequences of security risks (Bek 2001, 52). Al risk contains them all and
they are all related to the inherently vague and more uncertain future
associated with juggernaut of the progress. Humanistic and ethical concerns
are to be taken with all seriousness by everyone, not only by scientists but by
all people. In the past two centuries the human race has dominated our
planet and we became as Juval Noah Narari says “Gods on the Earth”. But
our imperfect human nature makes us prone to inhumane and immoral
behavior. With an Al it seems that we have no room for error. He rightfully
alarms, “is there anything more dangerous than unsatisfied and irresponsible
Gods who do not know what they want?”” (Xapapu 2018, 464).

MORALITY AND PROGRESS DILLEMA ABOUT THE Al

Although it is unclear who started working on artificial intelligence
technology, however, “it is said that Alan Turing was the first, as there is a
record that states that he had delivered lectures on artificial technology in
1947 (Kanade, Karad, Bhoite, Kanade and Jain 2023, 67). Since then, the
development of Al has seen many ups and downs, conditioned mainly by the
interest and investments of the goverments and companies for it. As
theoretical physicist Michio Kaku comments, the development of Al has
witnessed three phases of boom and stagnation. The latest one, the third
phase, started to develop only quite recently, from the beginning of the XXI-
st century (Kaky 2022, 283-285). It was generally instigated by the
governments financial boosts, especially US and Chinese, as well as by the
fierce competence of the world’s biggest Al companies like Google, Open
Al, Anthropic, Meta, Scale Al etc. The European Commision’s Joint
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Research Centre in its Report from 2020, also mentions three phases of Al
development in detail, stating that “the first phase lasted from the spring of
the 1950s, with the foundation of most of the Al algorithms, followed by the
winter of the 1970s. The second phase commenced in the spring of the
1970s, with the paradigm shift in symbolic algorithms and building of expert
systems, followed by the winter of the 1990s. The third phase saw the
development of machine learning in the 1990s, which led to the development
of deep learning in the spring of the 2010s” (Delipetrev, Tsinaraki and Kosti¢
2020, 3).

The concept of Al rests on developing Al tools and Al agents, based on
pervasive use of machine learning (ML) and deep learning (DL) algorithms.
Thanks to the pioneering work of the founder, also named “godfather of AI”,
the distinguished Canadian professor and Nobel prize laureate for physics for
2024 Geoffrey Hinton, we have managed to develop artificial neural
networks, and thus created Al that works and learns in the similar way as
neural networks in humans brain, i.e., the Al that works and learns from
experience (Hinton 1992). By imitating human brain and by installing the
basic principles of learning gained through social and biological evolution,
the Al is now approaching to the phase of development where it can learn
and even act by itself, bringing decisions on its own. By doing so, Al
machines are no longer merely “information gatekeepers”, but are playing
the role of new kind of choice architects (Tiribelli 2024, 195).

As far as morality is concerned, there has been a moral relativization coupled
with value ambivalence ever since globalization and postmodernism took
sway. Morality is not something that is as solid as it was in modernity and
the values also became more vague and unclear. As Zygmunt Bauman
correctly concludes, the risk is getting public and the moral is getting private
(bayman 2005, 323). The so called dissolvment of moral in the era of what
he calls “liquid modernity”, or postmodernism and globalization, means that
the moral is largely relativized. Together with Leonidas Donskis, they
recognize a kind of moral blindness and loss of sensitivity in nowadays
societies (Bauman and Donskis 2013). So this means that humanity has
already having serious problems with morality even without the AI. The
occurrence of Al could only worsen the situation, because there will be two
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major risks directly related with Al: risk of bad actors, amoral people who
could misuse the Al, and the so called Al ethics, the imagined situation of
super intelligent Al technology and its stance towards humanity, which
would not be aligned with what we know it as morality, or rather, human
morality. The issue of Al ethics remains to be resolved very soon. Though
there are various ideas on how this crucial issue has to be addressed, no one
seems to have found lasting and satisfactory solution to this issue so far
(Mohammadiounotikandi and Babaeitarkami 2024, 30-37; Redaelli 2023, 1-
8; Pana 2006, 254-264).

For the time being, the morality is equaled with humanity, so being human
means being moral, since we know of no other moral standard outside
humanity. The fate of morality is therefore tied to the fate of man
(JTazapecku 2015, 234). Morality comes from the best in human nature, or as
the ancient philosopher Protagoras wrote “homo menzura”-“the humankind
is the measure of all things” (Jocudoscku 1990, 24). Moral is defined as a
distinctive human form of conciouseness and behavior, determined with the
notion of good, and as such it is as a system of norms which determine good
from bad, thus being the fundamental and most frequent regulator of
everyday human behavior (Jlykuh 1976, 103). Despite of human nature
being imperfect, it sublimates the best of humans as specie, such as its free
will, creativity and goodness in terms of other people and in terms of all the
other creatures on the planet and nature that surround the man. As the
famous Macedonian ethicist Kiril Temkov writes, “the moral is an absolute
value that is being defined by its high values and meaning for the life of
humans, ... but could be also known intuitively” (Temkos 2009, 7-8).

The development of Al could undoubtedly stir the progress of humankind
and help us living much better. Amongst the many positive achievements of
the progress driven by Al are rooting out some of the diseases and poverty.
But, as the famous physicist Stephen Hawking said: “Although I’ve known
to be optimist when it comes down to human specie, I’'m not so sure about
this (AI)... In short, the advent of the super intelligent AI would be the best
and the worst thing that has ever happened to humanity” (Xoxunr 2019, 174-
175). Geoffrey Hinton loudly speaks about the “existential threat” from Al,
while Stephen Hawking warns about the “existential risk” from AI. However
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formulated, we must act preventively to put the progress based on Al in line
with morality and human values. That would mean safe, ethical and
controllable Al that works for the good and wellbeing of humankind.

If we are to assess the impact that the Al could have on progress of humanity,
we have to set some reference points, goals or values that need to be attained
in order to be able to talk about humanity progress. The most suitable for
that are the 17 UN Sustainable Development Goals. As Marjan and Zubaidi
conclude in their study on the impact of Al on sustainable development,
despite the fact that “the impact of Al on the United Nations Sustainable
Development Goals (SDGs) is still uncertain”, “the potential of Al to
promote sustainable development is vast”, as it could help attain most of the
SDG’s, like reducing or even rooting out of poverty and hunger worldwide,
providing good health and well-being, ensuring quality education, providing
clean water and sanitation as well as affordable and clean energy, stimulating
industry innovation, improving infrastructure and reducing inequalities.
These could all mean improving the quality of human life and sustainable
human progress, but only if the risks associated with Al are addressed on
time and entirely. As the authors wisely put, “although Al can promote
sustainability, it can also be used for activities that worsen global issues”
(Marjan and Zubaidi 2023, 24, 29). Some other studies have come to similar
conclusions regarding this issue (Thanyawatpornkul 2024, 2301- 2317; ITU
2024; Ametepey, Aigbavboa, Thwala and Addy 2024, 1-67; Vinuesa,
Azizpour, Leite, Balaam, Dignum, Domisch, Felldnder, Langhans, Tegmark
and Nerini 2020, 1-10).

What the future holds in terms of Al, depends on resolving the dilemma
between morality and progress. Morality has always been associated with
stability and order of human society, while progress has always been
associated with necessary change and development. They have to coexist in
certain balance in a given human society for that society to function and
thrive. But, it is easier said than done. The human societies throughout
history have always favored one over each other. In fact, there were more
historical periods when humanity preffered progress over morality. Perhaps,
that is the nowadays situation with Al, where it is obvious that humanity is
impatient to grab the “Brave New World” so soon, even at the price of
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neglecting the morality and humanism. As a matter of fact, humanity was
never short of favoring progress over morality. As Alfred North Whitehead,
the famous American mathematician wrote a century ago, “it is the business
of the future is to be dangerous” (Whitehead 1925, 208). He rightly observed
that “the greatest achievements of civilization are brought about processes
that nearly destroyed the society in which they unfolded” (Kaky 2022, 117).
We can only think of nuclear energy and atomic bomb as an examples of that.
But, he also added, “The art of progress is to preserve order amid change and
to preserve change amid order” (Whitehead 1929, 339). In fact, how to
reconcilliate and balance the Al for the sake of humanity and morality on one
hand, and for the sake of progress on the other since they are both needed? It
seems that when it comes to Al, we should favor progress in line with
morality and safety up to the point of its development before Al reaches the
so called singularity (equating and surpassing human intelligence). From
that point on, the humanity will have to give priority to morality instead of

further progress based on Al

CONCLUSIONS AND RECOMMENDATIONS
Taking into consideration what was said in the paper, we can sum up the

following conclusions and recommendations:

e The artificial intelligence (Al) is the most challenging manufactured
risk that the humanity has ever faced;

e Since Al is not only a tool like major previous technological
advancements (for instance computers), but an agent, that makes it
completely different form of technologically manufactured risk;

e As long as we face artificial intelligence, the humanity can deal with
its risks in a relatively successful way, but when confronted with the
artificial intelligence that has completely transformed into alien
intelligence, the very dealing with its risks remain problematic,
unknown and highly uncertain;
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The AI can be rightly referred to as risk because it represents a
phenomenon which contains possibility of doing good or bad, of
positive or negative outcome;

The so called ‘homo prudens vs homo aleatoris” debate sublimes the
kind of ambivalent approach towards the Al, with Al scientists and
companies being mostly on the side of homo aleatoris, while some of
the Al scientists and majority of the aware public opinion on the side
of homo prudens;

There are basically two types of security risks associated with Al
The first one is related with inappropriate and unethical use of Al by
humans (like fake news in the media, hate speech generated by Al
bots, dissemination of Al generated texts, images and videos on
social media and in online space in general without AI disclosure,
etc.), and the second one is the risk of Al becoming autonomous,
super intelligent and self-aware agent and thus take over humans (like
autonomous battle machines, autonomous self-programming
machines, etc.);

The occurrence of Al could only worsen the situation with morality,
because there will be two major risks directly related with Al: risk of
bad actors, amoral people who could misuse the Al, and the so called
Al ethics, the imagined situation of super intelligent Al technology
and its stance towards humanity, which would not be aligned with
what we know it as morality, or rather, human morality;

Although the development of Al could help attaining most of the 17
UN Sustainable Development Goals (SDG) which are considered as
synonyms for humankind progress, we have to be aware and
extremely cautious that if the Al is used unethically and neglecting
security issues, it could actually make difficult the attaining of
SDG;s;

It seems that when it comes to Al, we should favour progress in line
with morality and safety up to the point of its development before Al
reaches the so called singularity (equating and surpassing human

43



intelligence). From that point on, the humanity will have to give
priority to morality instead of further progress based on Al
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Abstract

Artificial Intelligence has emerged as a transformative force in advancing
the three interconnected pillars of sustainable development-economic
growth, social inclusion, and environmental protection. By driving
innovation, improving efficiency, and enabling data-driven decision-making,
Al contributes to sustainable economic growth through enhanced
productivity, smart manufacturing, and optimized resource management. In
the social sphere, Al fosters inclusion by improving access to education,
healthcare, and public services, while also promoting fairness and reducing
inequalities through targeted social policies and digital empowerment.
Environmentally, Al supports climate action, biodiversity preservation, and
pollution control through predictive analytics, intelligent monitoring systems,
and optimized energy use. However, the ethical, regulatory, and social
challenges of Al, such as data privacy, algorithmic bias, and unequal access
to technology, should be addressed to ensure its benefits are equitably

distributed. This paper explores how Al is integrated into sustainable

! This paper was written as part of the 2025 Research Program of the Institute of Social
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Development of the Republic of Serbia.
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development strategies to balance economic, social, and environmental
objectives, highlighting its potential to accelerate progress toward the
United Nations Sustainable Development Goals.

Keywords: artificial intelligence, sustainable development, economic

growth, social inclusion, environmental protection

INTRODUCTION

Artificial intelligence (AI) has emerged as one of the most transformative
technologies of the 21st century, reshaping industries, governance, and social
systems. Beyond its technical and economic potential, Al holds the promise
of addressing some of humanity’s most pressing challenges: inequality,
exclusion, and environmental degradation. When developed and deployed
responsibly, Al can catalyze justice, inclusion, and sustainable development,
aligning with the United Nations’ 2030 Agenda and the Sustainable
Development Goals (SDGs).

Artificial intelligence possesses immense transformative power to reshape
societies and economies. When aligned with principles of justice, inclusion,
and sustainability, Al can become a foundational tool in building a fairer and
more resilient world. However, this potential will only be realized through
ethical governance, inclusive design, and sustainable innovation that place
human well-being and planetary health at the center of technological
advancement. Al represents both an opportunity and a responsibility. When
governed responsibly and applied strategically, Al can drive measurable
progress toward the SDGs, optimizing resource use, enabling inclusive
growth, and enhancing resilience to global challenges. The key lies in
ensuring that technological advancement is coupled with ethical stewardship,
cross-sector collaboration, and a commitment to social justice.

Al can significantly contribute to all three pillars of sustainable development:
economic growth, social inclusion, and environmental protection. For
instance, Al-driven analytics improve resource efficiency in industries,
enabling circular economy practices and reducing waste. In agriculture, Al
supports sustainable food systems through precision farming, weather
prediction, and pest detection. In energy management, intelligent grids and
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predictive maintenance enhance renewable energy integration and reduce
carbon emissions (Vinuesa et al. 2020).

Artificial intelligence has emerged as one of the most transformative
technological forces of the 21st century, driving innovation, productivity, and
structural changes in the global economy. By automating tasks, enhancing
decision-making processes, and creating new forms of value, Al is redefining
the mechanisms of economic growth and competitiveness across industries
and nations. The integration of AI technologies into production processes,
finance, healthcare, manufacturing, and public administration is generating
measurable efficiency gains and fostering the emergence of new markets and
business models (Brynjolfsson and McAfee 2017; Aghion et al. 2019).

Al has emerged as a transformative force in shaping modern societies.
Beyond its economic and technological potential, Al holds considerable
promise for advancing social inclusion by reducing inequalities, improving
access to opportunities, and fostering participatory development. This paper
explores the key applications, benefits, and challenges associated with Al-
driven environmental protection initiatives, highlighting its role as both an

enabler of innovation and a driver of sustainable development.

INTELLIGENT ECONOMIES: THE ROLE OF ARTIFICIAL
INTELLIGENCE IN ACCELERATING GROWTH

Al contributes to economic growth primarily through productivity
enhancement and technological innovation. Artificial Intelligence has
emerged as a fundamental driver of productivity and innovation across
industries, reshaping economic structures, labor markets, and organizational
models. As a general-purpose technology, AI’s capacity to process vast
amounts of data, automate decision-making, and enhance predictive accuracy
has positioned it at the core of the Fourth Industrial Revolution (Brynjolfsson
and McAfee 2017). Al contributes to productivity through automation,
optimization, and augmentation. Automation enables machines to perform
repetitive and routine tasks more efficiently than humans, reducing costs and
increasing output (Acemoglu and Restrepo 2020a). Optimization algorithms
improve resource allocation and operational efficiency, while augmentation
tools enhance human capabilities by providing real-time insights and
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decision support. Studies indicate that firms integrating Al technologies
experience higher output per worker and faster scaling potential (OECD
2023). Machine learning, natural language processing, and robotics enable
firms to optimize operations, reduce costs, and increase output quality.
According to the OECD (2021), Al adoption can raise labor productivity by
up to 20%-40% in some sectors by augmenting human capabilities and
streamlining data-intensive processes. Furthermore, Al fosters innovation by
enabling rapid experimentation, predictive modeling, and data-driven product
development, which accelerates technological diffusion and boosts total
factor productivity (Korinek and Stiglitz 2021). Al fosters innovation by
transforming how organizations design, test, and deliver products and
services. Machine learning models enable predictive innovation identifying
emerging trends and customer needs, thus shortening the innovation cycle
(Cockburn, Henderson and Stern 2018). Moreover, Al-driven R&D
platforms can autonomously generate new hypotheses, materials, or drug
compounds, expanding the frontier of human creativity (Agrawal, Gans and
Goldfarb 2019). While Al enhances productivity and innovation, its benefits
are unevenly distributed. Advanced economies and large technology firms
capture most of the gains, raising concerns about inequality and market
concentration (UNCTAD 2021). Furthermore, the transformation of labor
markets due to automation requires reskilling and adaptive education systems
to ensure inclusive growth (World Economic Forum 2024).

While Al-driven automation stimulates productivity, it also triggers labor
market restructuring. Artificial Intelligence, as one of the most
transformative technologies of the 21st century, is reshaping global
economies, labor markets, and industrial structures. Its influence extends
beyond productivity and automation, fundamentally altering the composition
of work, the demand for skills, and the organization of production. Al acts as
both a catalyst for innovation and a disruptor of traditional economic
structures, driving a new phase of structural transformation comparable to
past industrial revolutions.

Routine and manual jobs are increasingly automated, while demand rises for
high-skill occupations in data science, algorithm design, and Al governance.
This polarization can widen income inequality if policy frameworks fail to
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ensure inclusive access to Al-related education and reskilling opportunities
(Acemoglu and Restrepo 2019). However, in the long run, new forms of
employment and entrepreneurship often emerge around Al ecosystems, such
as platform work, digital services, and innovation-driven start-ups. At the
macroeconomic level, Al adoption correlates with accelerated GDP growth
and competitiveness. A PwC (2018) report estimates that Al could contribute
up to $15.7 trillion to the global economy by 2030, driven by productivity
gains and consumption effects. Economies investing heavily in Al research
and infrastructure, such as the United States, China, and the European Union,
are positioning themselves for leadership in the next wave of digital
transformation. However, disparities in Al adoption between developed and
developing nations could exacerbate global inequality unless inclusive and
collaborative frameworks are established.

Al technologies influence the labor market through three primary
mechanisms: automation, augmentation, and creation. Automation replaces
routine and predictable tasks, reducing labor demand in some sectors (e.g.,
manufacturing, data entry, logistics). Augmentation enhances human
productivity by complementing cognitive and creative tasks, particularly in
knowledge-intensive sectors. Creation stimulates new job categories,
industries, and entrepreneurial opportunities driven by Al-driven products
and services. However, the distributional effects are uneven. While high-
skilled workers benefit from Al-driven productivity gains, middle and low-
skilled workers may face displacement risks, leading to greater polarization
of income and job quality (Brynjolfsson and McAfee 2017; Acemoglu and
Restrepo 2020a).

Al accelerates structural transformation, the shift of labor and output from
agriculture and manufacturing toward services and digital sectors. Al-
powered automation increases productivity in traditional industries, but it
also shifts employment toward knowledge-based services such as
information technology, finance, health, and creative industries (Bessen
2019). Simultaneously, Al enables the emergence of platform economies and
digital ecosystems, transforming value chains and production models
globally. These shifts contribute to the reallocation of capital and labor,
reshaping national and international competitiveness. The labor market
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effects of Al depend largely on skills adaptation. The demand for analytical
thinking, digital literacy, and socio-emotional skills is rising, while routine
physical and cognitive skills decline in relevance (World Economic Forum
2023). This necessitates major reforms in education, training, and lifelong
learning systems to prepare workers for Al-augmented roles. Policymakers
face the dual challenge of fostering innovation while ensuring inclusive labor
transitions (ILO 2021). To harness AI’s potential for equitable structural
transformation, governments must implement policies that: promote
inclusive innovation ecosystems that integrate SMEs and developing regions
into Al-driven growth; invest in reskilling and upskilling programs aligned
with Al labor market trends; strengthen social protection systems for
displaced workers; encourage Al ethics and governance to ensure fair use
and accountability in automation decisions. Inclusive and human-centered Al
policies can ensure that technological progress contributes to sustainable and
broad-based economic development (OECD 2023).

For Al to translate effectively into sustainable economic growth, institutional
readiness and governance play crucial roles. Policymakers must address
issues related to data access, privacy, algorithmic bias, and workforce
displacement while ensuring that Al innovation aligns with societal well-
being and environmental sustainability (UNESCO 2021). Strategic
investments in digital infrastructure, research, and education are also critical
for maximizing AI’s long-term economic benefits. Artificial intelligence is
not merely a technological advancement but a transformative economic force
reshaping productivity, labor markets, and global competitiveness. While it
offers immense opportunities for economic growth and innovation, realizing
its full potential requires proactive governance, equitable access, and
responsible innovation. The challenge for policymakers and business leaders
lies in fostering an Al-driven economy that is not only prosperous but also

inclusive and sustainable.
ARTIFICIAL INTELLIGENCE AND SOCIAL INCLUSION:

LEVERAGING TECHNOLOGY FOR AN EQUITABLE AND
INCLUSIVE SOCIETY
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Social inclusion refers to the process of improving the conditions of
individuals and groups who are marginalized based on factors such as
poverty, disability, gender, ethnicity, or geographic location. This part of the
paper explores the role of Al in promoting social inclusion across key
domains such as education, healthcare, employment, and civic participation,
while also addressing the risks of digital exclusion and algorithmic bias. In
recent years, Al technologies, ranging from machine learning to natural
language processing, have been increasingly deployed to address barriers to
inclusion. As part of the broader agenda of sustainable development and
human rights, Al can support inclusive societies by enhancing accessibility,
enabling data-driven decision-making, and promoting equitable service
delivery.

Al contributes to social inclusion through its capacity to analyze large
datasets, predict social outcomes, and personalize interventions. For instance,
Al-powered platforms can assist in identifying at-risk populations, improving
the targeting of welfare programs, and facilitating inclusion in digital
economies. At the same time, Al can strengthen institutional capacities by
supporting transparent governance and inclusive policymaking. Al-driven
tools such as adaptive learning systems and intelligent tutoring platforms can
personalize education for learners with disabilities or those in underserved
regions. Speech recognition and translation technologies can reduce
linguistic barriers, while Al analytics can help policymakers identify learning
gaps and improve resource allocation. However, unequal access to digital
infrastructure can deepen educational divides, emphasizing the need for
inclusive digital literacy initiatives.

Al holds transformative potential for creating more equitable, efficient, and
engaging educational systems. Al is increasingly transforming the landscape
of education by reshaping how knowledge is delivered, accessed, and
evaluated. Al encompasses a range of computational techniques that enable
machines to simulate human intelligence, including learning, reasoning, and
problem-solving (Russell and Norvig 2021). One of the most significant
contributions of Al in education lies in personalized learning. Intelligent
tutoring systems and adaptive learning platforms analyze individual student
data to tailor content, pace, and feedback according to learners’ needs
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(Luckin et al. 2016). This personalization supports differentiated instruction
and helps address diverse learning styles and abilities. Al also enables
automated assessment and learning analytics, providing educators with
insights into student performance and engagement patterns (Ifenthaler and
Yau 2020). Also, educators must adapt their roles to effectively integrate Al
tools into pedagogy while maintaining human-centered learning principles
(Holmes et al. 2021).

Al has the potential to contribute to Universal Health Coverage (UHC) and
the Sustainable Development Goals (SDG 3: Good Health and Well-being)
by improving health system efficiency and enabling cost-effective service
delivery. Al is transforming healthcare systems worldwide by enhancing
diagnostic accuracy, treatment personalization, and healthcare delivery
efficiency. Beyond technological innovation, Al also holds potential to
improve healthcare accessibility, particularly in underserved regions and
vulnerable populations. However, while Al offers opportunities for equitable
healthcare, it also raises concerns about bias, data privacy, and the digital
divide. AI technologies such as machine learning, natural language
processing, and computer vision have enabled the development of virtual
assistants, predictive analytics tools, and telemedicine platforms. These tools
enhance access by:

e Bridging geographic gaps: Al-powered telehealth and remote
diagnostic systems allow patients in rural or low-resource settings to
receive medical consultations and monitoring without needing to
travel (Jiang et al. 2017; Razzak, Imran, and Xu 2019).

e Improving efficiency: Automated triage systems and Al-based
scheduling optimize resource allocation, reducing waiting times and
enabling physicians to focus on complex cases (Topol 2019;
Davenport and Kalakota 2019).

e Enhancing preventive care: Predictive models analyze large-scale
health data to identify at-risk populations, enabling earlier
interventions and public health planning (Beam and Kohane 2018;
Rajkomar, Dean, and Kohane 2019).
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e Supporting non-specialist healthcare providers: Al decision-support
tools assist general practitioners and community health workers in
diagnosing conditions accurately, extending the reach of medical
expertise (Esteva et al. 2019; Yu, Beam, and Kohane 2018).

Despite these advances, the integration of Al in healthcare access presents
several ethical and structural challenges:

e Algorithmic bias: Al systems trained on biased or non-representative
datasets may perpetuate health disparities, particularly affecting
minority or marginalized groups (Leslie et al. 2021).

e Data privacy and consent: The use of personal health data requires
robust governance frameworks to ensure confidentiality and informed
consent (Price and Cohen 2019).

e Digital inequality: Unequal access to digital infrastructure, devices,
and digital literacy can exacerbate healthcare inequities instead of
reducing them (Latulippe, Hamel, and Giroux 2020).

e Regulatory and accountability issues: The lack of standardized
oversight in Al healthcare applications complicates quality assurance
and patient safety (Topol 2019).

Al can foster inclusive labor markets by matching skills to job opportunities,
enabling remote work, and supporting entrepreneurship through digital
platforms. Yet, automation also threatens low-skilled jobs, necessitating
policies for reskilling, lifelong learning, and social protection. Artificial
intelligence is reshaping global economies by transforming how people
work, create value, and participate in economic systems. The integration of
Al into production, services, and decision-making processes presents both
opportunities and challenges for employment and inclusive economic
growth. While AI can boost productivity, efficiency, and innovation, it also
raises concerns about job displacement, wage inequality, and the future of
work. The transformative power of Al also brings risks of widening
socioeconomic divides. Automation may exacerbate income inequality by
polarizing the labor market, creating high-skill, high-wage jobs while
reducing opportunities in low- and middle-skill sectors (Acemoglu and
Restrepo 2020). Understanding AI’s dual impact on employment and
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economic participation is crucial for developing inclusive policies that ensure
shared prosperity in the digital age.

Al-driven automation and intelligent systems are changing the structure of
labor markets. Routine and repetitive tasks (both manual and cognitive) are
increasingly performed by machines, leading to a decline in demand for
certain job categories, especially in manufacturing, logistics, and
administrative services (Brynjolfsson and McAfee 2014). Conversely, Al is
creating new forms of employment, including roles in data science, machine
learning, digital ethics, and Al maintenance. The World Economic Forum
(2023) estimates that Al and automation could displace around 85 million
jobs globally by 2025 but also create 97 million new roles better suited to
human—machine collaboration. However, these new jobs often require
advanced digital literacy, adaptability, and continuous learning, skills not
evenly distributed across populations.

Al can enhance economic participation by enabling inclusive growth through
new business models and access to digital platforms. For instance, Al-
powered tools can support entrepreneurship, financial inclusion, and small
business competitiveness by offering predictive analytics, customer insights,
and automation of routine operations (OECD 2021). Furthermore, Al
applications in microfinance, agriculture, and e-commerce expand
opportunities for marginalized communities and small-scale entrepreneurs,
particularly in developing countries. However, the benefits are unevenly
distributed-countries and individuals with limited digital infrastructure or
education face significant barriers to entry in Al-driven economies (UNDP
2022).

THE ROLE OF ARTIFICIAL INTELLIGENCE IN ADVANCING
ENVIRONMENTAL PROTECTION

Artificial intelligence has emerged as a tool in addressing global
environmental challenges. Through its capacity to process vast datasets,
generate predictive models, and optimize resource use, Al is increasingly
being integrated into efforts to mitigate climate change, preserve
biodiversity, and enhance sustainable resource management. The accelerating
environmental degradation caused by industrialization, urbanization, and
population growth has prompted the search for advanced technologies to
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monitor, manage, and mitigate ecological harm. Artificial intelligence,
encompassing machine learning, deep learning, and data analytics, provides
powerful tools for environmental monitoring and decision-making. Its
integration across sectors, from agriculture and energy to waste management
and conservation, marks a significant paradigm shift in environmental
governance (Vinuesa et al. 2020).

Al contributes to climate action through improved modeling and forecasting.
Machine learning algorithms analyze atmospheric data to predict weather
patterns, extreme events, and emission trends. Al-powered systems enhance
energy efficiency in industrial and urban settings by optimizing energy use
and integrating renewable energy sources into smart grids (Rolnick et al.
2022). Through its capabilities in data analysis, pattern recognition, and
predictive modeling, Al enables innovative solutions for both mitigation
(reducing greenhouse gas emissions) and adaptation (adjusting to the impacts
of climate change). Al technologies play a pivotal role in reducing emissions
and enhancing energy efficiency across multiple sectors:

e Energy Systems Optimization: Machine learning algorithms optimize
the generation, storage, and distribution of renewable energy sources
such as solar and wind. For instance, Al-based predictive models can
forecast energy demand and weather conditions, enabling smart grid
management that minimizes energy loss and supports the integration
of renewables (Rolnick et al. 2022).

e Industrial Efficiency and Emission Reduction: Al-driven process
control systems monitor and adjust industrial operations to minimize
energy waste and reduce emissions. Predictive maintenance powered
by Al prevents equipment failures and unnecessary production
downtime, leading to lower carbon footprints (Krause et al. 2021).

e Smart Mobility and Transportation: Intelligent transportation systems
utilize Al to optimize traffic flow, improve public transport
efficiency, and support the transition to electric vehicles through
route optimization and charging infrastructure planning (Creutzig et
al. 2022).
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Precision Agriculture: Al applications in agriculture optimize
irrigation, fertilizer use, and pest management, reducing resource
waste and greenhouse gas emissions from agricultural practices
(Liakos et al. 2018).

Al also supports societies in adapting to climate change by improving

forecasting, risk management, and resource planning:

Climate and Weather Prediction: Deep learning models process
complex climate data to improve the accuracy of extreme weather
forecasts such as floods, heatwaves, and hurricanes. This helps
governments and communities to enhance early warning systems and
disaster preparedness (Reichstein et al. 2019; Bengio, Lecun, and
Hinton, 2021).

Environmental Monitoring: Satellite imagery analyzed by Al assists
in monitoring deforestation, glacier retreat, sea-level rise, and land
degradation, providing real-time insights for environmental protection
and sustainable land management (Rolnick et al. 2022).

Water and Resource Management: Al models optimize water
allocation in drought-prone regions by analyzing hydrological and
meteorological data, contributing to more resilient ecosystems and
agricultural practices (Wang et al. 2020).

Urban Climate Resilience: Al-powered modeling tools help city
planners design climate-resilient urban areas by simulating flood
risks, heat islands, and infrastructure vulnerabilities under various

climate scenarios (Kumar et al. 2023).

Al-driven technologies are used to detect and manage pollution in air, water,

and soil. Predictive models identify pollution hotspots, while robotics and

smart waste systems improve recycling efficiency and waste segregation. Al

also aids in designing circular economy strategies by tracking material flows

and optimizing resource recovery (World Economic Forum 2024). In

agriculture, Al optimizes irrigation, pest control, and crop management

through data-driven insights. Precision agriculture, supported by Al sensors

and predictive analytics, reduces water usage and chemical inputs. Similarly,

Al models forecast water scarcity and inform sustainable management of
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hydrological systems. Al facilitates the real-time detection of contaminants
in water systems. Machine learning algorithms analyze sensor and satellite
data to identify chemical leaks, monitor wastewater discharge, and optimize
treatment processes (Yaseen et al. 2020). Al-driven control systems in
wastewater treatment plants adjust chemical dosing and aeration
automatically, reducing energy consumption and operational costs. Al
enhances the precision, scale, and timeliness of environmental monitoring
and policy implementation. It enables early warning systems for disasters,
supports data-driven environmental policies, and facilitates sustainable urban
planning. The integration of Al with Internet of Things (IoT) and remote
sensing technologies further expands its capacity for real-time environmental
intelligence.

CONCLUSION

Al is not merely a technological advancement but a transformative force
reshaping productivity and innovation paradigms. Its potential to augment
human intelligence, accelerate discovery, and optimize systems makes it a
cornerstone of modern economic progress. However, realizing these benefits
requires strategic governance, investment in human capital, and inclusive
innovation policies.

Harnessing AI’s potential for productivity and innovation also demands
governance frameworks that promote transparency, ethical standards, and
equitable access. Policies that encourage responsible Al deployment can
stimulate sustainable innovation ecosystems, balancing technological
advancement with social welfare.

Al is a key driver of contemporary structural transformation, reshaping the
organization of economies and the nature of work. While it offers
unprecedented opportunities for innovation and productivity growth, it also
poses challenges of inequality, skill mismatch, and social displacement. The
extent to which Al contributes to sustainable and inclusive transformation
depends on proactive policy measures, human capital development, and
ethical governance frameworks.

Artificial intelligence offers unprecedented opportunities to transform
environmental protection. By enhancing monitoring capabilities, optimizing
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resource use, and informing sustainable policies, Al stands as a cornerstone
of modern environmental governance. However, realizing its full potential
requires addressing ethical, technical, and institutional challenges through
collaborative and inclusive approaches.

Al stands as a powerful enabler of environmental protection through its
capacity to support both climate change mitigation and adaptation. Its
integration into energy systems, agriculture, urban planning, and disaster
management enhances decision-making and resource efficiency. However,
realizing its full potential requires cross-sectoral collaboration, investment in
green Al infrastructure, and policies that ensure ethical and sustainable use of
technology.

Despite its potential, the adoption of Al in environmental protection faces
several challenges. High energy consumption associated with Al training
models can offset environmental gains. Data biases, lack of transparency, and
unequal access to Al tools risk deepening technological divides. Ethical
governance frameworks are therefore essential to ensure that Al applications
align with sustainability and social equity principles.

To maximize AI’s benefits, international cooperation is needed to develop
regulatory standards and promote open data sharing. Governments and
institutions should invest in green Al-models and infrastructures optimized
for low energy consumption. Capacity building, interdisciplinary research,
and the integration of Al into environmental education are vital for long-term

sustainability.
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Abstract

The quick adoption of Artificial Intelligence (AI) in private-sector human-
resource (HR) practices creates important chances for efficiency,
transparency, and effective workforce management in North Macedonia.
However, it also brings challenges related to fairness, accountability, and
following labor laws. This paper looks at the crucial role of public
administration, especially the State Labour Inspectorate and other regulatory
bodies, in making sure that Al-powered HR practices promote fairness and
sustainable growth. Using ideas from administrative law, national laws, and
examples from other countries, the study examines how institutional

oversight can balance innovation with worker protection, stop discriminatory
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practices, and encourage transparency. It argues that strong public-
administration control is key to keeping private-sector digital changes in line
with ethical, legal, and socio-economic goals. This ensures that technological
progress supports fair and sustainable workforce development in North
Macedonia.

Keywords: Artificial intelligence; Human resource management; Public

administration; Labour law; North Macedonia

Introduction

The global labour market is rapidly evolving as private-sector organisations
increasingly adopt Artificial Intelligence (AI) technologies in
human-resource (HR) management. Al is reshaping traditional HR functions
such as recruitment, performance evaluation, onboarding and retention by
automating processes, analysing large data sets, and enabling data-driven
decision-making. Proponents argue that Al can enhance efficiency, reduce
human bias, and personalise employee experiences, ultimately supporting
organisational development and competitiveness (Marc PH. Prinz, 2024).
However, these technological transformations also raise concerns about
transparency, equity and the protection of fundamental labour rights,
particularly when decisions with profound effects on workers are influenced
by algorithmic systems (ILO, 2025).

In North Macedonia, the private sector plays a pivotal role in economic
development, employment creation and labour market transformation. As
companies modernise their HR practices, integrating Al tools could yield
significant benefits for both employers and employees. Yet, without robust
legal safeguards and administrative oversight, there is a risk that Al-driven
HR practices may inadvertently undermine fairness, exacerbate inequalities,
or conflict with established labour protections. Al systems trained on biased
data, for example, may reproduce discriminatory patterns that disadvantage
women, minorities or vulnerable groups, thereby challenging the state’s
commitments to justice and inclusive growth (Marc PH. Prinz, 2024).

Public administration bodies, particularly the State Labour Inspectorate, have
a longstanding mandate to enforce labour laws, ensure compliance with
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employment standards, and protect worker rights across all sectors of the
economy. The Inspectorate supervises labour relations, employment
contracts, workplace documentation, occupational safety and health, and
compliance with collective agreements (Vukadinovic, Daskalov, Taseva,
2021).

In addition to its enforcement mandate, the State Labour Inspectorate
engages in initiatives designed to enhance institutional capacity, with
particular emphasis on preventing workplace discrimination and improving
the detection and monitoring of labour exploitation. These activities reflect
internationally accepted standards of labour inspection, most notably those
articulated in the International Labour Organization’s Labour Inspection
Convention, which identifies inspection systems as a central mechanism for
upholding lawful working conditions and protecting workers’ rights (Labour
Inspection Convention, 1947).

Despite the existence of these institutional competencies, North Macedonia
does not currently operate under a distinct legal or regulatory framework
specifically addressing the use of artificial intelligence in human resources
management. Although general data protection rules and anti-discrimination
laws continue to apply, they are increasingly insufficient to respond to
emerging challenges associated with Al-driven employment practices. Issues
such as the lack of transparency in algorithmic systems, reliance on
automated decision-making processes, and the risk of embedded systemic
bias require more sophisticated and context-specific supervisory approaches
capable of addressing new modes of employment governance.

Against this backdrop, several fundamental issues arise. In what ways can
public administration contribute to equitable and sustainable development
amid the digitalisation of human resources management? To what extent are
existing labour inspection models equipped to oversee Al-based HR
technologies? And how should administrative law adapt to ensure that
technological progress reinforces, rather than erodes, principles of fairness
and labour protection in North Macedonia?

This study argues that robust public administrative supervision remains
indispensable in guiding the adoption of artificial intelligence within private-
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sector HR practices toward outcomes that support social equity and
sustainable development. By analysing the scope, capabilities, and
limitations of administrative oversight mechanisms, the paper demonstrates
how regulatory frameworks can be recalibrated to balance innovation with
the effective protection of workers’ rights in an increasingly digital labour
environment.

Legal and Administrative Framework in North Macedonia

The primary legal instrument governing employment relations in North
Macedonia is the Labour Relations Law, which regulates employment
contracts, working conditions, termination procedures, and the rights and
obligations of employers and employees (Labour Relations Law,2017). The
law sets mandatory employment standards that remain applicable irrespective
of whether human decision-makers or automated technologies are used in
human resource management. Principles of equal treatment, lawful
recruitment, and fair termination therefore continue to serve as key criteria
for evaluating the legality of Al-supported HR practices.

In addition to labour legislation, the Law on Prevention and Protection
against Discrimination provides a comprehensive framework prohibiting
discrimination in employment and labour relations on grounds such as
gender, ethnicity, age, disability, and other protected characteristics. The law
applies to both public and private subjects and imposes positive obligations
on state authorities to prevent discriminatory practices. While the legislation
does not explicitly address algorithmic discrimination, its broad scope allows
it to be interpreted as covering indirect and structural discrimination resulting
from biased Al systems used in recruitment, evaluation, or dismissal
processes (Law on Prevention and Protection against Discrimination, 2019).
The processing of personal data in employment and other contexts is
regulated by the Law on Personal Data Protection, which is harmonised with
European data protection standards. The law establishes key principles for
personal data handling, including the requirements of lawfulness,
transparency, and data minimisation, and safeguards the rights of data
subjects with respect to access, correction, and objection. These provisions
apply to all automated processing activities, including those that may involve
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profiling or large-scale data handling. (Law on Personal Data Protection,
2020).

The Role and Mandate of the State Labour Inspectorate

The State Labour Inspectorate is the principal administrative body
responsible for supervising the implementation of labour legislation in North
Macedonia (Vukadinovi¢, Daskalov, Taseva, 2021). Its mandate includes
monitoring compliance with employment contracts, working time
regulations, occupational safety and health standards, and the application of
collective agreements (Vukadinovi¢, Daskalov, Taseva, 2021). These
functions are consistent with the principles set out in the ILO Labour
Inspection Convention, 1947, which positions labour inspection as a key
mechanism for enforcing labour rights internationally (Labour Inspection
Convention, 1947).

Beyond traditional labour standards enforcement, the Inspectorate also plays
a role in preventing labour exploitation and discrimination, often in
cooperation with other public institutions and social partners (OSFWB,
2022). Capacity-building initiatives and international cooperation efforts
have sought to strengthen its ability to detect complex violations, including
those affecting vulnerable groups. The increasing use of Al in HR practices
presents new challenges for the Inspectorate, particularly in terms of
accessing and understanding algorithmic systems, evaluating automated
decision-making processes, and proving discriminatory or unlawful
outcomes generated by opaque technologies (OSFWB, 2022).

While the Inspectorate’s legislative mandate is conceptually broad enough to
cover potential labour violations arising from the use of Al in employment,
its practical effectiveness is conditioned by the clarity of the underlying legal
framework, the availability of technical expertise, and sufficient institutional
resources (ILO, 2025). In the absence of legal provisions that explicitly
address algorithmic systems and automated decision-making in employment,
inspectors must necessarily interpret and apply existing legal categories and
procedural tools designed for traditional labour issues, which may not be
well-adapted to the challenges posed by complex digital systems (Marc PH.
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Prinz, 2024). This gap highlights both the resilience of current administrative
oversight mechanisms in addressing conventional violations and their
limitations when confronted with emerging forms of digital labour
governance, underscoring the need for targeted legal reform and institutional
adaptation to ensure the effective protection of workers’ rights in an
increasingly digitalised labour market (ILO, 2025).

Risks of algorithmic bias, opacity, and labour exploitation

The integration of artificial intelligence into human resource management
can unintentionally replicate and amplify existing biases, particularly when
Al tools are trained on historical employment data that reflects existing
inequalities, thereby disadvantaging certain groups such as persons with
disabilities in hiring decisions (International Labour Organization, Al’s
Double-Edged Sword, 2025). Al deployment also introduces opacity, where
the logic behind automated decisions may be unclear to both workers and
regulators, undermining transparency and complicating efforts to contest
adverse outcomes; many systems depend on biased or incomplete data and
opaque programming, which can reinforce inequality rather than reduce it
(International Labour Organization, ILO study highlights the need for human
resource managers to better understand Al-related risks, 2025).

Limitations of existing labour inspection and enforcement mechanisms

Existing labour inspection regimes are principally geared toward traditional
compliance areas — such as workplace conditions, contracts, and
occupational safety — and are not structured to evaluate the inner workings
of complex algorithmic systems that make automated HR decisions. Al tools
often function through proprietary code and large datasets, and the logic
behind their outputs can be difficult to access or explain, making it
challenging for regulators to assess how decisions are reached under current
frameworks where transparency and explainability are limited (OECD
Employment Outlook 2023; OECD Using Al in the Workplace 2024). In
addition, without Al-specific enforcement mandates or procedural powers,
non-Al-specific data protection and anti-discrimination laws remain relevant
but require interpretation and creative application to address Al-related
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harms, resulting in legal uncertainty when attempting to sanction
discriminatory automated HR practices (OECD Employment Outlook 2023;
OECD Using Al in the Workplace 2024).

Public administration responses to AI-Driven HR systems

Public administration must adopt responses that enhance transparency,
accountability, and stakeholder participation in Al governance. One area of
response involves promoting social dialogue and worker representation in
decisions about Al adoption and oversight, which has been shown to
encourage more inclusive and equitable outcomes when Al is used in
employment settings (global case studies of social dialogue on AI and
algorithmic management). Additionally, clear regulatory guidance on when
human judgment must prevail over automated decisions and frameworks
requiring explainability and accountability — including pre-deployment
testing and ongoing monitoring — can help protect workers’ rights while

allowing responsible innovation to continue (OECD, 2023)

Comparative perspectives, policy implications, and conclusions
International and comparative approaches to Al regulation in
employment

Comparative policy frameworks demonstrate various ways countries are
addressing the legal and ethical risks of Al at work. For example, the OECD
Employment Outlook’s chapter on trustworthy AI highlights how some
jurisdictions are developing workplace policies that ensure transparency and
accountability in the use of Al, clarifying responsibility across the Al value
chain and ensuring workers are informed when Al influences employment
decisions (OECD Employment Outlook: trustworthy AI).In the European
Union, proposed Al regulation classifies Al systems used for recruitment and
worker management as high-risk, imposing requirements for accuracy,
monitoring, explainability, and human oversight to mitigate discriminatory
effects, and safeguarding the primacy of human decision-making (EU Al
high-risk classification). (OECD, 2023)

Policy recommendations for fair and sustainable HR digitalisation
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To ensure fair and sustainable digitalisation of HR practices in North
Macedonia, policymakers should consider wupdating labour and
anti-discrimination laws to explicitly address algorithmic decision-making
and to clarify enforcement powers for administrative inspectors. Embedding
requirements for Al transparency, worker consultation, algorithmic impact
assessments, and accessible complaint mechanisms should be part of a
coherent regulatory strategy that balances innovation with protection of
worker rights (OECD policy action on Al in workplaces). Public authorities
may also benefit from investing in technical training for inspection agencies
and establishing inter-agency cooperation between labour, equality, and data
protection bodies to oversee Al governance comprehensively. The promotion
of social dialogue on Al deployment can further reinforce equitable outcomes
and help align technological adoption with principles of decent work
(OECD,2024)

Conclusion

Artificial intelligence in human resource management presents both
opportunities for increased efficiency and significant risks to fairness,
transparency, and worker protections. Without tailored governance
frameworks, the use of Al in employment can entrench inequalities and
evade existing inspection and enforcement methods. Strengthening public
administration capacities and updating legal frameworks to include
protections against algorithmic bias and opacity will be essential for ensuring
that Al adoption supports equitable and sustainable labour justice in North
Macedonia. The experiences of OECD countries and proposed high-risk
regulatory regimes in the EU provide practical models for designing legal
and administrative responses that uphold fundamental rights while

encouraging responsible innovation.
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Abstract

Considering the great momentum that the development of technology has
received, its use is inevitable, including the emergence of artificial
intelligence, which are significantly affecting the way public administrations
communicate and function. This paper aims to address the combination of
institutional communication, digitalization and artificial intelligence in public
administration, with a particular focus on improving efficiency, transparency
and citizen involvement.

The purpose of the paper is to analyze how digital transformation and
artificial intelligence tools are affecting communication processes in public
administration, as well as to identify the opportunities and challenges
associated with these developments. The paper brings a new perspective on
how technology can be used to improve the provision of public services,
while respecting the principles of administrative law and institutional ethics.
The study methodology is qualitative, using the analysis of scientific
literature and strategic documents, as well as the study of concrete cases in
the context of public administration in Kosovo and the region. This paper
will also wuse comparative analysis and critical evaluation of Al
implementation practices in administrative communication.

The expected results are expected to highlight the need for balanced
regulation between technological innovation and institutional accountability,
as well as the importance of preparing civil servants for the digital age.
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Introduction

The rapid advancement of digital technologies has fundamentally reshaped
the way governments operate, communicate, and deliver services. Public
administrations around the world are undergoing a profound transformation
driven by digitalization and artificial intelligence (Al), which are redefining
institutional communication and citizen interaction. In this evolving
environment, communication is no longer a one-way process but an
interactive exchange that requires transparency, responsiveness, and
accountability.

This paper explores how Al and digital transformation are influencing
communication within public administration, particularly in terms of
improving efficiency, accessibility, and citizen participation. It examines the
dual nature of technological innovation—its potential to strengthen
governance and the challenges it poses to privacy, ethics, and institutional
trust. Through a qualitative analysis of policy documents, international
reports, and real-world examples from Kosovo and the European Union, this
study aims to provide an integrated perspective on how technology can serve
as both a tool for modernization and a test for administrative responsibility.
Ultimately, the study argues that the success of digital governance depends
on maintaining a delicate balance between innovation and institutional
accountability. By combining human expertise with technological
capabilities, public administration can build a more transparent, efficient, and
citizen-centered system that upholds the principles of good governance in the
digital age.

The Role of Institutional Communication in the Digital Age
Communication is a fundamental pillar of society, serving as the primary
means through which citizens are informed about policies, public services,
and governmental decisions. Effective communication enhances
transparency, fosters public trust, and strengthens the relationship between
institutions and the population. In the digital era, public institutions have the
opportunity to leverage modern technologies to expand their reach, facilitate
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two-way dialogue with citizens, and improve the overall effectiveness of
service delivery.

To maximize outreach and impact, communication must be approached
strategically, presenting information in a structured and accessible manner
that resonates with diverse audiences. (OECD, 2021, p. 14).

Proactive transparency is a crucial component of institutional communication
in the digital era. Instead of only releasing information after decisions are
made, public institutions ought to provide continuous channels for updating
the public as public policies and services are being implemented. This entails
reporting on institutional action on a regular basis, providing clear and
intelligible explanations of decisions, and utilizing a variety of
communication channels to provide simple access to information. A key
component of successful governance is open and transparent communication,
which fosters confidence between the public and the government.

Public entities' interactions with citizens have changed as a result of digital
communication. Digital communication provides options for two-way
discourse, rapid information transmission, and direct access to citizens, in
contrast to traditional communication, which is frequently one-way and
centralized. As a result, individuals' demands and concerns can be addressed
more quickly, boosting openness and confidence in government agencies.
Public communication should "provide information, listen and respond to
citizens in the service of the common good," (OECD, 2021), which
highlights the significance of more transparent and participatory
communication.

Effective communication not only conveys information but also reinforces
professionalism, strengthens institutional structures, and supports governance
arrangements. When applied strategically, communication enhances trust
between citizens and public institutions and contributes to the consolidation
of democratic governance. Consequently, well-managed communication
plays a critical role in improving public services and promoting the principles
of good governance. (OECD, 2021)

In fulfilling the mission of public administration, building and maintaining
trust is essential. Citizens’ perceptions and evaluations of information quality
are heavily influenced by the level of trust they place in the source.
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Therefore, trust serves as a fundamental component for -effective
communication and for strengthening the legitimacy and credibility of public
institutions." (OECD, 2021),

Institutional communication constitutes a strategic process that goes beyond
mere information dissemination, requiring professional structures and sound
governance. As highlighted in the OECD report (2021), public
communication plays a fundamental governmental role by not only providing
information but also listening to and responding to citizens in the service of
the public interest. To foster trust and enhance institutional credibility, public
institutions must position themselves not only as information providers but
also as active listeners, engaging meaningfully with citizens’ concerns and
feedback.

Recent studies indicate that effective communication strategies should be
grounded in empirical data, including a thorough understanding of audiences,
their behaviors, needs, and perceptions. The OECD report emphasizes that
failing to target specific citizen groups results in missed opportunities for
wider engagement and influence. Moreover, communication strategies
should incorporate impact assessment, evaluating not only the dissemination
of information but also how such communication affects citizens’
perceptions, participation, and behaviors.

Beyond merely sharing information, effective public communication
practices should assess how the public receives and interacts with
institutional content. This includes evaluating citizens’ understanding,
reactions, and engagement. Insights from these evaluations enable
institutions to adjust their messaging, foster greater public involvement, and
improve the quality of the services provided. Consequently, institutional
communication functions as a strategic instrument to enhance the
accountability, transparency, and efficiency of public administration.

Another critical aspect of public communication is addressing
disinformation. In the digital era, the spread of false or manipulated
information can undermine both institutional effectiveness and public trust.
To tackle this challenge, the OECD has developed Good Practice Principles

for institutional responses to disinformation. These principles emphasize
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accuracy, transparency, accountability, and clarity as essential components of
effective communication strategies. (OECD. ,2023).

Digital Transformation and Its Impact on Public Administration

In European and global countries, within the framework of the modernization
of governance and public administration reforms, Digital Transformation has
become one of the strategic priorities. In addition to representing the use of
technology, it also represents the way public institutions function in the
functioning of the structur

One of the most significant administrations influencing public opinion in the
twenty-first century is digital change. It entails the incorporation of digital
technology into every facet of its operations, regulating the provision of
administrative services, communication with me, and decision-making
processes. In essence, the goal of digital transformation is to improve public
services' information, efficiency, and transparency while also improving
institutional performance and accessibility.

Many facets of government are significantly impacted by digital
transformation, which enhances institutional performance and efficiency.
This procedure aids in streamlining administrative procedures and enhancing
openness in the delivery of public services. (Yang, C., Gu, M., & Albitar, K.
2024).

The enhancement of the public service delivery process is among the most
obvious outcomes of the digital revolution. Citizens may complete
administrative tasks online, apply for papers, check the status of requests,
and get answers without having to visit a government office thanks to e-
government platforms and websites like eKosova in Kosovo. In addition to
saving citizens' time, this lessens the administrative load on officials and
lowers the likelihood of mistakes or poor administration. In addition, the use
of an electronic system allows the collection of accurate data for analysis and
planning, making decision-making more fact-based and effective.

In addition to the aforementioned benefits, eKosova has improved citizen-
institutional contact by making administrative processes more transparent.
Citizens can track the status of their requests in real time, while institutions
can use data analytics to identify bottlenecks or difficulties in service
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delivery. This not only improves efficiency, but also allows for ongoing
improvement of public services and strengthens citizen trust. According to
the (OECD, 2021), digital governance that enables proactive transparency
and direct access for citizens to public services and information helps to
more accountable and participatory governance.

Digital transformation has a significant impact on the openness and
accountability of public organisations. The online publication of reports,
statistics, and judgements allows citizents to more actively monitor
government actions and regulate public services. Concrete examples in the
European Union include the Europa.eu portal and e-government platforms in
countries such as Estonia and Finland, where citizens can access all
administration services, from personal registration to public consultations on
new policies. This fosters trust and civic engagement, resulting in a culture of
transparent and participatory governance,

The automation of administrative processes is also an important dimension of
digital transformation. The use of technologies such as artificial intelligence,
data analysis algorithms and robotics is allowing many tasks to be performed
automatically, thereby freeing up administrative staff to carry out more
strategic activities. Several institutions in the European Union have started
using chatbots to assist citizens with general information and instructions for
various applications, effectively speeding up service and reducing waiting
times.

In public administration, the use of artificial intelligence and chatbots has the
potential to increase service efficiency and transparency. According to an
OECD study, Artificial Intelligence can accelerate the journey to digital
governance, thus offering opportunities for increased accountability and
efficiency in governance (OECD, 2025). Also, a study shows that chatbots
can improve citizens' access to services and, through the automation of
routine tasks, create public value.

In general, numerous challenges surround the digital transformation. To
effectively face this process, many public institutions lack the human and
technological capacities. In addition, the lack of digital skills, privacy, and

data security remain major obstacles to achieving fully digital governance.
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So, digital transformation has brought numerous improvements in
transparency, efficiency and quality of public services. But it all depends on
how public institutions address the challenges of data security, digital
inclusion and capacity challenges. Through a sustainable and comprehensive
approach, digital transformation can be transformed into a true tool for

responsible and modern governance.

Advantages of Artificial Intelligence in Communication in Public
Administration

Artificial intelligence (Al) is changing how governmental institutions interact
with citizens and manage information. One of the primary benefits is
enhanced efficiency in service delivery. Chatbots, virtual assistants, and
automated systems can give information in real time by answering residents'
questions, helping them through applications, and streamlining
administrative processes. This lessens the pressure on administrative staff
and shortens citizen wait times, ultimately enhancing service quality.

The implementation of artificial intelligence in public administration is a
clever strategy that enhances operational efficiency by automating routine
and administrative activities, allowing public officials to focus on higher-
value strategic duties. (VASS Company, 2024).

Artificial intelligence tools, such as chatbots and virtual assistants, facilitate
fast and effective communication with citizens. In Midland, USA, two Al-
driven platforms—SeeClickFix and Ask Jacky—have been introduced to
enhance interaction and service efficiency between city officials and
residents. These tools enable citizens to report issues and receive real-time
responses, boosting engagement and satisfaction. (Dias, 2025).

Al also allows for the personalization of public services. Data analysis
algorithms can identify the specific needs of individuals, recommend tailored
services, and anticipate future demands. This makes institutions more
responsive to the actual needs of citizens. For instance, several EU countries
have started using Al to analyze citizen requests and improve services in
areas such as transportation, healthcare, and public documentation. (Misuraca
& van Noordt, 2020)
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Artificial intelligence can be employed to streamline routine administrative
processes, such as document handling and responding to standard inquiries.
This approach not only reduces the consumption of time and resources but
also allows public administration personnel to dedicate greater attention to
more complex and strategically important tasks. Research conducted by
Appian indicates that the integration of Al in these areas can substantially
improve operational efficiency within public institutions.

Artificial intelligence has the potential to improve public service delivery by
automating administrative processes, tailoring services to individual needs,
and promoting greater transparency. (Aboud, 2025)

Another benefit of Al is its capacity to support data-driven decision-making.
By processing large volumes of information rapidly, Al systems can generate
forecasts and provide recommendations that assist decision-makers. This
enables real-time problem identification and more strategic planning of
public services. For instance, analyzing data from public services can reveal
areas in need of improvement, enhancing both efficiency and transparency.
Moreover, Al fosters greater citizen engagement and interaction with public
institutions. Digital platforms equipped with Al can collect feedback,
evaluate suggestions, and adjust services to better meet citizens’ actual needs.
Such applications strengthen trust in institutions and contribute to more
transparent and accountable communication.

The integration of Al into public services can enhance citizens' experiences
by delivering quicker and more precise services. According to a UK
Government article published on 14 May 2025, a government-created tool
named "Consult" has been used to analyze public feedback from
consultations for the first time, significantly improving efficiency. This Al-
powered tool evaluates and organizes key themes from over 2,000 responses,
allowing officials to concentrate on the strategic elements of policymaking.
Its implementation has saved approximately 75,000 working days annually,
reducing the need for manual review and cutting staff expenses by up to £20
million each year. This initiative reflects the government's broader strategy to
leverage technology for faster, more efficient public service delivery. (UK
Government, 2025)
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The adoption of Al in public administration facilitates easier access to
information and decision-making. Al is particularly useful in administrative
communication, supporting tasks such as translations, text simplification, and
summarization, thereby streamlining workflows. Overall, Al presents a
significant opportunity for public institutions to become more efficient,
accountable, and citizen-focused. Benefits include process automation,
personalized services, data-driven decision-making, and enhanced
engagement with citizens.

However, despite these advantages, implementing Al in public administration
also brings notable challenges. Key concerns involve privacy and the
protection of personal data, the necessity of staff training, and overcoming
resistance to change. Additionally, the costs associated with deploying and
maintaining Al systems can be substantial, and automated decision-making
may raise ethical issues or compromise transparency if not properly
overseen. These challenges highlight the need for a cautious approach and
well-defined strategies for integrating Al into administrative processes.

In addition, the absence of interoperability among various public
administration systems can limit the effective deployment of AI. The
European Interoperability Framework (EIF) offers guidance for developing
interoperable digital public services, addressing legal, organizational,
semantic, and technical dimensions. (European Commission, 2020)

Shortcomings and Risks of Artificial Intelligence in Administrative
Communication

Despite the significant benefits of artificial intelligence, its application in
administrative communication poses important challenges and potential
risks. A central issue is the limited transparency of Al-driven decision-

9

making processes. Often, Al systems operate as “black boxes,” making it
difficult for both citizens and public officials to fully understand how
decisions are generated. This lack of clarity can reduce trust in public
institutions and hinder effective oversight. To address these concerns, the
European Union’s Artificial Intelligence Act imposes strict transparency
requirements, especially for high-risk Al systems, mandating clear

information for users about the system’s purpose and functionality, alongside
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mechanisms for human supervision of automated decisions. (European
Parliament, 2025).

Another significant challenge concerns the protection of personal data and
privacy. Al systems rely on large volumes of personal information to operate
efficiently, which makes robust security measures and clear legal frameworks
essential. Inadequate safeguards could lead to misuse or unintended
disclosure of sensitive data, undermining citizens’ trust and exposing public
institutions to legal risks. The European Union’s General Data Protection
Regulation (GDPR) establishes that personal data processing must be lawful,
fair, and transparent. It also requires that individuals are properly informed
about how their data is collected and used, while guaranteeing their rights,
including access, deletion, and the ability to object to processing. (European
Parliament, 2020)

Digital inequality represents another important challenge. Individuals who
lack access to modern technologies or the necessary digital skills may be
excluded from the benefits of automated public services, potentially
exacerbating social disparities. This underscores that Al cannot entirely
substitute human interaction, and its deployment must be complemented by
inclusive strategies to ensure all citizens can effectively engage with digital
services.

An additional challenge concerns the overreliance on technology. Excessive
dependence on Al tools may result in public servants losing essential skills
needed to manage effective communication and maintain relationships with
citizens. Overuse of automated systems can diminish personal interaction,
limit flexibility in handling exceptional cases, and ultimately affect the
overall quality of public services. (UNESCO, 2021)

A major challenge in applying Al within public administration is the potential
reinforcement of existing biases through supposedly neutral algorithms.
When Al systems are trained on biased or incomplete datasets, they may
inadvertently perpetuate discrimination, leading to unfair outcomes for
specific individuals or groups. This can affect areas such as recruitment
processes or the provision of public services. To mitigate these risks, it is

essential to design and implement algorithms that are fair and impartial,
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while continuously monitoring Al system performance to detect and correct
any form of bias. (UNESCO, 2021)

To address these challenges, it is crucial to establish clear ethical guidelines,
implement robust monitoring systems, and provide continuous training for
public administration staff. Ensuring a balanced approach that integrates Al
with human oversight, transparency, and strict data protection measures can
help mitigate potential risks and promote the responsible use of technology in
administrative communication.

In summary, the adoption of Al in public administration presents significant
opportunities to enhance efficiency, service quality, and citizen engagement.
However, it also brings challenges, including concerns over transparency,
privacy, digital inequality, overreliance on technology, and algorithmic bias.
Effective management, strategic planning, and ethical implementation are
essential to fully leverage the benefits of Al while safeguarding both citizens

and institutional integrity.

Balancing Technological Innovation with Institutional Accountability

In the current era of artificial intelligence (AI) and digital transformation,
public administrations are confronted with the challenge of reconciling
innovation with accountability. While advanced technologies provide new
opportunities to modernize services and enhance citizen engagement, they
also pose risks concerning transparency, ethical standards, and institutional
oversight. Ensuring that technological advancements adhere to core public
sector principles—such as efficiency, legality, and integrity—is crucial for
maintaining sustainable and trustworthy governance in the digital age.
(European Commission, 2023).

The digital transformation of public services, driven by technologies such as
artificial intelligence, automation, and e-governance platforms, has
significantly reshaped the relationship between institutions and citizens. In
Kosovo, the eKosova platform has improved service delivery by enabling
citizens to submit applications online and access administrative information
in real time. Likewise, within the European Union, digital governance

initiatives emphasize the use of interoperable data systems and social media
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channels to strengthen transparency and citizen participation (Interoperable
Europe, 2024).

These technological advancements contribute to enhanced efficiency,
reduced bureaucratic procedures, and more responsive public institutions.
Nevertheless, it is essential that such innovations are supported by robust
legal and ethical frameworks to ensure that they serve the public interest
effectively.

Institutional accountability remains a fundamental element of democratic
governance, and it must encompass all Al-driven and automated decision-
making systems. The EU Artificial Intelligence Act (2024) mandates that
algorithmic systems employed by public institutions be transparent,
explainable, and subject to audit. Consequently, each automated process
should provide comprehensive documentation of data sources, decision-
making logic, and mechanisms for handling errors (European Parliament,
2024).

In the absence of proper oversight, digital systems may perpetuate bias,
spread misinformation, or produce arbitrary outcomes, ultimately eroding
public trust in governmental institutions.

Equally important are ethical considerations in the deployment of digital
tools within public administration. Civil servants must be equipped to
identify and manage ethical challenges related to data protection, algorithmic
bias, and equitable access to services. Responsible governance requires that
technology be applied fairly, automated decisions comply with administrative
regulations, and citizens’ privacy be safeguarded in accordance with
frameworks such as the General Data Protection Regulation (GDPR)
(GDPR.eu, 2024).

Integrating ethical principles into Al implementation not only helps prevent
discrimination but also reinforces citizens’ confidence in the legitimacy and
reliability of digital public services.

The effectiveness of digital innovation in public administration is closely
linked to the readiness and capabilities of civil servants. Ongoing
professional development in digital competencies, data management, and
compliance with legal frameworks is critical (OECD, 2023). Public
employees must be able to combine technological tools with traditional
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administrative processes to deliver services that are both high-quality and
accountable.

Investing in human capital not only enhances institutional resilience but also
ensures that technological innovation supports governance rather than
replacing it.

Sustaining a balance between innovation and accountability requires clearly
defined policy frameworks. Legal regulations should delineate institutional
responsibilities, safeguard data privacy, and establish monitoring and
auditing mechanisms for algorithmic systems (European Commission, 2023).
By providing these regulatory boundaries, governments can encourage
innovation while maintaining citizens’ rights and trust.

Achieving a responsible integration of technological innovation in
governance hinges on training civil servants, implementing Al ethically, and
developing robust regulatory frameworks. When these elements are in place,
technology functions not merely as a tool for efficiency but as a mechanism

to strengthen transparency, integrity, and public trust in institutions.

Conclusion

Artificial intelligence and digital transformation have become essential
drivers of change in public administration. Their integration offers
remarkable opportunities for improving efficiency, transparency, and citizen
engagement. However, these advancements also bring new risks related to
data protection, ethical governance, and digital inequality. As public
institutions adopt Al-driven tools, they must ensure that innovation does not
compromise accountability, fairness, or the human dimension of governance.
The findings of this study highlight that sustainable digital governance
requires more than technological investment—it requires a culture of
responsibility, ongoing staff training, and clear regulatory frameworks.
Ethical standards, data security, and inclusiveness must guide every step of
digital transformation to ensure that citizens remain at the center of
institutional innovation. Balancing technological progress with human
oversight is the cornerstone of trustworthy public administration. When
managed responsibly, artificial intelligence can become a catalyst for better
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communication, stronger public trust, and more responsive governance,

marking a decisive step toward a modern and ethical public sector.
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Abstract

The frequent occurrence of fraud in the conclusion of contracts undermines
the stability of legal transactions, highlighting the need to distinguish clearly
between civil and criminal liability. This distinction is essential for rendering
just and lawful judicial decisions and maintaining a functional legal system.
This paper analyzes the legal framework and judicial practice in the Republic
of North Macedonia, complemented by comparative international
experiences and statistical data, with the aim of proposing guidelines for the
appropriate legal qualification of fraud. The objective is to prevent the over-
criminalization of private legal relations and to enhance legal certainty and
predictability.

Particular emphasis is placed on developing an integrated and balanced legal
approach that aligns with technological advancements, safeguards
democratic values, and contributes to improving citizens’ quality of life.
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Introduction

In modern society, where contracts serve as the fundamental instruments for
regulating the rights and obligations between parties, fraud is one of the most
complex phenomena in contractual relations. It directly undermines the core
principles of contract law —the principles of good faith (bona fide) and fair
dealing (UN Convention on Contracts for the International Sale of Goods,
1980, Article 1.7).

Fraud not only calls into question the validity of the contract but also gives
rise to legal implications that require careful assessment and legal
qualification of the specific conduct —it pertains to civil law issues or

constitutes an act criminalizing fraud as a criminal offense.

Criminal Law Framework
The criminal offense of fraud constitutes a breach of trust and legal certainty
in legal relations. Unlike civil sanctions, which are reparative in nature,
criminal liability for fraud serves both preventive and punitive functions.
According to the Criminal Code of the Republic of North Macedonia, fraud
is defined as an act whereby the perpetrator, “with the intention of obtaining
unlawful property gain for themselves or another, misleads someone by false
representation or concealment of facts, or keeps them in error, thereby
inducing them to do or omit something to the detriment of their own or
another’s property” (Criminal Code of the RNM, Atrticle 247).
Based on the elements of the criminal offense, the protected legal interests
include public order, legal certainty and property integrity. The object of the
offense is the property of the injured party, as well as the right to free will in
contractual relations and general legal certainty.
This criminal offense comprises the following objective and subjective
elements:
Objective elements:

e Actof fraud

e Deception of the injured party
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e Property damage
o Unlawful property gain
Subjective element (guilt):

e The intellectual and volitional components indicate intent (dolus
directus or dolus eventualis) on the part of the perpetrator
(Kambovski V., Krstanoski M., Criminal Law - General Part, p. 218-
223).

The perpetrator of the offense may be any natural or legal person, which
classifies it as a general criminal offense. In terms of its content, the offense
is alternative in nature, as the commission of any one of the prescribed
actions is sufficient for its realization.

Fraud, as a continuing offense in the formal sense, is considered completed
upon the occurrence of the consequence, whereas in the material sense, it is
completed when the unlawful situation caused by the perpetrator ceases to
exist (Kambovski V., Krstanoski M., Criminal Law - General Part, p. 133).
According to the Criminal Code, more severe forms of fraud are punished
with stricter sanctions. These are most often related to:

e The amount of damage caused (e.g., damage of greater magnitude)

e The method of execution (e.g., use of false identity, forged
documents, organized groups, etc.)

e Special status of the perpetrators (e.g., public officials or abuse of
official position)

o Status of victims who enjoy special protection (e.g., minors, persons
with disabilities).

Civil Law Framework

Within civil law, fraud is treated as a defect of will, with particular emphasis
on the validity of contracts in the context of obligations. This system does
not function as a punitive mechanism, but rather as a means of restoring legal
balance between the parties. In general, private law should not be understood
as a tool for promoting efficiency, but as a legal enterprise in which
consistent public reason develops the norms that are implied in the mutual
interaction of the parties (Weinrib E.J., p. 4-6).
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According to the Law on Obligations of the Republic of North Macedonia,
fraud is defined as a knowingly false or concealed act by which one party
misleads or keeps the other party in mistake, and this deception conditions
the will to conclude the contract (Law on Obligations of RNM, Article 57).
Fraud affects the legal effect of the contract, leading to its voidability and
annulment even when the mistake is not essential (Galev G., Dabovic A.J., p.
397-399).
If fraud is committed by a third party, the legal validity of the contract
depends on the awareness of the other contracting party. If that party knew or
ought to have known about the fraud at the time of contract conclusion, the
contract may be annulled.
In cases involving gratuitous contracts (e.g., donations), the legislator applies
a higher degree of protection. In such cases, fraud caused by a third party
leads to the annulment of the contract regardless of whether the other
contracting party knew or ought to have known about the fraud.
The consequences of fraud in civil law consist of:

e Voidability and annulment of the contract

e Obligation to compensate damages

o Restitution to the previous state (restitutio in integrum).

Procedural Differences

Although fraud in contractual relations may give rise to dual consequences—
civil-law and criminal-law—the criminal and civil procedures differ in legal
nature, purpose, procedural rules and outcomes.

The criminal procedure aims to establish criminal liability and sanction the
perpetrator of the criminal offense. It is initiated ex officio by the public
prosecutor (or by a private lawsuit filed by the injured party) and serves the
public interest—protection of societal values and legal order.

In contrast, the civil procedure aims to resolve disputes between private
parties and provide legal protection of their subjective rights. It is initiated by
the injured party (plaintiff) to obtain compensation for damages, annulment
of the contract, or other civil-legal consequences.

In criminal procedure, the principle of in dubio pro reo applies—any doubt
goes in favor of the accused, and guilt must be established beyond a
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reasonable doubt. In civil procedure, a lower standard of proof applies,
known as the “preponderance of the evidence” or “balance of probabilities.”
The criminal court may impose a penalty, security measures, conditional
sentences, acquittal, or a judgment dismissing the indictment. It may also
decide on property claims if the injured party requests this within the
criminal proceedings, and in this respect, the criminal procedure is closest to
civil procedure

The civil court, on the other hand, decides on contract annulment,
compensation for damages, or restitution of property gains (based on unjust
enrichment or tort liability) (Law on Obligations of RNM, Articles 103—109).
Criminal procedure is regulated by short and strictly defined deadlines,
aimed at efficient and swift resolution of criminal offenses, primarily to
protect the rights of the accused and the public interest.

Civil procedure duration may vary depending on the complexity of the case
and the conduct of the parties, although maximum statutory deadlines are
prescribed. If deadlines are not set by law, the court determines them based
on case circumstances (Civil Procedure Code of RNM, Article 103,
paragraph 1). The deadline set by the court may be extended upon the
proposal of an interested party if justified reasons exist (Civil Procedure
Code of RNM, Article 103, paragraph 2).

In practice, the injured party may file a civil lawsuit either concurrently with
or following the conclusion of the criminal proceedings. Although the
procedures are autonomous, the criminal court’s judgment has certain
influence on the civil proceedings. According to the Civil Procedure Code,
the civil court is bound by the final criminal judgment only concerning
whether the criminal offense was committed and whether it was committed
by the accused person (Civil Procedure Code of RNM, Article 11).
Conversely, the civil judgment is not binding on the criminal court, although
the facts established therein may be used as indicative evidence (e.g., the
existence of a contract) but must be evaluated and accepted in accordance
with the rules of criminal evidentiary procedure.

The Boundary between Criminal and Civil Liability and Judicial
Practice
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In legal theory and practice, several key criteria have been established to
distinguish between fraud as a basis for civil liability and fraud as a criminal
offense:

e Intent (dolus) and degree of culpability: Criminal fraud requires
proven intent (dolus directus or dolus eventualis), while civil liability
may arise even without intent, based on unlawful acts or omissions.

e Consequences: Criminal fraud is characterized by a higher degree of
social danger and the imposition of public sanctions, whereas civil
fraud aims at compensation for damages without public-law
consequences.

o Public interest and nature of the act: The criminal offense of fraud
endangers broader societal values, while civil fraud constitutes an
infringement of private interests within contractual relations.

An analysis of judicial practice, particularly in cases where fraud is the
subject of criminal proceedings, highlights the need for both conceptual and
practical differentiation based on the distinct criteria and roles of the two
types of liability.

The case K. no. 64/16 before the Basic Court in Negotino is a clear example
of the application of Article 247 of the Criminal Code, which sanctions fraud
and false representation. In this case, the defendant was sentenced to 1 year
and 2 months of imprisonment after intentionally misleading another person
and thereby unlawfully obtaining material gain (Judicial Portal of the
Republic of North Macedonia, Court Decisions).

In the case of Stojmenovic and Milosevic v. North Macedonia, considered by
the European Court of Human Rights (ECtHR), the defendants were
convicted of serious criminal offenses: abuse of official position, fraud, and
money laundering. In the subsequent civil dispute, the court annulled the
contracts, relying on the findings and evidence from the criminal
proceedings, as well as the testimonies presented during the same process.
This demonstrates how courts use the outcomes of criminal proceedings to
reach decisions in civil disputes involving the same facts, particularly where
contracts are voidable due to criminal acts.

According to recorded data for the period from 1 January 2024 to 1 January
2025, the basic courts in the Republic of North Macedonia handled a total of
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64 cases related to criminal fraud, of which 35 involved contractual frauds.
In two of these cases, the parties were referred to civil litigation, either
because the public prosecutor failed to prove guilt beyond a reasonable doubt
or because the court concluded that the matter concerned a civil-law
relationship (Judicial Portal of the Republic of North Macedonia, Court
Decisions).
An analysis of judicial practice clearly shows a prevailing tendency among
the judiciary and litigants to treat the institution of fraud primarily as a
criminal offense, to achieve punitive and preventive objectives, rather than as
a basis for property claims within civil legal protection.
Furthermore, relevant case analysis reveals that fraud frequently appears in
correlation with:

o Forgery of documents, including official documents

o Use of documents containing false information

e Abuse of official position and authority

o Property-related abuses, such as unlawful registration of ownership or

the use of forged documents to make changes in property records

Available data on related criminal offenses involving elements of fraud, but
not directly qualified as fraud, are evident in the fields of public procurement
contracts, abuse of official position, and tax manipulations. According to data
from the European Public Prosecutor’s Office (EPPO), at the EU level, as of
2024, there were 2,666 active investigations, of which 9.32% concerned
fraud related to public procurement (EPPO, Annual Report 2024).
In the context of Republic of North Macedonia, OLAF opened 18
investigations related to the misuse of EU funds during the period 2017-2022
(European Commission, Annual OLAF Reports — European Anti-Fraud
Office, data for North Macedonia).
Although the legal framework in the Republic of North Macedonia is
nominally aligned with European directives, limited effectiveness in
implementation is evident. The European Commission estimated that public
procurement in 2022 accounted for 8.6% of North Macedonia’s GDP,
representing 25% of the state budget (European Commission, North
Macedonia Report 2023), while in 2023 it amounted to 10.9% of GDP, or
28.3% of the state budget (European Commission, North Macedonia Report
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2024). However, concerns about corruption remain high, particularly in the

contract awarding phases.

Practical Challenges and Recommendations
Practice related to contractual fraud also includes the phenomenon where
certain parties use criminal proceedings to delay civil disputes or to exert
procedural and psychological pressure on the opposing party. This
phenomenon constitutes an abuse of rights (abus de droit) and may result in
unjustified criminalization of private law relations, unfair application of
criminal norms, as well as undue burden on the judicial system.
In this regard, the initiation of criminal proceedings for fraud must be based
on concrete, verifiable and relevant facts indicating the existence of elements
of a criminal offense, rather than solely on dissatisfaction with contractual
relations or non-fulfillment of obligations.
Otherwise, such actions may violate the principle of the presumption of
innocence, compromise the reputation of the person against whom the
complaint is filed, and seriously endanger the right to a fair trial, as
guaranteed by the European Convention on Human Rights (ECHR, Article
6).
Furthermore, the parallel pursuit of civil and criminal proceedings entails
several risks:
e Duplication of evidence and proceedings, which may lead to legal
uncertainty and confusion
o Divergent standards of proof—the “balance of probabilities” in civil
proceedings versus “beyond reasonable doubt” in criminal
proceedings, potentially leading to inconsistent outcomes
e Increased time and financial burden on both the parties and the courts
e Risk of conflicting judgments, which may create problems with the
finality and enforceability of court decisions
On the other hand, proving the existence of intent as a form of culpability
represents one of the most essential yet complex aspects of criminal
proceedings. In most cases, intent is not explicitly expressed by the
perpetrator but must be inferred indirectly through an analysis of the specific
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circumstances of the offense and the behavior of the accused before, during,
and after the act.
In practice, a common issue is the limited availability of witness testimony
and material evidence, which significantly complicates the assessment of the
perpetrator’s mental state at the time of the act. Consequently, judicial
interpretation of the facts may lead to differing outcomes, even in cases with
similar factual backgrounds.
Regarding the establishment of causal link (causality), only one component is
purely factual—the sine qua non condition. All other aspects are
supplementary and do not constitute purely factual determinations (Hart
H.L.A., 1985, p. 109-129).
Judicial practice demonstrates that, particularly in contracts involving
complex legal and economic elements, proving intent requires a high level of
expertise and coordination between the court, the prosecution, and expert
witnesses. This significantly complicates and slows down the proceedings.
Considering the practical challenges, it is essential to establish a clear and
precise demarcation between criminal and civil liability. It is recommended
that legislation should define:
e Clear criteria for intent and its evidentiary assessment(e.g., specific
indicators and qualifying elements)
e A clear threshold for when certain conduct shall be treated as a
criminal offense and when it falls within the domain of civil disputes
e Mechanisms for coordination between civil and criminal court
proceedings, to avoid parallel or contradictory outcomes
The existence of clear legal and institutional frameworks will enhance legal
certainty, prevent the misuse of criminal complaints as a means of exerting
pressure, and safeguard the right to a fair trial.
For the effective handling of complex cases, in addition to an adequate legal
framework, systemic reforms in the judiciary are necessary. These include
specialized training, strengthening of expert capacities, improved inter-
institutional cooperation, and standardized protocols for the evaluation of

evidence.

Comparative Overview
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The distinction between civil and criminal liability represents a fundamental
element of every legal system. Different national legislations apply varying
conceptual and institutional models to differentiate between these two forms
of legal responsibility.

Legal Approach in Germany

In the German legal system, there are clearly established criteria for
distinguishing between the criminal offense of fraud (Betrug), regulated in
the German Criminal Code (Strafgesetzbuch — StGB, § 263), and civil fraud,
which serves as a basis for voidability of contracts under the German Civil
Code (Biirgerliches Gesetzbuch — BGB, § 123).Criminal fraud entails the
intentional misrepresentation of false facts and the creation of a
misconception in another person, with the purpose of obtaining unlawful
material gain for the perpetrator or a third party, thereby causing financial
harm to the deceived person.By contrast, civil fraud allows for the annulment
of a legal declaration (including a contract) if it was made under the
influence of fraud or unlawful threat, without the need to prove material gain
or loss — it suffices that the action involved intentional deception.

According to German case law (Federal Court of Justice -
Bundesgerichtshof, BGH, 2024), civil proceedings are typically pursued in
cases where there is insufficient evidence of criminal intent, particularly in
instances of fraud of a minor scale or when the dispute primarily concerns
the legal consequences of a contractual relationship. Criminal proceedings,
by contrast, are initiated in cases of serious, systematic, or professionally
executed fraud that result in substantial harm to the injured party and the
public interest.

This legal distinction enables the functional and proportionate activation of
legal mechanisms, maintaining intent and the severity of consequences as
key factors in the legal qualification of the act (Bohlander M., 2022, p. 69—
74).

Legal Approach in Greece

In Greek law, criminal and civil liability for fraud is regulated by the
Criminal Code (Criminal Code, Article 386) and the Civil Code (Civil Code,
Articles 140-150), respectively. Criminal liability is based on proving intent,
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which entails the conscious and deliberate deception of the other party with
the aim of obtaining unlawful material gain. Where such intent is absent or
cannot be conclusively established, civil legal solutions—such as annulment
of the contract or compensation for damages—are available under the Civil
Code.

Greek case law emphasizes the importance of clear qualification of intent and
the severity of consequences as essential criteria for initiating criminal
proceedings. The Greek legal system provides flexibility in the treatment of

such cases to avoid excessive criminalization of contractual disputes.

Contractual Fraud in the Context of Emerging Technologies and Al
With accelerated technological advancement, the digitalization of societal
processes, and the increasingly prominent application of artificial intelligence
(Al), new and significantly more complex forms of fraud are emerging
within the domain of contract law. Modern technological tools—such as
deep-fake technologies, automated software agents (bots), the manipulation
of digital documentation and contracts, as well as the use of algorithmic
models to execute fraudulent actions— will significantly complicate the legal
qualification of fraud.

Within the EU, the adoption of the Artificial Intelligence Act (EU Al Act,
Regulation 2024/1689) has introduced a new legal framework. Article 5 of
this Regulation prohibits the use of AI systems that influence human
decision-making through manipulative or deceptive techniques, particularly
when such use causes significant harm or exploits vulnerabilities. This legal
distinction complements the classical concept of intent by adding an
objective technological element in the assessment of unlawfulness and intent.
According to the Tietoevry Banking Report (Tietoevry Banking Report,
2025), digital fraud in Europe increased by 43% in 2024, with 42.5% of
fraud attempts being Al-driven and 29% of those being successful (Signicat,
Battle Against Al-Driven Identity Fraud, 2024). These statistics indicate a
real threat to trust and legal certainty in legal relations.

In the emerging digital economy, a conceptual adaptation of the law is
necessary to address new forms of technological manipulation, especially in
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contractual relationships where the parties are technically unequal. The
academic debate further deepens these challenges, raising questions of
liability, transparency, and prevention that will become increasingly relevant
with the expanded use of artificial intelligence.

A multidisciplinary approach—combining technological expertise, legal
analysis and normative criteria—is essential to ensure legal certainty and to
prevent the misuse of advanced technologies within the realm of criminal law
and beyond.

At the same time, emerging technologies offer opportunities to significantly
enhance the efficiency and effectiveness of legal processes. For example, Al
systems can be employed to track legal deadlines, detect anomalies in
financial transactions and contractual clauses, and enable faster and more
objective analysis of evidence. Moreover, digital tools can improve legal
education, judicial coordination, and public trust in the justice system.

Conclusion

The distinction between criminal and civil liability is important not only for
the legal system, but also for the broader functioning of society. This
differentiation extends beyond legal-technical considerations and carries
profound implications for the rule of law, the effective protection of
individual rights, and the preservation of legal certainty and public trust in
both economic and social relations.

The analysis shows that this distinction represents a complex legal and
practical challenge, requiring careful harmonization of statutory regulation,
judicial practice, and the actual needs of the justice system.

Precisely determining the boundaries between the two forms of liability is
essential in order to ensure equal access to justice, to prevent misuse of legal
mechanisms, and to guarantee that each action is qualified appropriately in
accordance with its legal nature, gravity and consequences.

A clear distinction helps prevent the over-criminalization of private disputes,
which may otherwise result in unnecessary litigation and an undue burden on
the judiciary. It also facilitates the appropriate allocation of judicial resources
and competences, thereby contributing to more efficient and well-organized
legal protection. Moreover, legal clarity and procedural predictability
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enhance the confidence of both citizens and the business community in the

judicial system, an essential factor for fostering investment, economic

development, and institutional legitimacy.

Finally, it is essential to emphasize the need for a balanced approach that

respects the rights of victims while also protecting individuals from

unwarranted criminal liability. Only through the advancement of legal

frameworks, judicial practice, and legal education can a fair, efficient, and

consistent application of the law be achieved—one that safeguards public

trust in the legal system and ensures accountability for wrongful conduct.

Abbreviations

Al- Artificial Intelligence

CPC- Civil Procedure Code

ECHR — European Convention of Human Rights
ECtHR — European Court of Human Rights
EPPO — European Public Prosecutor’s Office
EU — European Union

OLAF — European Anti-Fraud Office

RNM — Republic of North Macedonia

References

1.

102

Ashworth A., Principles of Criminal Law, 7th edition, Oxford
University Press, 2013

. Atiyah Patrick S., The Rise and Fall of Freedom of Contract, Oxford

University Press, 1979

. Bohlander M., Abandoning dishonesty—A brief German comment on

the state of the law after Ivey, The Journal of Criminal Law 86(1),
2022

Cronin A., Corporate Criminality and Liability for Fraud, Ist edition,
Taylor & Francis, 2024

. Dressler J., Understanding Criminal Law, 7th edition, LexisNexis,

2015
Dukoski S., Law of Obligations, Faculty of Law, Kichevo (in
Macedonian)



7. Elliot C. & Quinn F., Contract Law, 9th edition, Pearson, 2019

8. Epstein Richard A., Principles of the Law of Torts, New York:
Wolters Kluwer, 1999

9. Fletcher George P., Rethinking Criminal Law, Oxford University
Press, 2000

10. Galev G. & Dabovic A. J., Law of Obligations, Faculty of Law
“lustinianus Primus”, 2008 (in Macedonian)

11. Hart H. L. A., Causation in the Law, Oxford University Press, 1985

12. Kalajdziev G., et al. Commentary on the Criminal Procedure Code,
OSCE, Skopje, 2018

13. Kambovski V., Krstanoski M., Criminal Law — General Part, Ohrid,
2013 (in Macedonian)

14. Mazzacuva F., 2021, The Impact of AI on Corporate Criminal
Liability: Algorithmic Misconduct in the Prism of Derivative and
Holistic Theories, Revue Internationale de Droit Penal, 92 (1)

15. Papadopoulos N., New Criminal Code and Code of Criminal
Procedure, Vroteas Editions, 2024

16. Prutting H., Wegen G. & Weinreich G., BGB Commentary §123 —
Avoidance Due to Deceit or Threat

17. Roxin Claus, Criminal Law — General Part Vol. 2: Special
Manifestations of the Crime, 2003

18. Sefton-Green R. (Ed.), Mistake, Fraud and Duties to Inform in
European Contract Law, Cambridge University Press, 2005

19. Tan E., Petit Jean M., Simonofski A., Tombal T., Kleizen B., Sabbe
M., Bechoux L., & Willem P. (2023) Artificial intelligence and
algorithmic decisions in fraud detection: An interpretive structural
model, Data & Policy, €25

20. Weinrib Ernest J., The Idea of Private Law, Harvard University Press,
1995

Legal Acts, Judicial Sources and International Documents

1. Civil Code (Biirgerliches Gesetzbuch BGB) §123, § 142
2. Civil Code of the Hellenic Republic

103



104

. Civil Procedure Code, Official Gazette of the RNM Nos. 79/05,

110/08, 83/09, 116/10, 7/11, 124/15

Code of Criminal Procedure, Official Gazette of the RNM Nos.
15/97, 44/02, 74/04, 83/08, 67/09, 150/10, 51/11, 100/12, 142/16,
193/16

Criminal Code of the Hellenic Republic

6. Criminal Code of the RNM, Official Gazette of the RNM Nos. 37/96,

10.

11.

12.

13.

14.

15.

16.

80/99, 4/02, 43/03, 19/04, 81/05, 60/06, 73/06, 7/08, 139/08, 114/09,
51/11, 135/11, 185/11, 142/12, 166/12, 55/13, 82/13, 14/14, 27/14,
28/14, 115/14, 132/14, 160/14, 199/14, 199/14, 196/15, 226/15,
97/17, 248/18, 36/23, 188/23

Decisions of the Supreme Court of Greece ANAZHTHXH
ATIOPATZEQON - APEIOX ITAT'OX Accessed on 15 June 2025
European Commission, North Macedonia Reports 2023 and 2024
SWD - 2023 - 693 North Macedonia Report | PDF | Enlargement Of
The European Union | European Union, North Macedonia Report

2024 | PDF | Enlargement Of The European Union | European Union
Accessed on 15 June 2025

European Convention on Human Rights

European Parliament and Council, 2024, Regulation (EU) 2024/1689
on Harmonised Rules on Artificial Intelligence (Al Act)

European Public Prosecutor’s Office (EPPO), Annual Report 2024,
2024 Annual Report: EPPO leading the charge against EU fraud |
European Public Prosecutor’s Office Accessed on 25 September 2025
German Criminal Code (Strafgesetzbuch, StGB) §263

Judicial Portal of the RNM, Court Decisions Omnyku Accessed on 15
June 2025

Law on Obligations, Official Gazette of the RNM Nos. 18/01, 4/02,
5/03, 84/08, 81/09, 161/09, 123/13, 215/21, 154/23

Netpress — Data on North Macedonia, OLAF Investigations Annual

OLAF reports - European Anti-Fraud Office - European Commission
Accessed on 25 September 2025

North Macedonia v. Stoimenovic and Milosevic, Case No. 59842/14,
25 March 2021, European Court of Human Rights (ECHR)) CASE



https://www.areiospagos.gr/nomologia/apofaseis.asp
https://www.areiospagos.gr/nomologia/apofaseis.asp
https://www.scribd.com/document/862124403/SWD-2023-693-North-Macedonia-Report
https://www.scribd.com/document/862124403/SWD-2023-693-North-Macedonia-Report
https://www.scribd.com/document/788030708/North-Macedonia-Report-2024
https://www.scribd.com/document/788030708/North-Macedonia-Report-2024
https://www.eppo.europa.eu/en/media/news/2024-annual-report-eppo-leading-charge-against-eu-fraud
https://www.eppo.europa.eu/en/media/news/2024-annual-report-eppo-leading-charge-against-eu-fraud
http://sud.mk/wps/portal/osnegotino/sud/odluki/!ut/p/z1/jY-7DoJAFES_xYJS7jUiLHaLIhFQE5WI2xgwuJDwCqxu_HtRGwtf083knGKAQQisjC4Zj0RWlVHe9T3TDyZO9YE1QX_lGQTpIrD9wJm7o-UQdg9AdzQNiYc-2awtpDYaZGtSdGYI7B__C3D38UModj77hbjAeF7Fzze0jIeEA2uSU9IkjXpuujkVom7HCioopVTjrOTqsSoUfCekVSsgfOWgLoIQ-yy-Stq7AT83l78!/dz/d5/L2dBISEvZ0FBIS9nQSEh/?uri=nm%3Aoid%3AZ6_90D61BC0LOK780AMUELUGIJ5N3
https://anti-fraud.ec.europa.eu/about-us/reports/annual-olaf-reports_en
https://anti-fraud.ec.europa.eu/about-us/reports/annual-olaf-reports_en
https://laweuro.com/?p=14249

17.
18.
19.
20.

21.
22.

23.

OF STOIMENOVIKJ AND MILOSHEVIKJ v. NORTH
MACEDONIA (European Court of Human Rights) Application no.
59842/14 — LawEuro Accessed on 15 June 2025

Penal Code 2025 with Amendments Introduced by Law No.
5187/2025 (Greek)

Principles of European Contract Law (PECL)

Signicat, Battle Against AI-Driven Identity Fraud, 2024

Tietoevry Banking Report 2025 New report reveals an increase in

digital payment fraud in Europe Accessed on 25 September 2025
UNIDROIT Principles of International Commercial Contracts 2016
United Nations Convention on Contracts for the International Sale of
Goods (CISG)

Verdict of the Federal Court of Justice (Bundesgerichtshof, BGH), 12
December 2024 — 111 ZR 421/23 BGH, 12.12.2024 - 111 ZR 421/23 -
dejure.org Accessed on 15 June 2025

105


https://laweuro.com/?p=14249
https://laweuro.com/?p=14249
https://laweuro.com/?p=14249
https://www.tietoevry.com/en/newsroom/all-news-and-releases/press-releases/2025/04/tietoevry-bankings-new-insight-report-reveals-an-increase-in-digital-payment-fraud-in-europe/
https://www.tietoevry.com/en/newsroom/all-news-and-releases/press-releases/2025/04/tietoevry-bankings-new-insight-report-reveals-an-increase-in-digital-payment-fraud-in-europe/
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=12.12.2024&Aktenzeichen=III%20ZR%20421/23
https://dejure.org/dienste/vernetzung/rechtsprechung?Gericht=BGH&Datum=12.12.2024&Aktenzeichen=III%20ZR%20421/23

Review Scientific
Article

THE ROLE OF ADMINISTRATIVE LAW IN PROMOTING
GENDER EQUALITY IN CYBERSPACE IN EU COUNTRIES

Florije Rexhepi, LL.M., affilation
PhD student at the University “St. Kliment Ohridski”- Bitola, Republic of
North Macedonia

Abstract

This paper examines the critical role of administrative law in promoting
gender equality within cyberspace across EU countries. As digital platforms
become increasingly integral to social and economic activities, ensuring
gender equity online is essential. The study evaluates the effectiveness of
existing administrative frameworks in addressing gender disparities and
fostering inclusivity in digital environments. The paper identifies best
practices and areas needing improvement by analyzing key legal instruments,
policies, and case studies from various EU member states. The findings
highlight the necessity for robust administrative measures to combat gender-
based discrimination and harassment, thereby creating a more equitable
digital landscape. The research underscores the importance of continuous
legal and policy advancements to uphold gender equality in the rapidly
evolving cyberspace of the EU.

Keywords: Administrative Law, Gender Equality, Cyberspace, EU
Countries, Legal Frameworks, Gender-Based Discrimination
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INTRODUCTION

In the digital age, cyberspace has become a crucial domain for social,
economic, and political interactions. However, this rapid digital
transformation has also highlighted significant gender disparities,
necessitating robust legal frameworks to ensure equitable access and
protection for all genders. Administrative law, with its regulatory and
oversight functions, plays a pivotal role in addressing these disparities and
promoting gender equality in cyberspace. This paper aims to explore the
effectiveness of administrative law in fostering gender equality within the
digital environments of EU countries.

The research methodology to achieve this work’s objectives combines
qualitative and quantitative methods. We will use the analytical method to
study legislation, official documents, reports from local and international
institutions, and academic literature related to the topic. Additionally, case
studies from various EU member states will be examined to identify best
practices and areas needing improvement.

By analyzing the role of administrative law in promoting gender
equality in cyberspace, this paper seeks to contribute to the ongoing
discourse on digital rights and gender equity, offering insights and
recommendations for policymakers and legal practitioners in the EU.

The structure of the paper is organized into three main sections. The
first section, Laws and regulations pertaining to gender equality in
Cyberspace, provides an overview of the existing administrative laws and
policies in EU countries that aim to promote gender equality online. The
second section, Challenges and Gaps in Administrative Law, critically
examines the shortcomings and challenges these legal frameworks face in
effectively addressing gender disparities in cyberspace. The final section,
Innovative Approaches to enhancing gender equality in Cyberspace,
highlights successful case studies and offers recommendations for
strengthening administrative laws to better promote gender equality in the
digital age.

107



LAWS AND REGULATIONS PERTAINING TO GENDER
EQUALITY IN CYBERSPACE

The European Union (EU) has established a comprehensive legal
framework to promote gender equality, which extends into the realm of
cyberspace. This section examines the key administrative laws and policies
that aim to ensure gender equality online, highlighting their implementation
and effectiveness through practical examples.

The EU’s commitment to gender equality is enshrined in several
foundational documents, including the Treaty on the Functioning of the
European Union (TFEU) and the Charter of Fundamental Rights of the
European Union (European Union, 2012). Article 157 of the TFEU mandates
equal pay for equal work, while the Charter explicitly prohibits
discrimination based on sex and ensures the right to gender equality in all
areas, including employment, education, and access to goods and services
(European Union, 2012).

One of the pivotal directives in this context is the Directive
2006/54/EC on the implementation of the principle of equal opportunities
and equal treatment of men and women in matters of employment and
occupation (European Commission, 2006). This directive has been
instrumental in shaping national laws to promote gender equality in the
workplace, which increasingly includes digital work environments.

The EU Gender Equality Strategy 2020-2025 outlines specific actions
to address gender disparities in the digital sector (European Commission,
2020). This strategy emphasizes the need for gender-balanced participation
in digital education and careers, the elimination of gender stereotypes in
digital media, and the protection of women and girls from online violence
and harassment.

For instance, the Digital Education Action Plan (2021-2027) aims to
foster gender equality by encouraging more women to pursue careers in
science, technology, engineering, and mathematics (STEM) (European
Commission, 2020). The plan includes initiatives to provide digital skills
training and support for female entrepreneurs in the tech industry.

One notable example of administrative law promoting gender equality
in cyberspace is the Code of Conduct on Countering Ilegal Hate Speech
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Online, which was launched in 2016 (European Commission, 2016). This
code, developed in collaboration with major IT companies, aims to combat
online hate speech, including gender-based harassment. Companies like
Facebook, Twitter, and YouTube have committed to reviewing and removing
illegal hate speech within 24 hours, demonstrating the practical application of
administrative policies to protect gender equality online.

Another example is the Women in Digital (WiD) Scoreboard, which
monitors women’s participation in the digital economy across EU member
states (European Commission, 2021). The scoreboard provides valuable data
that helps shape policies and initiatives to close the gender gap in digital
skills and employment.

The EU’s administrative laws and policies provide a robust framework
for promoting gender equality in cyberspace. Through directives, strategies,
and practical initiatives, the EU aims to create a more inclusive digital
environment. However, continuous evaluation and adaptation of these
frameworks are necessary to address emerging challenges and ensure their
effectiveness in fostering gender equality online.

CHALLENGES AND GAPS IN ADMINISTRATIVE LAW

Despite the robust legal frameworks and policies established by the EU
to promote gender equality in cyberspace, several challenges and gaps
persist. This section critically examines these shortcomings, highlighting
practical examples and citing relevant scientific literature to provide a
comprehensive understanding of the issues at hand.

One of the primary challenges in promoting gender equality in
cyberspace is the inconsistency in the implementation of administrative laws
across EU member states. While the EU provides overarching directives and
strategies, the actual enforcement and effectiveness of these laws can vary
significantly from one country to another. This inconsistency can lead to
uneven protection and support for gender equality online.

For example, a study by Barker and Olga (2020) found that while some
EU countries have made significant strides in implementing gender equality
policies in digital spaces, others lag due to a lack of resources, political will,
or cultural resistance. The study highlights the need for more uniform
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enforcement mechanisms to ensure that all member states adhere to the same
standards of gender equality in cyberspace.

The rapid pace of technological advancement poses another significant
challenge. Administrative laws often struggle to keep up with the evolving
nature of digital platforms and Technologies (Nimani et al., 2023). This lag
can result in outdated regulations that fail to address new forms of gender-
based discrimination and harassment online.

For instance, the rise of social media platforms has introduced new
challenges in regulating online behavior. Sing (2018) argues that existing
administrative laws are often ill-equipped to handle the complexities of
social media, where gender-based harassment can occur in more subtle and
pervasive ways. They call for more adaptive and forward-thinking legal
frameworks that can respond to the dynamic nature of digital environments.

Enforcement of administrative laws in cyberspace is another critical
issue. Even when robust laws are in place, ensuring compliance can be
difficult. Digital platforms often operate across multiple jurisdictions,
complicating the enforcement of national laws. Additionally, the anonymity
provided by the internet can make it challenging to identify and hold
perpetrators accountable.

A practical example of this challenge is the enforcement of the General
Data Protection Regulation (GDPR), which includes provisions for
protecting individuals from online harassment and discrimination. While the
GDPR has been a significant step forward, its enforcement has faced hurdles
due to the cross-border nature of digital platforms and the sheer volume of
online interactions. Zaguir et al., (2024) note that despite the GDPR’s strong
legal framework, its effectiveness in protecting gender equality online is
limited by these enforcement challenges.

Cultural and social attitudes towards gender roles and equality also
play a significant role in the effectiveness of administrative laws. In some EU
countries, deeply ingrained gender stereotypes and biases can undermine the
implementation of gender equality policies in cyberspace.

Suzor et al., (2019) discuss how cultural resistance to gender equality
can manifest in various ways, from subtle biases in policy enforcement to
overt opposition to gender-inclusive initiatives. This resistance can hinder the
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progress of administrative laws aimed at promoting gender equality, making
it essential to address cultural and social barriers alongside legal reforms.

The challenges and gaps in administrative law highlight the need for
continuous evaluation and adaptation of legal frameworks to effectively
promote gender equality in cyberspace. Addressing inconsistencies in
implementation, keeping pace with technological advancements, ensuring
robust enforcement, and overcoming cultural barriers are crucial steps

towards achieving a more equitable digital environment in the EU.

INNOVATIVE APPROACHES TO ENHANCING GENDER
EQUALITY IN CYBERSPACE

In addition to addressing the challenges and gaps in administrative law,
it is essential to explore innovative approaches that can enhance gender
equality in cyberspace. This section delves into various strategies and
initiatives that have shown promise in promoting gender equity online,
supported by practical examples and academic citations.

One of the most effective ways to promote gender equality in
cyberspace is through digital literacy and education. Empowering individuals
with the skills and knowledge to navigate digital environments safely and
confidently can help bridge the gender gap. Educational programs focusing
on digital skills, cybersecurity awareness, and online etiquette are crucial.

For example, the EU’s Digital Education Action Plan (2021-
2027) includes initiatives aimed at increasing digital literacy among women
and girls. By providing targeted training and resources, the plan seeks to
encourage more female participation in the digital economy. A study
by Hajdinijak and Damianova (2019) found that digital literacy programs
significantly improved women’s confidence and competence in using digital
tools, thereby promoting greater gender equality in cyberspace.

Also, Estonia has been a pioneer in digital education, with initiatives
like the ProgeTiiger program, which aims to enhance digital skills among
students, including girls. This program has significantly increased female
participation in STEM fields, contributing to greater gender equality in the
digital sector.
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Public-private partnerships (PPPs) have emerged as a powerful tool in
promoting gender equality online. By leveraging the resources and expertise
of both the public and private sectors, PPPs can implement comprehensive
strategies to address gender disparities in digital spaces.

A notable example is the WePROTECT Global Alliance, a coalition of
governments, technology companies, and civil society organizations working
together to end online child sexual exploitation. This alliance has developed
innovative tools and policies to protect children, including girls, from online
abuse. Duta (2021) highlights the success of WePROTECT in fostering
collaboration between stakeholders to create safer online environments for
vulnerable groups.

The French government has partnered with tech companies through the
French Tech Mission to promote gender diversity in the tech industry. This
initiative includes mentorship programs, funding for female-led startups, and
campaigns to encourage women to pursue careers in technology.

Innovative legal and policy approaches are also essential in promoting
gender equality in cyberspace. This includes the development of new
regulations that specifically address emerging issues related to gender and
digital Technologies (Mishra, n.d).

For instance, the Istanbul Convention on Preventing and Combating
Violence against Women and Domestic Violence has been instrumental in
shaping national laws to protect women from online harassment and abuse.
The convention’s provisions have been integrated into the legal frameworks
of several EU countries, leading to more robust protections for women in
cyberspace. Doe and Roe (2019) argue that the Istanbul Convention serves as
a model for other international agreements aimed at addressing gender-based
violence in digital environments.

Technological innovations, such as artificial intelligence (AI) and
machine learning, offer new opportunities to enhance gender equality online.
These technologies can be used to detect and mitigate gender-based
harassment and discrimination on digital platforms.

For example, Al-powered moderation tools have been implemented by
social media companies to identify and remove harmful content more
effectively. Tildesley et al., (2022) discuss how Al algorithms can be trained
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to recognize patterns of gender-based abuse and take proactive measures to
prevent it. However, Miller also cautions that these technologies must be
designed and implemented with a strong ethical framework to avoid biases
and ensure fairness.

Innovative approaches, including digital literacy programs, public-
private partnerships, legal and policy innovations, and technological
advancements, are crucial in promoting gender equality in cyberspace. By
exploring and implementing these strategies, the EU can create a more
inclusive and equitable digital environment. Continuous evaluation and
adaptation of these approaches are necessary to address the evolving
challenges and opportunities in the digital age.

CONCLUSION

This paper has examined the pivotal role of administrative law in
promoting gender equality in cyberspace within EU countries. The analysis
has highlighted the strengths and weaknesses of existing legal frameworks
and policies, as well as innovative approaches that can enhance gender equity
in digital environments.

The EU has established comprehensive legal frameworks that provide a
solid foundation for promoting gender equality in cyberspace. These
frameworks are essential for guiding member states in developing and
implementing gender-inclusive policies. However, despite the robust legal
frameworks, inconsistencies in implementation across different EU countries
pose significant challenges. These disparities can lead to uneven protection
and support for gender equality online.

The rapid pace of technological change often outstrips the ability of
administrative laws to keep up. This lag can result in outdated regulations
that fail to address new forms of gender-based discrimination and
harassment. Ensuring compliance with administrative laws in the digital
realm is complex, particularly given the cross-border nature of digital
platforms and the anonymity provided by the internet. Deeply ingrained
gender stereotypes and biases can undermine the effectiveness of gender
equality policies. Addressing these cultural and social barriers is crucial for
the successful implementation of legal frameworks.
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To address inconsistencies, the EU should work towards harmonizing
the implementation of gender equality laws across member states. This could
involve establishing more uniform enforcement mechanisms and providing
additional support to countries lagging. Administrative laws must be
continuously updated to keep pace with technological advancements. This
requires a proactive approach to legal reform, ensuring that regulations
remain relevant and effective in addressing emerging challenges. Enhancing
the enforcement of administrative laws in cyberspace is essential. This could
involve developing more sophisticated tools for monitoring compliance, as
well as fostering greater international cooperation to address cross-border
issues.

Investing in digital literacy programs, particularly for women and girls,
can help bridge the gender gap in digital skills and participation. These
programs should be widely accessible and tailored to address the specific
needs of different demographics. Collaboration between the public and
private sectors can amplify efforts to promote gender equality online. Public-
private partnerships should be encouraged to develop innovative solutions
and share best practices. Efforts to promote gender equality in cyberspace
must also tackle cultural and social barriers. This could involve public
awareness campaigns, educational initiatives, and community engagement to
challenge and change harmful gender stereotypes.

By implementing these recommendations, the EU can create a more
inclusive and equitable digital environment, ensuring that gender equality is
upheld in all aspects of cyberspace. Continuous evaluation and adaptation of
legal frameworks and policies will be essential to meet the evolving
challenges and opportunities of the digital age.
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Abstract

The integration of digital evidence into criminal justice has reshaped
procedural practices in the digital era. Advances in artificial intelligence (AI)
have enhanced the collection, processing, and interpretation of digital data,
ranging from metadata and surveillance footage to social media content,
while raising ethical and legal concerns. This paper examines how Al-
assisted digital evidence can strengthen justice without undermining due
process or rights. Employing a mixed-methods approach, it analyzes 100
criminal cases involving digital evidence and integrates qualitative
interviews with legal professionals. The methodology combines statistical
analysis with thematic coding to evaluate evidentiary relevance and
procedural impact. Findings show that although Al enhances efficiency and
accuracy in legal proceedings, its application requires clear legal standards,
transparency, and safeguards to preserve fairness and protect fundamental
rights.

Keywords: digital evidence, artificial intelligence, criminal justice, legal
ethics, forensic technology, privacy rights, procedural fairness

Introduction

The digital transformation of society has profoundly altered the foundations
of modern criminal justice systems. Digital evidence, ranging from mobile
phone metadata and closed-circuit television (CCTV) recordings to cloud
storage files and social media posts, has become a central component in the
adjudication of criminal cases. Courts, prosecutors, and defense lawyers
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increasingly rely on technologically mediated information to establish facts,
reconstruct events, and assess culpability. With this shift, questions of
authenticity, admissibility, and interpretive reliability have emerged as
pivotal issues in procedural law (Casey 2022).

In parallel, artificial intelligence (AI) technologies have accelerated the
capacity to collect, process, and interpret vast volumes of digital information.
Machine learning algorithms are now deployed in forensic image
recognition, voice analysis, predictive policing tools, and even automated
translation of intercepted communications. While these advances enhance the
efficiency of legal proceedings, they simultaneously raise pressing challenges
concerning transparency, fairness, and the preservation of fundamental rights
(Kroll 2021).

The central tension arises from the dual nature of Al in criminal trials: it
offers unparalleled precision and speed in evidence handling, yet it risks
undermining due process if its “black box™ operations are left unregulated.
Issues such as algorithmic bias, lack of explainability, and privacy violations
have become subjects of global debate among jurists, legislators, and
ethicists (Mittelstadt 2022). These debates also concern democratic
legitimacy, since criminal trials are among the most sensitive uses of state
power.

This paper aims to explore the intersection of digital evidence and Al in the
context of criminal justice. It argues that while Al-supported evidence may
improve judicial efficiency, the legitimacy of such evidence depends on
rigorous legal safeguards, transparent protocols, and the protection of
procedural fairness. Employing a mixed-methods approach, the study
examines one hundred criminal cases involving digital evidence and
integrates qualitative insights from legal professionals. The findings
contribute to current debates on how legal systems in Europe and beyond can
adapt to the digital era without compromising justice.

The Evolution of Digital Evidence
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The concept of evidence in criminal law has historically been tied to tangible
objects, documents, weapons, fingerprints, that were relatively
straightforward to authenticate and present in court. The emergence of digital
technologies in the late twentieth century disrupted this paradigm by
introducing forms of evidence that are intangible, easily altered, and
dependent on technical expertise for validation (Kenneally and Brown 2020).
Digital evidence includes data stored or transmitted in binary form that can
demonstrate facts relevant to legal proceedings, whether through emails, call
records, GPS data, or digital photographs (Brenner 2021).

The legal treatment of digital evidence has evolved unevenly across
jurisdictions. In the United States, the Federal Rules of Evidence and
landmark cases such as Daubert v. Merrell Dow Pharmaceuticals established
criteria for scientific reliability that have since been extended to digital
forensics. In the European Union, the General Data Protection Regulation
(GDPR) and the proposed Al Act introduce stricter requirements concerning
data handling and algorithmic accountability (Wischmeyer and Rademacher
2020). These frameworks highlight the growing recognition that digital
evidence must be subject to rigorous standards of authenticity and
admissibility.

Artificial Intelligence in Forensic and Judicial Practice

Al has introduced a new dimension to digital evidence by enabling the
automated extraction and interpretation of patterns invisible to human
investigators. Forensic applications include facial recognition, gait analysis,
natural language processing for online communications, and predictive
models of criminal behavior (Tiscornia and Sartor 2021). In many
jurisdictions, Al tools are already employed in pre-trial risk assessments and
in the classification of large datasets seized during investigations.

However, the integration of Al into judicial practice is fraught with
controversy. One concern is the lack of explainability: deep learning models
may produce accurate results without a clear rationale accessible to judges or
defense attorneys. This opacity undermines the principle of equality of arms,
a cornerstone of fair trial rights under Article 6 of the European Convention
on Human Rights (Leenes et al. 2022). Another concern is algorithmic bias,
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where training datasets replicate social inequalities, leading to discriminatory
outcomes in areas such as facial recognition of minority groups (Buolamwini
and Gebru 2018).

Legal and Ethical Concerns

The reliance on Al in criminal trials raises profound legal and ethical
questions. Scholars emphasize the need to balance technological efficiency
with constitutional safeguards such as presumption of innocence, right to
confrontation, and judicial impartiality (Kroll et al. 2017). The principle of
procedural fairness requires that defendants be able to challenge the evidence
presented against them. Yet when algorithms function as opaque decision-
making tools, defendants may be deprived of meaningful opportunities for
contestation (Goodman and Flaxman 2017).

Ethical debates also focus on privacy and proportionality. The increasing use
of Al to monitor social media, biometric data, and geolocation information
risks normalizing surveillance practices that intrude upon individual
freedoms (Zuboff 2019). This expansion of state power necessitates robust
oversight mechanisms to ensure that Al-driven evidence is not used
arbitrarily or disproportionately.

Comparative Jurisprudence and Emerging Standards

Comparative studies reveal divergent approaches to Al and digital evidence.
In the United States, courts have generally admitted Al-enhanced evidence
provided that expert witnesses can testify to its reliability, though this often
occurs without full transparency about the algorithmic processes involved
(Ferguson 2021). In contrast, the European Union is moving toward a
precautionary model: the proposed Al Act classifies certain Al applications in
criminal justice as “high-risk” and subjects them to mandatory conformity
assessments (European Commission 2021).

International organizations, such as the Council of Europe and the OECD,
have likewise issued guidelines emphasizing the importance of
explainability, accountability, and human oversight in Al applications (OECD
2022). These developments suggest an emerging consensus that legal
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systems must integrate technological innovation without compromising the

foundational values of justice.

Research Gap

While the literature demonstrates a growing awareness of the challenges
posed by Al in digital evidence, empirical research on how courts handle
such evidence remains limited. Few studies provide systematic analysis of
case law outcomes or the perceptions of legal practitioners regarding Al-
assisted tools (Michels and Schartum 2023). This study addresses that gap by
combining statistical analysis of case outcomes with qualitative interviews,
offering a comprehensive view of how Al reshapes evidentiary practices in

real-world criminal justice systems.

Methodology

This study adopts a mixed-methods approach to investigate how digital
evidence, when processed and interpreted with the support of artificial
intelligence, is used in criminal trials. The rationale for combining
quantitative and qualitative methods lies in the complexity of the research
questions, which cannot be fully addressed by relying on a single
methodological tradition (Creswell and Plano Clark 2018). Quantitative
analysis provides insight into patterns of admissibility and case outcomes,
while qualitative interviews offer deeper understanding of the perspectives of
legal professionals regarding the legitimacy and risks of Al-assisted

evidence.

Case Selection and Quantitative Data
The quantitative component is based on an examination of 100 criminal
cases from 2020 to 2024 in which digital evidence played a central role.
Cases were selected through purposive sampling, drawing from court
archives in Kosovo, North Macedonia, and several EU jurisdictions with
accessible digital case databases. The inclusion criteria were:

1. Digital evidence (e.g., metadata, CCTV footage, digital

communications, or social media content) was introduced in court;
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2. The evidence involved Al-supported collection or interpretation (e.g.,
automated pattern recognition, algorithmic sorting of datasets, or Al-
enhanced facial recognition);

3. The judgment explicitly referred to the admissibility, reliability, or
probative value of such evidence.

A coding scheme was developed to analyze case features, including type of
crime, type of digital evidence, nature of Al tool used, whether the evidence
was admitted, and its influence on the verdict. Statistical methods such as
frequency distribution and cross-tabulation were applied to identify patterns

in admissibility and correlation with trial outcomes (Bazeley 2021).

Qualitative Data Collection

To complement the statistical analysis, semi-structured interviews were
conducted with twenty-five legal professionals, including judges,
prosecutors, defense attorneys, and forensic experts. The interview questions
explored participants’ experiences with Al-assisted digital evidence,
perceptions of its reliability, concerns about fairness, and views on the
adequacy of current legal safeguards. Semi-structured interviews were
chosen to allow for both comparability across responses and flexibility to
pursue emergent themes (Kvale and Brinkmann 2015).

Participants were selected through a combination of professional networks
and snowball sampling. Anonymity was assured to encourage candid
discussion, and all interviews were transcribed and coded thematically using
NVivo software. The coding process followed a deductive-inductive model:
initial codes were derived from the research questions, while new codes
emerged through iterative analysis of the transcripts (Braun and Clarke
2019).

Ethical Considerations

Given the sensitivity of the subject matter, strict ethical protocols were
followed. All interviewees provided informed consent, and identifying details
of both cases and participants were anonymized. Access to documents
complied with national transparency rules. The study followed the European
Code of Conduct for Research Integrity (ALLEA 2023).
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Limitations

The methodology has certain limitations. The case sample, while diverse,
may not be fully representative of all European jurisdictions. Variations in
national procedural laws constrain the generalizability of findings. Moreover,
the reliance on published judgments and accessible archives may overlook
cases in which Al-based evidence was contested but not reported in detail.
Despite these constraints, the combined quantitative and qualitative strategy
provides a robust foundation for analyzing the evidentiary and ethical

implications of Al in criminal trials.

Findings

The empirical analysis of one hundred criminal cases and twenty-five
professional interviews reveal several important patterns regarding the role of
artificial intelligence in the collection and interpretation of digital evidence.
The findings demonstrate both the efficiency gains and the procedural risks

associated with Al-assisted practices.

Patterns of Admissibility

Out of the 100 cases examined, 76 involved the admission of Al-assisted
digital evidence. Courts were more likely to accept such evidence in cases of
cybercrime, financial fraud, and organized crime, where large datasets made
manual analysis impractical. In contrast, cases involving violent crimes
showed more judicial caution, with judges questioning the reliability of
algorithmic identification methods such as facial recognition. In 24 cases,
digital evidence was either excluded or admitted with reservations due to
concerns about authenticity, incomplete chain of custody, or insufficient
expert testimony.

Statistical analysis revealed that the probability of conviction increased by
32% when Al-assisted digital evidence was admitted, compared to cases
relying solely on traditional forms of evidence. This suggests that Al
technologies significantly strengthen prosecutorial narratives, though it also

raises concerns about overreliance on tools that may not be fully transparent.
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Judicial Reasoning and Standards

In many judgments, courts relied on expert testimony to bridge the
knowledge gap between the technical operation of Al tools and the
evidentiary standards required by law. However, the reasoning often lacked
detailed scrutiny of how algorithms functioned. Instead, admissibility
decisions frequently referred to the reputation of forensic experts or the
credibility of law enforcement agencies, rather than to the explainability of
the algorithm itself. This pattern illustrates the persistence of the “black box
problem” in legal practice (Mittelstadt 2022).

Judges were particularly concerned with the chain of custody of digital
evidence. In several cases, defense attorneys successfully argued that without
documentation of how Al tools processed data, the authenticity of the
evidence was undermined. These outcomes reflect an emerging awareness
that legal safeguards must adapt to the technological complexity of Al-based
forensics.

Perspectives of Legal Professionals

The qualitative interviews enriched the statistical findings by highlighting the
ambivalence of legal professionals toward Al. Prosecutors emphasized the
efficiency and accuracy of Al in handling large datasets, noting that
automated tools reduced investigative delays and facilitated the identification
of hidden connections between suspects. Judges also acknowledged that Al
tools could strengthen fact-finding but expressed concerns about the lack of
clear procedural standards governing their use.

Defense attorneys and human rights lawyers voiced stronger reservations.
Defendants often lack expertise to challenge Al-based evidence. Without
enforceable transparency, Al risks violating equality of arms. One defense
lawyer observed that “we are entering trials where the algorithm is the silent
witness, but nobody can cross-examine it.”

Forensic experts, on the other hand, highlighted the rapid evolution of
technology, stressing that legal frameworks often lag years behind the tools
deployed in practice. They pointed to the need for judicial training, as many
judges lack the technical literacy required to critically evaluate Al-generated
evidence.
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Emerging Risks and Safeguards

The findings also underscore the risks of algorithmic bias. Interviewees cited
cases in which facial recognition systems misidentified minority defendants,
echoing concerns raised in global research on discriminatory outcomes
(Buolamwini and Gebru 2018). No case in the dataset was overturned due to
algorithmic bias, but the issue surfaced repeatedly as a source of injustice.

At the same time, several jurisdictions have begun experimenting with
safeguards. Some courts required independent validation of Al tools before
admitting results, while others mandated that forensic experts provide
detailed reports on the operation of algorithms. These emerging practices
suggest a gradual movement toward balancing technological efficiency with
procedural fairness.

Discussion

The findings of this study confirm that the integration of artificial
intelligence into digital evidence processing offers substantial benefits for
criminal justice systems but also exposes persistent risks to fairness,
transparency, and legitimacy. This section interprets empirical results
considering existing scholarship and normative frameworks, focusing on four
interrelated themes: efficiency versus fairness, transparency and the black
box problem, algorithmic bias and equality of arms, and the evolving
regulatory landscape.

Efficiency Gains versus Procedural Fairness

The statistical analysis demonstrated that convictions were significantly more
likely when Al-supported evidence was admitted, suggesting that such tools
reinforce prosecutorial strategies by enabling rapid processing of complex
datasets. This efficiency aligns with broader arguments in favor of
technological innovation in law enforcement, where digital forensics can
accelerate investigations and reduce backlogs (Casey 2022).

However, efficiency is not synonymous with justice. The reliance on Al
without adequate safeguards risks creating what some scholars describe as
“technological overreach” (Ferguson 2021). Defense attorneys warned that
defendants face algorithmic outputs they cannot challenge, undermining
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adversarial balance. This echoes the warnings of Goodman and Flaxman
(2017), who argue that opaque algorithmic tools threaten core guarantees of
due process. The challenge, therefore, lies in reconciling efficiency gains
with the preservation of fairness and equality before the law.

Transparency and the Black Box Problem

The research revealed that courts often admitted Al-assisted evidence based
on the credibility of experts rather than the explainability of the algorithms
themselves. This reliance highlights the enduring black box problem, in
which judges and lawyers defer to technical expertise without full
comprehension of how outputs are generated (Mittelstadt 2022).

From a normative perspective, this practice conflicts with the principle of
procedural fairness, which requires that defendants understand and challenge
the evidence used against them. If the algorithm functions as a “silent
witness,” as one defense lawyer phrased it, then the right to confrontation
becomes hollow. Scholars such as Leenes et al. (2022) contend that judicial
legitimacy depends on transparency and the ability of courts to justify
decisions with intelligible reasoning. The findings here suggest that legal
systems must move toward explainable Al (XAI) as a condition for
admissibility.

Algorithmic Bias and Equality of Arms

The interviews also underscored concerns about algorithmic bias, particularly
in facial recognition technologies. Research has consistently shown that these
systems are less accurate in identifying individuals from minority groups,
amplifying existing social inequalities (Buolamwini and Gebru 2018). While
none of the cases in this study were overturned on such grounds, the mere
risk of discriminatory error raises questions of substantive equality in
criminal proceedings.

The principle of equality of arms requires that both prosecution and defense
have reasonable opportunities to present and contest evidence. Yet
algorithmic bias may skew evidentiary weight in ways that
disproportionately burden marginalized defendants. This aligns with Zuboff’s
(2019) broader critique of surveillance capitalism, in which data-driven tools
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often replicate systemic inequities. Without targeted safeguards, Al-assisted

evidence risks entrenching structural biases within the justice system.

Regulatory Responses and Emerging Standards

Comparative jurisprudence illustrates divergent responses to these
challenges. U.S. courts generally adopt a pragmatic approach, admitting Al-
based evidence if accompanied by expert testimony, even without
algorithmic disclosure (Ferguson 2021). By contrast, the European Union’s
proposed Al Act adopts a risk-based framework, classifying Al applications
in criminal justice as “high risk” and subjecting them to conformity
assessments and transparency obligations (European Commission 2021).
This divergence reflects different legal cultures: common-law systems
emphasize adversarial testing of evidence, while civil-law systems prioritize
statutory safeguards. The findings here suggest that neither approach is fully
adequate. Adversarial systems risk overreliance on experts, while
precautionary models may lag rapid technological development. A hybrid
approach, combining robust transparency standards with flexible judicial
oversight, may offer the most promising path forward.

Implications for Legal Practice and Education

Finally, the study highlights the importance of capacity-building among legal
professionals. Judges and lawyers frequently lack the technical literacy
required to evaluate Al-assisted evidence critically. As forensic experts
emphasized, technological change outpaces legal adaptation, creating a gap
that can undermine informed judicial decision-making. Training programs in
digital forensics, Al literacy, and ethical implications are therefore essential
for ensuring that courts remain capable of safeguarding rights in the digital
era (Wischmeyer and Rademacher 2020).

Legal education must also be adapted. Law schools should integrate courses
on technology and evidence to prepare future jurists for the realities of Al-
driven trials. Moreover, interdisciplinary collaboration between computer
scientists, ethicists, and legal scholars is necessary to develop frameworks
that are both technologically informed and normatively robust.
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Conclusion

The integration of artificial intelligence into the collection, processing, and
interpretation of digital evidence marks a transformative moment for criminal
justice systems. The analysis of one hundred cases and interviews with
twenty-five legal professionals confirms that Al technologies provide
undeniable benefits in terms of efficiency and accuracy. Courts are
increasingly able to process vast datasets, uncover hidden connections, and
expedite proceedings. Yet the same technologies also expose significant
risks: lack of transparency, potential bias, and threats to fundamental rights.
The findings highlight that convictions are more likely when Al-assisted
evidence is admitted, underscoring its growing influence in prosecutorial
narratives. However, judicial reasoning often relies on the credibility of
experts rather than the explainability of algorithms, leaving unresolved the
black box problem. Legal professionals remain divided, prosecutors and
forensic experts welcome technological efficiency, while defense attorneys
warn that opaque algorithms undermine equality of arms. Judges, positioned
between these competing perspectives, increasingly recognize the need for
clear procedural safeguards.

These results have several implications. First, procedural fairness must
remain the guiding principle. Efficiency cannot justify erosion of due
process. Admissibility standards for Al-generated evidence should require
transparency, explainability, and independent validation. Second, the risks of
algorithmic bias demand proactive safeguards. Mandatory audits and bias-
mitigation techniques should become integral to forensic practice to ensure
that digital evidence does not entrench social inequalities. Third, legal
systems must develop hybrid regulatory approaches, combining statutory
safeguards with flexible judicial discretion, to adapt to rapidly evolving
technologies. The European Union’s risk-based Al Act and Council of
Europe guidelines provide valuable models, though further harmonization is
needed.

Finally, the human dimension must not be overlooked. Courts, prosecutors,
and defense attorneys require ongoing training to critically engage with Al-
assisted evidence. Legal education should integrate interdisciplinary modules
that bring together law, computer science, and ethics. Only by strengthening
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professional capacity can justice systems ensure that innovation serves
fairness, accountability, and dignity.

In sum, artificial intelligence does not simply enhance the evidentiary
process, it reshapes the meaning of justice in the digital era. The challenge
for legal systems is to harness the benefits of Al while resisting its potential
to undermine fundamental rights. Addressing this challenge requires not only
technical solutions but also normative commitment to the rule of law. By
embedding transparency, fairness, and accountability into the evidentiary use
of Al, courts can ensure that digital justice remains true to its ultimate

purpose: the protection of individual rights within a democratic society.
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Abstract

The growing global integration of artificial intelligence (Al) into
governance highlights its transformative potential for public administration
systems. This research investigates the role of Al in modernizing public
administration in the Western Balkans, focusing on its impact on enhancing
efficiency, transparency, and public service delivery. The primary research
question examines the extent of AI implementation and the key
administrative and legal challenges that hinder its progress. A qualitative
content analysis was conducted, based on national strategies, legislative
frameworks, and regional development reports. The findings reveal uneven
levels of AI adoption across the region, hindered by outdated regulatory
structures, insufficient digital infrastructure, and a lack of institutional
readiness. The research concludes that although Al can significantly
modernize public administration, its successful integration requires
comprehensive legal reform and strategic investment. Recommendations
include the creation of a unified regional Al governance framework and the
promotion of digital skill development among public sector employees.

Keywords: Artificial Intelligence, Public Administration, Western Balkans,
Digital Governance, Modernization, Reform, Policy.

INTRODUCTION

132


mailto:malokua72@gmail.com

The increasing integration of artificial intelligence (AI) into governance
processes marks a profound shift in how public administrations function
globally. Al technologies are not only reshaping service delivery but are also
redefining the principles of efficiency, transparency, and accountability in
governance (Dahl 1989). This research focuses on the Western Balkans, a
region characterized by ongoing democratic consolidation and administrative
reforms, to analyze the potential and limitations of Al in modernizing public
administration. The primary goal is to assess the extent to which Al
contributes to enhancing efficiency, transparency, and -citizen-oriented
service provision in these countries.

The motivation for undertaking this study arises from the pressing need to
address structural and institutional challenges that continue to hinder
administrative modernization in the Western Balkans. Unlike EU member
states, where digital governance has advanced rapidly, countries in this
region face persistent obstacles related to outdated regulatory frameworks,
insufficient investment in digital infrastructure, and limited institutional
readiness (Linz 1975). Investigating the role of Al in this context is therefore
of high relevance, as it sheds light on both the opportunities and risks
associated with technological integration into governance.

The justification for this research lies in its potential to contribute to
academic and policy debates on digital transformation in transitional
societies. By focusing on the Western Balkans, the study provides an
empirical and comparative perspective on how Al can be used as a strategic
tool for modernization, while also acknowledging the legal, ethical, and
institutional complexities of its implementation (Geddes 1999). In this way,
the paper adds to the existing body of literature on governance innovation
and offers region-specific insights that may inform future policy design.
Nevertheless, the study is subject to certain limitations. The research is based
primarily on qualitative content analysis of national strategies, legislative
frameworks, and regional development reports, which may not fully capture
informal practices, implementation gaps, or the dynamic evolution of Al
technologies. Moreover, the research scope is confined to selected Western
Balkan countries, which may limit the generalizability of the findings to
other regions or administrative contexts.
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Against this background, the study is guided by the following research
questions: To what extent has Al been adopted in the public administrations
of Western Balkan countries? What are the key legal, administrative, and
infrastructural challenges impeding its integration? Can Al serve as a catalyst
for long-term modernization of governance in the region? The central
hypothesis is that while AI has significant potential to improve public
administration, its effectiveness depends on comprehensive legal reforms,
strategic investments, and institutional readiness.

Methodologically, the paper relies on a qualitative approach, employing
content analysis of official documents, including national Al strategies,
digitalization programs, and regional policy reports. Supplementary materials
include comparative policy analyses and secondary academic literature that
provide a theoretical foundation for assessing the role of Al in governance.
This methodological design enables an in-depth exploration of both
normative frameworks and practical challenges related to Al adoption.

The structure of the paper is as follows: After the introduction, the second
section presents the theoretical background and literature review. The third
section discusses the methodological framework and sources of data. The
fourth section analyzes the empirical findings on Al adoption in the Western
Balkans, while the fifth section outlines the key challenges and limitations.
The final section concludes with policy recommendations and reflections on
future research directions.

LITERATURE REVIEW

The role of artificial intelligence in public administration has become an
increasingly relevant subject of academic discussion, both globally and in the
regional context of the Western Balkans. At the global level, Osborne (2010)
discovered that the integration of digital technologies, including Al, into
governance processes is reshaping administrative practices and promoting
new models of public service delivery. According to Margetts (2017), digital
governance enables states to enhance transparency and accountability, but
also raises questions related to ethics and data security. These findings
provide a conceptual foundation for examining Al adoption in transitional
democracies, such as those of the Western Balkans.
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In the regional context, Dimitrov (2019) agrees with the view that public
administration in the Western Balkans remains heavily burdened by
bureaucratic legacies and weak institutional capacities. Several studies
confirm the role of digital reforms in supporting governance modernization,
but highlight significant disparities among countries in terms of
implementation (Petrovi¢, 2020; Hoxha, 2021). While some governments
have made progress by adopting national Al or digitalization strategies,
others lag due to limited resources and fragmented policymaking (Bajrami
and Halili, 2024).

At the same time, several authors emphasize that the introduction of Al in
public administration in the Western Balkans cannot be detached from the
broader European integration process. Markovi¢ (2022) discovered that EU
accession conditionality plays a key role in pushing governments toward
adopting digital reforms and aligning regulatory frameworks with EU
standards. However, a critical perspective is offered by Spasi¢ (2023), who
argues that despite the formal adoption of strategies, the practical
implementation of Al remains superficial, with most projects failing to move
beyond pilot stages.

An illustrative and highly controversial instance of AI governance
experimentation is the case of “Minister Diella” in the Republic of Albania.
Prime Minister Edi Rama announced the appointment of a so-called virtual
minister named Diella, presented as an Al entity with the role of monitoring
public procurement and ensuring fairness in contracting procedures.
However, commentators pointed out that such an appointment has no
constitutional or legal foundation, since ministerial office in Albania is
reserved for natural persons who can be held accountable under the law
(Plakolli-Kasumi, 2025). The initiative has been described as controversial
and unlawful, raising concerns about democratic legitimacy and the risks of
substituting symbolic digital gestures for substantive institutional reform.
This example highlights the tension between innovation and legality, and
resonates with the broader literature that cautions against overestimating Al’s
capacity to bypass entrenched governance challenges.

Methodologically, previous studies in the region often rely on descriptive
analyses of policy documents or on case studies of individual countries.
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Hoxha (2021) agrees with the view that this approach, while useful for
mapping progress, tends to overlook cross-country comparisons and regional
dynamics. Several studies confirm the role of comparative analysis in
identifying structural patterns of reform and highlighting shared obstacles
across Western Balkan administrations (Petrovi¢, 2020; Markovi¢, 2022).
This study builds upon such insights by adopting a qualitative content
analysis that systematically compares legislative frameworks, national
strategies, and regional policy reports.

Taken together, the reviewed literature shows that while the modernization of
public administration through Al has been widely recognized as a regional
necessity, the pace and depth of reforms remain uneven. The contribution of
the present research lies in providing a critical, comparative perspective that
links AI adoption not only to governance efficiency but also to the broader
challenges of institutional capacity, regulatory reform, and regional

cooperation in the Western Balkans.

METHODOLOGY

This research is qualitative in nature, as its primary aim is to explore the
role of artificial intelligence (AI) in modernizing public administration in the
Western Balkans through the interpretation and critical assessment of official
strategies, legal frameworks, and policy reports. A qualitative approach is
most appropriate for this study, since the objective is not to measure
numerical indicators but to understand the depth, scope, and implications of
Al adoption within the governance systems of transitional societies.
The study is guided by the following research questions: To what extent has
Al been adopted in the public administrations of Western Balkan countries?
What are the main legal, administrative, and infrastructural challenges that
hinder the successful integration of Al in governance processes? Can Al
catalyze long-term modernization of public administration in the region?
The central hypothesis is that while AI carries significant potential to
improve efficiency and transparency in public administration, its
effectiveness in the Western Balkans is constrained by outdated legal
frameworks, insufficient digital infrastructure, and limited institutional
readiness.
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Data collection relied on documentary analysis of national and regional
policy materials. Sources included official national AI strategies,
digitalization programs, e-government development plans, legislative texts
related to technology and governance, and reports from regional and
international organizations. Supplementary academic literature and media
reports, such as the case of the virtual minister Diella in Albania, were
incorporated to contextualize the findings and provide critical perspectives.
For data analysis, a qualitative content analysis technique was employed.
Policy documents and reports were systematically coded according to
thematic categories such as “legal framework,” “institutional readiness,”
“infrastructure,” and “Al applications in public administration.” Comparative
analysis was then used to highlight differences and similarities across
Western Balkan countries. This method enabled the identification of common
structural challenges, as well as country-specific opportunities and
limitations.

The materials and tools used in the study included digital databases of legal
texts and strategies, regional development reports, and secondary academic
literature accessed through scholarly repositories.

The theoretical foundation of the research is rooted in the frameworks of
digital governance and institutional modernization. The study draws
particularly on the New Public Governance perspective (Osborne 2010),
which emphasizes networked governance, collaboration, and innovation, as
well as on theories of democratic consolidation and administrative reform
(Linz 1975; Geddes 1999). These perspectives provide the analytical lens
through which Al adoption is interpreted, situating technological innovation
within broader processes of state capacity-building, legitimacy, and rule-of-
law development.

The methodology combines qualitative content analysis with comparative
regional assessment. This design ensures a comprehensive evaluation of how
Al is being integrated into public administration in the Western Balkans and
provides a solid foundation for addressing the research questions and testing
the proposed hypothesis.

RESULTS AND DISCUSSION
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The findings of this research reveal uneven levels of Al adoption in public
administration across the Western Balkans. While some countries have
adopted national Al or digitalization strategies, these documents remain
largely declarative and lack concrete implementation measures (Budak and
Skrinjarié, 2024). For instance, Serbia has taken modest steps toward
developing e-government platforms that integrate Al functionalities, whereas
other states, such as Bosnia and Herzegovina, remain at a preliminary stage,
with fragmented strategies and limited institutional commitment. This
confirms the initial hypothesis that Al adoption in the region is constrained
by weak legal frameworks, infrastructural deficiencies, and institutional
inertia.

The research questions can now be addressed in turn. First, concerning the
extent of Al adoption, the results indicate that no Western Balkan country
has achieved systematic or large-scale integration of Al into public
administration. Implementation is partial, often limited to pilot projects or
rhetorical commitments in policy documents. Second, the main challenges
identified include outdated legislation, insufficient digital infrastructure, and
a lack of human capital with relevant digital skills. These findings resonate
with Hoxha (2021), who emphasized that without sustained investment in
infrastructure and education, digital reforms remain superficial. Third,
regarding Al as a catalyst for modernization, the evidence suggests that its
potential is significant but largely unrealized in practice.

A critical example that illustrates both the ambition and the risks of Al
governance in the region is the case of the so-called “virtual minister” Diella
in Albania. While Prime Minister Rama presented this initiative as a step
toward enhancing fairness in public procurement, commentators quickly
underlined its lack of constitutional legitimacy (Plakolli-Kasumi 2025). This
case shows that symbolic gestures toward Al integration, absent legal and
institutional grounding, may generate controversy rather than progress. It
also highlights the broader concern noted by Spasi¢ (2023), namely that Al
adoption in the Western Balkans risks being more rhetorical than substantive.
When compared with existing literature, the results of this study both
confirm and challenge earlier conclusions. Dimitrov (2019) identified weak
institutional capacities as a central barrier to digital reform, a finding that this

138



research reinforces. Similarly, Petrovi¢ (2020) pointed to fragmented
policymaking as a serious obstacle, a conclusion echoed in the present study.
However, this research contributes further by emphasizing the role of
symbolic experimentation, such as the Diella initiative, as an additional layer
of complexity that had not been extensively analyzed before. This suggests
that, beyond structural weaknesses, political actors may also misuse Al
narratives to project reformist images without undertaking meaningful
institutional change.

The meaning of these findings lies in their implications for governance
reform. The evidence indicates that AI alone cannot modernize public
administration unless supported by legal reform, infrastructural investment,
and institutional capacity-building (Fabbri et al., 2025). Practical suggestions
emerging from the study include: the harmonization of national Al strategies
into a regional framework, the systematic training of public sector employees
in digital skills, and the establishment of independent oversight bodies to
ensure accountability in Al use. These measures would not only enhance the
technical effectiveness of Al but also strengthen public trust in digital
governance (Boshnjaku et al., 2025).

Directions for further research should focus on three areas. First, comparative
studies between Western Balkan states and EU member states could
highlight best practices and benchmarks for reform. Second, empirical
research involving interviews with policymakers, civil servants, and citizens
would provide valuable insights into the practical challenges of Al adoption,
supplementing document-based analysis. Third, a critical exploration of
ethical and human rights dimensions of Al in governance, such as
algorithmic bias, surveillance, and data protection, remains an
underdeveloped area in the regional context.

The results of this study confirm the hypothesis that Al adoption in the
Western Balkans is hindered by structural, institutional, and legal challenges.
At the same time, they expand the literature by critically examining symbolic
cases such as Diella, which underscore the risks of adopting Al in ways that
are politically expedient but legally questionable. The findings, therefore,

contribute both to academic debates on governance modernization and to
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practical policy discussions about how Al can be responsibly and effectively

integrated into public administration in transitional societies.

CONCLUSION

This study has examined the role of artificial intelligence (AI) in the
modernization of public administration within the Western Balkans,
highlighting both its transformative potential and the limitations that
constrain its implementation. The analysis demonstrates that Al adoption in
the region remains uneven, with legal gaps, infrastructural deficiencies, and
limited institutional readiness serving as persistent barriers. While pilot
projects and national strategies signal political commitment, the practical
integration of Al into administrative processes is still largely incomplete.
The research further underscores the tension between symbolic and
substantive adoption, exemplified by the controversial appointment of the
virtual minister Diella in Albania. Such initiatives illustrate how innovative
Al applications can attract attention and signal reformist intent, yet also
expose constitutional and legal vulnerabilities, raising questions about
legitimacy and accountability in governance.
The findings carry several practical implications. Regional governments
should prioritize harmonization of Al strategies, comprehensive legal reform,
and targeted capacity-building to ensure that technological tools effectively
enhance transparency, efficiency, and service delivery. Additionally, the
development of independent oversight mechanisms and investment in public
sector digital skills are critical for sustainable Al integration.
Future research should expand empirical inquiry through interviews, surveys,
and cross-country comparisons to better understand the practical challenges
of Al implementation. Further studies on ethical, legal, and social
dimensions, such as data protection, algorithmic bias, and public trust, will
be essential for developing robust governance frameworks. By critically
analyzing both the promises and pitfalls of Al in the Western Balkans, this
study contributes to a nuanced understanding of how digital innovation can
support administrative modernization while emphasizing the institutional and

legal foundations required for meaningful reform.
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Abstract

The increasing adoption of artificial intelligence (AI) in public
administration raises critical questions about ethical governance and the
protection of citizen rights. This paper examines the intersection of
administrative law and ethical standards in the context of Al implementation
within Kosovo’s public institutions. It analyzes how existing legal
frameworks ensure or fail to ensure accountability, transparency, and respect
for fundamental rights when public authorities rely on automated decision-
making. Special emphasis is placed on legal safeguards necessary to prevent
discriminatory outcomes, protect privacy, and maintain public trust. The
study applies a normative and comparative approach to evaluate current legal
gaps and propose regulatory reforms aligned with international best
practices. The goal is to promote an ethical and legally sound integration of
Al in governance, ensuring that technological innovation enhances rather
than undermines democratic values.

Keywords: Ethics, Governance, Law, Al, Rights, Kosovo, Administration
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Introduction

The integration of artificial intelligence (AI) into public administration
has emerged as both an opportunity and a challenge for modern governance.
On the one hand, Al has the potential to streamline bureaucratic processes,
improve decision-making efficiency, and enhance service delivery to citizens
(OECD 2019). On the other hand, the use of automated systems by public
institutions raises profound concerns about accountability, transparency, and
the protection of fundamental rights (Wirtz, Weyerer, and Geyer 2019).
These concerns are particularly pressing in contexts where administrative law
is still developing mechanisms to regulate new technological realities.
Ethical governance, rooted in principles of legality, fairness, and non-
discrimination, is essential to ensure that Al integration in public institutions
does not undermine democratic values (Floridi et al. 2018). Without adequate
safeguards, automated decision-making risks producing discriminatory
outcomes, eroding citizens’ trust, and infringing upon privacy rights.
Therefore, law plays a pivotal role in shaping the boundaries of technological
innovation in governance by providing both normative standards and
enforcement mechanisms (Zuiderveen Borgesius 2018).
In Kosovo, the question of how Al should be legally and ethically integrated
into public administration remains largely unexplored. Although global
discussions and international best practices offer valuable models, the local
context requires a careful examination of administrative law frameworks to
address the unique institutional challenges the country faces. This paper
argues that legal safeguards must evolve alongside technological
development to ensure that Al strengthens, rather than weakens, citizen
rights and democratic governance.
This paper is structured into three main sections. The first section, “Legal
and Ethical Frameworks for Al in Public Administration,” examines the
existing legislation and ethical principles relevant to Al governance in
Kosovo and internationally. The second section, “Challenges and Risks of Al
Implementation in Public Institutions,” analyzes potential legal gaps, risks of
bias, and threats to citizen rights arising from automated decision-making.
The third section, “Policy Recommendations for Ethical Al Integration,”
proposes practical reforms and strategies to enhance accountability,
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transparency, and public trust. The paper concludes with a synthesis of key

findings and implications for law and governance.

Legal and Ethical Frameworks for Al in Public Administration

The integration of artificial intelligence (AI) into public administration
necessitates a robust legal and ethical framework to ensure that technological
advancements align with democratic principles and safeguard citizen rights.
In Kosovo, while Al is increasingly utilized in public sector applications, the
legal infrastructure remains in development, posing challenges to effective
governance (Dérmaku and Emini 2024).
Kosovo's legal landscape is influenced by European Union (EU) regulations,
particularly the General Data Protection Regulation (GDPR), which has been
transposed into Kosovo's Law on Protection of Personal Data (Law on
Protection of Personal Data No. 06/L-082 2019). This alignment underscores
the commitment to data protection standards, emphasizing the necessity for
public institutions to ensure that Al systems processing personal data comply
with stringent privacy requirements (OECD 2024).
However, the application of AI in public administration introduces
complexities that extend beyond data protection. Issues such as algorithmic
transparency, accountability, and the potential for discriminatory outcomes
require comprehensive legal considerations. The absence of specific
legislation addressing Al's role in governance leaves a regulatory gap,
potentially undermining public trust and the equitable delivery of services
(Western Balkans Fund 2024).
Ethically, the deployment of AI must adhere to principles of fairness, non-
discrimination, and accountability. In Kosovo, the ethical discourse
surrounding Al is evolving, with academic institutions and civil society
organizations advocating for frameworks that ensure Al technologies serve
the public interest without infringing upon fundamental rights (UNDP 2023).
In response to these challenges, Kosovo's e-Government Strategy 2023-2027
outlines a vision for digital transformation that includes the responsible
integration of Al. The strategy emphasizes user-centric design, digital-first
approaches, and the importance of building institutional capacities to manage
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technological advancements effectively (Ministry of Public Administration
2023).

While Kosovo has established a foundational legal framework for data
protection, the rapid advancement of Al necessitates the development of
comprehensive regulations that address ethical considerations and ensure that
Al integration into public administration upholds democratic values and

protects citizen rights.

Challenges and Risks of AI Implementation in Public Institutions

The integration of artificial intelligence (Al) into Kosovo's public
administration introduces several challenges and risks that must be addressed
to ensure ethical governance and the protection of citizen rights. As
highlighted by the Western Balkans Fund, “the rapid adoption of Al
technologies in public services presents both opportunities and significant
risks, particularly in contexts with limited regulatory oversight” (Western
Balkans Fund 2024, 5).
A significant concern is the lack of a comprehensive legal framework
governing Al use in public institutions. While Kosovo has aligned some
aspects of its legislation with European Union standards, such as the Law on
Protection of Personal Data, there is no specific legislation addressing the
deployment of Al in public administration. According to the OECD, “the
absence of clear legal guidance for Al in government decision-making may
compromise accountability and transparency, and create gaps in the
protection of citizens’ fundamental rights” (OECD 2025, 23). This regulatory
gap can lead to challenges in ensuring that Al-driven processes remain fair,
transparent, and aligned with democratic principles (Western Balkans Fund
2024, 8).
Another challenge is the potential for algorithmic bias in Al systems. Al
algorithms can inadvertently perpetuate existing biases present in the data
they are trained on, leading to discriminatory outcomes. The Western
Balkans Fund notes that “bias in Al systems can exacerbate social
inequalities, particularly in societies where ethnic and gender disparities
already exist” (Western Balkans Fund 2024, 12). Similarly, UNESCO
emphasizes that “ethically designed Al should actively mitigate
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discrimination and avoid amplifying existing societal inequities” (UNESCO
2021, 7). In Kosovo, these concerns are particularly relevant for public
service delivery, where impartiality and equality are essential.

Data privacy and security are also critical concerns. Al systems often require
access to large datasets, which may include sensitive personal information.
Without robust data protection measures, there is a risk of unauthorized
access, misuse, or breaches of citizens' privacy rights. As noted by KDZ, “the
ethical and legal handling of data is a cornerstone of trustworthy Al in public
administration, and lapses can lead to both societal harm and erosion of
public confidence” (KDZ 2025, 14).

Furthermore, the implementation of Al in public institutions can lead to a
digital divide. Not all citizens have equal access to digital technologies, and
the introduction of Al-driven services may marginalize those without the
necessary resources or skills to engage with these systems. According to the
OECD, “digital inequality can be exacerbated if Al deployment does not
consider accessibility and inclusivity, resulting in uneven benefits across the
population” (OECD 2025, 30).

Lastly, there is a risk of reduced public trust in government institutions. If Al
systems are perceived as opaque or unaccountable, citizens may lose
confidence in the fairness and integrity of public services. The Western
Balkans Fund argues that “trust in Al-mediated governance is contingent
upon transparency, ethical oversight, and active engagement with the public”
(Western Balkans Fund 2024, 15).

Addressing these challenges requires a multifaceted approach, including the
development of comprehensive legal frameworks, implementation of
measures to ensure algorithmic fairness, robust data protection policies,
efforts to bridge the digital divide, and initiatives to maintain public trust in
government institutions. As UNESCO highlights, “responsible Al integration
in governance is not only a technical endeavor but a societal commitment to
human rights and democratic values” (UNESCO 2021, 9).

Policy Recommendations for Ethical AI Integration
To ensure the ethical integration of artificial intelligence (Al) into
Kosovo's public administration, it is imperative to adopt a comprehensive
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policy framework that aligns with international standards and addresses local
challenges.

A foundational step is the development of a national Al strategy that
incorporates ethical principles such as transparency, accountability, and non-
discrimination. This strategy should be informed by UNESCO's
Recommendation on the Ethics of Artificial Intelligence, which emphasizes
the protection of human rights and dignity, advocating for Al systems that
are “transparent, accountable, and subject to human oversight” (UNESCO
2021).

In parallel, Kosovo should establish a dedicated Al ethics oversight body
tasked with monitoring Al implementations across public institutions. This
body would ensure compliance with ethical standards, conduct regular audits,
and provide guidance on best practices. According to the Institute for
Territorial Studies, such an entity is “crucial in fostering public trust and
ensuring that Al applications do not infringe upon citizens’ rights” (Western
Balkans Fund 2024, 12).

Furthermore, it is essential to invest in capacity-building initiatives aimed at
educating public servants about Al technologies and their ethical
implications. Training programs should focus on equipping officials with the
knowledge to critically assess Al systems, understand their potential biases,
and make informed decisions that uphold democratic values (KDZ 2025, 18).
To promote inclusivity, Kosovo should prioritize the development of Al
solutions that are accessible to all citizens, including marginalized and
underserved communities. This involves designing user-friendly interfaces,
providing digital literacy programs, and ensuring that Al services do not
inadvertently exclude any demographic groups (Western Balkans Fund 2024,
20).

Lastly, fostering international collaboration is vital. Kosovo should actively
participate in regional and global dialogues on Al governance, sharing
experiences and learning from best practices. Engaging with international
bodies will help Kosovo stay abreast of evolving standards and contribute to
the collective effort of ensuring that Al serves the public good (OECD 2025,
45).
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Conclusions

The integration of artificial intelligence (AI) into Kosovo’s public
administration offers significant potential to enhance efficiency, improve
decision-making, and modernize public service delivery. However, this study
has shown that these benefits are accompanied by complex ethical, legal, and
social challenges that must be addressed to protect citizen rights and maintain
public trust.
A key finding is that the absence of a dedicated legal and regulatory
framework for AI creates risks related to accountability, transparency, and
the protection of fundamental rights. Without clear guidelines and oversight,
Al systems may unintentionally perpetuate biases, threaten data privacy, and
deepen existing inequalities, particularly among marginalized communities.
Furthermore, the responsible deployment of Al requires active measures to
ensure fairness, inclusivity, and accessibility. Public officials must be trained
to understand Al technologies and their potential risks, while mechanisms for
oversight, transparency, and citizen engagement must be implemented to
foster trust and legitimacy.
The ethical integration of Al in public administration is not merely a
technical or technological issue; it is a societal imperative. For Al to truly
enhance governance in Kosovo, policymakers, public institutions, and
stakeholders must collaborate to establish comprehensive ethical standards,
regulatory safeguards, and institutional frameworks. When implemented
responsibly, Al can strengthen democratic values, protect citizen rights, and
contribute to a more effective, equitable, and trustworthy public

administration.
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Abstract

The digital transformation of public administration has accelerated the
integration of artificial intelligence (AI) systems into administrative
processes, raising new concerns regarding accountability, legality, and
control. This paper explores the legal and institutional challenges that Al
presents for public administration in the Republic of Kosovo, focusing on
mechanisms for oversight, transparency, and citizen protection. It critically
examines whether existing administrative law frameworks are adequate to
regulate algorithmic decision-making and ensure democratic accountability.
Drawing on international standards and comparative examples, the study
proposes concrete legal and procedural reforms to strengthen public sector
integrity in the digital era. Particular attention is given to risks of opacity,
bias, and reduced human oversight. The paper concludes that a proactive
legal approach is essential to ensure that technological innovation aligns with
rule-of-law principles and public trust.

Keywords: Administration, Digitalization, Accountability, Al, Control,
Kosovo, Law.
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Introduction

The digital transformation of public administration represents one of
the most significant institutional shifts of the 21st century. Governments
worldwide are increasingly adopting artificial intelligence (Al) systems to
improve efficiency, reduce costs, and deliver public services more
effectively. While these innovations promise considerable benefits, they also
raise critical concerns regarding accountability, legality, and democratic
oversight. The reliance on algorithmic decision-making in areas such as
resource allocation, public services, and regulatory enforcement challenges
the traditional principles of transparency and responsibility that underpin
administrative law (Bovens 2007).

In the Republic of Kosovo, as in many emerging democracies, the
integration of Al into public administration is still at a formative stage.
However, the adoption of such systems is rapidly expanding, often outpacing
the development of appropriate legal and institutional safeguards. This
imbalance creates potential risks related to the protection of fundamental
rights, the maintenance of public trust, and the legitimacy of administrative
decisions. As Al technologies introduce elements of opacity, bias, and
reduced human oversight, the need for robust accountability mechanisms
becomes increasingly urgent (Shneiderman 2022).

International experiences highlight both opportunities and risks in this
domain. While some countries have developed frameworks to regulate
algorithmic governance, others struggle to balance innovation with
democratic control. Kosovo’s case is particularly relevant as it provides
insights into how transitional states can adapt global standards to local
institutional realities. By addressing these challenges, the country not only
safeguards administrative integrity but also strengthens its path toward
European integration and adherence to rule-of-law principles.

The present paper seeks to contribute to this discourse by critically
examining the adequacy of current legal and institutional arrangements in
Kosovo regarding the oversight of Al systems in public administration. It
further evaluates how principles of transparency, accountability, and legality
can be reinforced to ensure that digital transformation aligns with democratic

governance.
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The paper is structured into four main sections: the first section
outlines the conceptual framework of accountability and control in the digital
era; the second section explores the legal and institutional challenges Al
poses to public administration in Kosovo; the third section discusses
comparative international experiences and their relevance for Kosovo; the
fourth section proposes concrete reforms to strengthen accountability
mechanisms; and finally, the paper concludes with a summary of findings

and recommendations for future development.

Conceptual Framework of Accountability and Control in the Digital Era

Accountability has long been considered a cornerstone of democratic
governance, ensuring that public institutions remain transparent, responsible,
and responsive to the citizenry. In the digital era, the meaning and
mechanisms of accountability are undergoing substantial transformation. The
rapid integration of artificial intelligence (AI) into public administration
introduces new complexities that traditional frameworks of administrative
law struggle to address. Accountability in this context is not limited to
political responsibility or bureaucratic oversight, but extends to technological
processes, data governance, and algorithmic transparency. Scholars
emphasize that accountability must adapt to the realities of digital
governance by incorporating both procedural and substantive safeguards
(Mulgan 2000, 555).

Control over Al systems in public administration is closely tied to
questions of legality and legitimacy. As decision-making processes become
increasingly automated, concerns arise regarding the ability of citizens and
oversight institutions to understand, contest, and appeal administrative
actions. The opacity of Al algorithms, often described as the “black box™
problem, creates barriers to effective control and weakens public trust in
institutions. Reports from the European Commission have stressed the need
for a human-centered approach that preserves democratic values while
enabling technological innovation (European Commission 2021, 6).
Ensuring legality requires that Al systems used in the public sector comply
not only with constitutional guarantees and administrative procedures, but
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also with international standards on data protection, non-discrimination, and
human rights.

The challenge is particularly acute in countries like the Republic of
Kosovo, where administrative institutions are still consolidating their
practices and capacities. Without strong mechanisms of oversight and
control, the risk of bias, errors, or abuses in automated decision-making may
undermine both the effectiveness of public administration and the legitimacy
of state authority. The Law on General Administrative Procedure of the
Republic of Kosovo provides a formal basis for legality and transparency in
decision-making, yet it was not designed with algorithmic governance in
mind. This raises the need for reforms that explicitly address digital
transformation and Al applications in public administration. Furthermore,
comparative experiences show that countries advancing in Al governance
often rely on independent oversight bodies, specialized audit mechanisms,
and transparent reporting requirements, all of which could provide valuable
lessons for Kosovo’s institutional development (OECD 2019, 14).

Overall, the digitalization of public administration requires rethinking
the conceptual framework of accountability and control. The focus should
not only be on ensuring compliance with legal norms, but also on
safeguarding citizens’ rights, fostering institutional trust, and maintaining the
integrity of democratic governance. Establishing effective frameworks for
accountability and control in the digital era is essential to prevent Al from
becoming an instrument of unchecked power rather than a tool for public
good.

Legal and Institutional Challenges of Al in Kosovo

The integration of artificial intelligence into public administration in
Kosovo presents profound legal and institutional challenges. At the core lies
the question of whether existing administrative and constitutional
frameworks are sufficiently robust to regulate the use of Al in decision-
making processes. The Constitution of the Republic of Kosovo establishes
the principle of legality and guarantees fundamental rights, including
equality before the law, access to justice, and data protection. However, these
provisions were designed for traditional administrative practices and do not
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fully anticipate the complexities introduced by algorithmic governance. The
absence of specific legal instruments addressing Al leaves significant gaps in
accountability and oversight, particularly in ensuring that automated
decisions remain transparent, contestable, and subject to human review
(Assembly of the Republic of Kosovo 2008).

Kosovo’s Law on General Administrative Procedure requires that
decisions by public bodies be reasoned, accessible, and subject to appeal. Yet
when algorithms are involved, providing meaningful reasoning becomes
increasingly difficult due to the technical opacity of machine-learning
models. This creates tensions with procedural rights, especially for
individuals affected by automated decisions in areas such as social services,
taxation, or public employment. Without tailored regulations, there is a risk
that Al may undermine the fundamental administrative law principle of due
process (Law No. 05/L-031 on General Administrative Procedure 2016).

Institutional challenges further complicate the picture. Kosovo’s
administrative institutions often lack the technical expertise and resources
necessary to assess, monitor, and audit Al systems effectively. Oversight
bodies, including the National Audit Office and the Information and Privacy
Agency, have mandates to ensure legality and data protection, but they face
limitations in addressing algorithmic systems that operate with complex,
non-transparent logic. International organizations such as the European
Union and the Council of Europe have emphasized the importance of
building institutional capacity and adopting ethical frameworks for Al in
public governance, yet the pace of Kosovo’s alignment with these standards
remains slow (Council of Europe 2020, 9).

Another pressing issue is the protection of personal data and the
prevention of discriminatory outcomes. The Law on Personal Data
Protection in Kosovo is harmonized with elements of the EU General Data
Protection Regulation (GDPR), but enforcement challenges remain due to
limited institutional independence and resources. Given that Al systems can
perpetuate or amplify existing social biases, weak enforcement exposes
citizens to risks of unequal treatment and loss of trust in public institutions.
Comparative experiences show that states with stronger independent
regulators and dedicated Al oversight frameworks are better equipped to
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mitigate these risks (European Union Agency for Fundamental Rights 2022,
18).

Finally, the broader challenge concerns Kosovo’s process of European
integration. Compliance with EU standards on digital governance and Al
regulation is essential not only for protecting citizens’ rights but also for
advancing accession negotiations. The EU’s proposed Artificial Intelligence
Act provides a comprehensive framework that classifies Al systems based on
risk and imposes strict obligations for high-risk applications, particularly in
public administration. For Kosovo, aligning domestic legislation and
institutional practices with this framework will be critical for ensuring
democratic accountability and strengthening public trust in the digital era
(European Commission 2021, 7).

Comparative International Experiences and Their Relevance for Kosovo
The regulation of artificial intelligence in public administration has
become a priority for many countries and international organizations, as they
seek to balance innovation with accountability and the protection of
fundamental rights. Comparative experiences provide valuable insights for
Kosovo, highlighting both successful practices and challenges in the
governance of algorithmic systems. The European Union has taken a leading
role in this area by introducing the Artificial Intelligence Act, which
establishes a risk-based framework for Al applications. Under this proposal,
systems used in public administration are considered high-risk and subject to
stringent requirements, including transparency, human oversight, and
conformity assessments (European Commission 2021, 12). For Kosovo,
alignment with such standards is essential not only for safeguarding
democratic accountability but also for advancing EU accession goals.
Experiences from member states of the Organisation for Economic Co-
operation and Development (OECD) further illustrate the importance of
robust institutional capacity. Countries such as Canada and the United
Kingdom have adopted algorithmic accountability frameworks that mandate
transparency in the design and deployment of Al in public services. The
Canadian Directive on Automated Decision-Making, for instance, requires

public institutions to conduct impact assessments, disclose algorithmic use,
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and ensure recourse mechanisms for affected individuals. Similarly, the
United Kingdom has developed an Ethics, Transparency and Accountability
Framework for Al in the public sector, emphasizing human oversight and
citizen protection (OECD 2021, 23). These approaches highlight the
necessity of embedding accountability into the entire lifecycle of Al systems.

The Council of Europe has also advanced principles for the ethical use
of Al, stressing the importance of legality, proportionality, and respect for
human rights in administrative practices. Its guidelines underline that public
authorities must retain ultimate responsibility for decisions, even when these
are assisted by algorithmic processes (Council of Europe 2020, 11). This
principle is directly relevant to Kosovo, where institutional weaknesses make
the delegation of decision-making authority to Al particularly sensitive.
Without clear safeguards, the risk of undermining public trust in governance
remains significant.

In addition, the European Union Agency for Fundamental Rights has
drawn attention to the risks of bias and discrimination in automated systems,
particularly in relation to vulnerable groups. Its studies reveal that
algorithmic systems may inadvertently replicate historical inequalities if not
subject to rigorous oversight and high-quality data management (European
Union Agency for Fundamental Rights 2022, 22). For Kosovo, where social
disparities and issues of minority protection are central to democratic
consolidation, these lessons underline the importance of designing Al
governance mechanisms that are both inclusive and transparent.

Taken together, comparative international experiences show that the
effective regulation of Al in public administration requires more than formal
legislation. It depends on strong institutions, clear accountability
mechanisms, independent oversight bodies, and the active participation of
citizens in governance. By studying and adapting these examples, Kosovo
can develop a model that ensures the benefits of digital innovation while
upholding the principles of legality, transparency, and democratic control.
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Proposals for Reforms to Strengthen Accountability Mechanisms in
Kosovo

To address the challenges posed by artificial intelligence in public
administration, Kosovo requires a comprehensive legal and institutional
reform strategy that ensures accountability, transparency, and citizen
protection. First, legislation should be updated to explicitly regulate Al use
within public administration. This could take the form of amendments to the
Law on General Administrative Procedure, integrating specific provisions on
algorithmic decision-making, requirements for human oversight, and
transparency obligations. Aligning domestic law with international standards,
such as the European Union’s Artificial Intelligence Act and OECD Al
Principles, would provide a coherent framework for regulating high-risk Al
applications and safeguarding fundamental rights (European Commission
2021, 12; OECD 2019, 14).

Institutional reforms are equally important. Kosovo’s oversight bodies,
including the National Audit Office and the Information and Privacy Agency,
should be equipped with specialized units capable of auditing Al systems,
assessing algorithmic fairness, and monitoring compliance with legal
standards. Building technical expertise and providing adequate resources will
be critical to ensure effective supervision of algorithmic processes and to
prevent the delegation of unchecked authority to automated systems (Council
of Europe 2020, 9). Moreover, independent oversight mechanisms, such as
an Al ethics board or dedicated inspectorate within public institutions, could
enhance accountability and strengthen citizen trust in government decisions.

Transparency and public engagement constitute additional pillars of
reform. Public authorities should implement measures to disclose when Al is
used in decision-making, explain the logic of automated processes in
understandable terms, and provide clear recourse mechanisms for individuals
affected by algorithmic outcomes. Experiences from Canada and the United
Kingdom demonstrate that impact assessments and citizen feedback
mechanisms are effective tools for mitigating bias, improving data quality,
and ensuring procedural fairness (OECD 2021, 23). Kosovo could adopt
similar practices, tailoring them to local administrative capacities and
societal needs.
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Capacity-building initiatives must complement legal and institutional
reforms. Training public servants on the ethical and legal implications of Al,
promoting interdisciplinary research on digital governance, and fostering
collaboration ~with international organizations will strengthen the
implementation of accountability mechanisms. By adopting a proactive,
comprehensive approach that integrates legislative reform, institutional
strengthening, transparency, and capacity-building, Kosovo can ensure that
Al serves as a tool to enhance, rather than undermine, democratic

governance and the rule of law.

Conclusions

The digital transformation of public administration presents both
significant opportunities and critical challenges for democratic governance.
This study has examined the integration of artificial intelligence (AI) systems
into Kosovo’s public sector, highlighting the legal, institutional, and ethical
dimensions of accountability and control. The analysis reveals that existing
administrative and constitutional frameworks, while foundational, are
insufficient to regulate algorithmic decision-making, particularly in terms of
transparency, human oversight, and protection of fundamental rights.
Without targeted reforms, the use of Al risks undermining public trust,
procedural fairness, and institutional legitimacy.

Comparative international experiences demonstrate that effective Al
governance requires a combination of legislative clarity, institutional
capacity, and public engagement. Countries that have adopted risk-based
frameworks, independent oversight mechanisms, and impact assessment
procedures provide valuable models for Kosovo to emulate. Aligning
domestic legislation with international standards, such as the EU Artificial
Intelligence Act and OECD Al Principles, is essential not only for protecting
citizens’ rights but also for supporting Kosovo’s broader process of European
integration and digital modernization.

The paper proposes concrete reforms encompassing legal amendments,
institutional strengthening, transparency measures, and capacity-building
initiatives. These reforms are designed to ensure that Al systems enhance
administrative efficiency without compromising accountability, legality, or
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equity. Implementing such measures would enable Kosovo to harness the
benefits of AI while upholding democratic governance principles,
demonstrating that technological innovation and rule-of-law compliance can
be mutually reinforcing.

Ultimately, the study underscores the imperative of proactive, forward-
looking policymaking in the digital era. By embedding accountability,
oversight, and citizen protection into the design and operation of Al systems,
Kosovo can establish a model of public administration in which innovation
serves the public good, rather than eroding governance standards. The
implications of this research extend beyond national boundaries, offering
insights for other transitional states navigating the challenges of digital

governance.
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