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Abstract:

The development of artificial intelligence (Al) has opened new opportunities for the digital
transformation of the healthcare system, enabling automation of initial symptom assessment,
intelligent decision support, and improved communication between patients and healthcare
professionals. This paper presents the design and conceptual framework of an intelligent virtual
medical agent (IVMA) that combines machine learning (ML) and natural language processing
(NLP) for interactive, contextual, and explainable healthcare assessment. Methodologically, the
research is based on a Design Science Research (DSR) approach and includes architectural
modeling, system logic design, and development of a demonstration prototype (Python/Gradio)
with local processing, visual BMI analysis, and automatic PDF report generation. The
architecture applies the principles of Explainable Al (XAI) and privacy-by-design for
transparency, confidentiality, and compliance with GDPR and HIPAA. The proposed model
demonstrates technical feasibility, interoperability, and potential for application in preventive
medicine, digital triage, and clinical decision-making, especially in resource-limited settings.
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1. Introduction

Modern healthcare systems face increasing demand, staff shortages, and growing administrative
burdens, leading to limited service availability and prolonged waiting times [1] [2]. In response to these
challenges, digital transformation, driven by artificial intelligence (Al), machine learning (ML), and
natural language processing (NLP), is becoming a key direction for clinical process optimization,
automation, and medical decision support [3][8][9][10].

Virtual engineering, as an integrative discipline that unites engineering principles, cognitive sciences,
and ethical standards, enables the development of intelligent digital agents that mediate between patients
and healthcare institutions. These agents do not replace human expertise, but rather complement it through
digital triage, automated symptom collection, and referral to appropriate medical services [4] [5] [11] [12].
This approach enables more efficient use of healthcare resources and the creation of new models for
preventive and personalized medicine.

The COVID-19 pandemic has highlighted the importance of scalable digital solutions and accelerated
the implementation of virtual health assistants. Platforms such as Infermedica, Ada Health, and Babylon
Health have demonstrated significant potential for initial symptom assessment and clinical decision
support, confirming the applicability of such systems even in resource-constrained healthcare settings [6].

In this context, this paper presents a conceptual and architectural model of an intelligent medical agent
that combines NLP and machine learning for automated initial symptom assessment and clinical judgment
support. The main goal is to develop an integrated architectural framework that enables cognitive,
technological, and ethical alignment in the design of such systems [13] [14] [15]. In addition, the research
proposes methodological and ethical guidelines for their design and presents a simulation framework that
can be used as a basis for future pilot implementations in a clinical context.
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Methodologically, the paper is based on the Design Science Research (DSR) approach, which enables
integrated modeling of technological, cognitive, and ethical aspects in the development of digital solutions
[7], [16]. Rather than full implementation, the emphasis is placed on defining the systemic, architectural,
and logical principles that support the engineering development and future integration of such systems
into healthcare infrastructures.

The rest of the paper is structured as follows. The second section focuses on the theoretical foundations
of Al, ML, NLP, and medical ontologies, while the next section presents the concept of virtual engineering
and its application in healthcare, with a review of the theoretical foundations, architecture, and design of
empathic virtual medical agents as intelligent decision support systems. The subsequent section concerns
the practical implementation through Gradio. The fifth section addresses ethical and regulatory aspects,
and the last section provides concluding remarks and directions for future research and integration into
real healthcare contexts.

2. Theoretical foundations

The design of intelligent digital agents in healthcare is an interdisciplinary process that brings together
the principles of Al, ML, NLP, and medical semantics. This section lays the foundation for understanding
the cognitive, technological, and communication behavior of such systems.

2.1 Artificial intelligence, machine and deep learning in healthcare

Al is now a key driver of the digital transformation in healthcare, enabling analysis, prediction, and
automation of clinical processes. ML enables models that learn from data and recognize relationships
between symptoms and diagnoses, using algorithms such as Support Vector Machine (SVM), Random
Forest, and XGBoost [17]. Deep learning (DL), through architectures such as Convolutional Neural
Networks (CNN), Recurrent Neural Networks (RNN), and transformer models, enables the analysis of
complex data, such as electronic health records, clinical notes, and medical dialogues [18].

Current trends include Federated Learning (FL), which enables modeling of decentralized data sources
without compromising privacy, while complying with GDPR and HIPAA regulations [19] [20]. In
parallel, Explainable Al (XAI) is developing techniques such as SHAP and LIME, which enable
visualization and interpretation of model decisions, increasing confidence in clinical applications [21]
[22].

In this context, Al and ML do not represent a replacement for medical staff, but rather an intelligent
cognitive layer that collects, structures, and interprets data, contributing to increased accuracy, better
efficiency, and more informed clinical decision-making.

2.2 Natural Language Processing and Medical Ontologies

Natural language processing (NLP) plays a central role in the design of systems that understand,
interpret, and answer medical questions. Models such as BioBERT, Clinical BERT, and Med-PalLLM have
been trained on large biomedical corpora (e.g., PubMed, MIMIC-III ) and are used for medical entity
recognition, symptom analysis, and triage through dialogue [23] [24] [25] [26].

The integration of medical ontologies such as SNOMED CT, ICD, and UMLS enables semantic
interoperability and standardization of clinical concepts. In this way, NLP agents connect linguistic
analysis with formalized medical knowledge, which is a prerequisite for reliable, explainable, and ethical
healthcare recommendations [27] [28].

Modern solutions, such as the Infermedica API, combine these principles and provide interactive triage
based on ontological knowledge, NLP inference, and structured decision support.

Within this theoretical framework, Al, ML, NLP, and medical ontologies together form a cognitive
and semantic foundation that enables medical agents to understand context, analyze symptoms, and
communicate in natural language. These technologies provide a foundation for developing ethical,
transparent, and interoperable systems that support the modern model of digital health triage and
personalized medical support.
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3. Introduction to virtual engineering

Virtual engineering is a modern interdisciplinary paradigm that brings together simulation, digital
prototyping, and cognitive virtualization to design and evaluate complex systems in digital environments.
In the healthcare context, this means that clinical workflows can be modeled and tested through intelligent
virtual agents—from conversational interfaces to cognitive decision support systems—that operate based
on Al, NLP, and medical reasoning. These agents serve as the first digital point of contact, structuring
symptoms, initiating triage, and communicating recommendations in an ethically and regulatory-
compliant manner.

Virtual engineering enables the creation of simulated healthcare environments where technological,
cognitive, and ethical principles are integrated before practical implementation. In this way, a bridge is
created between academic theory and real-world clinical transformation to reduce risk and ensure
methodological rigor [29] [30] [31].

3.1 Theoretical foundations of the concept

The concept is based on four pillars: digital representation of clinical entities (including digital twins)
for realistic simulation; a modular architecture that allows for independent development and integration
of NLU, inference, and interfaces; simulation before real implementation for greater stability; and a
human-centric design that allows for dynamic adaptation of the agent according to the context and user
profile [32]. These principles are applied in this research to design an intelligent medical agent that links
symptom narratives to standardized clinical concepts (SNOMED CT, UMLS) and generates explainable
recommendations [33].

3.2 Virtual medical avatars: role and functionalities

A virtual medical avatar is defined as an intelligent communicative intermediary between the patient
and medical knowledge. Its NLU layer converts text into structured input, bound to ontologies (SNOMED
CT, ICD-11), while reasoning logic initiates triage or diagnostic recommendations. The interface can be
textual, voice, or visual (XR), but the principles of semantic interoperability, ethical transparency, and
GDPR/HIPAA compliance remain central.

Psychological factors play a key role in the acceptance of these systems. Empathetic expression, clear
communication about limitations, and data confidentiality significantly increase user satisfaction and trust,
especially in domains such as mental health and preventive medicine.

Table 1 presents an overview of the key design principles for empathic interaction with a virtual
medical agent, with their functional role and expected psychological effect on users.

Table 9:

Design principles for empathic interaction with a virtual medical agent

Principle Function Expected effect

Empathic verbalization Emotionally sensitive communication Greater confidence and comfort
Adaptive dialogue logic Contextual Personalization :tetl;:cr?tri)(t)ir?n of intelligence  and
Multimodal empathy Visual/audio support Reduced psychological distance
Transparency (XAl) Explanatory recommendations Cognitive trust

Privacy and non-judgment Identity and data protection Greater honesty in responses

Cultural adaptability Language and visual localization Inclusion without alienation

3.3 Engineering architecture

The proposed system is organized into several functional layers: an interaction layer for text, voice,
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and XR communication; an NLU layer for intent and symptom identification; a dialog management layer
for contextual coherence; a clinical reasoning core with ontological knowledge and probabilistic logic (or
integration with the Infermedica API); and an XAI security layer for explainability, encryption, and
regulatory compliance (GDPR/HIPAA). This modular structure ensures interoperability (HL7 FHIR and
OMOP) and the possibility of multilingual expansion [34] [35].

4. Practical Implementation: Virtual Agent for Health Assessment with Gradio

Within the framework of this research, a demonstration prototype of an intelligent virtual health agent,
designed for interactive assessment of chronic disease risk, has been developed. The prototype serves as
a proof of concept for the technical feasibility and cognitive coherence of the proposed architecture. The
system is built in Python, using the Gradio library to create an intuitive user interface, scikit-learn for
machine learning, and matplotlib for visualization of the results. Through this approach, the practical
application of ML and NLP principles in the context of digital triage, self-assessment, and preventive
medicine is demonstrated.

During the interaction process, the user enters biometric and clinical parameters such as age, gender,
height, weight, blood pressure, sugar level, symptoms, and chronic conditions. Based on this data, the
system calculates a body mass index (BMI) and, through a trained Random Forest model, performs a risk
assessment for the development of a chronic disease. The results are presented through a visual graphic
display with colored zones, indicating different levels of risk (low, medium, high), supplemented with a
textual interpretation and a recommendation for further health care.

In addition to the interactive assessment, the application allows for tracking interaction history, with
each session being saved as an individual PDF report. The report includes a graphical representation,
descriptive assessment, and recommendations, which increase the traceability and transparency of the
results. All data is processed locally, without external storage or transmission, ensuring GDPR compliance
and respecting the principles of privacy-by-design.

Table 2 shows the main functional components of the system, their role, and the effects of their
application, which illustrates the logic of architectural integration and the cognitive flow of the application.

Table 2:
Main functional components of the system

Component Function Result / Effect

Reception of individual parameters via an

Data entr . .
Y interactive interface

A personalized basis for analysis

Risk classification with the Random Forest

Machine learning model Risk calculation (low, medium, high)

model
. - . . . Improved perception and
Visualization Graphical display of BMI with color zones P p. ’
understanding of results
. . Greater trust, transparency, and
Explanatory Logic (XAl) Textual explanation of the result . L P y
interpretability
. ) Traceability and documentation of
History and report View and generate PDF reports y

sessions

The visual design of the interface is structured into three functional units: data entry, Figure 1, results
display, and history review with report. The user enters data via a simple form, and the system
automatically generates a visual assessment with a graphical display of BMI and accompanying textual
recommendation. The history allows for a review of previous sessions and downloading of an
individualized report, thus ensuring continuity and documentation of health self-evaluation.

Although the prototype is of a demonstration nature, its architecture allows for real expansion with
additional functionalities, such as processing of textual descriptive symptoms via NLP, support for
multimodal data (images, audio), and integration of XAl techniques, such as SHAP and LIME, for better
interpretability and transparency of results [36].
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Future research phases include a methodological assessment of the accuracy, interpretability, and user
experience of the system. This plan is not a formal evaluation, but rather an orientation framework that
defines the future direction of the experimental phase. The evaluation will be based on synthetic scenarios
and sample dialogues to test the cognitive coherence and stability of the agent in a simulated environment.
Key performance indicators include accuracy, precision, recall, F1-score, and Top-N, which will allow
for a quantitative assessment of the model's classification performance. Additionally, a subjective UX
survey will be conducted with a small group of test users to gain insight into their perception of the
system's intuitiveness, trustworthiness and understandability. In this way, the assessment will ensure a
balance between technical accuracy and user experience, which is an essential aspect for the successful
integration of intelligent agents into healthcare practice. Such an evaluation approach is directional and
will serve as a basis for future pilot testing in a clinical context, following the development of a fully
functional prototype and the provision of real-world health data. In doing so, the system not only
demonstrates technical feasibility but also creates a platform for sustainable ethical, regulatory, and

clinical integration in future phases of research.
@ VIRTUAL HEALTH ASSESSMENT AGENT

Assessment [l Guide
Patient ID o BEMI
z 0
Full Name @, Last Risk
Gender i Recommendation
Age ~ BMIChart
0
Weight (kg) =
4]
Height {cm)
0 & History (by patient)
Blood Pressure (SYS/DIA)
Symptoms
chest pain fatigue headache vomiting
Chronic Conditions
asthma diabetes healthy hypertension
& Submit / Clear Form  Load History from
B Download PDF
/ Merge History (Excel, by ID) £» Reset Excel (empty file)

Figure 1: Data entry interface of Virtual Agent for Health Assessment

5. Ethical, regulatory, and security aspects in the design of intelligent medical
agents

The integration of intelligent medical agents into clinical processes represents not only a technological
advance but also a significant ethical and regulatory challenge. To ensure trust, safety, and social
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acceptability, such systems must be based on the principles of non-harm, autonomy, fairness,
accountability, and transparency, especially when mediating initial (pre-diagnostic) interactions with
patients.

Ethical operability implies a design that is not only functionally correct but also compliant with
European and international regulations, such as GDPR, HIPAA, and Software as a Medical Device
(SaMD), with built-in mechanisms for fair algorithms, auditability, and traceability of decisions. In this
way, the system demonstrates ethical confidentiality, prevents discriminatory effects, and enables
responsible use of technology in clinical practice.

5.1 Compliance and data protection

Al-based systems in healthcare process highly sensitive personal data, which requires the application
of the principles of privacy-by-design and compliance-by-design. In the proposed model, all data is
processed locally and sessionally, without storing personal identifiers, which minimizes regulatory risk
and eliminates the possibility of unauthorized access [37].

Mechanisms such as TLS encryption, pseudonymization, access control, audit, and data revocation are
implemented, in accordance with GDPR, HIPAA, and HL7/FHIR standards; privacy-by-design and
compliance-by-design approaches are built into the architectural phase. This approach strengthens patient
trust, as it ensures transparency in processing, interoperability with existing healthcare platforms, and
consistent compliance with regulatory requirements of the European Union and the United States [38]
[39].

5.2 Ethical Al and explainability

The ethical application of Al in healthcare implies that systems should be explainable — XAl especially
when providing automated recommendations or diagnostic guidance. The proposed model applies micro-
XAI layers that offer concise, understandable interpretations of the decisions made [39]. For example:
"Symptoms contributing to the assessment: abdominal pain, nausea, fever (2 days). Possible condition:
gastroenteritis."

These micro-explanations enable cognitive transparency and increase user trust, as the system is not a
“black box” but a partner in understanding symptoms. Potential algorithmic bias (linguistic, demographic,
or cultural) is addressed through localized corpora, Named Entity Recognition (NER), and metadata
analysis for fairness [40].

The human-in-the-loop principle is applied, whereby human intervention remains essential in
situations of uncertainty, ambiguity, or contradictory data. This ensures a balance between automation
and ethical control, which is especially important when applied in clinical contexts [41].

A systematic review of the key ethical principles and corresponding mechanisms implemented within
the proposed model, as well as the expected effects of their implementation in a real healthcare context,
is presented in Table 3. This review confirms the integration of technological and ethical components in
the system design.

Table 3: Ethical principles and applied mechanisms in the proposed system

Ethical principle Applied mechanism Expected effect

Pseudonymization, TLS encryption, and Personal data protection and risk
offline processing reduction

SHAP/LIME interpretations and micro-
explanations

Privacy and confidentiality

Explainability (XAl) Transparency and greater user trust

Federated and fair learning, metadata

. Reducing bias towards certain groups
analysis

Algorithmic fairness

Compliance with GDPR and HIPAA

Data control and traceability  Audit trail, user consent, audit .
regulations

Human intervention Involving a clinician in decision-making Security and control in situations of
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Ethical principle Applied mechanism Expected effect

(Human-in-the-loop) uncertainty

5.3 Limitations and future directions

Although the research provides a solid conceptual and architectural framework, based on technological
and ethical alignment, empirical clinical validation is lacking at this stage. The main limitations stem from
limited local datasets, the unavailability of national NLP resources, and insufficient standardization of
medical semantics in the Macedonian language.

In the future phases, a functional prototype (MVP) is planned to be developed with the integration of
Rasa Framework and Infermedica API, which will enable the simulation of real clinical scenarios and
testing of the cognitive consistency of the system. Pilot testing in healthcare institutions is also planned,
with the involvement of medical professionals to validate accuracy, explainability, and user experience.
Additionally, the application of large language models (LLMs) for multilingual communication and
improved contextual understanding of symptoms will be investigated, which will increase the applicability
of the system in various healthcare settings.

These activities represent a logical extension of this research and will enable the development of
ethically responsible, interpretable, and reliable medical agents, which combine safety, transparency, and
clinical applicability — prerequisites for their real integration into modern healthcare systems [41] [42].

6. Conclusion

This research establishes a conceptual, architectural, and methodological framework for the design of
an intelligent medical agent that integrates the principles of NLP, dialogic logic, and clinical reasoning.
Through a synthesis of machine learning, semantic ontologies, and explainable algorithms, a system is
modeled that represents an innovative engineering concept for simulated health triage and interactive
symptom assessment in a digital health environment.

The proposed architecture is modular and hybrid, with clearly defined functional layers that ensure
interoperability, scalability, and transparency. A special value is the separation of cognitive reasoning
from dialogic logic, which allows integration with reasoning-as-a-service platforms and the creation of
multilingual, contextually aware interaction. The architecture incorporates XAl mechanisms for
interpretability and privacy-by-design principles for full compliance with GDPR and HIPAA, which
guarantees the ethical and regulatory sustainability of the system.

Although the paper is theoretical and conceptual in nature, without clinical validation at this stage, it
lays a solid foundation for future prototyping, testing, and evaluation in a real healthcare environment.
The identified challenges - such as the limited NLP resources in the Macedonian language, the dependence
on commercial API services, and the need for local medical corpora - indicate the main directions for
further development. They also highlight the need for national initiatives to create open health data
infrastructures that will encourage the application of artificial intelligence in the domestic healthcare
system.

At its core, this research represents an initial step towards creating ethically responsible, explainable,
and interoperable digital medical agents that combine technical feasibility with clinical and ethical
relevance. Such systems have the potential to transform initial health assessment, support preventive and
personalized medicine, and create more accessible, transparent, and equitable healthcare, especially in
resource-limited settings.
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