University “St. Kliment Ohridski”
Bitola
Faculty of Information and
Communication Technology - Bitola
Republic of North Macedonia

PROCEEDINGS

15t International Conference on
APPLIED INTERNET AND INFORMATION
TECHNOLOGIES

AllIT 2025

ANT

International Conference

Bitola, November 7, 2025




University “St. Kliment Ohridski” Bitola
Faculty of Information and Communication Technology - Bitola
Republic of North Macedonia

PROCEEDINGS
15% International Conference on
APPLIED INTERNET AND INFORMATION TECHNOLOGIES

AlIT 2025

AllT

International Conference

November 7, 2025 Bitola



15 International Conference on Applied Internet and Information Technologies (AllT2025), November 7, 2025, Bitola, Republic of N. Macedonia

Proceedings publisher and organizer of the conference:
University “St. Kliment Ohridski”, Bitola, Faculty of Information and Communication Technology — Bitola,
Republic of North Macedonia

For publisher: Proceedings editors:
Blagoj Ristevski, PhD, Full Professor, Dean of the Kostandina Veljanovska, PhD
Faculty of Information and Communication Technologies, Zeljko Stojanov, PhD

University “St. Kliment Ohridski”, Bitola, North Macedonia

Conference Chairmans:

Blagoj Ristevski, University “St. Kliment Ohridski”, Faculty of Information and Communication Technologies,
Bitola, Republic of N. Macedonia — chair

Kostandina Veljanovska, University “St. Kliment Ohridski”, Faculty of Information and Communication
Technologies, Bitola, Republic of N. Macedonia — co-chair

Zeljko Stojanov, University of Novi Sad, Technical faculty “Mihajlo Pupin”, Zrenjanin, Serbia — co-chair

Technical preparation of the proceedings:

Kostandina Veljanovska, PhD Cover design:
Marija Apostoloska Kondoska, MSc Kostandina Veljanovska, PhD
Darko Pajkovski, MSc Hristina Dimova Popovska, MSc

e-Proceedings
ISBN 978-608-5003-06-8

Disclaimer:

All rights reserved. No part of this proceeding may be reproduced in any form without written permission
from the publisher. The publisher and editors are not responsible either for the statements made or for the
opinion expressed in this publication. The authors solely are responsible for the content of the papers and
any copyrights, which are related to the content of the papers.

CIP - Katanorusauuja Bo nybavkaumja

CIP - Katanorusauuja Bo nybamkaumja
HaunoHanHa n yHuBepauTeTcka bubnmoteka "Ce. KnnmeHT Oxpuacku", Ckonje

004-049.8(062)

INTERNATIONAL conference on applied internet and information
technologies AIIT 2025 (15 ; 2025 ; Bitola, Republic of North Macedonia)
Proceedings / 15th International conference on applied internet and
information technologies AIIT 2025, November 7 2025, Bitola, Republic
of North Macedonia ; [editors Kostandina Veljanovska, Zeljko Stojanov]. -
Bitola : University "St. Kliment Ohridski", Bitola Faculty of

information and communication technologies, 2025. - 477 ctp. : nayctp. ;
30 cm

bubnnorpaduja KoH Tpyaosute

ISBN 978-608-5003-06-8

a) MHpopmaTuuKa TexHonoruja -- NprmeHa -- Cobupu
COBISS.MK-ID 67608325




Introduction

As organizing partners of 15th International Conference on Applied Internet and Information
Technologies AlIT 2025, we warmly welcome all participants, researchers, and colleagues joining us from
various countries and universities, united by our shared commitment to advancing knowledge in the
fields of computer science, applied Internet, and information technologies.

The AIIT conference has become a long-standing tradition of excellence and collaboration, co-
organized by the Faculty of Information and Communication Technologies — Bitola, University “St.
Kliment Ohridski,” and the Technical Faculty “Mihajlo Pupin” — Zrenjanin, University of Novi Sad, Serbia.
Over the past fifteen years, this partnership has fostered not only strong academic cooperation but also
genuine friendship among our institutions and scholars.

This year’s conference proudly continues that tradition, bringing together innovative research,
diverse perspectives, and new insights into technologies that are shaping our digital future. The Scientific
Program Committee once again faced the demanding task of selecting the highest-quality papers from
more than sixty submissions spanning a wide range of topics—including Artificial Intelligence, Immersive
Technologies, Mathematical Simulations, Data Science and Big Data Analytics, Knowledge and IT
Management, Cybersecurity, Software Engineering, Data Mining, Digital Transformation, Behavioral
Economics and Business, Social Engineering, Digital Humanities, Augmented Humanity, and Hybrid
Intelligence. This ensures that the program reflects both scientific rigor and creative originality.

We would like to express our sincere gratitude to all reviewers for their dedicated work, as well as
to the members of the Organizing Committee for their professionalism, commitment, and enthusiasm in
preparing this event.

We are confident that these proceedings will provide an enriching and thought-provoking reading
experience.

Conference chairs:

Blagoj Ristevski, University “St. Kliment Ohridski”, Faculty of Information and Communication Technologies,
Bitola, Republic of N. Macedonia (chair)

Kostandina Veljanovska, University “St. Kliment Ohridski”, Faculty of Information and Communication
Technologies, Bitola, Republic of N. Macedonia (co - chair)

Zeljko Stojanov, University of Novi Sad, Technical faculty “Mihajlo Pupin”, Zrenjanin, Serbia (co — chair)
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i

proceedings of international conferences. He participated in several research and industrial
projects at national and international levels. He has over fifteen years of experience working with small software
companies as a consultant in the fields of software development, software maintenance and software process
improvement.



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Organizing Committee

Chairs

Kostandina Veljanovska (President), Faculty of Information and Communication Technologies - Bitola, N.
Macedonia
Zeljko Stojanov, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia (vice-president)

Members

Blagoj Ristevski, Faculty of Information and Communication Technologies - Bitola, N. Macedonia

Ivana Berkovié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Visnja Ognjenovi¢, Technical Faculty "Mihajlo Pupin" Zrenjanin, Serbia

Eleonora Brtka, Technical Faculty "Mihajlo Pupin" Zrenjanin, Serbia

Dalibor Dobrilovic, Technical Faculty "Mihajlo Pupin" Zrenjanin, Serbia

Dragica Radosav, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Biljana Radulovic, Technical Faculty "Mihajlo Pupin" Zrenjanin, Serbia

BozZidar Milenkovski, Faculty of Information and Communication Technologies - Bitola, N. Macedonia

Ljubica Kazi, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

SneZana Savoska, Faculty of Information and Communication Technologies - Bitola,N. Macedonia

Vladimir Brtka, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Zoltan Kazi, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Sinisa Mihajlovié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Velibor Premcevski, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Nikola Rendevski , Faculty of Information and Communication Technologies - Bitola, N. Macedonia

Aleksandra Stojkov, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Maja Gaborov, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Milica Mazalica, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Igor Vecstejn, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Marko Blazié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Vuk Amizié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Natasa Blazeska-Tabakovska, Faculty of Information and Communication Technologies - Bitola, N. Macedonia
Jovana Borovina, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Dalibor Seljmesi, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Mimoza Bogdanoska Jovanovska, Faculty of Information and Communication Technologies - Bitola, N. Macedonia
Vladimir Sinik, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

NadeZda Ljubojev, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Marina Blazekovi¢ Toshevski, Faculty of Information and Communication Technologies - Bitola, N. Macedonia
Hristina Dimova Popovska, Faculty of Information and Communication Technologies, University "St.Kliment
Ohridski" - Bitola, N. Macedonia

Darko Pajkovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski" - Bitola,
N. Macedonia

Marija Apostoloska Kondoska, Faculty of Information and Communication Technologies, University "St. Kliment
Ohridski" - Bitola, N. Macedonia

Milcho Prisagjanec, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski" -
Bitola, N. Macedonia

llche Dimovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski" - Bitola,
N. Macedonia

Zoran Pavlovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski" - Bitola,
N. Macedonia

Vladimir Karuovié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Evgeny Cherkashin, Institute of System Dynamic and Control Theory SB RAS, Russia

Anastasia Popova, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences, Russia

Filip Tsvetanov, South-west University "Neophyte Rilsky", Faculty of Engineering, Blagoevgrad, Bulgaria

6



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Program Committee

Blagoj Ristevski (president), Faculty of Information and Communication Technologies, University "St. Kliment
Ohridski", Bitola, North Macedonia,

Zeljko Stojanov, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia (vice-president)

Kostandina Veljanovska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia (vice-president)

Eleonora Brtka, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Visnja Ognjenovi¢, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Dalibor Dobrilovié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Ljubica Kazi, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Dragica Radosav, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Dragana Glusac, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Borislav Odadzi¢, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Miodrag Ivkovi¢, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Biljana Radulovi¢, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Ivana Berkovié, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Vladimir Brtka, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Zoltan Kazi, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Jelena Stojanov, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Vesna Makitan, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

NadeZda Ljubojev, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Vladimir Sinik, Technical faculty "Mihajlo Pupin", Zrenjanin, Serbia

Igor Nedelkovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

Aleksandar Markoski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Violeta Manevska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Pece Mitrevski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

llija Jolevski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

Dragan Grueski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

Monika Markovska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

SneZana Savoska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Sonja Mancevska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Mimoza Bogdanoska Jovanovska, Faculty of Information and Communication Technologies, University "St. Kliment
Ohridski", Bitola, North Macedonia

Natasa Blazeska Tabakovska, Faculty of Information and Communication Technologies, University "St. Kliment
Ohridski", Bitola, North Macedonia

Bozidar Milenkovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Zoran Kotevski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

Nikola Rendevski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Bitola, North Macedonia

Andrijana Bocevska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski",
Bitola, North Macedonia

Tome Dimovski, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

Marina BlaZzekovié ToSevski, Faculty of Information and Communication Technologies, University "St. Kliment
Ohridski", Bitola, North Macedonia

Lela lvanovska, Faculty of Information and Communication Technologies, University "St. Kliment Ohridski", Bitola,
North Macedonia

[lija Hristoski, Faculty of Economics - Prilep, North Macedonia

Elena Vlahu-Gjorgievska, Univerisity of Wollongong, Australia

Mimoza Mijoska, Internatonal Slavic University GAVRILA ROMANOVICH DERZHAVIN, Faculty of

Technical Sciences and Informatics

Blagoj Nenovski, University "St. Kliment Ohridski", Bitola, North Macedonia

Nora Pireci Sejdiu, University "St. Kliment Ohridski", Bitola, North Macedonia

Saso Nikolovski, AUE University, Faculty of Informatics-Skopje, North Macedonia

Aybeyan Selim, International Vision University, Gostivar, North Macedonia

ilker Ali, International Vision University, Gostivar, North Macedonia

Fehmi Skender, International Vision University, Gostivar, North Macedonia

Ming Chen, Zhejiang University, China

Alexander Feoktistov, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences, Irkutsk, Russia

Alexander Yurin, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the Russian
Academy of Sciences, Irkutsk, Russia

Igor Bychkov, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the Russian
Academy of Sciences, Irkutsk, Russia

Andrey Gachenko, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences. Irkutsk, Russia

Andrey Mikhailov, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences. Irkutsk, Russia

Anastasia Popova, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences. Irkutsk, Russia

Alexey Daneev, Irkutsk State Transport University, Irkutsk, Russia

Denis Sidorov, Melentiev Energy Systems Institute of Siberian Branch of the Russian Academy of Sciences, Irkutsk,
Russia

Viacheslav Paramonov, Matrosov Institute for System Dynamics and Control Theory of the Siberian Branch of the
Russian Academy of Sciences, Irkutsk, Russia

Andrey Dorofeev, Institute of High Technologies, Irkutsk National Research Technical University, Irkutsk, Russia
Gogoldk Laszlo, Subotica Tech - College of Applied Sciences, Subotica, Serbia

Zlatko Covi¢, Subotica Tech - College of Applied Sciences, Department of Informatics, Subotica, Serbia

Zora Konjovi¢, University Singidunum, Centar Novi Sad, Serbia

Sinisa Neskovié, Faculty of organizational sciences, University of Belgrade, Serbia

Natasa Gospi¢, Faculty of transport and traffic engineering, Belgrade, Serbia

Branko Markoski, Faculty of technical Sciences, Novi Sad, Serbia

Zeljen Trpovski, Faculty of technical Sciences, Novi Sad, Serbia

Branimir BPordevié¢, Megatrend University, Belgrade, Serbia

Slobodan Jovanovi¢, Faculty of Information Technology, Belgrade, Serbia

Zeljko Eremi¢, College of Technical Sciences - Zrenjanin, Serbia

Rajnai Zoltan, Obuda University, Budapest, Hungary

Tiinde Anna Kovacs, PhD, Obuda University, Hungary

Zoltan Nyikes, PhD, Milton Friedman University, Hungary

Mirjana Pejic Bach, University of Zagreb, Croatia

Androklis Mavridis, Aristotel University of Thessaloniki, Greece



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Madhusudan Bhatt, R.D. National College, University of Mumbai, India

Amar Kansara, Parth Systems LTD, Navsari, Gujarat, India

Narendra Chotaliya, H. & H.B. Kotak Institute of Science, Rajkot, Gujarat, India

Zeljko Jungic, ETF, University of Banja Luka, Bosnia and Herzegovina

Saso Tamazic, Univerisity of Ljubljana, Slovenia

Marijana Brtka, Centro de Matematica, Computacdo e Cognicdo, Universidade Federal do ABC, Sdo Paulo, Brazil
Zoran Cosic, Statheros, Split, Croatia

Istvan Matijevics, Institute of Informatics, University of Szeged, Hungary

Slobodan Lubura, Faculty of electrical engineering, University of East Sarajevo, Bosnia and Herzegovina

Edit Boral, ASA College, New York, NY, USA

Dana Petcu, West University of Timisoara, Romania

Marius Marcu, "Politehnica" University of Timisoara, Romania

Aleksej Stevanov, South-west University "Neophyte Rilsky", Faculty of Engineering, Blagoevgrad, Bulgaria
Petar Apostolov, South-west University "Neophyte Rilsky", Faculty of Engineering, Blagoevgrad, Bulgaria

Filip Tsvetanov, South-west University "Neophyte Rilsky", Faculty of Engineering, Blagoevgrad, Bulgaria
Francesco Flammini, School of Innovation, Design and Engineering, Division of Product Realisation, Malardalen
University, Eskilstuna, Sweden

Deepak Chahal, Jagan Institute of Management Studies (JIMS, Rohini Sector-5), New Delhi, India
Abdel-Badeeh M. Salem, Faculty of Computer and Information Sciences, Ain Shams University, Cairo, Egypt
Dragan Perakovi¢, University of Zagreb, Faculty of Transport and Traffic Sciences, Zagreb, Croatia

Gordana Jotanovi¢, University of East Sarajevo, Faculty of Transport and Traffic Engineering, Doboj, Bosnia and
Herzegovina

Goran Jausevac, University of East Sarajevo, Faculty of Transport and Traffic Engineering, Doboj, Bosnia and
Herzegovina

Dinu Dragan, Faculty of technical Sciences, University of Novi Sad, Serbia

Gururaj Harinahalli Lokesh, Department of IT, Manipal Institute of Technology, Bengaluru, India

Ertugrul AKBAS, Esenyurt University, Istanbul, Turkiye



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

CONTENT

Plenary Papers

MOR over frequency range by interpolation 16
Jovan Stefanovski

Current State and Future of Intelligent Agents and their Applications 26
Eleonora Brtka

Detection and Response in Cybersecurity 37
Marjan Sterjev

Regular papers

Analysis of the popularity of antivirus solutions — Microsoft Defender, 46
Kaspersky, and Bitdefender
Dejan Jocin, Biljana Radulovi¢ and Tamara Mili¢

Application of Security in Electronic Business on the Example of Application 53
Development using Multi-factor Authentication in Online Learning Platforms
Tamara Milic, Vesna Makitan

Bluetooth LE Spam with ESP32 running Marauder and Bruce 61
Blagoj Nenovski

Mathematical Foundations of Multi-Criteria Decision-Making and Their 69
Application in Modern Telecommunications and Information Security
Jovana Knezevic, Dalibor Dobrilovic, Jelena Stojanov

Security Monitoring of a PHP MVC Single Page Web Portal with Access 78
Categorization: Preschool Institution Zrenjanin Case Study
Ljubica Kazi, Tatjana Lojovi¢ and Zeljko Cvijanovié

Wireless Communication Security — Review on ZigBee and Bluetooth 86
protocol
Vuk Amizic, Dalibor Dobrilovic

Integrity of digital evidences in the investigation process 94
Rade Dragovi¢, Dragan Dragovi¢ and Dalibor Dobrilovié¢

Exploring the Impact of VR and AR Integration in Learning Management 102
Systems: A Study on Enhancing Immersive Learning Experiences

Buen Bajrami, Igor Nedelkovski, Andrijana Bocevska and Kostandina

Veljanovska

Comparative Analysis of Text Mining Techniques and Tools 109
Marija Apostoloska-Kondoska, Blagoj Ristevski, Nikola Rendevski, Snezana
Savoska

10



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Scalable ETL Processes with Change Data Capture (CDC) and Monitoring 118
Using Apache Superset
Aneta Trajkovska, Violeta Manevska and Kostandina Veljanovska

KPI metrics in the Software Industry: Literature Review and Analysis 126
Igor Vecstejn, Zeljko Stojanov, Tamara Milic and Maja Gaborov

Recipe Radar: A Voice-Driven Hybrid Recommender System for Recipes 134
Using NLP, Text-to-SQL, and Cloud-Native Infrastructure
Aleksandra Kolevska, Natasha Blazheska-Tabakovska

Knowledge-based Decision Support System for Personalised Training 142
Marija Kolevska, Natasha Blazheska-Tabakovska

Al-Based Prediction of Elastic Properties in Crystals with Class Balancing 152
Nora Pireci Sejdiu, Nikola Rendevski and Blagoj Ristevski

The Role of Digital Humanism in Shaping AI-Driven Augmented Humanity 160
Blagoj Ristevski, Nikola Rendevski and Dragan Grueski

ECG Classification Utilizing a Hybrid Transformer-BiLSTM Network 166
Luka Glisi¢, Ivana Berkovi¢

Integrating XGBoost and Neural Networks for Accurate Student 172
Performance Prediction in Higher Education
Buen Bajrami, Blagoj Ristevski, Kostandina Veljanovska

Intelligent UAV Surveillance GIS-Based Path Planning and Post-Flight 179
Object Detection Using YOLOv11

Dalibor Seljmesi, Velibor Ili¢, Visnja Ognjenovi¢, Vladimir Brtka and Dalibor

Dobrilovi¢

Optimizing Real-Time Data Processing with Kafka and Databricks 187
Integration for Scalable Machine Learning Solutions

Aneta Trajkovska, Blagoj Ristevski , Kostandina Veljanovska, Trajche Trajkov,

Nikola Rendevski

Intelligent Agents Architecture for Evacuation Route Planning in QGIS 195
Environment

Srdan Popov, Milena Zeljkovié, Tanja Vrani¢, Nebojsa Ralevié and Zeljko

Zeljkovi¢

Artificial Intelligence for Assisting People with Sensory and Cognitive 203
Disabilities
Kostandina Veljanovska, Simona Gulevska and Blagoj Ristevski

Comparative Study of Depth-First Search Algorithms: DFS, DLS, and IDDFS 212
in Undirected Unweighted Graphs
Nikola Jerkovi¢, Jelena Stojanov and Ivana Berkovi¢

Digital School in Transition: Overcoming Resistance Through Mental Models 221
and Organizational Learning

11



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

MasSa Magzan, Ana-Maria KarleuSa and Snezana Joki¢

Enhancing Digital Competencies Through Visual Programming in Education 229
Katarina Vignjevi¢, Dragana Glusac, Nemanja Tasi¢ and Marko Blazi¢

Understanding User Acceptance of Technology: A Theoretical Review of 236
Behavioral Intention Models
Vesna Rodi¢ Luki¢, Mia Mari¢ and Nemanja Luki¢

Towards Standardized Quality Practices for Custom Game Development 242
Tools: A Contextualization of ISO/IEC 25010 Standard
Vasilije Bursa¢, Dragan Iveti¢ and Aleksandar Kupusinac

Artificial Intelligence and Critical Thinking in Foreign Language Learning: 250
From Theory to Practice
Lela Ivanovska, SilvanaNeshkovska and Milena Kasaposka-Chadlovska

A Comparative Analysis of Locomotion Techniques in Virtual Reality for 258
Architectural Visualization
Danilo Bulatovi¢ and Dragan Iveti¢

Management of Interdependent Data in Web Applications Using React and 267
Redux Toolkit Illustrated Through a Video Game Point Calculation System
Nikola Jovanov, Eleonora Brtka, Ema Brtka, Vesna Makitan, Velibor Premcevski

Data-Driven Quality Assurance in Higher Education: Insights from 275
University Information System
Aybeyan Selim, Ilker Ali, Fehmi Skender

Improving Learning Recommendations Through Combined Audio and Text- 284
based Sentiment Insights
Aleksandar Kotevski, Blagoj Ristevski

Intelligent Educational Agents as Mediators in the Learning Process 294
Katarina Vignjevi¢, Dragana GluSac, Slavica Isakov and Marko Blazi¢

Integrating Artificial intelligence in Virtual Engineering for Architectural 301
Visualization
Darko Pajkovski, Igor Nedelkovski

Adoption of AI Technologies in IT Companies: North Macedonia Case 308
Mihajlo Mitkovski, Elena Petkovska, Mimoza Bogdanoska Jovanovska

Analysis of the Internet Banking in the Macedonian Banking Sector and 315
Other Countries

Marina Blazhekovikj Toshevski

Circular Economy in Manufacturing Processes: A Comparative Analysis of 322
the EU and Serbia
Milica Jovanov

Transforming Human Resource Management: The Role of AI Technologies 328

12



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Tatjana Ivanovic and Mimoza Bogdanoska Jovanovska

The Role of Caching in Real-Time Systems — A Case Study: Application of 333
Redis in Monitoring Economic Indicators
Teodora Siljanoska, Violeta Manevska

A Comparative Methodological Framework for Semantic Enrichment of 341
Time Series Forecasting: Beyond the Balkans Case Study
Teodora Siljanoska Taskovska, Snezana Savoska, Natasha Blazheska-Tabakovska

Practical Tensor Decompositions for NLP Embeddings with TT, Tucker, and 349
Cp
Dilan Dobardzi¢, Visnja Ognjenovi¢, Jelena Stojanov, and Vladimir Brtka

Applying semantic web technology in IoRT: A Review 354
Valmir Sinani, Ramona Markoska and Natasha Blazheska-Tabakovska

Development and Functional Design of “Smart” Surgical Masks Based on IoT 362
Technology
Valentina Bozoki, Ineta NemeSa, Marija Pesi¢, Danka Durdi¢, Igor Vecstejn

Development of a smart sleep monitoring ecosystem 368
Kirill Zhilenkov, Konstantin Zheltov, Andrey Dorofeev, Irina Kuznetsova

Review of Analysis of Traditional Complexity Metrics and Their Applicability 377
to IoT Devices
Vuk Amizic, Dalibor Dobrilovic

Serbian Workforce Potential for Leading Global IT Projects 383
Ivana Denci¢, Sanja Stanisavljev and Vladimir Todi¢

ICT as a Catalyst for Effective Waste Management in the Circular Economy 390
Context

Saso Nikolovski, Bozidar Milenkovski, Anita Ilieva Nikolovska, Biljana

Stojcevska and Viktorija Spasevska

East—West Perspectives on Social Media Use Among Older Adults: Lessons 398
for the Western Balkans
Dragana Bodiroga and Dragan Ivetic

Antiderivatives Solved with LLMs? 405
Sonja Mancevska and Elena Karamazova Gelova

Deepfake Video Detection: How Far Have We Gone? 413
Zoran Kotevski

Do Hyperbolic Heads Make Better Mistakes? A Minimal Euclidean-vs- 422
Hyperbolic Comparison on CIFAR-100
Dilan Dobardzi¢, Jelena Stojanov, Visnja Ognjenovi¢, and Nikola Jerkovi¢

Validation of Parameters for AI Source Code Detector 428
Eugene Alooeff, Yuliya Zhaltko

13



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

Application of Control Flow Graph in White Box Testing Techniques 435
Zoltan Kazi, Ljubica Kazi

Comparative Analysis of Platforms for Analysis, Design and Product 443
Development with a Focus on AI-Based Tools

Borce Ugrinovski, Andrijana Bocevska, Kostandina Veljanovska and Blagoj

Ristevski

Detection of Road Edge Lines Using Hough Transform 452
Ivan Gasi¢, Marko Beljin, Zeljko Eremi¢, Vladimir Tadi¢

Design and Implementation of an Intelligent Virtual Medical Agent for 457
Health Risk Assessment

Anita Petreska, Igor Nedelkovski, Andrijana Bocevska, Blagoj Risteski

Orkes Conductor - performance comparison with Apache Kafka 467
Srdan Popov, Jelena Ninkovi¢, Rade Radisi¢ and Margarita Khazhoyan

14



15th International Conference on Applied Internet and Information Technologies (AlIT2025), November 7, 2025, Bitola, Macedonia

The Role of Digital Humanism in Shaping Al-Driven Augmented
Humanity

Blagoj Ristevski!, Nikola Rendevski® and Dragan Grueski?

123 Faculty of Information and Communication Technologies — Bitola, University “St. Kliment Ohridski” — Bitola,
ul. Partizanska bb, Macedonia

blagoj.ristevski@uklo.edu.mk; nikola.rendevski@uklo.edu.mk; dragan.gruevski@uklo.edu.mk

Abstract:

The rapid advance of artificial intelligence (AI) and machine learning (ML) has triggered
discussions on the role of humans in a technology-dominated world. The concept of Digital
Humanism has emerged as a framework for aligning digital transformation with human-centered
values and ethical imperatives. Alongside the concept of Augmented Humanity, the enhancement
of human abilities through Al calls for a redefinition of human-machine interaction. This paper
explores the intersection of these two domains by analyzing how Digital Humanism can guide
the design and governance of Al systems that empower rather than replace humans. Considering
recent research in Al ethics, intelligence augmentation, and digital humanities, this study
proposes a conceptual framework for responsible Al-driven augmentation. It reflects on its
implications for society, culture, and future interdisciplinary and transdisciplinary research in
computer science, computer engineering, and the humanities.

Keywords:

Digital Humanism, Augmented Humanity, Al Ethics, Human-Centered Design, Technological
Humanism, Hybrid Intelligence.

1. Introduction

The integration of Al into social, economic, and cultural systems has fundamentally redefined the
meaning of a human in the digital era. The technology nowadays facilitates decision-making,
communication, and creativity, influencing how individuals perceive activity and autonomy. While these
technologies promise unprecedented efficiency and insight, they also raise profound concerns about
algorithmic bias, dehumanization, and the systematic shrinkage of privacy.

Digital Humanism emerges as a corrective model in this landscape. It emphasizes the critical need to
design, deploy, and regulate technology according to human values, fundamental human rights, and
democratic principles. In parallel, Augmented Humanity and Intelligence Augmentation shift the focus
from replacing humans to amplifying human cognition and creativity. In that context, Hybrid Intelligence
integrates the cognitive capabilities of humans, such as emotional insight, contextual understanding, and
ethical reasoning, with the computational power, data processing efficiency, and pattern recognition
capabilities of Al, to significantly enhance collaborative decision-making, creativity, and innovative
problem-solving.

This paper contends that Digital Humanism provides the ethical and epistemological foundation for
Al-driven augmentation, prioritizing human dignity and social justice in technological advancement.

The remainder of the paper is structured as follows. Conceptual fundamentals: Digital Humanism,
Augmented Humanity, and Al Ethics are presented in Section 2. The subsequent Section describes
intersections between Digital Humanism and Augmented Humanity. A framework for human-centered
augmentation is depicted in Section 4. Section 5 highlights the implications and challenges of the role of
digital humanism in shaping Al-driven augmented humanity. The last Section concludes the paper by
giving recommendations for future work.

2. Conceptual Fundamentals
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Understanding the intersection of Digital Humanism and Augmented Humanity requires clarity on
three foundational concepts, together with Al Ethics, that form the theoretical backbone of this study.
These concepts represent distinct but interrelated approaches to reimagining the relationship between
humans and technology.

Digital Humanism is an intellectual movement and practical approach to technological development
grounded in the belief that humans must remain active agents in shaping digital transformation. The
Vienna Manifesto on Digital Humanism has called for interdisciplinary collaboration to ensure that
technological systems strengthen human autonomy, equality, and sustainability [1] [2] [15]. Humans must
shape technologies in accordance with human values and needs, instead of allowing technologies to shape
them. Moreover, a new vision is required for educational curricula development that integrates knowledge
from the humanities, social sciences, and engineering [1]. Digital humanism is an ethical framework for
the digital age that seeks to interpret and shape the processes of digital transformation in accordance with
the fundamental concepts of humanist philosophy and practice [15]. It emphasizes that human beings
should remain at the center of the digital world, with technological development aimed at enhancing
human freedom, peace, and progress in harmony with nature, providing societal progress [2].

Augmented Humanity focuses on extending human potential through the symbiotic interaction of
biological and digital systems. In contrast to automation, which endeavors to replace human labor,
augmentation aspires to be a partner - Al as a collaborator rather than a competitor. This human-computer
integration aims to enhance productivity and capacity by augmenting human capabilities through the
extension or restoration of physical, intellectual, and social functions [3].

Al Ethics integrates philosophical exploration and technical implementation, concerning fairness,
explainability, and harm prevention. Digital Humanism integrates the principles mentioned above within
a human-centered design methodology by developing systems that adapt to human contexts [6] [10]. A
framework is proposed that enables developers and policymakers to better comprehend the ethical
implications of digital technologies before they are widely implemented, aiming to reduce risks and
promote positive outcomes. This framework supports a balanced approach to digital innovation, ensuring
that technological advancement aligns with universal human values and ethical principles, so the digital
world continues to serve human well-being [6].

3. Intersections between Digital Humanism and Augmented Humanity

The convergence of Digital Humanism and Augmented Humanity creates a powerful framework for
understanding how Al can enhance rather than diminish human potential. This intersection reveals three
critical areas of synergy: ethical anchoring, collaborative intelligence, and cultural preservation.

Harfouche et al. [5] demonstrate how human-centric Al can mitigate algorithmic biases, introducing
the concept of “augmented intelligence” as a corrective to purely autonomous systems. The synergy
between Digital Humanities as an academic discipline and Hybrid Intelligence as a research paradigm
with specific requirements and constraints is explored in [ 14]. Considering the gap between academic and
managerial approaches towards integrating human knowledge with the use of Al tools, a new Al approach
through the design science research methodology is developed [5]. Ciula and Eide [8], along with Hawkins
[9], explore how digital humanities methods sustain human interpretation while leveraging computational
techniques in the study of cultural heritage [12]. The datafication of digitised archives offers digital
humanists new opportunities to engage with vast quantities of archival material [9].

The distinction between automation and augmentation represents more than a semantic difference. It
reflects a fundamental reimagining of how humans and technology coexist and interact.

Guerrero et al. [3] provide a systematic mapping review of Augmented Humanity, identifying key
application domains and limitations, and demonstrating how augmentation technologies extend rather than
replace human capabilities. Figure 1 illustrates the paradigm shift from traditional automation
(replacement pattern, efficiency-driven) to intelligence augmentation (collaboration pattern, creativity-
driven) and augmented humanity (symbiosis pattern, flourishing-driven).
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Traditional Intelligence Augmented
Automation Augmentation Humanity

Figure 1: The paradigm shift from traditional automation (replacement paradigm, efficiency-driven) to
intelligence augmentation (collaboration paradigm, creativity-driven) and augmented humanity
(symbiosis paradigm, flourishing-driven).

4. A Framework for Human-Centered Augmentation

To operationalize the synergy between Digital Humanism and Augmented Humanity, this paper
proposes a comprehensive four-layer conceptual framework. Each layer addresses distinct but
interconnected dimensions of responsible Al-driven augmentation.

Figure 2 depicts the framework consists of the following 4 layers:

- Ethical Foundation Layer. It establishes essential principles: autonomy, fairness, inclusivity,
and sustainability. This layer ensures that all augmentation technologies respect human dignity and
fundamental rights.

- Cognitive Collaboration Layer. It enables shared reasoning between humans and artificial
intelligence. Systems at this layer are designed to enhance rather than replace human judgment and
creativity.

- Inclusive Design Layer, that prioritizes accessibility, transparency, and adaptability. This layer
ensures that augmentation technologies to adapt effectively across diverse populations and settings.

- Societal Feedback Loop, which implements participatory governance mechanisms. This layer
creates channels for ongoing public input, evaluation, and democratic oversight of augmentation
systems.

This framework draws on insights from Diaz de la Cruz et al. [6] and Hofkirchner and Kreowski [10].

éié Ethical Foundation Layer

E? Cognitive Collaboration Layer

\ G, Inclusive DesignLayer

s‘(’:"g Societal Feedback Loop

Figure 2: The framework: Ethical Foundation Layer, Cognitive Collaboration Layer, Inclusive Design Layer,
Societal Feedback Loop.
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5. Discussion

One of the most pressing challenges in Al systems is the perpetuation and amplification of social
biases. Harfouche et al. [5] demonstrate that human-centric Al offers a pathway to mitigate these biases
through Augmented Intelligence approaches that maintain human oversight and judgment. Sapignoli [13]
critiques the “Al turn” in global governance, arguing that big data systems often produce a “mismeasure
of the human.” Algorithmically mediated knowledge and power are becoming increasingly significant in
defining areas of human rights concern and methods for addressing them, as machine learning promises
to uncover previously hidden patterns in human interaction, with huge amounts of information forming
the ground for further analysis and interpretation [13].

Table 1 provides a comparative analysis of three augmentation approaches: traditional automation,
Intelligence Augmentation, and Digital Humanist augmentation, across multiple dimensions, including
their primary goals, the role of humans, value orientation, decision-making authority, ethical frameworks,
design processes, and success metrics.

The impact of Al on labor markets represents a consequential domain. Paul et al. [4] and Zhou et al.
[7] emphasize design principles that prioritize human factors. Ethical issues connected to human-computer
interaction and Augmented Intelligence, which are crucial in shaping the future of human work, are
considered in [4]. Besides finding good manners to use intelligence augmentation, appropriate socio-
technical interaction metrics are required to measure its positive impact on humanity [7].

Despite its promise, operationalizing Digital Humanism faces challenges, including governance
complexity, cultural bias, educational gaps, market pressures, technical limitations, as well as barriers
during implementation. These challenges are synthesized in Table 2. Overcoming them necessitates
ongoing, interdisciplinary dialogue and cooperation.

Table 1:
Comparative analysis of augmentation approaches

Traditional

Dimension

Automation

Intelligence
Augmentation

Digital Humanist Augmentation

Primary Goal

Efficiency and cost
reduction

Capability
enhancement

Human flourishing and empowerment

Passive recipient or

Human Role . Active user of tools Co-designer and partner
displaced worker
Value Economic Individual Collective well-being and justice
Orientation optimization productivity & J
Decision Algorithmic . Human-in-the-loop with participator
. & L Human-in-the-loop P P P ¥
Authority determination governance
Ethical . . e . .
Compliance-based Risk mitigation Rights-based and values-driven
Framework

Design Process

Technology-first

User-centered

Human-centered and democratically
governed

Success Metrics

ROI (Return on
Investment) and
throughput

Task performance

Human agency, equity, and
sustainability
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Table 2:

Challenges in operationalizing Digital Humanism

Challenge Category

Specific Issues

Potential Responses

Governance Complexity

Coordinating stakeholders across
sectors, jurisdictions, and cultures
Balancing innovation with regulation

Multi-stakeholder forums
Adaptive governance frameworks
International cooperation
mechanisms

Cultural Bias

Dominat-culture framing of
"universal" values

Insufficient representation of diverse
epistemologies

Participatory design with
marginalized communities
Pluralistic value frameworks
Decolonial approaches

Educational Gaps

Limited digital literacy
Lack of interdisciplinary training
Inadequate ethical formation

Curriculum reform
Lifelong learning initiatives
Ethics integration across disciplines

Short-term profit motives
Competitive dynamics favoring speed
over safety

Concentration of power

Regulatory incentives
Public interest technology
Alternative business models

Market Pressures

Explainability challenges
Scalability of oversight
Measurement of human-centric
outcomes

Advancing interpretable Al
Human-in-the-loop systems
Qualitative evaluation methods

Technical Limitations

Resource constraints
Organizational inertia
Lack of standardized frameworks

Open-source tools; capacity building

Implementation Barriers . .
P Shared best practices repositories

6. Conclusion and Directions for Future Work and Research

De Boer et al. [14] and Mozumder et al. [11] highlight opportunities and challenges in emerging
technologies and future trends of the Metaverse. The convergence of Digital Humanism and Al-driven
Augmented Humanity indicates a paradigm shift from tool-centered to value-centered design of digital
systems, technologies, and human-machine interactions. This synthesis gives rise to Technological
Humanism: a framework where innovation enhances empathy, creativity, and collective intelligence.
Future research should include: (1) empirical validation of the framework; (2) cross-cultural perspectives;
(3) governance mechanisms; (4) measurement instruments; and (5) educational interventions. As
Werthner et al. emphasize, the future is actively created through deliberate choices [15].

Further study has to rigorously test the proposed framework across diverse contexts and applications.
Longitudinal studies examining real-world implementations will provide crucial insights into the
effectiveness and unintended consequences of human-centered augmentation approaches. Moreover,
expanding beyond Western perspectives to include diverse epistemologies and global value systems
remains crucial for a more inclusive understanding. This includes engaging indigenous knowledge
systems and non-Western philosophical traditions in shaping Al development. Developing adaptive,
participatory governance structures that can evolve alongside emerging technologies while ensuring
democratic accountability. This includes exploring novel forms of public engagement and oversight.

Designing curricula and training programs that provide current and future practitioners with the
interdisciplinary knowledge and ethical sensibilities required for implementing Digital Humanism
principles, and creating robust metrics and evaluation frameworks that capture human-centric outcomes
beyond traditional efficiency measures, are still challenging tasks. This includes developing qualitative
and mixed-methods approaches to assessment.

This paper has explored the critical intersection of Digital Humanism and Al-driven Augmented
Humanity, proposing a comprehensive framework for ensuring that technological advancement serves
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human prosperity rather than diminishing it. The four-layer framework, spanning ethical foundations,
cognitive collaboration, inclusive design, and societal feedback, provides a roadmap for responsible
augmentation.

The comparative analysis reveals fundamental differences between automation, augmentation, and
humanist approaches, demonstrating that achieving truly human-centered Al requires paradigm shifts in
values, governance, and design philosophy. Finally, the convergence of Digital Humanism and
Augmented Humanity offers a vision of technological development that enhances rather than replaces
human actions, creativity, and dignity, considering Al-driven augmentation. This perception requires
ongoing commitment from all stakeholders (researchers, practitioners, policymakers, and citizens) to
respond effectively to rapid technological and societal changes, actively shape and move toward
Technological Humanism.
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