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The scientific conference is organized with the goal to contribute to
the clarification of issues related to the Post-conflict (Western) Balkans,
security, transition and challenges faced by the Republic of Macedonia,
through presentation of scientific papers and discussions in the context of
contemporary Balkan and Euro-Atlantic integrations.

The specific objective of the Conference is the theoretical
conceptualization of topical issues, with the task of encouraging and giving
impulse to the evaluation of practice, with emphasis on opening discussions
on theoretical and epistemological problems of asphaliology (the science of
security), especially the need for defining the scope and the development of
research methodology for security phenomena and security in general, its
structure and forms of occurrence and the relationships between them.

The contemporary (global) security is focused on the issues of security
and transition, building democratic relationships, open society, i.e.
communities of free citizens, which inevitably requires synergy of science,
politics and practice in addressing and solving systemic and acute problems
of the contemporary society.

Closely related to the problems of security are also issues related to
the erosion of social values and disintegration of the value system and the
process of criminalization of society. Social crisis and the positioning of
closed societies inevitably lead to the occurrence of authoritative forms of
government, accompanied by a certain degree of non-democracy,
authoritarity, corruption, organized crime as well as institutions without
adequate capacity for performing their own functions.

In the last two decades the (Western) Balkans has been in the process
of defining its reform processes and building institutions and institutional
structure able to meet the requirements for Euro-Atlantic integration. The
countries from this region have achieved the objectives set by the Euro-
Atlantic integration, with different levels of efficiency and dynamics.

In the last few years, normative conditions were created in the
Republic of Macedonia for increasing and deepening the reform process of
its security systems, particularly of the police and the sector for internal
affairs in general. That is why it is important to consider the experiences



from the reforms of the security systems, especially the transformation of
police systems and organizations. In this sense, the exchange of experiences
in EU member and candidate countries is of great importance. Also
important are issues related to security and security challenges, particularly
in the Republic of Macedonia in the period when the country has made a
visible step forward in reforming its security systems and has become part of
Euro-Atlantic integrations. Bearing in mind all this, a need has emerged for
the analysis of the preparations, the fulfillment of the conditions imposed by
the European Union, and especially the definition of the legal framework and
the functioning of the political system.

Taking into consideration the fact that the Faculty of Security
functions within the system of higher education institutions of the University
“St. Kliment Ohridski”, as well as its tasks of continuous organized efforts
for theoretical conceptualization and re-evaluation of security practice, the
organization of the Conference is a serious challenge for contemporary
science, whose task is to open dilemmas and debates about the extent of the
constitution of asphaliology (the science of security) as a science and the
scientific disciplines constituted for studying specific issues which are
related, above all, to internal and external security. In this aspect, it is of
great significance to evaluate the constitution and the development of police
sciences, as organized and systematized knowledge of the police as a
phenomenon, its organization and relations, as well as its activities, which
impose the need for critical revalorization of scientific and research efforts.

The Conference will host scientific workers from eight countries,
mainly from the Balkan region.
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Conference topics:

eSciences of security, criminology, police, criminalistics and other affiliated
sciences: theoretical, epistemological and methodological issues of the
science and the system of sciences;

eChallenges to the criminal justice reforms through the perspectives of
Euro-Atlantic and European integration processes;

eSecurity, globalisation processes, crime in the post-conflict (Western)
Balkans, transition, crime and organised crime;

eSecurity and security perspectives of the Balkans- situation, challenges and
orientations, with particular emphasis on Euro-Atlantic and European
integration processes;

eReforms and restructuring of the security sector in the Republic of
Macedonia through the perspectives of Euro-Atlantic and European
integration processes;

Reconciliation and reconstruction in post-conflict societies in the (Western)

Balkans; ten years after the conflict in the Republic of Macedonia- the truths

silenced and setting the path to the future.
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Cane Mojanoski, PhD
Faculty of security Skopje
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SCOPE OF RESEARCH IN ASPHALIOLOGY

Abstract

In scientific literature related to asphaliology, concerning the security
science, lots of discussions are conducted as part of interdisciplinary, disciplinary
and transdisciplinary research. Research areas of asphaliology are subject of this
paper.

The point is to study security from the point of view of many disciplines and
areas. The number of disciplines that can contribute to generate new knowledge
about security is not small, starting from: politology, criminology, criminalistics,
psychopatology, ecology, biochemistry, genetics, geography, history, economics,
linguistics, mathematics, physics, chemistry, statistics, neurology, pharmacology,
psychiatry, physiology, sociology, penology, law, medicine as well as agricultural,
military, technical and informaton sciences. The list of scientific areas that could be
deployed in transdisciplinary researches is not definite.

There is not only one approach to understand the standpoints of the
interdisciplinary researches in scientific literature. Generally the differences can be
distributed into two groups. The first group composes those schools and thoughts
that consider security as one research area part of the "fundamental™ or "parental
sciences which is issue for method application and its techniques and process could
be basis for other sciences. Knowledge generated from their research belongs to the
knowledge of their research corpus.

Security sciences are awarded with prescriptive or melioristic character
which aim is correction, improvement of security practice, on the basis of research
results that are created in the frames of "fundamental sciences.

On the other hand, movement in the interests from natural to sociable
sciences tends to establish bonds for mutually appreciation and interdisciplinary
collaboration. Unluckily, such action in reverse direction, from social and
humanistic sciences is hard to be noticed. Security and knowledge about security,
precisely, difusion of knowledge among scientists in natural and social sciences can
play a key role.

Key words: asphaliology, area, research, fundamental sciences, discipline,
interdiciplinarity, multidisciplinarity.



The term security and security science ( asphalialogy )

Previously, we have tried to define the terminology and the content of the
terms security science and security’ precisely. Different language systems?
use different terms. This was done with the purpose of making a clear
distinction between two terms. Therefore, it is suggested that the nomination
of the security science should be done with a term that will be widely
accepted and applied in a unique way not only within the home but also
within the foreign literature. So, the coinage consisting of two ancient Greek
words is suggested [I(asfalia, cpdieia = Ancient Greek — security; logia,
ALoyia — science) the nomination of the security science is done with the term
asphalialogy — the science of security )®.

Trying to actualize this issue there has been made a distinction
between the activity security (as specific human, organised and with
precisely determined goals) and the science which deals with it i.e. academic
premediating and revealing the academic laws and regulations in the social
field — security. This is even more specified because today in different
disscusions and studies it is spoken about “security sector”, “ the field
security *“ , “security sphere” and the like which leaves space for debates
regarding the content and the academic specifcation. This debate is necessary
to clear up the dilemmas regarding the use of the term security as a field for
investigating and the science i.e. the sciences which focus on revealing the
regulations in that field. The task of the science is to provide answers
expected when the terms security and security science or in plural sciences
are used. Is there a clear distinction made between them? The debates
basically point out that when we talk about security science the debate is
actually about security and its structure.

! cane Mojanoski: Dilemi vo definiranjeto na asfaliologijata; Zbornik na trudovi: Bezbednosta,
ekoloskata bezbednost i predizvicite na Republika Makedonija p.14-29; Skopje, 2010;

2 English- secutity, Slovenian - varnost, French - sécurité, German — sicherheit, Spanish — seguridad,
Russian — 6e3omacHocts, Turkish — giivenlik, Ukrainian — 6ezpeka, Swedish — sékerhet, Bulgarian —
curypaoct , Albanian — siguri, sigurim, Greek — asfalia (n acpainl), Serbian — 6e36exHocT, Croatian
—sigurnost,

3 achoiia - 6e3demHOCT Security, guarantee, durability, protection, caution, loyalty, assurance, trust,
hope, power, strength, common sense , determination and (bushon- electrical fuse). This term
(m acoarera) has kept its meaning from the CLASSICAL ancient Greek language to the
NEWTESTEMONIAL BIBLICAL Byzantine Greek language until KATAREVUSA and the
contemporary SPOKEN Greek language — DIMOTIKI, it is noted by Dr. Ratomir Grozdanovski — full-
time professor at the Theological Orthodox Faculty in Skopje.
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But, in several words we can actualize the issue: what is science'?
And more specifically we will ask the question — what is asphalialogy? Can
we give a clear, complete and decisive and for most of the researchers
acceptable answer? nowadays? Certainly not. And there are more reasons for
this.

Science is international and social activity. As any other human
activity it is directed towards some objective. The intention is not to manifest
some function but its context is social human existence, and its teleology is
the social teleology, it serves the socially acknowleged goals. So, the issue
here is cognitive activity of gaining knowledge which is in function of the
social needs and goals. We can conclude that science is the form of the
human cognitive activity which is completely specified and directed and
historically developed. Such specification comes from its nature which can
not be understoood and developed outside its goals within specific social,
cultural and historical context. Every science or discipline has its specific
domain and subject. With the term “domain” as it is pointed out by Ilo
Trajkovski it is most frequently described a field, scope, area or region of
someone’s functioning, or the existence of some norm, and in political sense
a teritory or “land” under authority or under juridstiction of a country is
defined. Analogically, “the domain of science” is defined. The domain of
academic disciplines is defined with these two elements: a) with the level of
monopolization of the right to act academically i.e. to do research in the
relevant field and b) with the level of validation or recognition of the
perceptions in the relevant science in the interpretation and the
explanation of the states in the suitable domain® ». Therefore, the question
which is asked is what is the domain of asphalialogy? Is this field
monopolized by some other science? And many other questions. The
answers to these questions are numerous. In this case we are interested in the
areas which are subject of interest of asphalialogy.

Study and research of the security

Security is a condition which is studied by philosophy and science,
but it is also a subject of interest of the other forms of knowledge such as the
religious, reasonable and artistic. The security is a subject of interest of the
religious interpretations and knowledge. Religion via ordinances and

! Zivan Ristik: “O istrazivanju, metodu i znanju™; Institut za pedagoska istraZivanja;
Beograd 1995; p. 17-18;

2 According Zivan Ristik, quote work, p. 17 -18;

% Ilo Trajkovski: Sociologija sto e i kako se upotrebuva? Matica Makedonska, Skopje,; 2000,
p. 119;



applying them presents relations among the people in combination with the
demands for peace and wealthfare in the country and among the people. Via
the priniple believing the religion strives for creating positive spirit among
the people or tame the unrest spirit of the people. This is the case with the
Ten Commandments. They are in function of the security of the believers
and in function of the security of the human as an individual.

But it is also a state, work and certain social creations which in one

way or another complete the human life or are in function of solving the
human needs.
Asphalialogy, the science, as any other science is consisted of determined
number of constitutive elements. According to this, a science should own
four principal constitutive elements: a) to have clearly defined subject of
interest; b) to have its own methodology, i.e. enough developed initiators,
methods, procedures ( techniques ) and instruments for studying its subject;
c) to have enough information about its subject, arranged in the academic
system in which they belong, d) to have developed language ( cathegorical
and other terms, syntagmas, terms, symbols etc. ) which it can use to present
the information about the subjects which are its interest’. In the previous
analysis some of the possible answers were offered.

Security is a subject of asphalialogy and other numerous sciences. So,
there are numerous sciences and scientific disciplines which deal with
various approaches and study the security especially the issues connected to:
a) values; b) endangered values; c) methods and means which detect the
possible threats; d) right to security; €) security policy; f) personality and
delinquent; g) security organizations and institutions; h) security relations.
What is also included here is the science which deals with security in general
known as general science of security or asphalialogy.

Areas which are interest of study of asphalialogy

In the academic literature dedicated to asphalialogy there are debates
about the nature of the interdisciplinary, disciplinary and even the
transdisciplinary research. Disciplinary research of the security includes the
efforts of separate sciences by means of research to generate new knowledge
about security. Interdisciplinary research includes the research efforts of the
disciplines within the social and humanitarian sciences intending to generate

! Jordan Spaseski, J., Makedonija- stolb na bezbednosta i mirot na Balkanot, Obnova-
Kocani, Skopje, 2005 p.22;

2 Veljko Bangur, Nikola Potkonjak: Metodologija pedagogije, Savez udruzenja pedagoga,
Beograd, 1999, p.32
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new knowledge for the phenomena of stability, peace and security.
Transdisciplinary research includes the efforts of the social and humanitarian
sciences and the human engineering to generate new knowledge about
security and asphalialogy. What is essential is the stand of most of the
disciplines and the stand of more areas with which the phenomena of
security are studied. Such intercross findings are regarded as
transdisciplinary research. Sometimes, they are marked as multidisciplinary
of the security states. The number of these disciplines which can contribute
to the generation of this knowledge on security is not small, starting with the
science of politics, criminology, criminalistics, psychopatology, ecology,
biochemistry, genetics, geography, history, economy, linguistics,
mathematics, statistics, neurology, pharmacology, psychiatry, physiology,
sociology, penology, law, medicine even the defense, military and
information sciences.

The list of academic areas which can be used in the transdisciplinary
research is not final. However, it can be said that the conception of the
transdisciplinary research is more an idea rather than achievement in the area
of security.

However, regardless the way in which the problems with the
disciplinary, interdisciplinary and transdisciplinary aspects are understood it
is legitimate right of the asphalialogy to review the problems and to place
them in a certain methodological and theoretical context.

Asphalialogy and its methodolgy of research needs to be defined on
the basis of these problems and dilemmas, to explain, get to know and point
to the advantages and disadvantages of the first, second or third approach
since the selected approach for the research plans will depend upon this
understanding. Even more, with the understanding of the selected approaches
the position can be determined of the securty sciences in the system of
sciences which study the human as natural and social entity. On the basis of
all things mentioned it can be conluded that the methodology of
asphalialogy has crucial role in the shaping of the academic structure and the
academic system of the corpus of security sciences. The methodology of
asphalialogy does not act in isolation but with dynamic and creative co-
operation with the other sciences.

When trying to understand the stands of the interdisciplinary research
in the academic literature we can not use only one approach. This variety can
globally be divaded into two groups. The first group is consisted of schools
and opinions which believe that security is just an area for research of the
other “fundamental” “parental” sciences, field for applying the method,
techniques and procedures for the other sciences. The knowledge generated
with their research belongs to the corpus of knowledge of these sciences. The
followers of these schools of opinion are not many. They are most frequently



present in the Anglo-Saxon countries where the separate social and
humanitarian sciences (e.g. the science of politics, law, psychology,
sociology etc.) take the lead in the research of security.

Although the scientists in these sciences accept certain competence
by the criminologists, criminalsists, penalists and other professions in the
area of security this is only in the dimensions of impractice or eventually in
certain types of applied research so that the liveliness of the research results
which were discovered in their fundamental research could be checked. The
security sciences have got perscriptive and land-reclamation character whose
goal is repairing the security practice on the basis of the research results
which were created within the so called “fundamental” sciences.

On the other hand, there is a movement for the interests of the natural
sciences towrads the social ones in order to establish relations for mutual
understanding in interest of the interdisciplinary co-operation. Unfortunately,
a movement in the opposite direction from the social and humanitarian
sciences is hardly noticed. Security and the information about it, more
precisely, the difusion of knowledge among the scientists in the natural and
social sciences can play a crucial role.

Disciplinary research of the asphalialogy

We pointed out that the disciplinary research of security includes the
efforts of separate disciplines of asphalialogy with which new knowledge on
security is generated. But this concept includes many questions and problems
which seek for answers or at least hint such answers, for example, what is
science, and what is discipline, can we talk about the security sciences, what
is the essence of the integrated conception of asphalialogy, what is the
advantage of the holistic approach of the security sciences, can their area,
territory be underlined, what are the relations of the security sciences with
the other sciences which are so called “fundamental” or “parental” sciences,
is there possibility for a way and what kind of way should be used for the
new syntesis etc.

There were debates in the academic literature and they were
especially intensive in the 60s and in the 70s in the twentieth century about
defining asphalialogy as science or discipline of some of the social sciences.
Previously, we pointed out that there isn’t a small number od authors but a
whole school of opinions which contests the academic identity of
asphalialogy. But what emerged out of these debates was the problem in the
relation science-discipline, and this is tightly connected wth epistemology
and methodology of security research.

The debate on this issue has confusing conclusions. Therefore it’s
useful to test this relationship to light up. The word "discipline™ comes from



the word "discipline™ which means inreaction, education, learning, and in
the end "discere"”, to learn. Romans used the word discipline as a generic
term for interaction, also as term that refers to any branch of knowledge such
as history or philosophy. In Roman period the word has acquired
connotations "following the rigid rules.” A second kind of meaning (more
positive and more liberal) has its roots in a term "Sientia™ from which the
term "science™ derives. During the development of civilization the meaning
of the term science was changed and for quite a long time it was associated
with meanings which are related to natural phenomena. Romans used the
term "Scientia” to denote either philosophy or history. Recently, the term
science is used only when the natural sciences are in question, and the term
discipline to denote either to social sciences or philosophy. This separation is
common to countries of English-language area. The allocation came to the
fore in the corpus of knowledge of research methodology of security, i.e the
separation of "scientific methods" and "humanitarian methods”. From that
kind of separation arises the fact that the secound issue doesn’t belong to the
corpus of scientific methods®. Such division doesn’t occur in the origins of
German, Russian and other Slavic languages.

European tradition and European experience installed the
asphaliology or sciences of security (in plural) in frame within the family of
the social sciences. Criticisms for her conception are present, even in the
term and research object, but rarely you can find argued evidence for
contradiction. The development of the conception of science - the science of
security, can recognize two schools, two ways of thinking. The first one
would be marked as integral direction, and the secound as a pluralistic
direction relative of research theory and the same subject of research. Among
these directions there are important epistemological, and from them arrise
and methodological differences in studing of security and the asphaliology as
science of security.

In the history each science can be applied in several phases.
Development of the sciences in the XX century led to division and branching
of numerous sciences. That led to specialization of sciences, scientific
disciplines and their scientific researches. But at the end of XX century the
direction of movement is going in opposite direction - from specialization to
integration. The more mature science is the more emphasized this kind of
movements are’. In early phase of the development of science the researches
can be more specific and targeted to certain special questions leaving the

! Quoted according: Dusan Savi¢evi¢: Metodologija istrazivanja u vaspitanju i obrazovanju,
Uciteljski fakultet Vranje, Vranje, 1996,

p. 23-32

? See: Aleksandar Jakovljevi¢ Lerner: Principi kibernetike; ICS, Beograd, 1975, p. 13-14;



other questions away. In later phases there has occurred aspiration to unity
and requirement to directly overcome the barriers of the previous
development that some sciences have provided and enabled. The examples
of interdisciplinary cooperation in the natural sciences are numerous. Here
we are going to mention physics and chemistry, chemistry and biology. That
kind of examples of interdisciplinary cooperation between natural and social
sciences, as an example we can mention biology and sociology, forensics etc,
and the cooperation of the humanitarian and social sciences, such as
antropology and social patology or cooperation of the humanitarian sciences
with asphaliology and other sciences that deal with studing of security.

Modern science is characterized by strengthening of teamwork.
Researches and scientific results have shown that there should be practiced
teamwork by scientists of different disciplines, although they act and live in
a different world. They should cultivate different methodological and
theoretical approaches in researches of security phenomena and they should
mainly keep to their special point of view. However, the results they come to
enrich human life in general. Given that in mind joint research efforts
produce results and enrich teamwork. The cooperation of sciences within a
different area is considered necessary. The development of communication
sciences, and especially the computers, show that is necessary stronger link
between the sciences and scientific fields.

Researches in asphaliology show that she is on the beginning. Almost
there aren’t more expressive and more integrated efforts. Segmentations are
more visible. There is no creative cooperation between teams from sociology
and psychology, between philosophy, sociology and and asphaliology.
Especially that kind of cooperation is missing between social sciences and
asphaliology. Researches usually held within the scientific and scientific-
research institutions, each separate, but also within its scope to keep certain
issues. Research results aren’t always fully and clearly presented. Therefore
it’s necessary that kind of cooperation, especially in interdisciplinary security
research. For that it’s necessary to separate some forms of cooperation and
establishment of research consortiums, as well as the experiences of the
natural sciences, will conduct thorough investigations and will come to
checked and correct results. In that direction must give clear answer to the
question of sharing ownership also generated research results.

Linking Science from more areas is more visible. In the spirit of
European integrations are attempts of regionalization and regional
networking of scientific-research institutions, through building research
networks and tending of research approaches in the research of security.
Then will be limited or decreased differences that such discipline results
belong. In this framework will be to affirm and conception for the existence
and uniqueness of Sciences for security. But, here we will mention and views



according the generates knowledge is distributed according to disciplines
that participate in interdisciplinary research, then accepting the asphaliology
and sciences in the field of security would be difficult to be scientifically
constitute or to be accepted as science and scientific disciplines.

Considering interdisciplinary as a modern epistemological approach
that more comes to light and it moves from natural to social sciences,
acknowledging the need to open all sciences and the need to reduce the
barriers between them, should still be noted that interdisciplinary approach
contains a series of methodological problems and epistemological nature.
Vojin Milic point that research method has nothing independent purpose, but
is a tool whereby science seeks to achieve some samostojna task. Each
methodological conception depends on the general influence of science.
Milic added that it is not possible template, methodological procedures to be
transmitted from one science if is not taking into account the particularities
of her subject'. But on that kind of interdisciplinary conception refer
complaints, and even and counteractions. Therefore it”’s necessary first step
that needs to be done is to make distinction between asphaliology and other
disciplines of social and humanities sciences, to determine their field,
research theory.

There are views that asking for help from other disciplines is a wrong
orietantion while not creating own scientific structure, to not understand the
function and problems of security. Therefore, when you create a theoretical
structure of a discipline, the conditions to turn to other sciences and
disciplines are completed. Scientific thought is considered critical to lending
knowledge from other sciences. Observed from security researches point of
view, consider that supporters or advocates of lending knowledge is results
on several assumptions.

Namely, according to this group, the concepts of other disciplines

can’t be applied without mentioning security and without specifying
situations variables. That is because the direct lending of concepts is wrong
because disciplines from which the conceptsl are lended, develop their
concepts without paying attention to security.
It’s impossible to fully accept and withstand the criticism that claims that
those concepts may exist for themselves regardless the theoretical frames in
which they are developed, or that they can lend even their theoretical-
methodological approach which is different. Therefore, it is important to
point out that when a term is lended, then, theoretical-methodological base in
which the term is defined is also lended.

! Vojin Milié: Socioloski metod, Nolit, Beograd, 1976, p. 182;



In that direction we can assume that the concepts can be combined.
Namely, in the science and practice experts in security, especially during
solving complex notions lending concepts from different sources, combine
them, and due to lack of theoretical sources they combine into wrong
assumptions. Therefore the effects of actions taken do not give the expected
and desired results.

At we should mention new attitudes and resistance occuring in other
disciplines when we try to define security as a scientific filed. It should be
kept in mind that uncritical lending of knowledge from other scientific areas
means indulging in the area of other sciences to define. Therefore, there
should be pointed out that you should not lend knowledge, but efforts to
streamline it in order to define theoretical field of security within the
asphaliology, which presupposes knowledge of the nature, functions, the
methodology of scientific research, especially research into the phenomenon of
security.

Conclusion

We should emphasize that without theoretical base, without clear
specification of the subject and the research area and the relations between
the disciplines and the conception of the interdisciplinary of asphalialogy
will remain dim. The establishing of distinctions between the scientific areas
and academic disciplines does not mean dissociation from the
methodological and epistemological experiences of other more developed
sciences. As it is written by V. Milic, there are always different influences
among separate sciences. One methodological solution in one science
accelerates and impels the development of the other sciences. The case, for
example, with the experiment which has developed from the natural sciences
it is estimated that it does not only accelerates the scientific-research
development and the technological development but it has strongly
influenced on the development of the social sciences and the cephalology as
separate science. One of the tasks of the methodology is still the purpose to
help the general academic experience from all sciences which more
rationally can be used for the development of a separate science which in
that way can adjust better to these specifc conditions and needs. So far the
revival of the conception of interdisciplinarity within asphalialogy has been
more at the level of convergence i.e. interrelation between the other
disciplines in the field of security with special emphasis on the features of
each discipline in the process of research into their own concepts and

L Vojin Mili¢: Socioloski metod, quote. work, p.183;
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understandings. Certainly this convergence is possible even if only for the
fact that they share common term in the science.

If we analyse the academic literature deeper and concentrate on the

problem with the interdisciplinarity in the science then we can notice clear
contradictions. Where can we witness them? Above all, they can be seen in
the contradictory orientations especially in the social and humanitarian
sciences. On the one hand, they present a thesis for interdisciplinarity, and on
the other hand, the tendencies for further division still exist. This tendency is
justified and defended with the thesis that the specialization is a precondition
for the academic work as it is any other work. Upon this conception in the
science there are builders of models and calculators of parametres which
predict or do not want to take into consideration the whole social and cultural
context of the human behavior in the social processes. As a consequence of
this development of the interdisciplinary co-operation and the real
achievement of some forms of integration is crucially made difficult’.
Undoubtedly, the traditionally organized lectures at the universities
contribute to this condition. There is almost no connection between the
subject and the academic discipline at the universities. The disciplines which
occur within the university tutorial realize their tasks mainly in isolation. As
a result of this closure there is no validation of what is created in the other
disciplines.
Closely related to the concept of interdisciplinarity stand the attempts
directed towards establishing the humanitarian sciences or the human
sciences. This is concluded from Diltaj’s conception of the humanitarian
sciences formulated as counterpart to the natural. He proved that the human
(mental, social, historical) phenomena differ from the natural (physical,
chemical, beheavioral). In the natural sciences they basically externally
observe and explain whereas the human phenomena require interaction and
explanation. Diltaj points out “we explain the nature but we have to
understand humans™. Different approaches are used by the humanitarian
sciences when doing research into security especially when studying the
sociological and philosophical dimensions of security etc.

Another conception tends to syntesize and unite the contemporary
tendencies and discoveries of the biology, sociology, epistemology by
explaining that these perceptions make the academic foundation of security.
The efforts of the interdisciplinary research are those with which most often
with the help of the biological, social and philosophical studies the academic
foundations of the security are created.

! Ibidem. .. p.27;
2 Ibidem... 181;

11



Bibliography:
1. Bangur Potkonjak: Metodologija pedagogije,Savez udruzenja pedagoga,
Beograd, 1999,
2. BizikovV.. Volodev, M.: Merogonorus ¥ MeTOAMKA II€AarOrHYECKMX
ncnenoBanaws, S. Kliment Ohridski, Codust, 1998,
Gacinovi¢, R.: Klasifikacija bezbednosti, NBP, br.2/2007 str.3i 4
Grei¢, M.: Politicka geografija, Geografski fakultet, Beograd, 2000,
Kotovcevski, M: Nacionalna bezbednost na Republika Makedonija, prv del,
Makedonska civilizacija, Skopje, 2000;
Lerner, J, A., :Principi Kibernetike; ICS, Beograd, 1975,
Maslesa, R.: Teopije u sistemi sigurnosti, Magistrat, Sarajevo, 2001,
Mili¢, V.,: Socioloski metod, Nolit, Beograd, 1976,
Milite¢ S., Policijsko pravo, Policijska akademija Beograd, 1997
0. Mojanoski C: Dilemi vo definiranjeto na asfaliologijata; Zbornik na trudovi:
Bezbednosta, ekoloskata bezbednost i predizvicite na Republika
Makedonija;
11. Peculji¢,M., Milic, V.: Metodologija drustvenih nauka, DB Grafik, Beograd 1995,
12. Popovi¢,M: “Problemi drustvene strukture” Kultura; Beograd 1967;
13. Risti¢, Z: O istrazivanju, metodu i znanju; Institut za pedagoska istraZivanja;
Beograd 1995;
14. Savic¢evi¢, D.,: Metodologija istrazivanja u vaspitanju i obrazovanju,
Uciteljski fakultet Vranje, Vranje, 1996
15. Spaseski, J., Makedonija- stolb na bezbednosta i mirot na
Balkanot,Obnova-Kocani, Skopje, 2005,
16. Staji¢, Lj.: Osnovi sistema bezbednosti, Pravni fakultet, Novi Sad, 2008,
17. Trajkovski, I: Sociologija sto e i kako se upotrebuva? Matica Makedonska, Skopje,
2000;
18. Tatalovi¢,S. : Nacionalna i medunarodna sigurnost, politicka kultura, Zagreb, 2006,
19. Termiz, DZ: Metodologija drustvenih nauka, Sahinpasié, Sarajevo, 2006;
20. Hadzi¢, M.: Pojam i sadrzaj pojma bezbednost
www.fpn.bg.ac.rs/pages/p_id3/data [10.04.2010]

ok w

B © o

INOAPAYJA HA UCTPAXKYBAIGE HA ACPAIMAJIOTHJATA

Bo nayunama numepamypa noceemena na acganuanozozujama 0OHOCHO
Haykama 3a be36eoHocma ce 600am pacnpasu 3a npupooama Ha UHMepOUCYUnIU-
HApHOMO,  OUCYUNIUHAPHOMO, Nnd, OYpu U 3d  MPAHCOUCYUNTUHAPHOMO
ucmpasicysarse. Ilpeomem na mpyoom ce noopaujama Ha UCMPAXCY8AIbE HA
acganuanoeujama.

Cywmunama e 60 mod, 00 CMOjAIUUIINEINO HA NOBeKe OUCYUNTUHU, 00
cmojanummemo Ha noseke noopauyja ce npoyuyeaaam geromenume bezbednocma.
bpojom ma mue oucyuniunu wmo modicam 0a npuOOHecam 3a 2eHepuparbe Ha
HoBumMe 3Haerba 3a 0Oe30edHocma He e M, NOYHYSAjKU 00. NOAUMON0Ujama,

12


http://www.fpn.bg.ac.rs/pages/p_id3/data
mailto:ISTRA@UVAWE

KPUMUHOLO2UJAMA, KPUMUHATUCIMUKAMA, NCUXORAmMono2ujama, exoiocujama, ouo-
Xemujama, eenemuxama, 2eozpagujama, UcCmopujama, eKoHOMUjama, AUHSEUCTIU-
Kama, mMamemMamuxama, QU3UKMA, Xemujama, Cmamucmuxama, HeepoaocUujamad,
dapmaronozujama, ncuxujampujama, guzuonozujama, coyuonroujama, NeHON02U-
jama, npagomo, meduyunama na ce 00 3eMjoOeNCKume, 60eHume, MexHuuKume u
unpopmamuuxume nayku. CRucokom Ha HayuHume noopavja wmo ou modicene 0a
ce aHeadcupaam 60 MpancOUCYUNTUHAPHUNE UCMPAIICYBAlbA He € KOHEeUeH.

Bo  paszbupawemo na cmojanuwmama  3a  UHMEPOUCYUNTUHAPHOMO
UCmpasicygarbe 60 HAYYHAMA JUMepPamypa He NOCMojam eOUuHCmeeHy NPUCmani.
Taa pasnoauunocm enobanrno bu modicena da ce pacnpedenu 8o 0ge epynu. Ilpeama
2PYNa 20 COYUHY8aam OHUe WIKOJU U MUCAERA WMo cMemaam oexka bezbednocma e
camo noopauje 3a ucmpasicyéarbe Ha ocmarnamume ‘‘@ynoamenmannu’’ u “‘poou-
mencku” HAyKu, noie 3a NPUMeHd HAd Memooom, MmeXHukume u NOCmManKume 3a
Opyeume HayKku. 3Haerama 2eHepupan 00 HUGHUME UCIPAICYEArA MY NpUnaraam
Ha KOPNYycom Ha 3HAerbad HA mue HAYKuU.

Ha nayxume 3a 6Oezbednocma um ce 000eny8a RPeCKPUNMUSHUOM ULU
MENUOPUCIUYKY KAPAKMeDp Yuja Wmo yei e nonpasaremo Ha 0e36e0HocHama
NPAKMUKa 6p3 OCHOBA HA Pe3yaamume Ha UCMPAJICY8AILEMO WMo ce CO30A0eHU 80
pamkume Ha m.H. “‘pynoamenmannu’’ HAyKu.

00 Opyea cmpana, nocmou 08udIcere 80 UHmepecume 00 NPUPOOHUMe KOH
onuimecmeenume HAyKU cO yel 0a ce BGOCNOCMABAM 6PCKU 34 MeryceOHo
pazbuparee 80 uHmepec HA UHMEPOUCYUNTUHAPHAMA COpabomKa. 3a scan, maxkeo
dgudicerbe 80 0OpaMHA HACOKA, 00 ONUWMECBEHUMe U XYMAHUCMUYKUME HAYKU
MHO2Y mewko ce 3abenexcysa. besbeonocma u smaewama 3a Hea, NOMOUHO,
ougbysujama Ha 3nHaerbama mery HayuHUyume 60 NPUPOOHUMe U ONUMECEEHUME
HAYKU MOdCam 0a oouspaam Kiyuha ynoaa.

Knyunu  360posu:  acganuanoeuja,  nodpauja,  ucmpagicysarve,

@ynoamnemantu HayKu, OUCYUNTUHAPHOCH, UHMEPOUCYUNTUHAPHOCT,
MYTMUOUCYURTUHAPHOCH.
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TRAFFICKING IN HUMAN ORGANS AND/OR BODY
PARTS - A FORM OF HUMAN TRAFFICKING

ABSTRACT

The human organs’ trafficking and/or body parts trafficking represents a
form of human trafficking and of transnational organized crime which has not been
sufficiently studied yet in the domestic scientific and expert literature. The starting
thesis of the paper is that due to its significance and serious consequences arising
from it, and especially the fact that it flagrantly breaches the basic human rights
and freedom, degrades the person’s and dignity of the victim, and that this form of
human trafficking has been unjustly neglected in relations to others, particularly
those related to sexual and labour exploitation.

The article encompasses the following issues: the scope of the phenomenon;
the notion of the trafficking in human organs and body parts (basic terms and
dilemmas related to it) and domestic regulations in the domain of organs
transplantation and notably, the criminal legislation and the Proposal Law on
removal and transplantation of human body parts.

Special part of the article will be devoted to the positive national criminal
legislation related to this form of human-trafficking, but it will also include the
regulation in function of its prevention and regulation of the issues of conditions
for legal taking, exchanging, transferring and transplanting parts of human body
with the aim of healing. Within this context, the paper will give an overview and
comment of provisions of the proposed Law on taking and transplanting human
body parts (February 2011) which is expected to be adopted soon.

Keywords: trafficking in human organs and body parts, transplant tourism, donor,
national legislation

INTRODUCTION

When considering the phenomenon of human organs and body parts
trafficking, in principle, we start from two aspects, which actually condition
it. The first aspect refers to the benefits, but also to the dark side of the



scientific development, that is, in this specific case, “the development of
biomedical sciences, notably the surgery, which nearly thirty years ago
enabled successful treatment of persons suffering from some disease by
means of transplantation of organs and tissues*. However, on the other hand,
we still face chronic and increasing lack of human organs and body parts’,
which leads to “an escalation of series of unlawfully acts related to human
organs and body parts and above all, their sale and purchase®. (Mijalkovi¢.
S., 2007: 109). The second aspect concerns the globalization and the related
legal, but also “illegal courses of the social life*, where the legal, but also the
illegal labor markets, are equally exposed to the phenomenon. “The world
functions on the basis of the principles of supply and demand. The
dehumanization of human body and mind becomes integral part of criminal
activities®. (Stevkovi¢, S..: 33)

This is also accompanied by the phenomenon of poverty and
impoverished people which, unfortunately, is growing in intensity. It is
precisely this vulnerable category which is misused by individuals, criminal
groups and organizations, directing their criminal activities towards it, in
some of the most unscrupulous manners and not taking into account the
value of the human being and essence they endanger by their actions, with
the final goal of gaining profit’. .. the actions of organized criminal
groups... are frequently based on exploitation of the impoverished layers of
the population. Namely, we are speaking about the illegal drug trade, human
trafficking, aliens smuggling, prostitution organizing, organization of
pornographic shows and so on and so forth, where the victims are primarily
persons facing endangered economic and social background®. Mijalkovic,
S.- MiloSevska, T., 2009: 2). We can rightfully emphasize that this kind of
exploitation of impoverished population is not a new phenomenon, what is
new are the manners of exploitation, more specifically, its goals which in this
event are very “innovative, since they refer to a specific and scarce
“goods®: human organs and body parts. Unfortunately, in such situations, it
is precisely the impoverished population having the role of organ donor who

! The number of organ transplantations in the world is 65000 transplantations annually. In
Europe, patients remain on the waiting lists for about three years, 15-30% of the patients die
while waiting for transplantation; the estimations have shown that in 2010, patients shall
wait ten years for transplantation of the organs they need. (Mijalkovi¢, S.: 2007: 109)

% The provisional evaluation of the value of international traffic in human organs and the
total number of transplantation procedures show that this value is around one billion dollar
annually. One kidney costs about $20.000 when sold on the internet. The total costs for
kidney transplantation in Israel and India are between $10.000 and $30.000. (Associated
Press, 1998).
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is affected the most by the situation, becoming victim. The material benefits
from organ donation are very modest and the consequences of the forced and
desperate actions are or can be, very significant and severe (reduced working
ability, infections and other postoperative complications, unresolved material
status etc.).

Human organs and/or body parts traffic is a kind of human trafficking
which has not been studied sufficiently in the domestic scientific and expert
literature.> This phenomenon is subject of interest of the media; however,
there is no continuity in the process, which is understandable having in mind
the nature of such interests. We are aware that in our paperwork, we cannot
tackle the numerous matters related to this very complex phenomenon;
therefore, limited by the size of it, we shall only concentrate on several
issues:

=

The scope of the phenomenon

2. The notion of the trafficking in human organs and body parts
(basic terms and dilemmas related to it) and

3. Domestic regulations in the domain of organs transplantation and

notably, the criminal legislation and the Proposal-Law on

removal and transplantation of human body parts.

SCOPE OF TRAFFICKING IN HUMAN ORGANS AND/OR
BODY PARTS

These are the most popular countries in which there is sale and/or
export of human organs and body parts; in some of them this actions have
been legalized: India, Taiwan, China, the Philippines, Pakistan, Egypt,
Turkey, Albania, Moldavia, Georgia, Russia, Belorussia, Ukraine, Romania,
Brazil, Bolivia, Peru (countries from three continents). On the other hand,
these are the most important “countries of import*: Australia, Canada, Israel,
Saudi Arabia and the USA.? We should mention that the circulation from the
impoverished to the richer countries is not the sole manner of performing

! According to our information, in the Republic of Macedonia, only one article has been
published on this topic, which, by the way, only partially tackles this issue. It is the
paperwork done by two authors, Mijalkovi¢, S. and Miloshevska, T.: Trends of illegal
trafficking of children, babies and human organs- new challenges of the national security
system (Tpenoosu Ha He3aKOHCKA mpzosuja co Oeya, ODeOUFA U HOBEUKU OpPeAHU- HO8
nPeouU3BUK HA CUCTNEMOTN 3d HAYUOHATHA 6e30e0HoCH).

2 More details on the regional distribution and scope of traffic in human organs and more
specific countries on the basis of the modalities of the origin of the organs subject of traffic.
(Stevkovi¢, Lj. 2009: 39- 42).
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human organ trafficking. During the past few decades, we have been
witnesses of the development of the so-called transplant tourism as a pretty
profitable “business* which includes circulation/travelling from the potential
receivers of the organs towards the destinations, that is, the countries (known
as traditional organ selling countries), i.e., the procedure is done on the spot.
The transplantation itself is “only* part of the services offered. This can
render the illegal undertaking even more complex, because the conditions in
which the transplantation is done are also very important and are frequently
substandard (for example, there are no previous analysis of the compatibility
with the organ on sale and its receiver, problems related to operative and
postoperative conditions of transplantation etc.).

On several occasion, Macedonia has been mentioned as a country of
illegal transplantation and human body parts trafficking. For example, the
American Medical Association pointed out our country as part of the organ
trafficking chain (“Dnevnik®, 09.12.2009). On several occasions, Mr. Sam
Vaknin, analyst, (the last time in the interview for “El Pais“') claimed that
Macedonia is also included in this chain. Likewise, very frequently, there are
indications (around ten years ago) of the case of the Israeli physician Zaki
Shapira and his illegal transplantations and kidneys smuggling in order to
make Macedonia destination of human organs transplantations.

However, according to the claims of Dr. N. lvanovski, President of
the Macedonian Association for Transplantation of Body Organs and
Tissues, the illegal traffic in organs does exist in the region, but this is not
the case in Macedonia. Therefore, the offer done by Dr. Zaki Shapira was
rejected. In our country, there is no human organs trafficking but it is also
true that some citizens travel to India, Pakistan or Egypt with the intention of
buying a kidney. So far, 16 Macedonian residents and around 40 citizens
from Kosovo have undergone kidney transplantation in these countries,
paying up to 30.000 EUR...“ (“Dnevnik* 25.10.2008).

As far as the other countries in the region are concerned (notably, the
neighboring ones), we shall illustrate several cases. The media informed us
on the investigation on human organ traffic in Bosnia and Herzegovina
(Bihac). The doctor having removed the kidney of 21-year-old boy (on the
basis of false diagnosis) was cooperating with the notorious human organ
dealer in the Czech Republic (“Utrinski Vesnik* 27-28.08.2005). Likewise,
according to Dr. N. lvanovski, in Subotica, there was center where surgeries
were done by a Ukrainian surgeon. The price of a kidney in this center was
30.000 EUR. Most frequently, human organs donors come from Moldavia,
Serbia, Bulgaria and probably, from Macedonia. According to the same

! http://www.digitaljournal.com.blog/1105, consulted on 28.03. 2011.
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source, around 30 Macedonian citizens were offering human organs for sale
(“Vreme*, 25-26.10.2006).

In her book, “The Hunt: Me and the War Criminals“, the former
prosecutor, Ms. Carla Del Ponte states that during the war in 1999, before
slaughtering, 300 Serbian prisoners were subjected to removal of their
organs in the city of Burel in Albania and sent to unknown direction.
(Dnevnik, 25 October 2008). The last few months, the general public was
informed on the Report of Mr. Dick Marty, the Swiss born member of
Parliamentary Assembly, together with his investigation team, led an
investigation related to this event and the results were submitted in the form
of the Report to the European Parliament, which was used as basis of passing
of a Resolution. (For additional information, please refer to “Inhuman
treatment of people and illicit trafficking in human organs in Kosovo (Part
1), Rapporteur Mr. Dick Marty, Switzerland, Alliance of Liberals and
Democrats for Europe).

The directions of the circulation of organs (organs subject to illicit
traffic- note of the author) follow the modern path of capital: from south to
the north, from third world countries to first world countries; from
impoverished to rich individuals; from persons with black or yellow skin
color to Caucasian persons; from young persons to older ones; from less to
more educated individuals; from women to men (Schaper- Hughes, N., 1998,
cited by Stevkovi¢, Lj., 2009: 37)

The usual paths (routes) of human organs traffic lead from Latin America
towards Northern America, Europe and the Middle East; from the countries
from the former Soviet block towards the Baltic and the countries in Western
Europe; from Romania to Italy; from Turkey and Cyprus towards Israel and
the Middle East; from Kosovo and Albania towards Italy and Western
Europe and the Middle East; from Cambodia and Vietnam to Thailand; from
Thailand and the Philippines to Australia and New Zealand and Taiwan;
from India and Pakistan to the Middle East (“Dnevnik®, 09.12.2009). Of
course, such human organ traffic routes can change. On the other hand, the
changing of the routes confirm the thesis of constant adjusting of the
criminals to the new conditions, especially in case of interruption of some of
the “channels* of human organs and body parts trafficking.

THE NOTION OF THE TRAFFICKING IN HUMAN ORGANS
AND BODY PARTS (BASIC TERMS AND DILEMMAS
RELATED TO IT)

Before we start determining the most significant terms related to the
human organs and/or human body parts trafficking, we should answer the
guestion why do we insist on speaking about human organs and human
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body organs trafficking. What is arguable is the second one, since we
complement the notion of the human organs traffic contained in the
definition of the human trafficking in international documents and the
Criminal Code with the phrase “human body parts trafficking”. We should
establish whether this is allowed/arguable or whether we should respect the
scientific information, notably those of the biomedicine, which thoroughly
consider this issues, pointing out that human organs and body parts are
highly needed, there is deficit of such “goods* and due to this and due to the
possibility for transplantation of organs which can be misused, inter alia, for
trafficking purposes. Due to the aforementioned, we accept the position that
“having in mind the nature and the type of the matter removed from the
human body, the following matters can be subject to trafficking: human
organs (traffic in kidneys, liver, heart, spleen, lungs, pancreas) and/or parts
of the human body, i.e., tissues (skin, bones, blood, heart valves, veins,
tendons, nails, teeth, ligaments, bone marrow, cornea, sperm, urine, sweat,
saliva, hair etc.)* (Mijalkovi¢, S., 2009: 140). There are even reported cases
of skeletons and corpses traffic. Here is the source of our commitment not to
tackle only human organs traffic, but also the human body parts traffic.

In order to define the basic terms (organs trafficking, transplant
commercialism, travel for transplantation and transplant tourism), we shall
rely upon the Declaration of Istanbul on organ trafficking and transplant
tourism.!

»The organ trafficking® is defined as finding, transport, transfer,
concealment or receipt of living or deceased persons or their organs
under application of threats, force or other forms of constraint, kidnapping,
scam, leading to misunderstanding or by misuse of position of power and
vulnerability, or by granting/receiving of money or other benefits by third
persons in order to ensure transfer or control of the potential donator with the
aim of exploitation by means of removal of transplant organs (The
Declaration of Istanbul on organ trafficking and transplant tourism, April
30- May 2, 2008). It is undisputable that this definition originates from the
basic definition of human trafficking definition contained in the Protocols on
the prevention, repression and punishment of trafficking in human beings
and particularly women and minors.

! The Declaration of Istanbul has been passed by the participants at the International Summit
on Transplant Tourism and Organ Trafficking convened by the Transplantation Society and
the International Society of Nephrology, which took place in Istanbul in the period between
the 30" of April and the 2™ of May 2008.
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»Iransplant commercialism* is actually policy and practice of
treatment of human body organs as goods for wide consumption, including
their sale, purchase, or usage in order to obtain material gain.

»Iravel for transplantation® involves circulation of organs,
donors, receivers or transplantation experts outside national borders with
the aim of performing of transplantation. The “travel for transplantation®
becomes “transplant tourism* in the events when it includes human organs
traffic and/or transplant commercialism or if the sources (organs, trained
professionals and transplantation centers) are dedicated to the act of
providing of transplant for patients from foreign countries, thus hindering the
possibility for the state to provide adequate transplantation services to its
population.

The scientific approach towards the notion of human organs and
human body parts trafficking is slightly different and wider, notably
regarding its application. Thus, according to Mijalkovi¢ (2007:111), it can be
defined as removal, offering for sale, mediation during sale, sale or purchase
of human organs or tissues, as well as their transplantation in illegal manner
with the purpose of gaining property or other value or benefit or for the
purpose of satisfying some health, scientific and research, industrial or other
pathological needs of individuals, groups or institutions.

The chain of human organs traffic and the manner of locating of
organ donors, shortly®, looks like this: “Besides the “legal“, the illegal,
international, well organized network of human organs traffic takes place
more frequently and usually happens on several continents. At the very
beginning, very important link of the “traffic chain“ is the dealer who
actually plays the key role, “recruiting® younger or healthy donor or there are
cases when a donor/receiver is voluntarily contacting this person. Except for
the dealers, such criminal organizations include numerous actors, both in
the country of “export” and in the country of “import“. The entire process
would not be feasible without hiring of medical personnel and very
frequently, hiring of travel agencies, representatives of immigration services,
customs offices etc. The manner of recruiting and “hiring* of victims, that is,
potential donors, depend on the living environment. Usually, the first
contact is done via persons close to or living in the person's environment and
what makes this process successful is the corruption existing in the police
and the local authorities (Tomasi¢, Lj. 2003: 53, cited according to
Stevkovié. Lj. 2009: 36-37).

! Mijalkovi¢, S., provides much more specific information on this matter, presenting six
elements, that is, subsystems of this complex social phenomenon (2007: 112-119).
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Human organs and human body parts can be obtained by means of
their removal from the organism of a living person or from corps or
skeletons of deceased persons — “cadaver” (recently deceased person) or
from persons who having deceased long ago (Mijalkovi¢, S.: 2009: 140).

The illegal transactions including human organs, that is, body parts,
require high level of organization of criminal groups, including mandatory
presence of the so-called factors of expertise and material and technical
factors. This actually refers to the hiring of medical experts of certain
profiles (surgeons, physicians specialists in  some medical field,
anesthesiologist, nurses, medical assistants). Therefore, we surely cannot
exclude the organized cooperation between criminal groups and certain
medical establishments.

INCRIMINATION OF TRAFFICKING IN HUMAN ORGANS AND
BODY PARTS IN THE CRIMINAL CODE AND THE PROPOSAL
LAW ON REMOVAL AND TRANSPLANTATION OF HUMAN
BODY PARTS FOR THE PURPOSE OF TREATMENT

We can mention several criminal acts or group of criminal acts
mentioned in the Criminal Code which refer to human trafficking and/or
body parts trafficking. Notably, we can mention the criminal offence of illicit
transplantation of parts of the human body (Article 210). Pursuant to the
*Paragraph* 4, the Law envisaged punishment of imprisonment of up to
three years for the persons who shall, contrary to the law, for personal
profit, sell or mediate the sale of human body parts of living or deceased
persons for the purpose of their transplantation. We consider that the
minimal punishment must be increased to four years, since according to the
consequences it causes, this criminal act can be qualified as severe criminal
act.

Second, the most significant criminal act related to the principal subject
of our interest is the criminal act of human trafficking (Article 418-a):
Persons who, under application of force, serious menaces, act of misguiding
of other people or by using of other forms of coercion, kidnapping,
fraudulent acts, by misuse of his/her position or misusing of the state of
pregnancy, incapacitation or physical or mental incapacity of other persons
or by means of offering or receiving of money or other benefits for the aim
of obtaining of approval from a person exercising control over another
person, or persons who recruit, transport, transfer, buy, sell, shelter or accept
persons with the aim of their exploitation by means of prostitution or other
forms of sexual exploitation, pornography, forced labor or acting as a
servant, slavery, forced marriages, forced fertilization, illicit adoption or
some related relations, or illicit transplantation of part of the human body
shall be sanctioned with punishment of imprisonment of at least four years.
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Mijalkovi¢, S. has some interesting positions regarding this paper work
(2007: 124): “Trafficking in human organs and body parts should not be
interfered with human trafficking. Namely, the objective of human
trafficking is forcible removal of human body organs and human parts, but
not necessarily. On the other hand, trafficking in human organs and body
parts does not necessarily has to be connected to human trafficking
(underlined O.B.). Finally, this form of exploitation of the victims of human
trafficking can always take place once the possibilities for their further
successful labor, sexual or other exploitation have disappeared.*

As far as these attitudes are concerned, we face one question, which
inevitably imposes: Why insist on the differentiation between the human
trafficking and the trafficking in human organs and/or human body parts.
Maybe it would be better to find their similarities. According to us, the
similarities consist of: They are both forms of human trafficking; as far as
the manner of achieving the objective by means of actions, such as:
recruitment, transportation, transfer, buying, selling, sheltering, receiving;
the objective is exploitation; the consequences caused to victims, starting
from flagrant violation of their rights and freedoms to quashing of human
dignity; they can be domestic, but also transnational; organized by well
developed criminal groups and networks etc.

Here, we can also refer to the question about the relation between the
aforementioned acts and the criminal acts: Illicit transplantation of parts of
the human body (Article 210, Paragraph 4 of the Criminal Code) and the
criminal act of human trafficking (Article 418-a of the Criminal Code). The
second criminal offence is committed by coercing and under conditions of
serious menaces. It leads to misapprehension and other forms of coercing...,
by means of recruitment, transportations, transfer, buying, selling, sheltering
or receipt of persons for the purpose of ... illicit transplantation of human
body parts, whereas in the first criminal act, contrary to the law, persons
sale or mediate sales of human body parts of living or deceased persons
for the purpose of their transplantation for gaining personal profit. One
of the differences imposing in this case is the fact that in the event of traffic
in human organs, as a form of human trafficking, the dominant element is the
objective of such act that is the exploitation, which is final objective of all
other forms of traffic. In the first case, we are “only* dealing with buying
and selling for the purpose of personal profit and transplantation, of course,
provided that such act is committed in illegal manner.

The Criminal Code contains group of criminal offenses related to illegal
removal of human organs and tissues which is very specific aspect, since
they are committed in specific conditions (state of war or armed conflict) and
on the basis of violation of international law. The criminal offences against
crimes of war criminalize the illegal removal of human organs and tissues
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exclusively in the context of violation of the rules of international law during
war and armed conflict. Passive subjects, that is, victims are exclusively
living persons (civil population, i.e., wounded persons, ill persons, persons
having suffered shipwreck or sanitary personnel or clerics, that is, prisoners
of war), but also including corps. The consequence of such criminal acts is
deterioration of health or causing great sufferings to victims. The objective
of such criminal acts is the usage of human organs or tissues for the sole
purpose of transplantation and nothing else. The legislator is expressively
not listing the possibility of traffic of removed human organs and tissues.

The Proposal Law on removal and transplantation of human body
parts for the purpose of treatment is likewise subject of our observation,
notably as far as the criminal offences are concerned. The sense of the Law
can be observed in the fact that the transplantation of human organs and
tissues should be done in conditions allowing protection of the rights of
donors, potential donors and receivers of organs and tissues and that the
adequate institutions must be able to ensure such conditions. The facilitation
of the procedure of transplantation of organs and tissues in the interest
of patients imposes the need for protection of individual rights and
undertaking of necessary measures for preventing of commercialization
of human body parts used for treatment in the procedures of purchase,
exchange and donation of organs and tissues.

Having in consideration the lack of human organs and tissues, it is
necessary to take all necessary activities related to rising of the awareness
of the population on the donation of organs and tissues, principally by
means of informing of the general public on the importance of
transplantation of organs and tissues. It is also necessary to introduce
some informative campaigns and campaigns intended for rising of the
awareness for donation of organs and tissues.

The Proposal Law joints the solutions, so donors of organs and tissues
can be both living and deceased persons. The donation of organs and tissues
by living donors can only be done on the basis of written content for
donation granted on the basis of previous informing on the procedure
and the consequences and the risk related to donor's health condition.

The donation of organs and tissues is done on voluntary basis and free
of charge, that is, the law prohibits offering of organs in exchange of
certain remuneration or any other benefit for the service of donating of
human body parts.

Each authorized public health establishment appoints person in charge
of removal and transplantation of human body parts- coordinator for
removal and transplantation of human body parts, whilst the Ministry of
Health appoints National transplantation coordinator.
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The introduction of the criminal acts in the Law is itself very interesting
matter, according to which, the legislator can prescribe criminal offences
beyond the Criminal Code. The explanation provided in the Explanation of
the Law implies that this current situation shall remain unchanged as long as
the listed offenses are transferred in the Criminal Code which actually
matches their nature of acts codified by criminal and legal matters, which
includes the contents of separate laws regulating specific areas (inter alia, of
the area of human body parts transplantation).

The significant new elements regarding the incrimination prescribed in
the Criminal Code (Article 210, Paragraph 4) are contained in the Article 64
of the proposed Law and refer to several matters. Above all, there is need of
extension, that is, defining of the objects of endangerment, so instead of
human body parts, according to the international documents in this area, they
are specified as organs, tissues and cells. The objective is not exploitation;
therefore, regarding traffic in human organs, the act is defined as human
trafficking. The sentence envisaged is at least four years, thus classifying this
act as serious criminal offence, which actually matches the seriousness of the
offence in accordance with its nature and the consequences it causes. One
important new element is the fact that as a qualified form of the act, the law
envisages circumstances where victims of such offence are underage
persons. Likewise, the law prescribes qualification circumstances related to
the principal offence, such as organizing of group, gang or some other
similar association, as well as the cases when persons are deprived of life in
order to use their organs, tissues or cells. Of course that is such cases, the
minimal sentence is higher (from eight to ten years). New elements is also
the incrimination of the advertisement of the need or the availability of
human body parts for the purpose of their offering or soliciting monetary
compensation or other property related benefits.

The Proposal Law also introduces new and very important function-
National Transplantation Coordinator, which bears its own responsibility,
inter alia, the most important one- the criminal liability in case when such
person shall act in contrary to the Law, granting organs to patients who are
not on the national waiting list or shall fail to apply the corresponding
criteria. The note on the listed incrimination refers to the excessive span
between the minimal and maximal sentence, starting from one to ten years,
which according to our opinion and according to the criminal, or more
correctly, the penalty policies should be overcome and this span should be
decreased.

It is important to mention that the law envisages liability of legal
entities, which in our opinion, should be complemented and should include
the liability of the responsible person of the respective legal entity.
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CONCLUSION

Having emphasized the topicality, the seriousness and the importance of
the phenomenon of trafficking in human organs and/or body parts, in the
introductory section of the article, we singled out the possible aspects of its
consideration.

The scope of the phenomenon was considered by means of pointing out
the countries of sale and/or export of human organs and/or body parts, the
directions of circulation, as well as the usual paths (routes) of human organs
trafficking. Special attention was dedicated to the condition in the Republic
of Macedonia and the neighboring countries, which in some sources of
information have been remarked as countries of both, illegal transplantation
and human organs trafficking.

Notably, we have considered and we have defined some of the key
terms, such as human organs trafficking, transplant commercialism, travel
for transplantation and transplant tourism. The so-called Palermo Protocols
on the prevention, repression and punishment of trafficking in human beings
and particularly women and minors and the Declaration of Istanbul on organ
trafficking and transplant tourism served as basis for such defining. We have
shortly presented the chain of human organ trafficking and the manners of
recruiting of organ donors.

Special section of the article deals with the domestic criminal
regulations related to this form of human trafficking. Likewise, we have
included the proposal of the Law on removal and transplantation of human
body parts (February 2011), whose objective is the prevention of the
phenomenon, closely prescribing the condition of legal removal, exchange,
transfer and transplantation of human body parts for treatment purposes.
Finally, we can ascertain that the proposed Law implements the most
significant international standards existing in this area.
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COMBATING SMUGGLING IN SERBIA IN FUNCTION OF
INCREASING SECURITY IN THE WESTERN BALKANS
AND EUROPEAN INTEGRATION!

Abstract: The paper deals with the issue of smuggling in Serbia with an
emphasis on current European integration and security increase of the Western
Balkans. After the introductory remarks, in the central part of the paper we have
listed, by subject, the most important forms of smuggling, including smuggling of:
weapons, ammunition and explosives, narcotics, technical products, vehicles,
cultural goods, consumer goods, precious metals and precious stones. In the final
part of the paper, the authors listed the source of information and place, role and
tasks of the police and state authorities in suppression of smuggling. Finally, in
concluding remarks, the current process of European integration and improvement
of the security in the Western Balkans countries become promoted.

Key words: smuggling, illegal trafficking, the rule of law, the police,
Serbia, Western Balkans, European integration.

INTRODUCTION

Smuggling is as old as a human society. As human society has
developed and changed, so have the phenomenal forms of smuggling.
Smuggling, as incriminated activity of an individual or a group, represents a

! This paper is the result of the Project of the Ministry of Science and Technological
Development of the Republic of Serbia entitled ,, Development of Institutional Capacities,
Standards and Procedures for Fighting Organized Crime and Terrorism in Climate of
International Integrations® (Ne 179045).
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threat to society and economic system of one or more countries, depending
on the smuggling routes. Social threat is closely related to the type of
smuggled good. In this respect, smuggled goods can be considered as: goods
whose smuggling inflicts economic harm to a society, and goods whose
smuggling endangers security of a country.

Smuggling of certain objects and goods leads to economic instability,
which is being caused by disloyal competition at the commodities and
services market, as well as by non-payment of duties and taxes (budget
deficit). The subjects of smuggling can be the following goods: cars, gold
and precious metals, commodities, technical products etc.

Unlike the smuggling of commodities, smuggling of arms,
ammunition and narcotics causes endangering of country’s and citizens’
security. Smuggling of these objects and goods may also lead to commission
of other serious criminal offences with the elements of violence, from
homicide to criminal offences of robbery, abduction, extortion, etc.

Smugglers always choose people from their close environment for
their collaborators — people with whom they share the same place of origin
or relatives. As a reward for their services, collaborators usually receive a
certain amount of smuggled goods, and in that way they also turn into sellers
of smuggled goods. Very often, the same persons appear as smugglers of
certain objects and goods (arms, gold, money, cars etc.). However, when it
comes to smuggling of drugs, these rules do not apply to full extent.
Smuggling of drugs requires “smuggling specialization” for individual types
of drugs, which on the other hand facilitates the law enforcement authorities
to carry out observation of persons who have chosen this forbidden job®.

SMUGGLING METHODS

According to the method of its performance, we can distinguish two
main types of smuggling:

- massive and individual with no particular modus operandi,

- group and organized with a special modus operandi for each good.

Massive smuggling is done by individuals who use the favourable
situation to bring into a country the vast amounts of goods for resale or to
satisfy certain personal needs. This type of smuggling is done by workers
temporarily employed abroad, craftsmen (jewellers, goldsmiths, car
mechanics, traders, etc.), persons working on international freight,

! Anexcuh K., Kpumunanucmuxa, beorpan, 1985, p. 314.
% Taromuposuh 1., Kpujymuapere — cxéamarse u cysoujarse, beorpan, 1989, pp. 20-27.
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international transportation of goods and passengers by road, rail, aviation
and sea transport™.

Group and organized smuggling is done by professional smugglers
who, according to the carefully prepared plan, bring into country vast
amounts of various items and goods, which are then circulated through a
network of dealers. These are organized groups of smugglers, consisting of
large number of persons with precisely determined tasks in smuggling
activity. Members of smuggling groups are characterized by distrust,
avoiding of communication with strange people and well-elaborated methods
of contact with potential buyers of smuggled goods. Transfer of goods across
the border is done with the prior good preparation of the group, based on
previous monitoring of customs services, technical equipment of border
crossings and other circumstances that will allow them safe transportation of
smuggled items.

Smuggling groups have well developed smuggling routes and
channels, as well as methods of storage and circulation of smuggled goods.
Organizational chart of these groups consists of smuggling centre, which
organizes and finances this activity, smuggling point, which is located in one
or more places in country and is run by one person who organizes the
reception of the goods, its distribution, organizes a network of dealers and
middlemen, and finally, a network of dealers, which directly resell the
goods?.

Smugglers use the land, air and water ways for committing this
criminal offence. On the land, they usually use luxury passenger cars, buses,
freight vehicles and trains, in the air — airplanes and helicopters, while in
water they use passenger and cargo ships, powerboats, tugboats, motor boats,
sail boats and yachts®. In mentioned vehicles, the goods are concealed, and
transportation is done according to strictly worked out plan.

TYPES OF SMUGGLING

Smuggling of Weapons, Ammunition and Explosives

Each country regulates the legal trade in weapons and ammunition in
a special manner. The state clearly defines stores that may be involved in this

trade, prescribes standards, establishes which weapons could the citizens
posses, procedure of obtaining, possessing and carrying of weapons.

! Tomamuh B., Cys6ujame kpujymuapensa, beorpax, 1989, p. 56.

2 [llumnpara J., Anexcuh XK., Kpumunanucmuuxa memoouxa, Beorpas, 1986, p. 136.

® Bomkosuh M., Kpumunanucmura memoouxa II, Beorpax, 1996, pp. 165-166 and further
on.
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According to the regulations of the Republic of Serbia, every citizen who
complies with the statutory requirements may obtain a licence for acquiring
weapon. For citizens who purchase firearms outside the law, or abuse it,
besides confiscation of weapons, adequate penal provisions are provided.

At the territory of the Republic of Serbia, there are some places in
which buying and selling weapons is traditionally done, above all, in the area
of Raska region and the municipalities of Bujanovac and Presevo. These are
regions populated by a mixed composition of the population - Serbs,
Montenegrins, Muslims and Albanians. Characteristic for people living in
this area of the Republic of Serbia is that possession of weapons is
understood as the sign of maturity and manhood. In these regions, possessing
a weapon represents reputation, courage, virtue and honour, and certain
number of citizens is trying to come into the possession of weapons even in
illegal way. They purchase it on black market, or illegally bring it from
abroad.

Events in the region of the Autonomous Province Kosovo and
Metohia in the past years, with all the negative phenomena and
consequences, had their impact on the entire territory of the Republic of
Serbia. These events have additionally contributed to the attitude of Serbian
citizens, that possession of a weapon guarantees a greater personal safety.
This increased demand for weapons on the illegal market represents
additional motive for smuggling groups to engage themselves in illegal
trafficking of weapons, despite the risk.

Smuggling of weapons, ammunition and explosives is most often
carried out through organized channels, or by various extremist
organizations. lllegal transportation of weapons, ammunition and explosives
cannot be and never is simple. However, the very fact that law enforcement
authorities do not have the information in whose hands the weapon is,
against whom and when it will be used in a certain moment is also very
dangerous. If it is an organized smuggling of weapons into country,
especially with the support of the participation of terrorist organizations, then
the safety of a community is especially compromised. Therefore, the country
must, in its own interest and in the interest of its citizens, prevent every form
of weapons smuggling, by all available means.

Organized groups of weapons smugglers plan their activities in detail,
develop a strategy of transport, carry out terrain reconnaissance for more
precise planning of routes, monitor the border customs and police control, as
well as activities of the members of the police further in the territory,
organize notification system, and are technically very well equipped.

Routes and channels of weapons smugglers are carefully chosen and
adjusted to every new change of circumstances. There is not a single
transportation mean that is not suitable for illegal transfer of weapons across
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the border. They offer a various possibilities for hiding and illegal
transportation of cargo. Road traffic is still one of the most common illegal
ways for transportation of weapons. However, this does not exclude the
possibility for using ships, aircrafts and other transportation means.

There are frequent cases in which trains are used for smuggling of
weapons. In order to remain undetected, the smugglers are physically
separated from their “cargo”, but still keep contact with it. This practically
means that if authorized state bodies intercept the smuggling channel, neither
one member of smuggling group will be detected. This kind of organization
enables the smugglers to continue their work even after interception, with a
certain change in their methods, means, network of collaborators and other
elements crucial for smuggling.

Weapons are most commonly smuggled together with other goods,
which are imported legally and are followed by all necessary documentation.
In certain cases, smugglers use holes and bunkers in transport vehicles.
Often, smuggling groups use vehicles which are used for freight services on
international routes, above all for transportation and smuggling of drugs
from the East to the West and for transportation and smuggling of weapons
from the West to the East".

Besides land ways, smugglers also use the water ways. Ships provide
vast space and enormous possibilities in terms of hiding larger amounts of
weapons and ammunition. Possible docking of ships in various ports, even in
those not opened for international traffic, additionally provides an
opportunity for smugglers to carry out their intentions, and complicate the
efficiency of control of law enforcement bodies.

Smuggling of Narcotics

Smuggling of any kind of goods contains a risk, a desire for quick
and easy way of obtaining large profits. On the scale of smugglers’
organization, smugglers of narcotics take special place. Smugglers of
narcotics have precisely organized network of illegal transportation and
distribution of drugs in all phases, from producer to the final consumer. This
group of smugglers consists of different categories of persons, such as:
blinded fanatics, smugglers greedy for money, hotel staff, corrupt state
officials, corrupt politicians, drop-out students, failed businessmen etc.

! Hukau XK, 7) DAHCHAYUOHANIHA capadra Opacasa y 060pou npomué KpUMUHAIUMema -
Eyponon u Hmmepnon, 3aBon 3a ynbOenuke u HactaBHa cpencrBa PC, Beorpanm, 2003,
pp.129-133.
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The smuggling of narcotics is especially affected by the following
facts: not a single country is immune to drug abuse, the number of drug
addicts is constantly increasing, which means that the need for drugs is
constantly growing, drug addicts are always willing to discretion regarding
the manner of acquisition, drugs are suitable to hide and are very easy to
transfer, drug addicts are always willing to pay a higher price for drugs, etc.
On the illegal drug market, the law of supply and demand applies, which
manifests in movement of prices.

All transportation means are used for transfer of opiates, both the
modern ones (airplanes, ships, cars etc.) and traditional ones (animals).
Sometimes, smuggling is carried out by using postal packages and letters.
Transportation of the larger amount of narcotics is usually done by trucks
used for international transportation, buses that operate on regular lines on
the East-West route and vice versa.! Passenger vehicles registered in the
border area are a very good tool for smuggling of narcotics from
neighbouring countries. Such vehicles, as a rule, are being rarely controlled
by custom services at the border crossing. Transport of smaller amounts is
usually organized by hiding opiates in suitcases (luggage) with false bottom.

The way of smuggling is planned and carried out depending on the
transportation mean which is going to be used for smuggling of narcotics, as
well as on methods used by authorized custom and police border services at
border crossings and in the interior of a country where smugglers road leads.
Smuggling group usually analyzes the route with the help of smugglers
scouts. Scout is experienced and communicative smuggler, ready to corrupt
state officials, a good psychologist and logician, who before the movement
of the transport checks his/her assumptions in order to propose a way of
smuggling with certainty. This tells us that smuggling of drugs does not
represent a spontaneous activity of an individual, but activity of an organized
group.

Until the 1980-s, organized smuggling of narcotics in our country
was attributed to the foreign criminal organizations, and was perceived as
illegal activity, which did not directly endanger the country’s security.
However, certain knowledge and information received from Interpol
undoubtedly indicated that smugglers from our country were intensively
engaged in these illegal activities. Members of the Police of the Ministry of
Interior of the Republic of Serbia so far have successfully detected different
modalities and methods of transportation of narcotics, smuggling routes and
a number of persons involved in smuggling of narcotics. It is well known

! Ibid.

35



that smugglers create points for keeping drugs at the territory of Serbia,
where they keep the drug for a while, and then distribute it towards the West
and East, or towards the centres in Serbia. Across the territory of the
Republic of Serbia there leads the main smuggling route that generally starts
on the border crossings Gradina and Dimitrovgrad, then passes through
Serbia and moves on, usually via the border crossing Horgos, to Western
Europe, primarily to Italy (Milan, Palermo) to the further laboratory
processing of morphine base into heroin.

Smuggling of Technical Equipment

The smuggling of technical equipment is specifically affected by the
disturbances in the economic sphere, thus creating a suitable climate for the
activities of smugglers. Lack of products, the decline of standards and
financial indiscipline are just some of the factors that stimulate the activities
of smugglers. This also shows that despite the measures taken by the law
enforcement authorities to combat smuggling of technical equipment, this
form of smuggling can successfully be fought only by measures of economic
policy.

Smuggling of technical equipment does not pose a specific security
threat. However, due to taking out of domestic and foreign currencies for
payment of goods, as well as vulnerability of the budget (due to non-
payment of public revenues), economic threat to the society is pronounced.
The main goal of smuggling is gaining the highest possible profit. Therefore,
various goods are being smuggled, depending on demand, which is
conditioned by the current fashion trend in the country and the world.
Everything that can be easily sold is being smuggled - computers, video and
TV equipment, musical equipment, home appliances, appliances for
industrial facilities, as well as all other technology for which a current
demand exists.

Smugglers bring large amounts of technical equipment, often of
suspicious quality, and these products are sold under very favourable terms.
With the low prices system, smugglers influence the citizens to purchase
these goods illegally, thus creating an illusionary impression that smugglers
are deserving citizens who are trying to provide products on the market that
otherwise are not possible to provide for the needs of citizens.

For the smuggling of technical equipment, trucks and buses that
transport passengers and goods in the country and abroad are mostly used.
Customs marks for protection of transport (seals), do not represent a
particular problem for the smugglers. Smugglers solve this obstacle by
faking the damage on the seal, cutting the rope which was used for sealing,
stripping the seal off the rope or wire, “cutting the rope of tarpaulin in a
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place that is not visible from the outside”, possessing a rope, seal and pliers
for sealing etc.

Car Smuggling

In recent years, especially in the period of the so-called “re-
registration of vehicles”, the Republic of Serbia has faced organized and
successful ways of smuggling of motor vehicles. These are organized
international groups and criminals from the territory of former Yugoslavia
(Serbia, Montenegro, Bosnia and Herzegovina, Republic of Srpska), which
smuggle vehicles, but also individuals who smuggle parts, components or
entire vehicles for their own needs or sale.

Our citizens working temporarily abroad are massively bringing
vehicles into country. Immediately after their arrival, the vehicles are sold,
and at foreign police authorities, they are signed out as unusable. Also,
certain criminal groups from Turkey and Bulgaria buy used vehicles on the
West, and then bring them into Serbia under the disguise of “transit” and sell
them on demand. These cars were acquired legally or by theft, but certain
papers were provided for them, which follow a vehicle to its destination.

All vehicles purchased in illegal way are immediately supplied with
“proper” papers, and only by insight in these papers it cannot be determined
if registration of a vehicle is false or original. In order for the law
enforcement authorities to adequately confront the car smugglers, it is
necessary for them to know the brands and types of vehicles, particular
characteristics of various types of vehicle, as well as possession of basic
knowledge of techniques used for re-typing numbers, welding, painting etc.?

Smuggling of Cultural Property

On the western antiques market, there is great demand for cultural
goods, which also reflects on our country and national antiques, especially
through the possibility of obtaining large profits. It should be borne in mind
that there is a great demand for antiquities in our country, especially by
upstarts, who, by following the world trends, are increasingly seeking to
obtain an antiquity without asking for the price, or how the seller came to a
cultural property.

Knowing that the smuggling of cultural property is the real
“paradise” for gaining profit, individuals and groups put on the market the

L Op. cit., in footnote 3, pp. 39-45.
2 Op. cit., in footnote 4.
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demanded items, which is again linked with commission of other criminal
offences (breaking into houses, churches, museums etc.). International
recognition of originality of our medieval cultural monuments (the frescoes
and icons in the churches), significantly influenced the organization of
international traffickers at our territory. Domestic criminal groups also got
involved in this illegal business, and in order to obtain wealth, they steal
priceless cultural properties from our country.

On the antiques markets in Paris, Vienna, Munich, Rome, Trieste and
other cities, the most sought after antiques from Serbia are icons, art
paintings and sculptures, old objects made of glass, metal and clay, church
relics, old books and manuscripts, etc. Exportation of Serbian cultural
property is strictly prohibited. Cultural goods can be taken out of the country
only with the approval of competent authorities, above all the Ministry of
Culture. However, impossibility of total control, as well as good organization
of smugglers, contribute to the fact that many cultural assets of our country
are being sold in western antique shops, which causes immense damage to
Serbia, and cultural and historical legacy is greatly depleted.*

Smuggling of Consumer Goods

Smugglers adjust their behaviour to the rules of supply and demand.
They follow developments in the market and depending on the disorders and
the demands of the market, they adjust their activities. There is not a single
commodity on the market for which a smuggler is not interested in. Every
commodity that can provide profit is interesting for smuggler.

Periods of great shortages of certain goods on the market, essential
for normal and civilized life of citizens represent a signal for smugglers to
immediately engage in providing those goods. This could be coffee, salt,
sugar, hygiene products, petroleum and petroleum products, cigarettes etc.
Serbia went through periods of shortages of certain goods, whose smuggling
brought great wealth to certain individuals, and state budget has suffered
enormous damage.

By taking advantage of poor functioning of state apparatus, as well as
inconsistency of regulations, individuals were founding quasi firms through
which they performed the import of consumer goods that they sold, thus
obtaining huge profits. Motivated by high profits, smugglers easily decide to
get involved with this kind of smuggling, especially in terms of lenient

! Ibid.
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sentences imposed in criminal proceedings, because often for this form of
criminal activity, suspended sentences are being passed.

Smuggling of Precious Metals and Stones

Gold, jewellery and diamonds have always been expensive. In some
places, they reflect a certain social status and represent a proof of wealth.
Gold is a recognized mean of payment in all countries of the world, and is
used as a mean of payment by some countries when they purchase certain
products and technologies.

Legal trade in gold under the direction of the state is a very complex
job, and so are the routes of smugglers, who keep in motion a good part of
the total amount of gold, beyond the control of banks or official state
bodies.” Gold is very suitable for smuggling. It can be hidden in the clothing,
luggage or parts of vehicles. Given their the limited quantity, as well as large
differences in prices, smuggling of gold and precious stones is almost
perfectly organized in some countries.

Our country is on the crossroads of East and West, and represents a
transit area. However, our law enforcement bodies so far haven’t had any
special experiences in suppression of smuggling of precious metals and
diamonds, which does not mean that in the future Serbia will not be an
interesting area for this kind of smuggling.

SOURCES OF INFORMATION

Goods that are the subject of smuggling are usually transferred in two
ways: outside border crossings and at border crossings, where goods are
declared or hidden in transportation means.> Successful detection of
smugglers depends on timely information that the smuggling of weapons,
narcotics, technical products, consumer goods and other goods is being
prepared and timely information that the goods were smuggled and put into
circulation.

Sources of information on smuggling can be different. This
information is most commonly gathered based on: activities of customs
services, police and other state bodies, reports of citizens, transportation and
commercial companies etc. Aforementioned sources of information are not

! Bume: Jlajuh O., Mapunkosuh [I., Ilpakmuxym u3z Kpumunamicmuuxe memoouke,
Kpujymuapere u nedoszsomena mpeosuna, KI1A, beorpan, 2010, pp.159-164.

2 Op. cit., in footnote 3.

¥ See more in: XKapkosuh M., Kpumunanucmuuxa maxmuxa, || ¥3MEHEHO U IOIMYHEHO
usname, KITA, Beorpax, 2010, pp. 29-35 and further on.
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equally represented in all forms of smuggling, and for certain forms of
smuggling they are not applicable.

Bearing in mind the method of smuggling, and the fact that the
smuggled goods can be found by examination and control of passengers,
luggage and transportation means, it is expected that the customs authorities
appear as the first on the front line in detecting of smugglers. Customs
Service, thanks to its role and basic tasks, is in the position to, while
performing its regular activities, undertake a series of measures and actions
(declaration of goods, inspection of customs documentation, examination
and search, seizure of goods and transportation vehicles etc.), which create
real possibilities for detection of smuggled goods and smugglers.

The role of the Police is reflected in timely discovery of facts
indicating that smuggling has started or was committed. A special
contribution can be made by border police officers, or other police officers
who through their regular activities (monitoring, observation, patrol, control
of persons and objects, working on traffic checkpoints, etc.) can obtain some
important information. Within the broader police operational activity, the in-
depth control should be used, above all of vehicles coming from abroad,
since if the perpetrators have managed to transfer the goods across the
customs line without customs control, or to enter the country outside the
border crossing, they will gain greater confidence regarding the final success
of their criminal activity." Without quality operational connections, quality
operational and technical means and professional and expert commitment of
police officers, one cannot expect successful combat against smugglers.

Goods that are the subject of smuggling are subject to competition;
therefore, anonymous reports of competitors can be expected. If the goods
are immediately distributed and sold at various points, where they are easy to
notice, we can expect public gossip as well as filing of reports by citizens.
Through tax administration and market inspection activities, a variety of
goods that were put into circulation can be found. In some cases, sources of
information can be transportation enterprises dealing with transportation of
goods and passengers on international routes, and therefore, a contact with
them should be maintained.

! Ibid.
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THE ROLE AND TASKS OF THE POLICE AND STATE
AUTHORITIES IN COMBATING SMUGGLING

A) Smuggling organizations are secret, despite the fact that they
consist of large number of people with different roles in the organization.
The fight against this form of crime can only be effective if it is continuous,
planned and based on scientific achievements. It will depend on the degree
of organization of control bodies, the knowledge of the danger and methods
of smuggling groups’ activities, knowledge and cooperation between the
state authorities, but also on vigilance and systematic work of the law
enforcement authorities.

The most efficient way of discovering the perpetrator of a criminal
offence and providing material evidence is a method of catching in flagrante,
when both the criminal offence and the perpetrator are simultaneously
detected. Catching in the act (catching in flagrante) is the method that can be
implemented through activities of customs service, when concealed
undeclared goods are discovered on the customs line, “and by using the
investigative action of search, material evidence is secured*.

In the procedure of detecting and combating smuggling, police
cooperate with customs authorities, tax administration and market inspection,
as well as with other governmental agencies. Through joint activities, it is
necessary to build an entire methodology of procedures and define the place,
role and responsibilities of agencies and individuals. In this way, through
joint work and development of methodology of procedure in individual
cases, success in combating smuggling can be expected.

Smugglers (masters of their craft), must be confronted by qualified
operative workers of the same or higher level of knowledge. Success that
will be achieved during the work on detection and prevention of this criminal
activity depends on the degree of success in predicting the sequence of
actions that the smugglers will undertake. Smugglers practice a certain way
of working, which makes them recognizable. Smugglers’ method of work is
adjusted to the type of goods that should be smuggled. It is not enough to
know the work of one smuggling group, or know one actor of smuggling,
and expect success. It is necessary to get acquainted with the work of several
groups and know several important members of groups.

By keeping in secrecy its methods of work, smuggling group protects
its interests. The moment when the leader of the group suspects that their
method is detected by law enforcement bodies, he makes radical changes in

! Op. cit., in footnote 3., p. 62.
2 Op. cit., in footnote 4., p. 168.
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methods or changes the seat, personnel and points of smuggling
organization.

Any operational information, especially if it is particularly important,
should be thoroughly analyzed in order to prevent the risk of wrongful
action. Operative findings of police officers from any line of work should be
immediately submitted to specialized unit that deals with combating
smuggling. Any information that indicates that an individual or group is
engaged in smuggling should be carefully checked and authenticated by the
Service for Combating Smuggling. On this occasion, the service decides the
method of further processing. If the finding is likely to be true, a work plan
will be created with clearly elaborated dynamics of procedures of the
operational workers. The work plan must include a procedure in case of
changed conditions and the inability to use the planned measures.

B) During the activities on combating smuggling, it is possible to
apply and use special investigative techniques and methods of operational
work, such as: a measure of controlled delivery, conclusion of simulated
legal business, provision of simulated business services etc.

The measure of controlled delivery is operational and tactical
activity, under which the law enforcement authority, with the approval of the
competent state prosecutor, allows illegal or suspicious shipments to leave,
be transferred or enter the territory of one or several states, with the
knowledge and under surveillance of their competent authorities, with the
aim of conducting an investigation and identifying persons involved in a
criminal offence. The possibility of catching smugglers in flagrante, is
postponed for the time and place when the quantity and value of smuggled
goods is the highest, and smugglers’ headquarters, personnel and
checkpoints are exactly known. Controlled delivery is carried out according
to the rules of the Article 11 of the United Nations Convention against Illicit
Traffic in Narcotic Drugs and Psychotropic Substances, with the consent of
interested states and the principle of reciprocity.Provision ~ of  simulated
business services and conclusion of simulated legal businesses, are measures
undertaken by police authorities in cases of smuggling of dangerous goods,
or when there are grounds for suspicion that criminal offence of organized
crime is being prepared. This measure is implemented on basis of a written
and substantiated order issued by the investigative judge, within the time
period determined by the law. This measure is carried out by engaging
operational connections, or undercover investigator. When concluding
simulated legal affairs, operational connection must act in a manner that is
usual for smuggling, in order to create as natural as possible atmosphere and
gain smugglers’ confidence. Extreme care is required in work and special
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protection of operational connection in order to prevent any unwanted
development and reduce operational risk to a minimum.

Upon the execution of measures of providing simulated business
services and conclusion of simulated legal affairs, internal affairs bodies, in
the accordance with the law, submit to the investigative judge and public
prosecutor a special report that includes: the dates when the measure has
started and ended; data on the official person who has implemented the
measure; description of the used technical devices; number and identities of
persons targeted by the measure and assessment of the effectiveness and
results of the implemented measure.

INSTEAD OF CONCLUSION

In order for the state to effectively achieve its activity in the
suppression of smuggling, we believe that it is primarily necessary to
reinforce the functioning of certain state bodies, such as the police, customs,
inspection services, courts, etc.

In this regard, it is necessary to:

- increase the control of passengers and vehicles whose routes of
movement includes regions where weapons, drugs, consumer goods, etc. are
traditionally smuggled (Thailand, Hong Kong, India, Pakistan, Turkey,
Bulgaria, Macedonia);

- increase control of persons who come from regions where narcotics
are made and who are staying in Serbia as entry and transit passengers at
airports and city ports;

- focus attention on passengers who, based on their appearance and
behaviour, could be classified in persons who are prone to smuggling
(hippies, drug addicts, communicative people, etc.);

- develop indicative method of work for the selection of suspicious
persons, as well as the technique of taking and securing evidence traces from
secret and hidden places in cooperation with the customs services at border
crossings;

- increase system of monitoring and surveillance of the crew and
passengers, especially when ships come from countries where various forms
of smuggling are present on river ports and harbours;

- based on analysis of detected cases, it is desirable to create
operational plans of procedures for a specific period of time.

In terms of implementation of the aforementioned activities, we
consider that it is necessary to continue the process of education of state
authorities’ officers, especially members of the police and specialized units
of the Ministry of Interior of the Republic of Serbia, customs service and
judicial bodies. Furthermore, we believe that at the national level,
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communication and cooperation between the competent authorities on
combating smuggling should be improved, while at international level, all
forms and types of cooperation should be maintained and improved
(bilateral, multilateral, regional cooperation). In this context, cooperation
with specialized international organizations, such as Interpol, Europol etc. is
of crucial importance.

Finally, from the aspect of Serbian application for membership in the
European Union, we believe that it is necessary in the near future to perform
harmonization of standards with the EU Law, primarily in the field of
internal affairs and justice. De lege ferenda the adoption of the new Code of
Criminal Procedure is expected in the near future, and in this respect, the
more adequate concept of criminal procedure, which would, we believe,
facilitate the more successful fight against smuggling and other serious
criminal offences. We believe that normative and legal activity will be
achieved also in the area of substantive law, followed by valorisation of
adopted solutions in the practice and upgrade in the field of jurisprudence.
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1. [JapuHCKH 3aKOH,

2. 3aKOHUK O KPUBUYHOM TOCTYIIKY,

3. K3 PC,

4. 3akoH o npekpmajuma PC,

5. 36upka mpomuca MYII PC, 3akoH 0 MOMUIMH W MOA3aKOHCKH aKTH,
Beorpan, 2008.

Internet — websites and information.

Other — internal working materials of the Ministry of Interior of the
Republic of Serbia.

BOPBA ITPOTUB KPUJYMYAPEILA Y CPBUJU Y
OYHKIIUJIAN ITIOBERAIBA BE3BEJIHOCTHU 3ATITAJHOI'
BAJIKAHA 1 EBPOUHTEI'PALIUJA

Pesume: Y pegepamy je usnoowcen npobrem kpujymuapera y Cpouju ca
aKyenmom Ha akmyenne espounmezpayuje u nosehare 6e36eonocmu 3anaonoe
banxana. Ilocre ysoOnux Hanomena y yeHmpaiHom oOeiy pedhepama oamu cy,
npema npeomemy, GAXNCHUjU OOIUYU KPUjyMuapersd u mo: Opyixcja, MyHuyuje u
eKCnI03U8a, HapKOMuUKa, MexHUYKuUx npou3eoodq, 603und, Kyimyprhux oobapa, pooe
WupoKe nompouitve, NIeMeHumux memana u opazoe Kamersd. Y nocieorwem oeny
U3I0JICEHU CY U3BOPU CA3HATA U MECMO, YI02a U 3a0ayu ROIUYuje U OPHCAGHUX
opeana y cy3bujary kpujymuapera. Ha xpajy y 3axwyunum pasmamparouma
agupmuwy ce akmyennu npoyec espounmezpayuja u noeeharve 6e36edHocmu
Opaicasa pecuona 3anaonoz bankana.

Kwyune peuu: kpujymuapere, nenezannu npomem, npaeHa oOpocasd,
noauyuja, Cpouja, 3anadnu bankan u espounmezpayuje.

45



Gorazd Mesko PhD
Faculty of Criminal Justice and Security, University of Maribor,
email:gorazd.mesko@fvv.uni-mb.si

Katja Eman MSc
Faculty of Criminal Justice and Security, University of Maribor,
email: katja.eman@fvv.uni-mb.si

THE ISSUES OF THE PROTECTION OF THE
ENVIRONMENT THROUGH CRIMINAL LAW IN THE
REPUBLIC OF SLOVENIA

ABSTRACT

Legal theory defines environmental protection as one of the fundamental human
rights, which is also protected through criminal law. In Slovenia, criminal law
protection is defined in the Penal Code, which though the nature of some blanket
clauses in Chapter 32 refers to the Environmental Protection Act and other legal
acts. The aim of this paper is to propose specific changes to rules in the field of
environmental protection based on the analysis of environmental criminal justice
and the assessment of the actual situation in Slovenia.

The review of environmental protection has shown that the undefined terminology,
blanket nature of criminal norms and the related difficulty of proving unlawful
elements are the most distinctive in terms of the need for regulation. The analysis of
legislation reveals a relatively comprehensive criminal regulation of environmental
protection. But the present problem of inefficient implementation and failures in
implementing the good standards of environmental protection in criminal justice
burdens and complicates the efficient functioning of the criminal justice system. The
abundance and fragmentation of legislative and regulatory provisions on
environmental protection are especially compelling. In the end, the paper offers
some solutions for the presented problems of environmental criminal justice
protection in Slovenia, including the systematic arrangement of all acts and the
elimination of the problem of terminological ambiguity and incompleteness.

Key words: environment, criminal law environmental protection, criminal liability,
blanket clauses, Republic of Slovenia



INTRODUCTION

The environment" represents the basis for the survival of man already
from the beginnings of mankind, but is lately unfortunately more often the
'victim' of a human exploitation and destruction. As regards such
interventions? in the environment, which are contrary to legal protection of
environment, one is refers to the crimes against the environment. Brack®
states that environmental crime happens when individuals, groups of people
or companies (intentionally) violate laws and regulations that determine the
field of environmental protection, because of their convenience, profit or
power. And precisely the profit (to avoid costs that are required by
environmental laws or the actual income from the sale of one or more natural
resources) has become the primary reason for committing environmental
crimes and causes environmental degradation. The last is confirmed by the
profits of environmental organized crime, which were placed on fourth place
among the most profitable organised crime activities.

Legal sources declare that a person has the fundamental human right
to environmental protection. In the country with a rule of law, such as the
Republic of Slovenia, this means the appropriate legal norms, the use and the
respect of environmental law. Viler Kovacic® defined legal protection of the
environment as a set of actions, necessary to ensure a situation in which there
is no health risk and a life is decent. Through the legal protection of the
environment; soil, air, water, plant and animal species are protected from
harmful human intervention. It also eliminates the already inflicted injury

! Sinkovec (1986: 156) described environment as a collection of elements and divided it into
the physical, social and cultural environment. Furthermore, he recalled that this is a very
broad definition of environment, which is much wider than that of the human environment
(an environment where one lives, including property that is closely tied to it, its associated
plants and animals) in terms of legal regulation of environmental protection, but from the
political aspects the regulation of this field is necessary.

¢ An environmental intervention is any human act or omission, which may impact on the
environment so as to cause harm to human health, welfare and quality of their lives and
livelihoods, health and welfare of the other organisms. Environmental intervention refers
particularly to the use of natural resources, pollution of the environment, construction and
use of facilities, production and other activities, and placing products on the market and their
consumption (Article 3 of the Environmental Protection Act, Official Gazette of RS, No.
21/2004).

® Brack, D. (2002: 143). Combating international environmental crime. Global
Environmental Change, 12(2), 143-147.

* Viler Kova¢ig, A. (1999: 7). Varstvo okolja in upravni postopki. Pravna ureditev varstva
okolja. Ljubljana: Gospodarski vestnik.
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and prevents possible injuries or causing new threats to the environment and
the resulting damage.

A country is responsible for the functioning of the environmental
protection system. It is implementing this function by adopting legislative
and regulatory provisions that ensure respect for the basic human values and
beside that allow the operations of all social sectors. Legal protection of the
environment has two functions: 1) it has to have a real capacity for action,
which means that it must effectively manage the numerous problems; and 2)
regulate competing interests with the general requirements (e.g., economic
development and stability, high employment, technological progress, social
security, etc.). In addition to environmental justice, which must combine
preventive, repressive and reparation functions, it is essential that this
functioning of the country is supported with the promotion and development
of an environmental ethics, because without the awareness of citizens legal
protection of the environment, no matter how good, very quickly becomes
very inefficient.! These functions of the environmental protection are defined
in the Environmental Protection Act? (hereinafter referred to as ZVO-1).

The criminal justice system plays an important role in responding to
the phenomenon of environmental crime, because the strict enforcement of
the law provides certain protection for the environment. Equally important is
the participation of the various social sciences with the criminal justice
system.® Carter* notes that the reasons why people commit crimes against the
environment are very diverse. Some people may be inadvertently,
negligently, or unknowingly violating environmental laws. Others may be
motivated by the wish to reduce operating costs due to financial difficulties
by allowing the dumping of waste or sewage discharges into the nature. The
most dangerous, obscure and widely present perpetrators of environmental

" Ibidem.

2 Zakon o varstvu okolja — ZVO-1. (2004). Uradni list Republike Slovenije, §t. 21/2004,
17/2006, 20/2006, 28/2006, 39/2006, 49/2006, 66/2006, 112/2006, 33/2007, 57/2008,
70/2008, 108/2009

® Social sciences, especially in terms of research, observation and study, are an important
component of an effective response to the phenomenon of environmental crime and the
resulting consequences. As already noted by Carter (1998), despite the fact that some of the
most common phenomena of crime and methods of commitment were documented and
studied, the environmental crime can occur almost everywhere and almost every time, when
a new form of criminality is discovered. Therefore, the implementation and enforcement of
environmental legislation, as well as the development of better strategies and methods of
detection and investigation of individual environmental crime acts are important.

* Carter, T. (1998: 172). Policing the Environment. In M. Clifford (Ed.), Environmental
Crime: Enforcement, Policy, and Social Responsibility (pp. 169-203). Gaithersburg, Md.:
Aspen Publishers.
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crime, organized as business groups, and members of organized crime
groups.

In the field of legal provisions on prohibiting practices against the
environment in the recent decades quite a few changes happened since the
1960 and 1970, when at that time perfectly normal and harmless practices
are now limited by laws and executive acts, and also prohibited and
punishable (e.g., disposal of the construction waste on the field and forest
roads, which is now prohibited, or export manure or liquid manure on the
fields, which is now regulated and permitted only under specified
conditions). Masters and Robertson? have divided the definition of criminal
conduct into a legal and a social definition. The social definition is wider
than the legal, because they contain unsocial, unethical and harmful
behaviour. Therefore, also in the field of environmental crime should be
emphasized that not all acts which the society ranks among the
environmentally harmful and dangerous, are classified in the criminal law.
Individual legal professionals® in the field of environmental protection insist
on legal frameworks practices against the environment that clearly define
which acts against the environment can be classified as belong to
environmental crime. Also the authors argue in favour of the legal approach
to defining the environmental crime and the systematic organization of the
legal environmental protection, as shown in the following chapter.

ENVIRONMENTAL CRIME AND THE PROTECTION OF THE
ENVIRONMENT THROUGH CRIMINAL LAW

When it comes to legal protection of the environment, one talks about
a subsystem in the legal system of each country, which is responsible for the
establishment and assurance of the operation of the entire legal system. This

! Knowledge of the properties, forms, perpetrators and other particularities can greatly
contribute to a more rapid and effective investigation of the environmental crime case.
Green criminology, whose object and purpose are the study of the threats against the
environment, environmental legislation and protection measures, has as a scientific research
discipline a very important role in developing and establishing the criminal justice system
response to the emergence of the environmental crime. As a science about the environmental
crime, its causes and perpetrators, in addition to analyzing the forms and characteristics of
these crimes, green criminology explores the causes for committing and its consequences.
Masters, R., Robertson, C. (1990). Inside Criminology. New York, Prentice.

¥ Selingek, L. (2003). Kazenskopravno varstvo okolja in naravnih dobrin — izziv ali nuja?
Pravnik, 58(9-12), 651-672; Situ, Y., Emmons, D. (2000). Environmental crime. The
Criminal Justice System's Role in Protecting Environment. Thousand Oaks, Sage
Publications, Inc; Viler Kovaci¢, A. (2007). Spremembe ZVO. Pravna praksa, 26 (44), 17-
18.

49



function is implemented through the adoption of specific laws and executive
acts, as well as by the ratification of various international instruments, such
as bilateral agreements, conventions, declarations, etc. In this way,
environmental protection legislation is created and formed. The legal
regulation of the environment is diverse; it can be regulated by an internal
state/national legislation® (constitution, laws and bylaws, national programs,
actions and other administrative authorities, criminal and legal protection,
recovery operations of civil law, etc.) and international instruments
(conventions, treaties, etc.).” Problem solving and sanctioning of violations
of environmental protection are based on a combination of administrative,
civil and criminal law. Selinsek® stressed that criminal law is the most
limited, due to its ultima ratio. And although the criminal law in
environmental protection can be regarded as accessory, nowadays, at the
international level the need to protect the environment through criminal law
measures is highlighted/stressed. The reason for this are the more frequent
and extensive ‘attacks’ on the environment with increasingly severe
consequences. Dezman* adds that the fundamental duty of modern criminal
law is the protection against the most serious forms of deviant behaviour in
society. Unfortunately, environmental criminality has become just that, a
form of deviant behaviour, whose consequences attain the most dangerous
possible forms. Globally speaking, environmental crime is increasingly
threatening the life and survival of man and his kind, and also the existence
of all other living and non-living forms on the Earth. Therefore, it can be
concluded that environmental law is dealing with really frequently changing
and broad content. The problems and consequences of environmental crime
are opening a wide field for legal professionals, where Sinkovec® points out

'Sinkovec (1986: 172) notes that in the field of environmental protection the legal norms
have mainly the character of categorical, binding and prohibiting norms and impose absolute
liability.

%In the Republic of Slovenia the legal environmental protection is defined in the Constitution
of the Republic of Slovenia (Official Gazette of RS, No. 33/1991), ZVO-1, Penal Code of
the Republic of Slovenia (Official Gazette of RS, No. 55/2008), Water Protection Act
(Official Gazette of RS, No. 67/2002), Animal Protection Act (Official Gazette of RS, No.
43/2007) Resolution on the national environmental protection programme 2005-2012
(Official Gazette of RS, No. 2/2006), Act about Ratification of the Kyoto Protocol to the
United Nations Framework Convention on Climate Change (Official Gazette of RS, No.
66/2002) and numerous other legal acts and regulations.

¥ Selinsek, L. (2003: 265). Kazenskopravno varstvo okolja in naravnih dobrin — izziv ali
nuja? Pravnik, 58(9-12), 651-672;

* Dezman, Z. (2004). Nekaj kritiénih pogledov na novi model slovenskega kazenskega
postopka. Dnevi slovenskih pravnikov 2004. Ljubljana, Podjetje in delo, 30(6/7), 1575-1589.
> Sinkovec, J. (1994: 21). Pravo okolja: nacela in mednarodnopravni prikaz. Ljubljana,
Uradni list Republike Slovenije.
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that the perpetrators of the problems in the environment are those elements
that need to be managed.

With a range of different measures, the society endeavours to prevent
and reduce pollution and other forms of destruction of the environment,
which occur due to insufficient control of the exploitation technology, lack
of awareness, as well as non-compliance with environmental ethics.
Nowadays, to preserve the environment, one takes a number of
environmental measures that address the protection of individual assets, as
components of the environment.' One of the forms of environmental
protection is environmental protection through criminal law. The latter is
being built and developed (and is still developing) within the framework of
national legislation in accordance with the development of other legal
protection due to an increase of the problem, changes and, unfortunately,
deterioration in the field of environmental protection. Violations of
environmental protection appear across all categories of criminal conducts.

A special feature of environmental criminality is that it is a relatively
new field of deviance, which is still changing. It includes specifically
protected goods (e.g., human health and life) endangered in a specific way.
Furthermore, the damage caused by such acts is often considerable and
victims are often unknown or forgotten. The individualisation of victims, as
highlighted by Bortnik Pribakovi¢, Zovnik and Zagar,? is often difficult, as
some of the consequences of such forms of criminality remain hidden for a
long time and become visible or even detected only after several years or
decades.® Environmental damage and effects on humans are therefore often
irreversible. And as regards environmental criminality, already Pecar’ has
been warning that the majority of the environmental crime acts are based on
gain, which stresses the imperative of profit on the human sense of
ownership and control of the nature. This claim about environmental crime
remains true until today, as is also true that one needs a more focused study
and analysis in this area.

! Zorman, 1. (1986: 269). Kazenskopravno varstvo okolja. In J., Gregori¢ (Eds.), Prostor in
okolje: pravni problemi (pp. 269-300). Ljubljana: Gospodarski vestnik.

Z Borstnik, Pribakovi¢, A., Zovnik, M., Zagar, T. (2004). Odgovorno okoljsko delovanje:
Sistemi ravnanja z okoljem. Ljubljana, Schwarz d.o.o0.

A massive problem of environmental crime is the connection between the commission of
the crime and the creation of consequences (perceived violation and proving it). One talks
about acts that create remote and unpredictable consequences; therefore it is difficult to
prove the existence of specific imminent threats, and even harder the causation and blame of
the perpetrator.

* Pecar, J. (1988: 286). "Kriminologko" javno mnenje. Zbornik znanstvenih razprav, 48,
105-125.
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In Slovenia, one is still facing the development of legislation in the
field of criminal law protection of the environment and unfortunately a lack
of legal practice in the field of environmental crime. Due the a small number
of annual crime reports made against the offenders of environmental crime,
the examples of cases that come before the court, where both the prosecutor
and the judge are participating, are rare, which leads to a lack of case law
and precedent rulings. As Pecar' indicated already three decades ago
consequently there is a lack of consideration of the law, inconsistencies in
the detection, processing and trial and unduly low sentences handed down
for environmental crimes arise. Despite constant changes in the legal
environmental protection, above all the criminal law, remain vague and too
specific as well as (too) lax in some areas. Individual deficiencies have not
been resolved through the commitment nor by the harmonization of
Slovenian legislation with the European Union. However, the meaning and
importance of criminal law protection lies in the quality of the material law,
therefore criminal law refers to it.

The scope of environmental crime in the Penal Code of the Republic
of Slovenia? (hereinafter referred to as KZ-1) is defined in Chapter 32 as
crimes against the environment, space and natural resources. Chapter covers
16 offences (articles 332-347). The majority of environmental criminal acts
are blanket® clauses and have their basis outside criminal law, in other
environmental protection legislation. The legal basis for the so-called blanket
dispositions is non-criminal law, other regulations in the field of
environmental protection, particularly in ZVO-1. In assessing whether the
crime was committed or not, substantive provisions of individual legislative
environmental protection should be considered. Therefore, the interpretation
of specific terms from Chapter 32 is reasonable to use for the interpretations
of terms from ZVO-1, which is an umbrella act on the field of the
environmental protection.

One of the most outstanding problems of environmental crime is the
volume of committed violations and the appearance or often long-term
invisibility of the caused consequences or the proving of the illegality of the
committed act in the criminal procedure. As regards environmental crime,

! Pecar, J. (1981: 39). Ekoloska kriminaliteta in kriminologija. Revija za kriminalistiko in
kriminologijo, 1(34), 33-45.

2 Kazenski zakonik Republike Slovenije (KZ) (2008). Uradni list RS, &t. 55/2008, 66/2008,
39/2009, 55/2009.

¥ When it comes to the blanket clauses, one talks about a statutory organization, where the
criminal justice provision does not provide an overall description of the criminal offence,
but is on the basis of its individual character referring to the provision from another legal
area (Javornik, 1997: 437).
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one is dealing with an act that leaves behind distant and unpredictable
consequences; therefore it is difficult to prove the existence of immediate
danger, the causation and the guilt of the perpetrator.

In Slovenia, the concept of continental material illegality as a non-
compliance with legal values is used. The concept of illegality belongs
within the scope of the formal and material conception of the criminal act.
The Slovenian Penal Code accepts the formal commission of the criminal
offence.! The provision has four elements: criminal liability, risk, signs of
the criminal act and punishment. To be able to talk about the criminal
offence, all four elements have to be cumulatively fulfilled.

In the field of environmental protection through criminal law stands
out interlace of the criminal acts and offences against the environment, so as
noted by Bele? “the substantive criminal liability at the criminal acts should
be given; at the misdemeanour it can be given or are the offences only
formally unlawful".

The adoption of the new Penal Code in 2008 introduced some
significant changes in Chapter 32. Of the 15 articles from Chapter 32 one
article was deleted and seven modified, seven articles remained unchanged.
The modified articles received a number of additional paragraphs, which
introduced also some so far undefined crimes against the environment. KZ-1
introduced 16 articles in Chapter 32, which means that two completely new
articles were introduced. From the review of the chapter it is evident that the
provisions, covered by the chapter 32, can still at least approximately be
divided into three groups, according to the individual object of protection
through criminal law — the crimes against the: 1) environment and space; 2)
natural resources; and 3) domestic animals and cultivated plants (as done by
Selingek® in the previous Penal Code*), although with the widening of the
chapter the borders between divisions are blurred and unclear. At this point,

It is defined in the Article 7: "The criminal offence is an illegal act, which is by the law
determined as a criminal act because of its illegality and danger. Furthermore, the law
determines its characteristics and the penalty for it."

> Bele, I. (2002: 1423). Elementi protipravnosti in krivde v kazenskem pravu in pravu o
prekrskih. Dnevi slovenskih pravnikov, 10.-12. oktobra v Portorozu, 6-7 (XXVIII), 1419-
1426.

% Selinsek, L. (2003: 661). Kazenskopravno varstvo okolja in naravnih dobrin — izziv ali
nuja? Pravnik, 58(9-12), 651-672.

* Kazenski zakonik Republike Slovenije (KZ-1) (1994). Uradni list Republike Slovenija, it.
55/1994, 70/1994. The majority of criminal acts in the Penal Code is of blanket nature,
which means that they have their basis in regulations outside the criminal law. Moreover,
this provides a consistency of the criminal justice intervention with the administrative legal
norms (Selinsek, 2003).

> For more details see chapter 32 of the Penal Code of the Republic of Slovenia (KZ-1).
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it should be noted that such a division is only relative, because it is not
possible to draw a clear dividing line between the individual values protected
through law. An additional argument are the blanket clauses from Chapter
32, due to which e law enforcement agencies have to rely on a number of
other environmental protection legal sources in addressing environmental
crime. Some legal sources also provide additional, different definition of
certain offences against the environment, which furthermore blurs the
boundaries sought for the purpose of clear division. The logical conclusion is
that this kind of diversification of legal environmental protection provisions
creates confusion and possibly an unwanted duplication and
misunderstandings of responsibilities among different departments However,
such a situation makes the desired successful work of investigators very hard
to achieve. To avoid the issues presented above, an arrangement of the entire
field of crimes against the environment in relation to specific areas or within
a common field inside the environment (water, air, soil, plants and animals)
that are protected by law or according to certain other criteria, would be
sensible and more than welcome (required).

The criminal law has very little space for manoeuvres in the field of
environmental protection. It often appears that certain provisions are not
concrete and comprehensible enough, as e.g., 'excessive pollution’, ‘cross
loading’ etc. It would be necessary to introduce new concepts, with clear
terms and definitions, and understandably determine when the consequences
occur, and what kind of consequence has to occur so that criminal law can
intervene. In the current environmental protection legislation it is often
extremely difficult to determine when an action is unlawful. All of the
above-mentioned questions and identified issues are discussed in the last
chapter.

DISCUSSION

It can be concluded from what was mentioned above that the vague
terminology, the blanket nature of criminal provisions of environmental
protection and with it related difficulty of proving the unlawfulness of
committed act against the environment, are elements of environmental
criminal justice, which somehow stand out the most in terms of the needs of
their organization and elimination of weaknesses, which were pointed out.

The review of international, European and national environmental
protection shows an extremely large field of environment, protected through
legal norms. At the international level of environmental protection the
ineffectiveness of conventions and declarations (e.g., Kyoto Protocol) is
evident. Neither the administration nor actions of the United Nations help. It
is necessary to highlight the 'active’ link between the EU and the Republic of
Slovenia as a member of the European Union. The abundance of regulations
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and directives of the European Parliament, the Council of Europe and the
European Commission concerning environmental protection is enormous.
EU membership is the reason for the very rich and systematic arrangement of
environmental justice in our country, but on the other hand, exactly the
active adoption of legal provisions on environmental protection at the level
of the European Union impacts the scope of legal protection in Slovenia as a
member state. Slovenia has been facing constant changes and adaptation of
legal norms since it acquired the “status” of a joining member state
Therefore, also in Slovenia, one is facing the overload of legal norms on the
environment and the consequent difficulties both in implementation and in
execution of these regulations. In Slovenia, the transfer, promotion and
implementation of (criminal) sanctions in the field of environmental
protection remains the domain of the criminal justice system of the EU
member state.

At the national level, legal experts in the field of environmental
protection are facing an abundance of legal provisions, when on the other
hand, the transfer, promotion and implementation of the (criminal) sanctions
in the field of the environmental protection remains the domain of the
criminal justice system of each member state. Already Comte and Krimer*
have pointed out that the majority of EU member states are facing the fact
that the justice system clings to its competence and is not ready to cooperate
or discuss effective sanctions, which are to be applied or go beyond national
borders. The European Union is faced with completely the opposite
phenomena. On one side the so-called Europeanization and globalization of
the essential standards by the EU without an accompanying effective
implementation and enforcement of sanctions. On the other side, the
deregulation of sanctions in member states in practice. It turned out that the
implementation of (criminal) sanctions on European territory is extremely
inefficient in practice, whereby the legal protection of the environment
especially stands out. The so-called phenomenon of the 'placebo legislation’
is at the forefront of discussions and developments on the political scene for
a term of the legislature of the government or lower political levels, but in
fact it does not protect those values for which it was intended and that should
be protected. This situation needs to be overcome at the level of the EU and
also at the level of member states.

In this ‘confusion’, the issue of a more meaningful (useful)
organisation of the entire field of the environmental protection through
criminal law in Slovenia remains unchanged. The provisions on

! Comte, F., Krimer, L. (2004). Environmental crime in Europe: Rules of sanctions.
Groningen: Europa Law Publishing.
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environmental protection focus on four main elements that define them as
natural resources, namely air, water, soil (soft soil and mineral materials) and
biodiversity. If one is placed in an origin position of the blanket clauses of
the environmental protection in KZ-1 and its attachment to ZVO-1 and other
legislative and regulatory acts, the regulation of all four areas seems
reasonable, because they are in accordance with an internationally accepted
classification system used by the EU. Furthermore, all other legal and
statutory instruments on environmental protection are classified this way.
Such arrangement of the articles within the KZ-1 and interaction with other
legal acts is allowing greater systematic arrangement of areas and makes the
work of competent authorities much easier. Therefore, it is reasonable to
consider also the greater integrity of individual legal acts on environmental
protection in addition to ZVVO-1, which is linked to KZ-1 (authors refer to the
reduction of regulatory provisions and their transfer and placement under the
single umbrella law) which would reduce the fragmentation of provisions
and facilitate the work of relevant agencies, which would according to the
provisions of Chapter 32 of KZ-1 need to follow only the provisions of the
ZVO-1 and other acts that regulate the discussed field (e.g., Chemicals Act,
Waters Act, Forests Act, etc.), and not additional dozen or more regulations,
policies and other adjustments any more.

The field of environmental protection, which includes criminal law,
is mutually inseparably intertwined, due the fact that criminal provisions of
environmental protection and the efficient functioning of the criminal justice
system depend on the incidence of the environmental crime. The relationship
is also confirmed by a strong interdisciplinary field of deviations against the
environment, which combines the social science and the natural sciences. A
review of the provisions of Chapter 32, despite the blanket clauses, disclosed
a relatively comprehensive criminal justice regulation of environmental
protection. The problem of the failed implementation and unsuccessful
execution of the very good criminal justice norms on environmental
protection burdens and complicates the efficient functioning of the criminal
justice system. The abundance and fragmentation of legislative and
regulatory provisions, which regulate individual fields (e.g., laws, decrees,
regulations, etc.), are especially compelling. The problem manifests itself in
the work of the inspectors and the police and furthermore with the
prosecution and the judiciary. There are several different but still similar
solutions:!

! The proposal of a solution, which is the most extreme, the most extensive and probably the
most difficult, and includes the direct elimination of blanket clauses from Chapter 32, which
would require the transfer of provisions from ZVO-1 and from other legislative and
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- It is necessary to avoid excessive accumulation and abundance and
(undesirable duplication) of the acts as much as possible. It definitely is
possible to reduce the ‘confusion’ and congestion of environmental
protection provisions in an efficient manner: e.g., that the country tries
to directly transpose all EU directives and regulations into its legislation,
to avoid the accumulation of secondary legislation on environmental
protection (the examPIe of such legal regulation is the environmental
protection in the U.S." or in to us closer Scandinavian countries?).

- The systematic arrangement of all legal resources that affect the field of

the protection of the environment through the criminal in the form of
unified publication (e.g., preparation of an appendix to the KZ-1 or
ZVO-1, which would encompass all misdemeanours and offences
against the environment and the auxiliary tool for inspectors, police and
prosecutors in investigating crimes against the environment and would
also be one of the sources for the judges in charge of legal procedures
against violators of the environmental law) would be very applicable.
Thereby the widespread, unsystematically and disorganized
environmental protection legal norms would be decreased and the
relevant departments would save a lot of time, which is now lost in the
search among the laws and by-laws. In today's era of information

regulatory acts relating to environmental justice protection into the Penal Code, does not
seem real, therefore it was abandoned at the beginning.

! More on this in Kiss, A., Shelton, D: (2004). International Environmental Law. Ardsley:
Transnational Publishers Inc.; Yeager, P.C. (1991). The Limits of Law. New York:
Cambridge University Press; De Sadeleer, N. (Ed.) (2007). Implementing the precautionary
principle: Approaches from the Nordic countries, EU and USA. London: Earthscan; Brooks,
R.O., Jones, R. in Virginia, R.A. (2002). Ecology and Law in Modern Society. Cornwall:
MPG Books; Burns, R.G., Lynch, M.J. and Stretesky, P. (2008). Environmenal Lax, Crime
and Justice. New York: LFB Schoolarly Publishing; Albrecht, H.-J. and Lepp4, S. (1992).
Criminal Law and the Environment. Helsinki: HEUNI; Bodansky, D., Brunnée, J. and Hey,
E. (Eds.) (2007). The Oxford handbook of international environmental law. Oxford, New
York: Oxford University Press.

2 More on this in Usa, . (2009). Finland Ecology & Nature Protection Laws and Regulation
Handbook. New York: International Business Publications; Keskitalo, E.C.H. (ur.) (2010).
Developing Adaptation Policy and Practice in Europe: Multi-level Governance of Climate
Change. Dodrecht, Heidelberg, London, New York: Springer Publisher; Orheim, A. (2006).
Legal matters in regard to evaluation of geological resources: a review using the Mining
Code for Spitsbergen (Svalbard) as the primary base for observations. Svalbard:
Longyearbyen; De Sadeleer, N. (Ed.) (2007). Implementing the precautionary principle:
Approaches from the Nordic countries, EU and USA. London: Earthscan; Albrecht, H.-J.
and Leppd, S. (1992). Criminal Law and the Environment. Helsinki: HEUNI.
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technology such collection can be arranged also online which makes it
even easier to search and browse.

- In terms of blanket clauses it would be easier if the Penal Code was
directly connected to the laws and their provisions, rather than to the
regulations and other statutory instruments, which the investigators
currently have to know and use in proving the illegality of individual
crime against the environment.

- In all outstanding issues (of still open cases) it should be clearly noted
when an individual consequence (has to be clearly defined) occurs and
when the criminal justice intervention is necessary.

- From the nature of the environmental justice arises that it is actually a
compromise or a current professional knowledge and consensus in the
society, so it is very unlikely that the law would allow broader
modifications. Also in Slovenia, one witnessed the process of
stabilization of environmental protection legislation, which still has no
clear set of concepts and borders. It will take some time that the
environmental justice will receive its complete comprehensive concept.
In this process the functionality and compatibility with the cognitions of
the natural sciences (a multidisciplinary of the field of environmental
crime and the links between social and natural sciences, where law is no
exception).

- Perhaps the most important among all exposed issues of environmental
protection through criminal law is the problem of disorder and
incompleteness of the terms related to the environment. Therefore, it
would be appropriate to complement Chapter 32 of KZ-1 so that the
appendix (separate article, or just extra indent in the Article 332 that
defines basic terms), which would include terminological definitions and
enable clarity and the exhaustive nature of the sanction (currently there
is a confusion about cases as what the provision of 'partial damage to the
environment’ really means, etc.). Clearly it is necessary to determine
when and how the consequence arises, when the action is unlawful and
what kind of consequence must occur that the criminal law can
intervene.

However, at this point it should be noted that deeper intervention into
the actual provisions of the Penal Code without appropriate knowledge and
experience in the field of environmental protection, criminal justice and the
rule of law is not allowed. For every such intervention a more detailed
analysis, comparison of criminal justice systems and the case studies of
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'good practices' and a good group of legal experts is necessary. If we have
time for such a thorough, comprehensive and long-term analysis is another
question. Definitely it is not good to act rashly in the design of changes in
this area. It is necessary to establish a national system of environmental
criminal justice protection (without the unnecessary copying of foreign
systems), which is supported by the EU, but still primarily remains the
domain of a member state.

Furthermore, also the reasonableness of criminal justice protection of
the environment is very important. It is reasonable to prosecute and punish a
criminal offence only if people understand the purpose of punishment (cause,
purpose, meaning and consequence), which should have a preventive effect.
The punishment will have a true meaning only when criminal law
intervention will be enforced under the condition that there is a clear
consequence of environmental crime acts. Furthermore, the punishment will
have sense, if the resulted consequence will be presented to people in the
way all the other violations are. It is therefore necessary to clearly define
when and how the threat or degradation of the environment and people is
committed. Also the degree of risk has to be presented. The latter is best
described with an analogy. Only after all this is achieved can the punishment
have the desired general preventive effect. However, criminal law is used
when it comes to the worst possible consequences. Therefore, authors
believe that when it comes to risk, especially in the field of environmental
protection, preventive punishment is much better.

Already Zorman® pointed out that the legal norms, which define
environmental protection, should have mainly a preventive nature and
repressive measures should be used only in cases of specific misconduct of
legal entities or individuals. Unfortunately, the modern society is long time
past the concept of ‘just' in case of threats against the environment.
Therefore, social intervention is definitely needed. It is urgent mainly
because the interests of those who pollute or otherwise destroy the
environment are very often in conflict with general social interests, which
include increasingly emphasized efforts for clean environment. Since
ecological problems are present in various sectors of the society, legal
protection also intervenes in different areas of law. In theera of progress and
development of the modern society, it is important to protect the
environment, as a matter of fact even necessary for the survival of the next
generations of mankind. In Slovenia, such reasonability of legal norms in the
field of environmental protection would be achieved only if the inspection

! Zorman, 1. (1986: 270). Kazenskopravno varstvo okolja. In J., Gregori¢ (Eds.), Prostor in
okolje: pravni problemi (pp. 269-300). Ljubljana: Gospodarski vestnik

59



services were given a lot more powers and responsibilities and if the
preventive character and repressive measures were preserved through their
regular monitoring of legal norms. The results of criminological studies!
show that in most cases the intimidating impact of criminal sanctions for acts
of environmental crime is low. It turns out that a low probability of detection
of committed acts, combined with relatively low penalties and fines, is
increasing the pessimism about the effectiveness of environmental criminal
justice. Furthermore, organised environmental crime and its function in the
form of legal entities are destroying the usefulness of traditional monetary
sanctions such as imprisonment etc. Faure and Visser® propose a shift from
traditional criminal sanctions of environmental criminal justice and the
transition to the so-called specific sanctions, such as cleaning up polluted
areas, reparation of the caused damage, media reports about convictions and
sentences orf the offender (which stands for ‘naming and shaming’), etc. The
latter is especially useful for white-collar crime, which is in the field of
environmental crime becoming more common and increasingly seeks to
intervene in the field of (criminal) justice protection of the environment
(corruption, lobbying, blackmailing, etc.).
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ABSTRACT

The media corruption is new theoretical term that has never been
researched from socio-criminological aspect so far. This type of corruption has
direct impact to the non-objective informing of the citizens trough most sensitive
ways of manipulation and thus it represents strongest strike on the democracy of
Republic of Macedonia and its most important segment — democratic, fair and free
elections. The media corruption generally is accomplished on three levels or
subtypes. The first level consists of political corruption, by making influence from
the centres of political power over the editor politics of certain media. Second, the
political-economic corruption made by the Government over certain medias, by
transferring amounts in millions of Euros to the television media through marketing
agencies, completely legal from legal aspect (lege artis), but highly suspicious from
socio-criminological aspect wining the Government public tenders for advertising
campaigns. Third, through economic-political corruption, firstly accomplished in
the same medias by conducting criminal offences, tax frauds and money laundering,
and latter when the Government conducts inspection and discovers irregularities,
instead to submit this cases to the legal authorities, it abuses the position and the
authorities and blackmails certain medias to change the concept of their editors’
politics.

The damage caused by this sensitive crime of media corruption has
huge negative consequences, not only from material, but also from an even more
nonmaterial aspect for a society as fragile as the Macedonian society. The most
negative consequence is the fact that in Republic of Macedonia, in these
circumstances, there are not and cannot be any preconditions for fair and truly free,
democratic elections. The price paid by the citizens is lack of democratic and
economic development of the country that leads to an unstable political and
security condition, etc. In these conditions, the PR becomes damaging substitution
for the realistic and developing political offer. The Republic of Macedonia becomes
prisoner of the black-white world of the two largest political parties around which
in the past 20 years of transition the political satellites, that tend but realistically
cannot become a real third option, circulate. Besides free media, the citizens should
have freedom to select of programs, equally represented not only by the political
competitors but also even more important, the citizens should know more about the
entire relevant offer of conceptual ideas, and long term systematic - strategic
approaches for solving the most sensitive priorities of highest state interest. In



order to accomplish that, instead of a corrupted journalism that is based on
sensationally trivial topics, we need creative, investigative journalism based on
objective professional standards. In order to accomplish this, qualitative radical
reforms are necessary within the most crucial spheres in the society.

Key words: media corruption, non-objective informing, democracy,
freedom of choice, security, investigative journalism, independent intellectuals.

1. INTRODUCTION

The general topic of the international conference, “The Safety of the
post-conflict (West) Balkans, the transition and the challenges of the
Republic of Macedonia (the Safety studies and the science about the safety —
asfaliology), is essentially connected to the topic that 1 am going to explain
in the text. Specifically, taking into consideration the knowledge about the
etymology genesis of the word safety, which comes from the Latin word sine
cura (= without care or change), the safety indicates a very broad, multi-
dimensional phenomenon, which can be observed from the aspect of
potential fears and threats for an aggressive war, internal armed clashes,
citizens’ unrest, rapid growth of various types, and subtypes of violent,
conventional and aggressive unconventional crime, delinquency and socio-
pathological occurrence, which can directly and intensively endanger the
physical safety of the people. That is its military and police aspect. Still, the
safety can be observed and studied from an economic, political and legal
aspect, simply because they are part of the reasons and conditions that
influence the safety aspects of both military and police character. Even in
cases when there is no intensive violence of the safety due to such reasons
from a military or police aspect, the economic, political and legal aspects
will certainly influence negatively the safety of the people, if they are not
correctly set or directed through the appropriate politics. That is the non-
violent, subtle, material dimension of the safety. However, the safety
(without misery) does not mean only jeopardized material misery. The
misery can become worse if it is rooted in the spiritual misery of the
predominant spiritual matrix that rules in a society. That is the nonmaterial
dimension of the security. Therefore, the psychological, philosophical and
the cultural dimensions of the safety are not less important than the others,
and they need to be thoroughly researched. Otherwise, the true and dominant
reasons, factors and conditions on one side could not be detected in that
complex and determining medley, neither will the occurrences be clear for
explanations, together with the processes and the relations (outside
manifestations) on the other side. What matters the most is the fact that the
science will not be able to effectively perform the normative-prescriptive and
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practically-applicative function apart from its other functions, if the safety is
not being multi-dimensionally studied, as to finding the most optimal,
possible and sustainable solutions for a long period of time, in the context of
a systematic-strategically approach when solving the situations. It is
understandable that all these safety segments are interdependent, and
knowing the limitations of the space in this text, we cannot open a deeper
and more extensive analysis. Some of the consequences in the adequately
multi-level causality, on the higher levels of causality, become additional
reasons for endangering the safety of the people because of the consequences
themselves (Labovik and Nikolovski, 2010).

Taking into consideration the existing constellation of forces and
relations in the region, there is a view in the expert’s and the scientific public
that there is currently no real danger that the safety of the Republic of
Macedonia would be threatened by an outside aggressor. Such a view should
not implicate that the safety doctrine should stop searching for possibilities
for future, potential threats to the safety of our country on a military basis.
However, | am strongly convinced that the safety in the Republic of
Macedonia is less of a question of war doctrines, strategies and tactics
(the country cannot be defended only by arms and muscles), since the
safety depends more and more mostly from: what kind of a
philosophical view of the life and the world, what political philosophy
and ideology will prevail in the environment of a pluralistic relativism of
values and polyvalent moral, when there is a real lack of democratic
tradition, low political culture and legal sense. Furthermore, the economic
misery (poverty), the high level of unemployment, the low level of economic
development, and the stagnation in the democratic process, are the causes for
some authors, and consequences according to me, from the higher type of
subtle shapes of corruption and the directly connected institutionalized type
of the most dominant type here, the organized, financial crime. At the same
time, they are the causes too, but not from the deepest levels of cause-
consequence sequence. Part of the other types of high corruption, is also
the media corruption, which, in some of its subtypes, is inextricably
linked to the organized financial crime of an institutional type in,
around and through the media that severely threaten the economic and
the political-safety situation in Macedonia. Also, the lack of quality
normative-institutional structure in the society, although material, still
presents subtle-perfidy dimension of endangering the safety of the people in
a legal system, whose objective limits are extremely determined by the
specific determining factors in the Macedonian society, such as: relativity of
the values, polyvalence of the moral, the specific mentality, customs, lack of
democratic tradition, low political culture and legal sense. To be exact, |
contend that there is a nonmaterial, spiritual matrix of the problem connected
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to endangering the safety behind all other reasons, factors and conditions, as
well as various negative conditions, appearances, processes and relations.
Therefore, | think that researching those causes should give the proper
answers and directions for solving the problems. Due to space related
reasons, | chose to elaborate a segment of a higher type of corruption and its
constantly linked institutionalized type of organized financial crime, as some
of the various types and shapes of the organized crime in the world
(Labovic&Nikolovski, 2010).

2. MEDIA CORRUPTION

Twenty years have passed from the first multi-party Parliament and
rudimental inception of the democracy in Macedonia. Theoretically, it is out-
of-space to talk about the meaning of the objectivity of the media when
informing the public about the (non)existence of the democracy in a certain
country, especially in a fragile society such as Macedonia. However,
shouldn’t we observe the objective informing as stupefying the public with
“top” topics of the lustration; furthermore: who, how and how much could
outsmart the political enemy with cheap politics games, in the ruthless battle
for a possible re-arrangement of the forces in the Parliament; initiating or not
early elections, etc. All this is being done before your eyes, by “top”
journalists with “top” analysts or politico (politician is a word that needs to
be deserved) in “top” programs with specially booked times in the most
watched hours. The level of the debate is trivially small-town, as if you hear
aunts arguing in some small neighborhood. Instead, those programs should
cover battles over concepts an thesis, open new dimensions and broaden
horizons of citizen’s views so that they make the right choices when new
elections come, and not lead to distraction, avoiding the true, essential topics.
| do not mean only economy related topics, which are mechanically
considered only as essential. It is very comprehensive to find out the cause,
or the consequence of the low economic development and everything else
with it in Macedonia. To be precise, there is a widely open question in the
topic discourse — are the systematic-endemic corruption and the
institutionalized (political) type of organized crime that are really serious
topics, the reason or the consequence of the poor economic state in
Macedonia (high percentage of poverty and unemployment, low rate of
direct foreign investments, low rate of economic development, etc.)

Still, practically seen, it is catastrophic for our young democracy to
ignore and literally isolate some of the most called and truly proven
independent experts on certain topics, whose views do not converge with the
management politics of specific TV stations. | claim this because societies
with no developed or respected independent intellectuals will eventually
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collapse sooner or later. In conclusion, the journalists should keep track of
the most called experts that thoroughly cover a certain problem area, rather
than the overly exposed and hackneyed old-new so-called experts, whose
intellectual and spiritual matrix is not all different from the one of their
senior colleagues, who have been defocusing the Macedonian public from its
becoming independent all through today’s day, while Macedonia is being
kept in a status quo position due to their personal interests, lack of
knowledge or covering political agendas of certain political parties for both
personal and party reasons. If the journalists really work following the
objective, professional standards, they need to listen to the experts according
to the objective criteria, knowing the depth of their analyses and the original
contribution in certain areas within the world, since some of them receive the
most prestige science awards and merits both in the country and abroad,
while some of them (proven by facts) present the most optimal bond between
the theory and the practical-direct experience in the respective problem area.
By a selective call up and isolation of the objectively most called experts, we
see a spoof from various TV programs, on some of the TV stations. At the
same time, it is worth mentioning that the media does not have to be
independent (it is questionable if it really can be), but it still needs to
keep the minimum objectivity and professional standards. Cases that can
support this thesis are the empirically confirmed cases when the media can
be ideologically-politically profiled as governmental, such as the so-qualified
TV Sitel (according to the statements by some of its journalists and by all the
others), where some journalists should still work there and objectively
observed are trying to work professionally following the professional ethics
and standards. We can also mention TV K5, etc. The media can be
oppositional too, such as A1 TV, but with journalists as positive exceptions.
However, the problem is not in the ideologically-political profile of the
media, but in the media corruption of the various subjects in and
around the media, which is being created in at least three subtypes, to be
covered further below. In fact, the freedom of the media means not only
freedom from outside (both political and business) influence and pressure,
but also freedom from the owners in the media itself and freedom inside
from themselves for freedom of the true, exploring, responsible and objective
journalism so to objectively inform the public and create freedom for a
genuine and not illusive selection with the citizens.

2.1. Political corruption in the media
An interesting empiric fact is the one about a TV station identifying

itself with the fight for democracy. According to the way certain journalists,
stationed in various TV stations that manage and conduct the programs,
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constantly invite so-called experts in all fields from the list of experts who
obviously have party profiled views or are closely related to journalists in
different ways, they place themselves in the nonobjective, i.e. one-sided
presenting of the most essential matters of a top national priority. That way,
the journalists contribute to creating an atmosphere of a collective
delusion with the widest audience in Macedonia. Such a way of
informing the citizens is an immediate impact on the democracy in
Macedonia, and not a battle for a democracy! | say this because today,
those who speak the most about democracy and freedom in Macedonia, are
the ones that stamp down the democracy or do not contribute essentially for
its practical realization. As private TV stations, the managers-journalists can
certainly invite anyone they like to the programs. However, they should not
forget that their TV stations, or even the authorized programs introduce a
public-legal entity that the national concessioners broadcast in their
programs on the whole territory of Macedonia. As a result, although the
moral and the professional responsibility for an objective informing of the
public falls on the media, through the rating of the media, and also the
(im)possibility npeky riemanocra (pejrurror) for a flow of income from
advertisements, together with the (in)capability for raising or losing the
professional rating of each journalist individually, the practice still shows
and the empiricism proves that even at the risk of such (im)possibilities, the
medial will not give up the nonobjective informing of the public. To avoid
the icky perception of the widest auditorium, the facts are not being
fabricated. On the contrary, they are made attractive by presenting only
certain fragments, i.e. their modification and giving them an absolutist
meaning. At the end, some facts are not at all presented or become very
contrasting valuable comments from those of the opposing party. These
conclusions are being supported by a longer line of certainties, which are not
to be listed here due to the respect of presumed innocence, the dignity of the
persons and the business credibility of the juridical persons-radio-diffusion
trading companies, mostly TV stations as the most influential media.

Even if we agree with some managers-journalists that their favorite
guests are the most competent experts on the respective topics (since the
responsibility falls on them, of course), shouldn’t those “most competent”
experts, who are on the same page, i.e. have the same or similar ideological-
political matrix of thinking, have someone to oppose them so that we see an
authentic debate and objective information for the public about all
differences in views? If this doesn’t happen, what type of an objective and
professional journalism are we talking about and declare? To make the
arguments even more valid, | will point out several empiric examples from
the reality: 1) a certain TV station invites guests that identify the
dysfunctional system against organized crime and corruption by
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nonperforming the given tasks by the EU, instead of giving an opportunity to
the citizens to learn about the essential, quality difference in the perception
of the literally most said problems in our Euro-Atlantic integration-organized
crime and corruption, as well as proposing a quality new system for fighting
the organized crime and corruption with quality-radical reforms in seven
most crucial spheres of the society that project the most optimal solution in
the specific social-historical moment for the Republic of Macedonia. There
is still no government that wishes to accept and implement the most
important solutions of this coherent and complementary system. Nobody
asks: Why? On the contrary, almost all exposed intellectuals of the
Republic of Macedonia defend the thesis that we have a normative-
institutionally built system, meaning institutions and laws, only lacking
the political will: that is to say, people that work in those institutions
should be allowed to do their job in peace! Apparently logical, but still
an extremely false perception of the situation. Due to the lack of space, |
cannot explain the discrepancy. However, being the most called
representatives of the public, the journalists are not interested in hearing and
understanding the difference that need to be shared with the widest public!!!
2) Here we have the question of amnesty of criminal money, which was a
topic in one of the programs of a certain TV station. The amnesty in my
proposal-system is just one of the alternative measures, as ultimo ratio only
in exceptional situations that need to be determined based upon more
thorough researches and analyses. 3) Also, a special program of one of the
TV stations covered a specific topic if we can have a Macedonian Sanader?
We have already been the first in the region to have a case of accused ex-
Prime Minister for a financial crime and corruption during his mandate as a
Minister of Defense. If you remember well, it happened almost three years
ago when the country was “burning” on Ilinden and all five accused persons
was sentenced in custody except for the primary accused ex-Prime Minister,
who was sentenced to three years of jail with the primary court judgment.
The case is still in process after the submitted complaint. One of the two
criminal notices that were used to start this case came from the financial
police, whose director at that time was the author of this paper. For that
topic, apart from the responsible expert, another person was invited in a
program as a guest-expert, who did not know the answers to the journalist’s
guestions.

It is true that there is hardly ever a true debate about the most
essential issues from our social life in Macedonia. That is the source of one
of the biggest problems about the lack of democracy and stagnation of the
entire development of the Macedonian society, and directly or indirectly
influences the political-safety situation in the Macedonian socio-political and
ethnic reality. Without doubt, the word debate does not main a situation
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when the so-called experts that directly or indirectly, as party exposures,
actually represent or converge toward the party views. Here, we include the
party influenced NGO representatives or quasi-independent intellectuals. The
party views, even expressed through (non)official party experts are certainly
unavoidable and necessary in a multi-party system. However, for a society
with an authentic debate, meaning rational confrontation of arguments of
various sides, it is necessary and even more vital to have the views of the
most called (for the respective problem area) truly independent experts. That
is the only way that supports the objective information for the public. At the
same time, this strengthens their democratic feeling and it is only then when
we can speak about true, free and democratic elections. It is the only way for
the citizens to get the true picture of the most essential matters and what is
more important: only a rational confrontation of arguments can lead to a
higher quality of the solutions for the most vital social problems, for
which the citizens could then ask first themselves and then the others,
why the political parties that have pretensions for control do not accept
these solutions that exist in the science, before and even more after the
elections, while the parties run away from them like crazy?!! Everything
else is just a simple farce where the so-called fighters for democracy, human
freedoms and rights are unmasked as cheap and self-centered actors who, in
front of their high eloquence and euphemism do not like a true, polemic
debate with the strongest in the respective problem area. The creative and
avant-garde part of the society should not stay silent before their lucid acting.
The people must know that what is presented to them through television is
not even a tiny bit of the multidimensional nature of the most complex
problems that our country faces. Consequently, one of the biggest and most
controversial political theorists in the history of the political views, Nicolo
Machiavelli purposely wrote, “The wise leaders should gather around
themselves the most intelligent people in the state and authorize them to
speak the truth!” (Machiavelli, 1918). This seemingly contradictory thought
expressed by the controversial Machiavelli hides a profound logic in itself.
Still, who can understand it??? As a conclusion, you might even ask me:
what do | really mean by an independent intellectual? There is nothing
absolutely independent, especially not a human being with all his
weaknesses, faults or even different philosophical-axiological and
politically-ideological views and persuasions.  However, it would be far
from the truth and catastrophic for a society, no matter how nondemocratic
or subtle, for the systematically destroyed intellectuals to favor one or the
other political party through an indirect pressure, if we say that there are at
least a few optimally independent intellectuals in our small country. How to
recognize the independent intellectuals from those party dependent ones?
Definitely not by the so obvious hatred for the political representatives of
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just one of the political groups and the one-sided and single attack on just
one of the sides. Explicitly, the independent intellectuals do not defend any
of the sides. They should be critical mainly towards the Government, and
their critics are constructive, without hatred and bare attacks motivated by a
political and irrational background, without attacks on persons, except for
argument comments of thesis. Apart from the critics, there are solutions for
solving problems in the statements, columns, works and scientific pieces of
the independent intellectuals, which systematically and lasting need to solve
the problems, and not cover agendas for their selfish, personal, family and
party interest for a short-term for daily-political goals, “reforming”
Macedonia for twenty years now without any effects.

2.2. Political-economic corruption in the media

The government performs the political-economic corruption
through certain media, by transferring millions of euro to TV stations
through marketing agencies. These marketing agencies completely legally,
from formally legal aspect (lege artis), but fully suspiciously at least from a
more thorough socio-criminal aspect, win the public tenders from the
Government for advertising their campaigns. To be precise, the tender
procedure is completely legally covered and performed following the law.
However, the fact that only several marketing agencies always win the
tenders from the Government for designing advertising for the Government
to conduct its program campaigns is too obvious. The empiric knowledge of
the well informed sources point out that the decision about which marketing
agency is to win the tender, among other more specific and measurable
items, decisive item that gives almost double points than all the others and
dominantly influence the final result of the selection result, is the item —
quality. The item quality is too stretchable and fluid category, which
especially in the cases of arts, such as design of video clips, even for
government campaigns (which, by the way, contribute to presenting the
valuable information to the citizen, could also be mentioned that certain
video clips influence the development and raising the awareness for the
human, constructive and progressive values), still introduces a
immeasurable, subjective category. If, on top of everything, we add the fact
that even the outside members of the committees for deciding and selecting
these marketing agencies are proposed by the government, which could be
the basis for doubts that they have previously instructed which of the offered
designs is of a better quality, it becomes clear why and how this political-
economic corruption is being performed in the media with the marketing-
agencies as mediators. This resulted with statements of some officials in the
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competent state bodies that, what happens between the government and
certain media introduces legalized corruption.

Why do we say political-economic corruption in the media? The
government achieves the political goals by transferring millions of euro and
that way has a strong impact on the management politics of certain media
and artificially builds up its rating. The occupation of the media space with
government money, through nonobjective informing harms directly the
citizens, the perspectives of the democratic and economic development and
Euro-Atlantic integration of our country. Taking into consideration the
specific and heterogenic ethnic structure in our society, this subtype of a
high, subtle corruption endangers the political-safety situation in the
Republic of Macedonia.

Beside the political, this type of corruption also helps accomplish
valuable economic interests. The government, as the leading actor in all
these transactions, handles the government budget and decides which
marketing agency to select. Part of the money stays with the marketing
agencies. Another part, much bigger one goes to certain TV stations that
charge and earn a lot for giving way to the promotional space. The third part
is being returned by the marketing agencies to those that helped them get the
tender as a thank you gesture. The business is clean, and everything is within
the law regulations. The government becomes politically more powerful in
an artificial way, and is financially well supported. In certain cases, there are
speculations, i.e. insinuations that the government pays a certain media for
party campaigns with government money. That certainly needs to be
checked. However, what is important in this segment is that certain
modifications and supplements should be made in the legal regulations,
especially in the part of provisions for scoring of the item quality when
making the decision in the tender process for selecting the most appropriate
design of video clips for government campaigns. Furthermore, some
modifications and supplements should be made in the part of the provisions,
which can really suggest the outside members of the committees for public
purchases, which are in minority. Aiming not to have them as minority, they
need to be increased to a simple majority. For the purpose of them becoming
really independent, we need to think about having the proposals for these
outside members to come from social structures outside the government
sector, and not the government itself. In addition, we need to think about the
open question if certain modifications and supplements should be made in
the part of legal provisions for a balanced distribution of the budget
resources for paying the government campaigns towards all media with a
national concession, or, in line with the objective criteria, such as the ratings
of certain media. The intention of such modifications would be to disable the
favoritism of the government towards certain media and entering the
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corruptive-political transactions, which lead to the above mentioned negative
consequences.

2.3. Economic-political corruption in the media

The economic-political corruption is initially being achieved in the
media itself through performing criminal acts, most often tax evasion and
money laundering. Then, when the government starts the control and
establishes impropriety, and abuses the official function and authority instead
of processing these cases, they blackmail certain media so to review their
management politics following their political needs. The various cases of
performing criminal acts such as tax evasion and money laundering, which
were scientifically described as possible, became publicly confirmed and
registered mostly through the public ways of announcements of the
competent state institutions. | will hereby mention only a few, for example:
fictive financial transactions, meaning fictive borrowing of capital from
domestic companies to companied abroad, which are subjectively linked to
the owners of the medial; pulling out money from the accounts of the radio-
diffusion trading companies and transferring personal capital to the owners;
salaries, honoraria and other payments in cash, and therefore avoiding paying
tax and contributions. Sometimes, that is being done directly, and sometimes,
there are many subtle opportunities for avoidance through fictive financial
transactions for the benefit of buying off agricultural products, paying
contracts for marketing and (or) consulting services, etc. These ways of
action are very difficult, almost impossible to prove by the competent state
institutions. That is because of the expendable or perishable agricultural
products, and in the last two cases due to the artistic dimension and the
impression, that is a subjective, immeasurable category. With no measurable
units or tariffs, there is no limit for determining the market value of the
services, since everything depends on the name-brand of the artist.
Therefore, the media, especially the electronic media are the most amenable
for performing criminal acts, such as tax evasion, and can also be a good
basis for money laundering through making contracts for marketing and (or)
consulting services, with an opportunity for a repeated money return in the
media on the basis of video clips for selling musical or other artistic
products, concert promotion, performances, exhibitions, etc. That is the more
subtle part of the possible ways of acting.

The third part of the ways of doing things that are used for tax
evasion and income tax is the uncontrolled broadcasting of the already
recorded and requested video clips from various interested subject, by the
electronic media. There is no legal obligation to register the number and the
duration of the certain commercial ads in one day on a certain matrix
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(because the costs are abnormally high and are calculated per second). That
is a good ground for hiding the true incomes and tax evasion.
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RISKS OF COMMUNICATION SECURITY

Abstract

In the context of civilization development the question of appearance,
overcoming and management of social crises in a communication way becomes
apparent. In any case, this question can be traced through the prism of the “human-
society” dichotomy in the environment of alternating crisis and norm conditions.

The changes that occurred in the early 1990s on the Western Balkans have
outlined tendencies whereby essentially new crises came to exist from the point of
view of typical globalization processes. In this sense, on the basis of reproducing
old aspirations colored with historical interpretations expressed in ideologeme and
mythologem multiplications, as well as the obscurity surrounding ideologies and
doctrines, political and social crises have led to  formalizing the attempts to
effectively fit the new democracies of the countries of the western Balkans into what
we identify as United Europe. Thus, the conducted policies, partly based on the still
unknown answers to solving the crisis in confidence, identity crisis, institutional
crisis, crisis in the business-power relations, political government crisis, ethnic
crisis, etc, have proved inefficient in the attempts to construct solid value grounds,
directly linked to the national interests of separate Balkan countries. Considering
this, it is only natural to seek consistent methodology for overcoming these crises.
Of course, this methodology should be negotiated not only inside the countries of
the Western Balkans, but also amongst the countries themselves. One of the working
solutions has been to consider this through the prism of knowledge and experience
in the sphere of social communications. This is namely where the question of
communication security risks finds its place.

Keywords: Information media, Social roles, Public communication, Communication
destruction, Communication security

Introduction

In the context of social development of the Western Balkan countries
we are witnessing different types of crises such as trust crisis, identity crisis,
institutional crisis, business-power relationship crisis, political government
crisis, ethnic crisis and social communication crisis. And if we have to delve
deeper and reach their genesis, we could claim that several reasons stand out:
no answer to the question of the total change of the essence of “left”, “right”



and “liberal”, cultural layers appearing as value barriers to the adoption of
the emerging new political doctrines like “corporativity” and “good
governance”; the controversies over the incorporation of values and interests
in places where multi-ethnical communities, spiritual ghettos or isolated
ethnic communities exist; processes of building up of capital or its
transformation; conflicts based on territory re-distribution; innovating the
activity of crime; negative interpretation of religious studies and so on. It is
only natural that the crises mentioned and the reasons for them to emerge
should lead to destructions directly affecting the security levels in political,
social, economic and cultural relations and links in the Western Balkan
countries both internally as well as externally. And since these countries,
regardless of the fact that they are already NATO or EU members, have been
historically, geographically and economically bound, it is clear that
overcoming these emerging crises and the prevention measures against them
is not only a matter of the separate national security systems, but also of the
European security system.

Basic risk elements of Communication security

And so, an inseparable part of the national security system is the
communication system. In this direction, authors like Yannaras and Cassrere
pose the problem of establishing security, despite the existing insecurity in
the connection between the subjectivity of the human’s inner world and the
objectivity of the world outside. In this context, we could determine the basic
direction in the issues that communication security faces. Thus, the following
basic risk elements, as far as communication security is concerned, can be
outlined:

e Breaking the balance between conventional values and the desire to
achieve material interests. From a communication point of view, this
is mainly expressed in ignoring the meaning carried by the elements
of the communication codes. In practice, this moment of risk has
found its expression in seeking the social balance within society and
mostly in the business-power relationship.

e Degrading of the “human-things” relationship, expressed in the
attitude that the only security, within the state of being, is possible on
the basis of treating and using the materially existing. The
communicational expression of this moment of risk regarding
communication security can be seen in the public promotion of signs,
symbols, images and language constructions that manipulate social
attitudes concerning value recognition and their voluntary
acceptance. It is especially important to consider that out-of-date
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norms continue to exist but as myths and ideologies forming social
attitudes, which are after all in discrepancy with the existing realia.
Exhaustion of the genuine communication functionality in conditions
of lack of established or controversial cultural norms and principles.
The moment of risk in communication security is expressed in the
presence of imaginary state when negotiating the idea/solution, seen
as an object of social communication. The results of this moment of
risk can be established in the breakdown of political communication
when it is all about outlined ethnic or cultural groups within society.
In this sense, the basic destructive factors are: the conscious refusal to
perfect communication culture; mechanic removal and insertion of
unjustified values of public authority figures, leaders, political,
corporate and institutional representatives within the frames of the
Social communication model; ignoring the media impact as a social
corrective; refusal to accept the results of imagination, enlightenment
and heuristic thinking; lack of ability to reach clarity of expression
within the communication process and last but not least adopting an
aggressive type of communication behavior.

In the context of contemporary social development, the ideological

and doctrinal justification of the character of social communication, there is a
significant issue connected with the corruption of communication relations.
Making communication ideological mostly identifies itself with establishing
strictly limited parameters of: the communication behavior model; the used
communication and information constructions; the hierarchical order with
the Social and communication model; the forms used when materializing
information as well as the efficiency level of communication channels as far
as communication feedback is concerned. In this sense, the basic moments of
risk regarding communication security could be defined as follows:

Independently of the declared omnipotence of the basic idea, whose
aim is to explain and justify human and society’s existence, making
social communication public leads to indoctrinating the masses
(social groups). The results here can be seen in the direction of
replacing the civil choice, the ‘overeating’ with power, which leads to
reproducing corruption practices and eliminating each person’s will
for creation and usefulness.

Another moment of risk is the devaluation of the quality of
communication alpha-code elements of communication process
participants. Having said that, it is natural to expect that with
communication channels, the communication feedback is more like
an imitation of communication and information regularity than a
necessary condition for achieving efficiency of communication
security. In practice, negative tendencies can be detected here such as
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the disconnection between society and its elite (political, business and

cultural elite), which in turn leads to a discrepancy between what is

desired and what is achieved. In fact, this moment of risk always
takes part in creating conditions and an environment where the
organization and management of social processes prove inefficient.

Inserting ideology in social communication involves the formation of
hard and fast, subjected to the publicly imposed ‘omnipotence’ of the basic
idea social and communication relations. This naturally leads to the
replacement and distortion of democratic norms and principles, hence to
malfunctions in the national security system.

If a short summary is to be made of the above-mentioned issue, we
could say that making social communication ideological actually distorts
communication itself, as well as the consequential social relationships. And
this imposes that communication security be maintained only through
forceful administrative measures or dependencies.

Modification of risk communication tasks

The other issue regarding communication security comprises the aims
of social communication. Risk is seen in the following:

e No adaptivity of the information treated as a result of inefficiency of
the forms used to materialize it. The risks here are: unconvincing
personification of the proponent of the idea/solution; lack of
sufficient information resource; Intensifying the negative tendencies
concerning the positive positioning of the idea/solution proponent in
the public and media space; lack of opportunities of regular presence
of the idea/solution proponent in the public space; lack of authenticity
concerning the identity of the idea/solution proponent; disruption of
the constructive dialogue tendency.

e When negotiating the communication relations. Above all, the
moment of risk here should be sought regarding the adoption of
models of communication behavior on the part of communication
process participants.

e When fostering a public discussion. Having in mind that the
discussion is the way to talk about, convince and coordinate
contentious issues where publicity is a necessary condition, here the
threat to communication security could be sought in the inefficiency
of the communication functionality, or placing communication and
information barriers to it. In this sense, the lack or the low degree of
communication security efficiency directly affects the justification
for the very existence of communication functionality, namely the
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impossibility to go deep and meaningfully enough to the meaning of
the organized human community.
It could be said that when fostering public discussion communication

security mostly serves to reach agreement. In this sense, the security threats
can be detected in:

Exerting influence on public opinion. Of course, within social
communication there have always been and been exerted influences
on public opinion. It couldn’t be otherwise, as the communication
itself suggests mutual participation in the treatment of ideas/solutions
connected with social development. And this suggests
constructiveness as well as destructiveness in relation to the
imposition of a thesis. In this sense, the moments of risk regarding
communication security could be seen in the following: negative
character of communication incentives like — the characteristics of
the treated information, the characteristics of the information sender
and recipient, the factors (objective and subjective) that influence the
sustainability of the communication process, the character of the
situational conditions where the communication process develops. It
must be noted the lack of opportunities for the communication
emancipation of the communication participants, which mostly refers
to their communication abilities and competences. In this line of
thought, a risk to the communication security could be detected in the
lack of communication ethics and culture, in the pursuit of limited
personal or corporate interests.

Establishing the social roles status within the Social communication
model. The interconnection expressed demands — trust — authenticity
— communication result, within the social communication directly
refers to establishing the status of communication process
participants, but always guided by the social roles they take on. In
this sense, the risk elements regarding communication security are
expressed in: 1/ Vagueness regarding the belonging to a particular
social group, cultural and value model; 2/lack of enough personal,
professional and intellectual skills and abilities. In practice, the threat
concerning communication security is expressed in society’s inability
to point out leaders. This is accompanied by a refusal to share values
and a certain degree of culture. The threat to communication security
here is expressed in possible destructions on the ground of alpha- and
mega- communication, stemming from the degree of
decoding/codifying quality of the synergized sensory and
transcendental information. The risk deepening is guided by the
refusal to accept the parameters of universality regarding the social
norms and the uniqueness regarding them being experienced. The
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major threat here can be detected when applying forcible methods in

defending the truthfulness of a thesis and a refusal to seek the balance

between the objective and subjective beginning of the idea/solution.

Thus, we observe a disruption of the opportunity to establish

communication feedback, which is accompanied by the adoption of a

passive communication behavior. In this situation, the duality of the

communication channel is reduced to one-way. The major threat to
communication security here is the emergence of conditions in which
treating information itself becomes pointless.

The outlined so far gives us a good reason to claim that the
establishment of an acceptable and truthful status of social roles within the
Social communication model is just one of the basic conditions to achieve
communication security within the communication process.

Problems of communication security in the context of the
communication process

Last but not least, we should pay attention to the issue connected with
communication security in terms of the character and condition of the
communication process. Generally speaking, it is in the communication
process that the risks for communication security reach the highest rate of
reproduction. This is due to the fact that social communication is guided by
the compliance with the socio-psychology-defined three “worlds”, which
are: World 1 —the material world of physical objects, natural resources and
the biological essence of living creatures; World 2 — the subjective
experience of the individual about themselves and the world; World 3 — the
world of the immaterial — the voluntary acceptance of social hierarchy,
principles, symbols, abstractions, the spirit. Having this in mind, the threats
to communication security are possible to arise from the quality and the
implied meaning in the social norms and the sufficiency of justification from
the point of view of the acknowledged as omnipotent values and interests. In
this case, the risk materialization in terms of communication security is
expressed in the negotiated norms, the negotiation is always guided by the
subordinate condition of the attitudes against the formalization of human
experiences. It is here where the communication and information pressure
can be detected, emerging as a result of superstitious, religious, ideological
and doctrinal postulates. Thus, the specification of threats regarding the
communication security is possible to carry out in the following cases: a lack
of opportunities to establish and perfect the spiritual, value and cultural basis
on the grounds of new quality reprocessing of the acquired information
referring to the idea; inability to make an objective estimate of the validity of
the adopted idea, compared to other existing ideas, in connection with
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challenges to civilization, the emerging or emerged issues and the possible
future realia; subjectivity when estimating the actual communication
experience and knowledge; inability to effectively manage the information
resource, so that information reserve is generated; lack of experience and
knowledge when choosing a communication approach; inability to use
relevant to the communication challenges set of tools of communication
ways and means, as well as a respective approach to impose the solution
connected with the specific idea; lack of opportunities to transform the
existing information resource aiming to find ‘intersections’ for incorporating
values and interests of the social communication participants; lack of
abilities to modify the characteristics and parameters of the personal
communication and information image, which in the framework of social
communication takes on the status of a public image. And last but not least
comes the lack of knowledge and experience to select the communication
ways and means that will: 1/ provide an opportunity to include social
communication and 2/ ensure equal and unbiased participation in the
communication process.

Conclusion

In conclusion to the topic of communication security issue, it could
be said that it has been an inseparable part of the essence of social
communication where it refers to communication strategy and tactics within
a given communication policy. Having in mind this, we shall assume that in
the basis of sustainability and regularity of social communication lies
communication security. After all, communication security is directly linked
to the material-existential and value-oriented essence of humans. Or as Sartre
points out, man makes himself in the sphere of values, lives for the
opportunity to be free but is bound to society, accepts the truth about himself
assuming that absolute truth exists. And all this in time and space occurs as a
fact through communication, but also fails if this communication is not
guided by communication security.
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NEW FORMS OF ORGANIZED CRIME CAUSED BY
GLOBAL CHANGE - A REVIEW OF THE REPUBLIC OF
SRPSKA AND BIH

Abstract: In the context of the overall negative social phenomena,
organized crime takes a special place, given its constant presence and a trend for
expansion, as well as its tendency to be expressed through new forms characterized
by high level of organization, classification and internationalization, at the same
time adjusting to the socio - economic and political relations of each country.
Namely, the beginning of nineties brought a dramatic and sudden social change on
a global level, which had an impact on all spheres of social life (political,
economic, social, cultural, normative, moral, etc.), and which, as such, also affected
various social phenomena, including organized crime. All this led to the
appearance of new, or actualization of existing security challenges, risks and
threats, among which, the organized crime, especially that of international
character, turned up to be a major security problem. However, what is
characteristic of organized crime is that, influenced by global social changes, it has
undergone significant changes, which indicate that some forms have been
actualized, while some others have just appeared. Recently recorded new forms of
organized crime are: gambling on the Internet (online sports betting, online
casinos, big money-laundering schemes, etc.), manipulation on stock markets
(rising-falling scheme), frauds by mortgages (unfair assessment, dishonest lenders,
purchase of the assets at actual value, insuring property by fictitious values), credit
card frauds, the high-cost telephone calls (sky-high phone bills), misuse of modern
technologies (cyber-crime), etc. Also, it is important to emphasize the appearance
of new ways of organizing criminal groups in so-called criminal network, that is,
transnational criminal collectivities, and also to point out the specificities caused by
this form of organization and activity of criminal groups. Some of these tendencies
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are present in the Republic of Srpska and BiH, which requires an adequate
institutional and legal reaction.

The purpose of this paper is reflected in the assessment of new forms of
organized crime in the Republic of Srpska and BiH and institutional and criminal
responses to them. A new phenomenology is caused by the global social changes
that have been occurring in the last twenty years, such as technological
development, migration, transfer of capital and services across the border, open
markets, etc. The results of this paper may be applied in the assessment of new
forms of organized crime, caused by global changes, and may provide institutional
and criminal law proposals (de lega ferenda) which would lead to the successful
prevention of and combating these forms of crime.

Keywords: Organized crime, cyber-crime, phenomenological dimension of
organized crime, etiological dimension of organized crime, global social changes.

GLOBAL CHANGES - ETIOLOGICAL FACTORS OF ORGANIZED
CRIME

Crime in general, and therefore organized crime, is a constant
companion of social, political, economic and other changes, manifested
through various forms of social instability, which, depending on the
development and objectives, destabilizes the core values of any society®. In
addition, the social development and globalization have certain negative
implications when it comes to organized crime. Thus, the causes of
organized crime can be primarily found in the deep and irreconcilable global
changes in political, economic, social, normative and moral spheres of social
life. Changes in world politics, social status and economics; global market
for legal and illegal goods; weak, unstable governments with changeable
political and economic conditions that encourage corruption; increased
number and heterogeneity of immigrants; advanced technology, electronic-
financial institutions, cyber-technology, weak borders, the desire for money
and power, poor international cooperation, global separatism and ethnic
restlessness are just some of the factors which give rise to organized crime in

! Etiological factors of organized crime are also causes of crime in general. The etiology of
crime deals with the researching of the causes of crime (and thus of organized crime), and
the issue of causation is considered by many criminologists the basic question of
criminology, at which it is emphasized that crime occurs within a society based on certain
social processes that refer to the offenders, victims and other entities, which play a certain
role in a criminal offence, after which comes a social reaction to crime, all together
provoking great difficulties in determining the causes of criminal behavior and causing a
number of different theories in relation to this issue in the current criminology. Causal
aspects of criminal phenomenon take an important place in criminological research of
etiologic dimensions of crime. Specific conditionality of criminal phenomenon reflected on
the diversity of views and interpretations of the causes and conditions of crime.
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a modern form. There are several reasons for these conclusions. The first, the
increasing ease of international communication among the people around the
world is, at the same time, a potential threat to individuals who participate in
that communication. Internet provides access to a wide range of information,
enables leading businesses around the globe, but also creates conditions for
criminal activities at the global level (online gambling places, child
pornography, manipulation of stock markets, etc.). The second, the
development of international trade and constant increase of international
banking operations have a vital interest in the world of economy, but also,
they create opportunities for wide-scale frauds at the international level, and
of course, are the extraordinary suitable for money laundering. The third,
changes in the socio - economic systems of many transitional countries have
created conditions for rapid enrichment of certain classes of society, creating
all those forms of organized crime which are connected with the state and its
authorities (Sikman, 2010: 38-39).

The above mentioned indicators suggest that organized crime is
derived directly from the economic, social and political causes (Santino,
2003:82-87). These are the causes that are present both in highly and middle
developed countries and in underdeveloped and transitional countries, and
are not exclusively attached to the current situation, but, instead, are viewed
from the perspective of existing and future criminogenic factors™.

Economic causes of organized crime - economic causes of organized
crime can be observed in the context of economic development and decline
of a country, and lead to the emergence and development of both organized
crime and transnational organized crime. In this context, there must be noted
scientific views which emphasize the connection between problems of
economic development of a country and new forms of organized crime
(Boskovic, 2004:55), while the emergence of global financial markets and
capital, which require a more flexible and more open borders, contributes to
the presence and development of transnational organized crime. Therefore,
those economic factors lead to the outbreak of organized crime, not only in
social systems of capitalism, but also in transitional economies and socialist
countries, but also to the emergence of transnational organized crime which
encompasses borders of one country. The foundation of widespread financial
markets, globalization of the economy and the establishment of the common

! The causes which favor the emergence and development of organized crime are
phenomena and process that, when combined, lead to the organized crime as a negative and
socially sanctioned phenomenon. They include the objective existence of social conditions
and relations which can be determined, and as such, lead to the appearance of organized
crime. Conditions and causes that lead to the emergence of organized crime, and maintain its
existence, are numerous and complex.
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markets' are the main economic factors that contribute to the organized
crime, since the free movement of goods, services, money and people opens
up new dimensions to the organized crime, but also bring to the actualization
of the existing forms such as cross-border smuggling, various types of
organized fraud, etc. The new system of forming a company, transnational
establishments, and better regulated process of employment that allows
hiring people from different countries, represent suitable conditions for the
emergence and development of organized crime, particularly in developed,
Western countries. Important economic factors that contribute to organized
crime are exceptional movements and transfer of money and capital, which
take place both within the state, and at the international level. In addition,
economic interdependence and reforms being carried out continuously in
most countries are also considered to be the economic causes and organized
crime. From an economic point of view, organized crime has already
usurped the existing legal business transactions, and if this trend continues,
there is a risk that other economic subjects (small and medium companies),
conflicted with unequal job opportunities, will take the similar, unethical,
and criminal activities of organized crime, such as smuggling of goods and
services (EU Organized Crime Report, 2003:11).

Besides the developed countries, organized crime is present in
countries that are less economically developed, and it has also found the
appropriate economic conditions in the countries in transition. In the first
place, this is the case of the transformation of the economic systems of the
transitional countries through the process of ownership transformation, i.e.
the strengthening of private and public property while weakening the social
one, which inevitably leads to economic crisis of large proportions, enabling
the creation of free markets where the rule of supply and demand has a
primate, and the country going through the economic crisis does not have a
possibility to direct certain economic laws and fully control the market. This
leaves space for the organized crime which tries to take control of and direct
the flow of the free market. In this context, one should observe the
emergence of "black market" that supplies the consumers with the deficient
and other goods at freely formed prices, and the presence of certain forms of
"underground economy" which is a favorable condition for the emergence of

! Essentially, it is a model of economic globalization which includes creating a free market
dominated by the economic laws of supply and demand, and market competition of the
companies mostly with private companies and joint stock ownership. Transnational
corporations take special place and role in achievement of set objectives, which appear as
carriers of a global strategy, imposing a new model of economic relations in which the
economic power of national states significantly weakens.
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organized crime, but also the coordination among existing forms of
organized crime, establishing the full control over all flows of "underground
economy" especially over those which make the profit (Boskovic, 1998:14-
15). Furthermore, new opportunities for fraud, crime-related economic -
financial transactions, counterfeiting and other forms of economic crime,
rely on insufficiently clearly defined the distinction between the legal
economies and the financial sector. The difference between legitimate
companies that use illegal means of business by investing illegal incomes
into something that is apparently legal, and organized criminal groups
formed with the aim of committing criminal acts in the business and
financial operations is minimal and is reflected in the degree of corruption,
which is more obvious in the first case (Sikman, 2010: 42-43).

Social causes of organized crime - social change, as a permanent
feature of a social life, where content, composition or shape of some social
phenomena are being changed (including the society as a whole), and which
takes place in all spheres of social life, adversely affects the appearance,
development and expansion of negative social phenomena such as organized
crime. In this context we can talk about political, economic, social,
normative and moral social changes that contribute to the appearance,
development and expansion of organized crime. Sources of social changes,
and therefore of organized crime, are versatile and some of them include:
social conflicts, evolutionary trends in the society, or the influence of power
and authority. Besides the mentioned ones, many social contradictions in the
society lead to the growth of all forms of violence which devastatingly affect
the stability and security of newly-established social frameworks in which
organized crime represents one of the most complex threats to economic and
social stability and security of the societies, especially those in transition
(Maslesa, 2003:142). Permanent urbanization, accompanied by increased
flow (mobility) of people, leads to the higher anonymity in the society,
which can be used for organized criminal activities in terms of facilitating
contacts of people at great distances, which contributes to the expansion of
organized crime. The presence of large numbers of immigrant communities,
particularly in the EU Member States the United States, represents an
important social factor that contributes to development of organized crime.
Namely, very often these immigrant communities make use of the benefits
they are guaranteed in the states where they are stationed in order to deal
with organized criminal activities'. Insufficiently educated population,

! In this context, particularly active are isolated traditional immigrant communities such as
Turkish and ethnic Albanian criminal groups, and other non-domestic organized criminal
groups that are active in the European Union, such as Nigeria, Irag or Iran's organized
criminal groups, as it is stated in a 2003 Europol report on organized crime. In; 2003
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poverty, alienation, isolation of individuals and social groups, and other
social anomalies significantly contribute to the emergence and development
of organized crime in developing countries and countries in transition.
Furthermore, social instability, besides the economic crisis which causes a
drop in social standards due to low income, significantly affects the
occurrence and development organized crime in the society, especially in the
underdeveloped countries.

Political causes of organized crime - the beginning of the nineties of
the twentieth century represents the entrance into a new stage of social
relations in the world, which has been accompanied by numerous and
frequent social changes at the global level that influenced all spheres of
social life (political, economic, social, cultural, normative, moral, etc.), and
that, as such, had an impact on various social phenomena, even negative
ones, such as organized crime. Those fundamental changes have
substantially affected the political structure and political processes of the
international relations. Furthermore, these political changes have led to the
profiling of a particular political model reflected in an attempt to establish a
single political system that would be only valid model of a political system.
This political model is, essentially, the American one, where America is
marked as a future model of all humanity. The efforts have been made that
the “American political model" is generalized and institutionalized in all
countries, in the first place, in the countries that made up the Warsaw Pact,
countries constituted by the breakdown of the former multinational states
(USSR, Yugoslavia, Czechoslovakia) referred to as “countries in transition".
In order to establish this kind of political system, it is necessary to establish
and expand democracy in these countries. This process is being achieved
through the "strengthening the institutions of a democratic society”, the
development of multiparty parliamentary democracy, strengthening the
electoral system, establishing a proper educational system, etc. This would
create a political model characterized by the existence of several political
parties, which fight for power or alternate power in democratic elections.
This state of social relations contributes to the creation, development and
expansion of organized crime in countries in transition.

In addition, political changes that occurred at the end of the last
century, especially in Europe, starting with the Single European Act 1986, as
well as the introduction of the Single European Market 1993, contributed to
the emergence and development of organized crime, especially in Western
countries, but it has also inevitably affected the underdeveloped countries

European Union organized crime report, the EUROPOL, Office for Official Publications of
the European Communities, Luxembourg, 2003, p. 12
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and countries in transition. It is also necessary to point out a transformation
of the European Union in terms of its enlargement to 27 members, which
provided new opportunities to the organized crime. Specifically, by
expanding the EU borders to the east, many countries of the European
Union, if not all member states, will become a source, transit point and
destination of criminal goods and services®. Besides the mentioned ones, one
can include among the political causes of organized crime also non-
democratic constitutional framework of states, weak performance of state
institutions, economic and social disparities within states, etc. Nowadays,
many countries are not capable of independently solving internal problems
and conflicted interests, which negatively reflects on the security of a society
and is a fertile ground for the emergence of organized crime. Internal crisis,
being the result of pressure and influence from the environment (political,
economic, technological, etc.), inevitably lead to further negative tendencies
in order to destabilize the legal system, at the same time violating national
security and stability of a political system.

All these phenomena allow the emergence and development of
organized crime, but also impose a direct threat to states, since there is a
possibility that organized crime infiltrates in the basis of the political system,
in that way affecting the credibility of the political system of the concerned
state, or directly influencing the executive parts including law enforcement
executive authorities. It is evident that the character of civil and political
institutions emerges as a key determinant of organized crime. General
frameworks, in terms of politics and governance, imply the expansion of the
powers and role of the state.

In addition to these criminogenic factors, it is important to note that
criminal organizations often use new technical and technological
achievements for planning, monitoring and execution of their criminal
activities. Technological development that has progressed over the past ten
years has changed the way people communicate and strongly influenced,
among other things, the financial transactions. These conditions were
favorable for the development of organized crime that is among the major
beneficiaries of technological progress in areas such as telecommunications,

! The Europol report on organized crime states that there are indications that international
criminal organizations moved their activities and members in the border countries which
have become focal points for their investment of illegal funds. There are, already, numerous
organized criminal groups that are able to make profit of the European Union's
transformation, and their increase to 25 members. 2003 European Union organized crime
report, Europol, Office for Official Publications of the European Communities,
Luxembourg, 2003, pp 10.
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transport and, most importantly, the development of cyber-technology (the
Internet), which provide many wider opportunities for organized crime
activities.

The spread of e-business, the possibility to create so-called “virtual
identity” facilitates criminal activities and provides the required anonymity.
This allows the emergence of new forms of organized crime, particularly
hazardous, harmful and profitable forms of crime, at the same time making
them difficult to detect and investigate. The significant development has
occurred in the field of computer and printing technology, which enables
organized crime groups to produce counterfeit documents, as well as
counterfeiting of banknotes. Money transfer can be done very quickly using
advanced technologies, while monitoring of such financial transaction has
been made very difficult and complicated. The wide-scale use of mobile
phones, particularly a prepaid system, is a key feature of the current
organized crime. Many organized crime groups use pirated or non-encrypted
phones, and stolen cards, which change frequently, thereby increasing
communication and mobility. Furthermore, the use of Internet technologies
for acquiring commercial items, without being subject to the budgetary
constraints of the country, administrative delays and costs of technological
development, enables an organized crime to act even in the area of legal
transactions.

PHENOMENOLOGICAL DIMENSION OF ORGANIZED
CRIME - STATICS, DYNAMICS, AND TYPOLOGY OF
ORGANIZED CRIME

Phenomenological dimension of organized crime involves the
studying of organized crime from the descriptive point of view by describing
the forms of its manifestation. In this context we can talk about the statics
and dynamics of organized crime, as well as the typology of its forms®.
Statics of organized crime is seen through the structure of behavior referred
to as organized crime. Dynamics deals with changes in the scope and
distribution, and typology classifies different types of organized crime, based
on common characteristics, into groups allowing for easier study of
organized crime. Statics and dynamics of organized crime can be made on
the basis of collected statistical and other data and information. However,
collection of relevant information and data on organized crime imposes a

1 Of course, here we talk about conditional categories, since the static, dynamics and
typology of manifesting forms concern the crime in general, while the organized crime is
only part of the overall social negative activity. (Sikman, Pena, 2009: 519-538).
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series of problems, including significant methodological problems
(Rawlinson, 1999). Typology of organized crime is a complex and important
issue, and depends on the classification criteria. The classification criteria of
crime in general can be used as organized crime classification criteria. Thus,
classification of crimes and their perpetrators may be legal, socio/ambient,
psychological/motivational and clinical*. American criminologist Conklin
(John E. Conklin) writes about the four basic types of crime: conventional
crime, white collar crime, organized crime and consensual crime (Conklin,
2007:206). Conventional crime is divided into two main categories: violent
crime (crimes against persons) and property crime (crimes against property).
White collar crime is related to the special category of persons who enjoy the
prestige and high social status, and criminal acts are carried out within the
activities they deal with. The main types of white collar crime are crimes by
entrepreneurs, crimes by employees, the crimes of the civil servants, the
crimes of the various professions (lawyers, doctors, etc.). Organized crime is
a special kind of crime due to the damage it causes to the economy and
society in which it occurs. Consensual crime involves those types of crime
where there is no victim in the truest sense of the word, but the injured party
agrees with the offense. This category includes offenses related to drugs,
gambling and prostitution.

Since there are two dominant conceptions of organized crime (based
on criminal activities and on the basis of a criminal organization), it is
necessary to classify it according to that criteria: the type of criminal activity
and type of criminal organization.

As for the type of criminal activity, it is also known as "organized
criminal activity" and includes three categories: providing illegal services,
provision of illicit goods and investment in legal affairs (Albanese, 2004:7).
Providing illegal services implies facilitation of certain services that are not
permitted or, in some way, prohibited. This activity typically includes usury
(lending money at interest rates that are far above the allowable), gambling
and prostitution. Provision of illegal goods is a category of organized crime
which implies offering products (goods) that can not be obtained legally. It is
undisputable that trafficking in illegal drug is one of the most present
criminal activities, but here can be included, also, some other goods which
are demanded in great measure and can not be obtained through legal means
(weapons, ammunition, cars, stereo equipment, software or any other
product). The third category of organized crime represents an investment in

! This is a classification proposed by the famous Italian criminologist Ponti who points out
artificial character of each of these classifications and clearly points out that any
generalization in criminology is arbitrary and that therefore there is no general concept of
"crime". (Ignjatovi¢, 1999:206).
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legal businesses (construction industry, communications, etc.), where
organized criminal group try invest illegally earned money into legitimate
businesses.

In 2005, Europol identified the following forms of organized criminal
activities®: drugs trafficking which includes trafficking in cocaine, heroin,
synthetic drugs, cannabis, pharmaceutical products which are classified as
drugs, and doping and anabolic substances; crimes against persons which
include illegal migration, human trafficking and exploitation of children;
financial crimes and other crimes against property which include money
laundering, fraud, forgery, organized burglaries and thefts, as well as theft of
cultural property; illicit trafficking which includes trafficking in stolen
vehicles, tobacco smuggling, illicit trafficking in firearms and illegal
business.

The issue of classification of organized criminal groups is rather
complex. In fact, there is no universally accepted classification of organized
criminal groups. Typology of organized criminal groups was usually
connected in the past to a threefold classification proposed by American
criminologist Albanese (Jay S. Albanese), which distinguishes "hierarchical
model”, "the patron-client model" and "an enterprise model of organized
crime”. All three models are related to the American La Cosa Nostra
(Albanese, 1989). Halstead (Boronia Halstead) distinguishes two broad
categories of criminal organizations, such as: "a model of focus groups" and
"economic model", within which different sub-models can be differentiated
emphasizing certain aspects, such as, structure, activities and social
component of criminal groups (Halstead, 1988:1-24). William and Godson
(Williams Phil & Roy Godson) point to several potential predictive models
which emphasize the causal relationships between certain social conditions,
certain manifestations of organized crime and certain outcomes. Thus, they
describe the political model, economic model, social model, the model of
risk management and the hybrid - composite - model (Williams, Godson,
2002:311-355). German criminologist Lampe (Klaus von Lampe) discusses
two models of organized crime: a causal model of organized crime and the
analytical model of organized crime (Lampe, 2003).

As a reference typology of criminal organizations, we can take a
typology based on the structure of transnational criminal organizations,
prepared by the Centre for International Crime Prevention of the United
Nations, and which is related to transnational organized crime groups in

12005 EU Organized Crime Report, Public version, EUROPOL, The Haque, 2005, p. 9-24.
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Europe'. Namely, the research team of the United Nations came to the
conclusion that all organized transnational criminal groups can be classified
into five typologies. The criteria of this typology were ten following
variables: the structure?, size, activity, cross-border operations, the identity,
the use of violence, the use of corruption, political influence, the investment
in legal affairs and cooperation with other criminal groups. Based on these
variables we can identify the following typologies: the typology 1: The
Standard Hierarchy; typology 2: The Regional Hierarchy; typology 3: The
Clustered Hierarchy; typology 4: The Core Group and typology 5: The
Criminal network.

"NEW" FORMS OF ORGANIZED CRIME - A REVIEW OF
THE REPUBLIC OF SRPSKA AND BIH

When it comes to various forms of organized crime, it is clear that we
can not divide them into the "new", "traditional” or other forms of
manifestation of organized crime. This conclusion stems from the fact that
organized crime is a dynamic category characterized by the easiness of
adjustment to present socio-economic conditions, and by various forms of
manifestation. In this context, we talk about the “new" forms of organized
crime, that is, the new forms of manifestation of organized crime, or the
manifestation of the already identified activities of organized crime.

Identification of organized crime forms is a very important
preliminary issue in combating organized crime. There are different criteria
for the identification of organized crime forms, but they are mainly related to
the identification of key characteristics of organized crime, and then
identification of specific types of organized crime. Namely, if a particular
form of crime manifestation has characteristics of organized crime, then we
can talk about the particular offense as a form of organized crime. In
addition, some crimes can only be performed in a manner that includes the
characteristics of organized crime (Sikman, 2010:293). In this context, we
can talk about the activities of organized crime related to drugs (illicit
production and trafficking of narcotics), smuggling as an activity of

! See more results from this research: Assessing Transnational Organized Crime: Results of
a Pilot Survey of 40 Selected Transnational Organized criminal groups in 16 Countries,
Centre for International Crime Prevention, United Nations Office at Vienna, Vienna 2002nd
(http://www.unodc.org/pdf/crime/publications/Pilot_survey.pdf) Compare to: Boskovi¢, G.,
Mijalkovi¢, S.: Characteristics of the organizational structure of criminal organizations,
Nauka, bezbjednost, policija, no. 1 / 2008, Belgrade, Crime Police Academy, 2008.

“The issue of the structure was a dominant one in determining the typology of transnational
criminal groups.
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organized crime (smuggling of weapons and ammunition, smuggling and
illegal trafficking in cultural goods, smuggling and illegal import of
radioactive waste and other hazardous substances, smuggling and illicit trade
in other worth of goods), trafficking in human beings as an activity of
organized crime (trafficking due to prostitution, child trafficking, trafficking
in human organs), some forms of organized crime in the business - financial
transactions (abuse of power, abuse of competences in economy, organized
forms of money counterfeiting and placing counterfeit money in circulation,
money laundering, forgery of credit cards for cashless payment, forgery of
identity documents), criminal offences of corruption as activities of
organized crime, violent organized crime, computer organized crime,
organized gambling, misuse of copyright, organized theft of motor vehicles
and illegal activities in the exploitation of natural resources (Sikman,
2010:294). We opted for this form of organized crime, since they are
predominantly expressed in the territory of Bosnia and Herzegovina.
Activities of organized crime related to drugs (illicit production and
trafficking in narcotic drugs) - a global world trends in smuggling and
trafficking in drugs have implications to Bosnia and Herzegovina and the
Republic of Srpska. The illicit trafficking in narcotic drugs is considered to
be one of the most important activities of organized criminal groups in
Bosnia and Herzegovina and the Republic of Srpska, given the geographical
position of Bosnia and Herzegovina, and the importance of so-called
“Balkan route”™ which partly passes through Bosnia and Herzegovina. Data
on the quantities seized in "Balkan Route" confirm presuppositions about
drug markets, primary routes of trade and the role of organized crime groups.
Further, in terms of drug trafficking, the Republic of Srpska and BiH can be
probably considered "a redistribution center” of drugs. The severity of the
drugs abuse is confirmed by the fact that only in the PSC East Sarajevo,
Canton Sarajevo and Bosna-Podrinje Canton there has been identified over
10 organized criminal groups dealing with various forms of drug abuse,
including trafficking, facilitating the use of narcotics, etc. Organized criminal
group for drug trafficking in the Republic of Srpska and BiH are not of

! The data for the period from 1998 to 2004 was taken from the UNDOC “World Drugs
Report 2005”. Data for 2004 was taken from the U.S. State Department's Report
"International Narcotics Control Strategy Report for 2003 and 2004, with the exception of
Albania which provided the data itself. Taken from: Report on status of economic and
organized crime in Southeastern Europe, CARPO regional project, Ref. PC-TC (2005) 9,
European Commission and Council of Europe, Strasbourg, August 2005, p. 23-24.
(www.coe.int/economiccrime)
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particular ethnic domination, but have strong regional ties in neighboring
countries, which are based on common origin and geographical location.
Smuggling as an organized crime activity (smuggling of weapons and
ammunition, smuggling and illegal trafficking in cultural goods, smuggling
and illegal import of radioactive waste and other hazardous substances,
smuggling and illicit trade in other worth of goods) — smuggling, as an
activity of organized crime implies illegal transfer of goods of great worth
across national boundaries in an organized way, as an occupation. A customs
inspection is avoided by camouflaging goods, corrupting authorized persona
in the customs or by using illegal border crossings. According to available
data, the security of Bosnia and Herzegovina and the Republic of Srpska is
significantly threatened by the illegal trafficking in weapons which is being
carried out by the individuals and groups at the inter-entity, but in part, at the
international level. The most trafficked weapons are the militaristic ones, left
over from the war, and are mainly stored in hidden locations, as well as
weapons stolen from military warehouses. In most cases the end user is
unknown. In terms of smuggling of migrants, BiH is considered a transition
country through which citizens of Albania, China, Turkey, India and
Pakistan are being illegally transported to Western Europe. They enter
Bosnia and Herzegovina through Serbia and Montenegro at the legal and
illegal border crossing points in eastern Bosnia, reach Sarajevo, and from
there they go to western Bosnia, often by taxi. From the western part of BiH,
the local criminal groups take them across the river or the illegal crossings
into Croatia. When it comes to smuggling and illegal trade in cultural
property in the early nineties, in Croatia and Serbia the so-called “Budapest
link” was very popular. It functioned thanks to a woman who lived in
Belgrade and then in Croatia - the dealers used to take paintings by Croatian
authors using her as a link, and then would sell them in Western Europe.
Trafficking in human beings as an activity of organized crime
(trafficking due to prostitution, child trafficking, trafficking in human
organs) - trafficking in persons is a global phenomenon that strongly affects
states in political and economic transition or post-conflict stress, which are
usually the main starting country for human trafficking. This phenomenon
also affects the economically more developed countries which are mainly
countries of destination and transit countries. Trafficking in human beings
represents an important transnational, regional and national issue nowadays.
It is estimated that each year in the world between one and two million
people are being trafficked and that most of them are women and children
(Francis, 2000). Bosnia and Herzegovina is very important link in the chain
of trafficking. In the context of human trafficking, BiH is considered a transit
country to Western Europe, but simultaneously a country of destination for
many victims, girls and women from Eastern Europe. Recently, Bosnia and
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Herzegovina has become a country of origin where victims are girls from
Bosnia and where human trafficking and prostitution have been moved from
night clubs to private homes, hotels, motels and houses.

Some forms of organized crime in the business - financial
transactions (abuse of power, abuse of competences in economy, organized
forms of money counterfeiting and placing counterfeit money in circulation,
money laundering, forgery of credit cards for cashless payment, forgery of
identity documents) — the forms of organized crime in business - financial
operations are the most serious problem for Bosnia and Herzegovina in terms
of the damage that these forms of crime, due to tax and other financial
charges evasion, cause to the budget of the country, as well as to the society
in whole. Certain estimates indicate that the annual amount of damage
exceeds the amount of about 1.5 billion euros. The largest number of cases
so far in this area has been related to criminal activities related to import and
trade of goods. According to available data, dominant has been the illegal
import of so-called high tariff goods (oil products, alcohol and cigarettes),
and large quantities of textile and technical goods, when, in addition to
illegal cross-border imports (smuggling), other methods, such as falsifying
import documents (customs fraud), were used. In the internal trade of goods,
there have been present organized forms of tax evasion through fictitious
(shell) companies, and which has benefited from the earlier system of
taxation. Money laundering has been identified in Bosnia and Herzegovina
as an exceptional risk to the integrity of financial institutions in BiH, which
has been resulting for years in an unfavorable position of the undertakings
which operate legally. Identified money launderers in Bosnia and
Herzegovina seek the easiest and fastest way to “recycle the money” and are
not always primarily concentrated on achievement of the highest profit rate
on the laundered money, or its investment.

Criminal offence of corruption as an activity of organized crime —
since corruption and organized crime are mutually linked negative social
phenomena, we can talk about specific relations where this correlation is
demonstrated. Here is the case of a conditional classification based on a
descriptive analysis of the practical manifestation of links between
corruption and organized crime. Thus, we can speak of two basic forms of
connection between organized crime and corruption: the first, the influence
to government bodies, individuals and other entities of social control, and the
second, cause-effect relationship of organized crime and corruption (Chene,

! REPORT FROM THE COMMISSION TO THE COUNCIL on the Preparedness of
Bosnia and Herzegovina to Negotiate a Stabilization and Association Agreement with the
European Union. Brussels, 18.11.2003, COM (2003), 692 final, p. 28.
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2008). Some authors distinguish between traditional and "new" forms of
organized crime which show different patterns of behavior, motivation and
attitude towards the public authorities (Shelley, 2003: 303-312). Traditional
crime groups, such as the Italian mafia, need the state and the economy in
order to maintain their wealth and continue their development. For this
purpose, such groups tend to make collusion with representatives of public
authorities and, by various means, influence their work. For them, corruption
is an operational tool used to influence public authorities in order to exercise
certain privileges'. "New" criminal groups, such as those having arisen in the
former Soviet Union, often come from post-conflict countries full of chaos
and weak rule of law, so that they have no direct interest in making
"partnership” relationship with the state. They use the institutional
weaknesses and corruption to destabilize the state and its structures, all in
order to help make profits. Attempts to control organized crime are almost
useless by the corrupt and inefficient law enforcement agencies.

Other forms of organized crime (violent organized crime, computer
organized crime, organized gambling, misuse of copyright, organized theft of
motor vehicles and illegal activities in the exploitation of natural resources) -
violent organized crime is a type of organized crime dominated by violence,
characterized by brutal and aggressive behavior of the offender. Computer
organized crime is a special type of organized crime that is manifested in
various forms of abuse of computer technology for criminal purposes. It can
occur in several forms: a computer as a tool of a crime perpetration (fraud,
the insurance fraud, theft, embezzlement, etc.); a computer as an object of
attack in which the computer or computer network and the information they
contain are the ultimate goal of a criminal action; computer as an instrument
of organizing, planning, management and implementation of criminal
activities (particularly during the planning and preparation of criminal
activity). The development of information and communication technologies
(ICT) has created opportunities for organized crime providing the criminals
with new tools, as well as resources and markets for new types of crime?.
The new technology may affect the structure of criminal organizations and
management of companies involved in crime, at which enterprises and
companies with advanced ICT follow a logic of the network, instead of that
of clear hierarchy (Castells, 2003: 21), and this, also, applies to organized

! See more: Shelley, L.: Unravelling the New Criminal Nexus, Georgetown Journal of
International Affairs, 2005., p. 513; Shelley, L.: The Unholy Trinity: Transnational Crime,
Corruption and Terrorism, Brown Journal of International Affairs, XI, issue 2, 2005, p. 101-
111

2 Computer-related crime in the EU: Old crimes, new tools; new crimes, new tools,
EUROPOL, Den Haag, 2002.
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crime groups that exhibit network structure. Some forms of organized crime
can be manifested in organized gambling. Criminal acts with elements of
fraudulent behavior, and extremely sophisticated and innovated modalities of
performance, are expanding nowadays. One of them is a specific type of
fraud that is in criminal justice and criminological literature usually referred
to as Pyramidal fraud. It is criminalized fraudulent organizing of games of
chance through the progressive entrapment of the participants in a game or
so-called "Pyramid of happiness”, with the expected income from the
invested, while the participants are promised financial gain under the
condition that they or other person, under the same conditions, recruit more
participants. Particularly concerning are the cases of organized gambling that
are associated with high technology, also known as "gambling on the
Internet”, as well as forms of its manifestations, such as online casinos,
online sports betting places, etc. As such, organized gambling is a significant
criminal activity with millions of profit, carried out by big criminal
organizations, especially by those of transnational character’. In fact,
gambling becomes an organized criminal activity the moment the criminal
groups organize various forms of gambling, using known methods, such as
the opening of casinos, eliminating competition, renting gaming machines,
participating in the distribution of revenues generated by organized
gambling, etc. Organized theft of motor vehicles is a type of organized crime
which has been increasing in the European Union since 1993. This has been
caused by the political changes that have taken place in the European Union,
primarily related to the abolition of controls at border crossings between the
European Union countries, which allowed free movement of vehicles from
one to the other end of the European Union?. According to the estimates of
EU member states, the main destinations of stolen motor vehicles have been
Eastern European, Central European and Southeastern European countries. A
form of crime which has been recently becoming more and more of

! The American Mafia La Cosa Nostra, one of the most famous criminal organization in the
world, much of their criminal activities directs through organized gambling, causing huge
losses to the American economy. It is estimated that these annual losses exceed one billion
U.S. dollars.

% Namely, stealing 100 cars one can make a profit between one and two million, and since it
is estimated that 700,000 cars are being stolen each year from the European Union countries
and resold in countries of Southeast Europe. For example, in 1999, it was stolen about
500,000 vehicles whose average value was of 15,000 euros, which indicates that that year
the average profit made by the organized theft of motor vehicles was 7.5 billion euros.
Similar calculations can be obtained in the United States, Canada and Africa (1.6 million of
stolen vehicles) where the estimated profit made by the organized vehicle thefts amounts
18.5 billion U.S. dollars. Europol, An overview of Motor Vehicle Crime from European
Perspectives, The Hague, January, 2006, p. 1.
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organized criminal activity in BiH is a theft and resale of stolen motor
vehicles. Profit of the stolen vehicles can be achieved in two ways: the first,
the further resale, and the second, the extortion of ransom from the owners
for the car’s return.

CONCLUSION

There is no doubt that organized crime is determined by the global
social changes that have been occurring over the past 20 years. These
changes have significantly influenced the phenomenology of organized
crime, especially its forms of expression. This has led to the modification of
existing forms of organized crime, which is reflected in the emergence of
new forms and ways of manifestation. That is why we have a term "new"
forms of organized crime, although those are already manifested forms of
organized crime, now manifested in a different, "new" way. Closely related
to the new manifestation of organized crime is the process of criminal
organizing, that is, establishment and operation of organized crime groups.
Thus are noticeable trends of significant exceptions from the traditional,
hierarchical criminal organizations, and more dominant are becoming so
called criminal networks. Unfortunately, these global trends of organized
crime are present in the Western Balkans including Bosnia and Herzegovina.
Depending on the circumstances, and monopolistic tendencies (the criminal
enterprise) some particular forms of organized crime are being manifested in
Bosnia and Herzegovina. In some cases, Bosnia and Herzegovina is a
country of transit (e.g. smuggling in cocaine), the country of origin (e.g.
smuggling in arms and ammunition), and in some cases the destination
country (e.g. smuggling in human beings), or all that together.

This statement leads to a logical conclusion: global organized crime
requires a global response. This conclusion implies a greater degree of
international and regional integration in combating organized crime. Since
the organized crime has new (modified) forms of manifestation, therefore
responses to organized crime must be promoted. This primarily refers to a
greater degree of international police and criminal justice integration in the
field of combating organized crime. Certainly, this international integration
can be followed by the appropriate regional integration aimed at this
direction. International integration in this area, also, implies the parallel
strengthening of national capacities (institutional and legislative) in
combating organized crime.
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NOVI POJAVNI OBLICI ORGANIZOVANOG KRIMINALA
UZROKOVANI GLOBALNIM PROMJENAMA — OSVRT NA
REPUBLIKU SRPSKU | BIH

Rezime: U kontekstu sveukupnih negativnih  drustvenih  pojava
organizovani kriminalitet zauzima posebno mjesto, s obzirom na njegovu prisutnost
i trend stalne ekspanzije, te tendencije da se ispoljava kroz nove pojavne oblike, sa
visokim stepenom organizovanosti, tajnosti i internacionalizacije, prilagodavajuci
se pri tome drustveno — ekonomskim i politickim odnosima svake zemlje. Naime,
pocetak devedesetih godina proslog vijeka donio je dramaticne i iznenadne
drustvene promjene na globalnom nivou, koje su se odrazile na sve sfere drustvenog
zivota (politicku, ekonomsku, socijalnu, kulturnu, normativnu, moralnu itd.) i koje
su, kao takve, imale uticaja na razne drustvene pojave, ukljucujuci i organizovani
kriminal. Sve ovo dovelo je do pojave novih ili aktuelizacije postojecih
bezbjednosnih izazova, rizika i prijetnji, medu kojima se organizovani kriminal, a
narocito onaj internacionalnog karaktera, nametnuo kao glavni bezbjednosni
problem. Medutim, ono $to je karakteristicno za organizovani kriminal, jeste da je
on pod uticajem globalnih drustvenih promjena pretrpio znacajne izmjene, Sto
ukazuje na aktuelizaciju pojedinih oblika, te pojavu novih pojavnih oblika
organizovanog kriminala. Tako je u poslednje vreme uocena tendencija novih
pojavnih oblika organizovanog kriminaliteta, kao Sto su: kockanje putem interneta
(online sportske kladionice, online kockarnice, velike Seme pranja novca, itd.),
manipulacije na berzama (Seme podizanja i obaranja), prevare putem hipoteka
(nepoStene procene, neposteni kreditori, kupovina imovine po stvarnoj vrednosti,
osiguranje imovine po fiktivnim vrednostima), prevare Kkreditnim karticama,
visokotarifni telefonski razgovori (enormno visoki telefonski racuni), zloupotreba
savremenih tehnologija (visokotehnoloski kriminal), itd. Takode, znacajno je
napomenuti i novi nacin organizovanja kriminalnih organizacija u tzv. kriminalne
mreze, odnosno u transnacionalne Kriminalne kolektivitete i specificnosti koje
donosi takav oblik organizovanja i delovanja kriminalnih organizacija. Neke od
ovih tendecija prisutne su i u Republici Srpskoj i BiH, ispoljavajuci se u manjem ili
veéem obimu, §to zahtjeva i adekvatnu institucionalnu i krivicnopravnu reakciju.

Svrha rada ogleda se u sagledavanju novih pojavnih oblika organizovanog
kriminala u Republici Srpskoj i BiH, te institucionalna i krivicnopravna reakcija na
iste. Nova fenomenologija uzrokovana je globalnim drustvenim promjenama koje se
desavaju u poslednjih dvadeset godina, kao sto su tehnoloski razvoj, migracije
stanovnistva, transfer kapitala i usluga preko granica, otvorenost trzista, itd.
Rezultati rada mogu se primjeniti u sagledavanju novih pojavnih oblika
organizovanog kriminala, uzrokovanog globalnim promjenama, te dati
odgovarajuce institucionalne i krivicnopravno prijedloge (de lega ferenda) koji ée
voditi uspjesnijem sprecavanju i suzbijanju ovih formi kriminala.

Kljuéne rije¢i: Organizovani  kriminal, visokotehnoloski kriminal,
fenomenoloska dimenzija organizovanog kriminala, etioloska dimenzija
organizovanog kriminala, globalne drustvne promjene.
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Abstract
Correlations and connections of criminology (which in general sense
should be considered as fight against sociological contamination of human
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environment and as such, it should be classified in the category of social sciences
along with medicine, biology, chemistry and physics) represent one of the typical
examples of social and natural sciences’ coupling. Precisely that coupling will be
utilized in this work for the sake of analytical approach to the suicidal terrorism.
Ideological suicidal situation, ideological pressure, students of the Japanese school
“Hirohito”, hypnosis, drug addiction, all these are potential sources and ways of
recruitment of suicidal personalities/persons. This paper includes analytical aspects
of people without hope because of material (difficult economical situation) or health
reasons (serious, untreatable diseases) as well as in patients of mental facilities
from whose lines the potential executors of suicidal terrorism can be recruited, and
proposals for prevention of the government stability violation are given.
Keywords: Suicidal terrorism, analysis of prevention, government stability

INTRODUCTION

The definition of terrorism that would be generally accepted among
the international social and scientific population, despite the great interest of
the world scientific community, is not clear. Among the many reasons for
different approaches in defining the terrorism, one thing is for sure - there is
no political will of the countries to establish a single definition of terrorism
that could be equally applied, regardless of the specific political interests in
the international relations. Due to the lack of unique definitions we introduce
semantic, lexical, criminal justice, strategic, political and other criteria to
define this term.

Serbian-speaking theorists generally accept the Latin origin of the
word terror that is associated with the French revolution, and indicates fear,
fright, reign based on fear.! In the broader literature we can find accepted
origins of English (Terrorism), French (Terrorisme), German (Terrorismus),
Spanish (Terrorismo) and Russian (terrorizm) language.

Starting from semantic basis, in the lexicon of foreign words and
phrases, description of terrorism is given as the reign by intimidation, means
of reign by fear and violence, political battle through individual terror.?

Further, the science of security as a discipline of social sciences,
through its theoretical development also developed specific language
expressions appropriate for specialist practice, and “the concept of terrorism
found a place in the theoretical foundations of security”. In the lexicon of

1 In the period of the French Revolution, the Jacobins established a regime based on cruel
political violence called a terror.

¢ M.Vujaklija: LEXICON OF FOREIGN WORDS AND EXPRESSIONS, PROSVETA,
Belgrade 1961, p.947.

® Obren Pordevié, Lexicon security Partisan books, Belgrade 1986, p.382.
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security, terrorism has been described as “a form of subversive activities and
special war” and “as a method of deliberate and systematic use of violent
acts for spreading fear towards people of the state organs or organized
groups in order to achieve certain political objectives”.1

For explanation of the concept of terrorism as a subsystem in the
system of antiterrorist defense, other scientific disciplines are relevant apart
from the security science, and these are: practice, and above all military,
legal and political science.

The military approach for definition of terrorism is giving priority to
properties which have a major influence on the combat and defensive
preparations. Our military encyclopedia defines terror as “an action (the
reign) of violence whose purpose is intimidation, e.g. destruction of an
opponent. It occurs in conditions of intensifying conflict of antagonistic
classes and the struggle for power. Many actors of terrorism use all possible
ways and means (physical and psychological constraints) in order to crush
the resistance and the will, not only of individuals but also of groups of
people and even entire nations”.?

In the science of law, a large contribution to the defense against
terrorism particularly in the field of antiterrorist protection is offered by the
criminal-legal aspect. In the criminal legislation of almost all the countries in
the world, acts of terrorism are marked as a serious crime, and in legal
practice negative consequences are established. In the criminal justice, the
meaning of terrorism is to cause an explosion or fire or other hazardous
actions or acts of violence, which create a feeling of insecurity among the
citizens.?

Political science refers to terrorism as a complex form of political
violence in the social phenomena. Thus, the political encyclopedia states that
terrorism is a method of combat doctrine and on the other side, specific goals
for systematic use of violence.*

All these and many other (semantic, lexical and encyclopedic)
definitions of terrorism are theoretically inexhaustible sources for numerous
experts in the field of military strategy, political science or social theory in
general.

Suicide terrorism is not typical solely for one religion, one nation,
state or continent [1]. Suicide terrorism in the modern world is used by
different religious groups, including Muslims (Sunni and Shiite), Christians

* Military Encyclopedia, Ninth

® Gulthy the law of the FRY, Article 125

® Political Encyclopedia, Modern Administation, Beograd 1975th. pg.1079
" CRS Report for Congress, Terrorists and Suicide Attacks.
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and Jewish people and secular organizations, as well as many other groups
and organizations in different parts of the world. Among the others, terrorist
groups that use suicidal attacks are: Palestinian Islamic Jihad Brigade of
Martyrs al-Agsa, Al-Ansar mujahideen in Chechnya, the Egyptian Islamic
Jihad, Lakshare-Taiba in Pakistan (Kashmir), Armed Islamic Group in
Algeria, Barbar Khalsa international from India, Kurdistan Workers Party in
Turkey, and “Tamil Tigers" in Sri Lanke.

STATISTICAL DISTRIBUTIONS AND THEIR CONVOLUTION

This paper is an attempt to increase the possibility of determination
of potential perpetrators of suicidal terrorism (or group of suicide terrorists),
using the methods of mathematical statistics, composition and convolution of
statistical distributions. To understand the method, it is necessary to give a
brief mathematical approach, with an explanation.

If we observe a set of random variables: X1, Xo,. . ., X3,. . ., X,
(perpetrators of suicidal terrorism), then they have their own distribution,
which may be of various types [2]. Distributions can be discrete and
continuous, depending on whether the random variables are countable or
uncountable sets. Uncountable sets of values (which are the subject of this
paper) correspond to a continuous distribution (eg. Gaussian distribution,
exponential distribution, etc.).. Each division has its own interval (which
changes the random variable) and density distribution. Density distribution
of random variables, if they take values from the uncountable set, are
denoted with

Pa (X),Pa (x),...,Pa (x),...,Pa (x).

In this formula, ay, a,,. . . and a, are the parameters of the distribution.
The most common case that occurs in practice is that a random variable (e.g.,
perpetrators of suicidal terrorism) have the same interval of change of the
random variables (total number of potential perpetrators) and the same type
of density distribution P (selected group or individual - the perpetrators of
suicidal terrorism), but the parameters of density distributions are different
(age, education, social status, motivation). Then it is clear that if the analysis
process is characterized by a given distribution using only one aspect of
density, the result can not be complete and totally objective.

Ibid
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Therefore, we introduce the procedure of convolution of distributions
in order to obtain the resulting distribution, which gives more objective
results, than a single distribution.

As an example, we saw a convolution of two distributions, i.e.
demanded the resulting density distribution P (X [ P (- The

S

o
composition of these two distributions obtained by convoluting is given by
the formula:

X
Criaga ¥ de P 0= P ()
1

The resulting density distribution is the mathematical expectation of
the distribution Pa (x) by the distribution Pa (x), because the formula (1)
S

O

is the de facto definition of mathematical expectation of some variable (in
this case, the probability of finding a potential perpetrators of suicidal
terrorism).

It is quite clear that neither the density distribution of C, (given by
the formula above) can be considered as the most objective, because it is a
superposition of only two aspects of density and the total number of density
is n (n-groups or individuals in the general case). The only fair allocation
gives the composition of n distributions whose convolution formula is
written in the form:

C (=fdyC (x-y) P(y) @
0

where, because of the simplifications accounted, is taken that the lower limit
isg1=0.

It is assumed that all random variables Xi, X,. . . , X, change from 0
to oo. This assumption gives the possibility (through the Laplace transform of
formula (2)), that the functional form which contains the integration over y
translates into an algebraic form, which is easier for further analysis.

Because of that, the above formula is multiplied by e *dxand the result
from that multiplication is integrated by y in the range from 0 to oo.

Thus it is obtained:
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0 0 0

By applying the Direchlet rule to change the order of integration, the
right side of the last formula is:

®© X 0 0
faxe™[dy ¢ (x-y) P (=[dy P ([dxe™C  (x-y),
0 0 0 y

and with the following denotations:

o0 0
X—y=z; dx=dz; J' —>I X e‘kx:e_kye_kz,
y 0
one can obtain:

o B 0 Kk 0 _
[axe™*c_(0=[dy 7P (y[ize™C (2.
0 0 0

Each term in the last equation is the Laplace image of appropriate
function. So we get an algebraic equation:

Cn(k) = P,(K) C, ,(k) ; n=12, ..

This algebraic equation gives Laplace's image of superposition of all
distributions of random variables X3, Xz, . .., X; .

It is concluded that the general formula of the form:
n
Ch(k)=]P.(k),
u=1
can be used for the last equation.

Later, we will deal with the exponential distributions of the next form:

_a,u(x),

Pﬂ(x) =a, e u=1---,n,

Based on the definition of Laplace's image, we can write:
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Pu(K) [dce™ P, (x) = a, [dxe ) - Q)
0 0 yZ

thus:

a
P, ()= —~£
k+aﬂ

Introducing into (3) it is obtained:
n

Colk) = ] —~

u=1 k+ay

or, after application of the theory of residues, one can obtain:

Cn(x):i kFi%S (ekx n a,u J’

=il p-1K+ay,

i.e. finally:
e 1

(@, —3) (ag—2ay) -~ (@ap —ay)

Ch(x) —{

—a,X
g 2

(a3 —ay) (ag—2ay) - (an —ay)

e_a3X

(ai_a3) (32_33) (an_ag)

+

o ~anX n
[1a,

(a—ag) (@, —an) =+ (@p1—2an) | w2
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This formula can be used for non-standardized distributions of the
type:

—a X
D,()=n,e .

In that case, it is:
D,(x)= e_alx +
# (@, —3) (ag—ay) -~ (@h —ay)

e—a2X
(8,-ay) (35-ay) — (an-a,)
e 3" .
(3 —a3) (a,—-a3) - (an —a3)
—anX n

e
(ay—ap) (@, —ap) -+ (a5 —an) /1;[19\[”

It is interesting to note that all compositions, regardless of the number
of exponential distributions which form them, are positive, definite and well
shaped curves which tend to zero, as x tends to zero and also when x tends to
infinity. All composition curves have one maximum with the abscissa X,

and one saddle point with the abscissa x,. The saddle point is always at the
right side of the maximum, which means that itis x, > X,, .

The composition curve can be simulated very well by the following type of
function:

r 2
r _XMX . Xum
y=NX"e o= M

where A is a normalizing multiplier.
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The simulation function is represented in Figure 1:

D
Xy Xp X
Figure 1: Simulation curve of Dn (x)
1 ; r+l1
For v it can be obtained that: N=——m| — .
rr+1 \ x,

Based on the gained result, a standardized simulation function has the form:

r+1 r

1 r X X

y=———| — x'e ™ |
r(r+1) { x,

It is very complicated to calculate mean values through expresion in
practice. Therefore, it is far easier to use normalized simulation function for
calculation of mean values. With this function we will calculate the mean
value of a variable x. i.e. its mathematical expectation. This mathematical

expectation will be, beside x,, and x,, our third element for identification.

By definition, the mathematical expectation of x is:
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<x>=Idx XYy.

After the replacement it is obtained:

r+1 r+2
L (Lj F(r+2)(XTMJ _L(r+2) Xy

:F(r+1) Xu _F(r+1) r
Bearing in mind that F(r+2)=r+1, the final expression for the
I'(r+1)

mathematical expectation of x is:
1 2
r+ X
(X)=—=xy ; r=|—"2—1|
r Xp — Xy

CONCLUSION

The resulting formula can be used to determine the probability of
finding potential perpetrators of suicidal terrorism [3], after statistical
analysis of data collected in the following cases:

1. Statistics of the number of people suffering from serious incurable
diseases (based on medical records),

2. Statistics of people who live on the border of economic existence
(from data held by the Centers for Social Work and shelters) [4],

3. Statistics of visitors of mental patients who are not related to the
patient (medical records violation of discretion on the doctor-patient
relationship);

4. Statistics of people from religious institutions (data obtained from
police records and registered companies) [5],

5. Statistics on the number of people who are the subject of other
ideological pressures [6].
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After the formation of the distribution curve, using the methods of
composition and convolution explained above, the mathematical expectation
of the potential perpetrators of suicidal terrorism can be calculated. In this
way, prevention against destabilization of the order in the system of the
country can be made, not only in cases of individual suicide terrorism, but
also in cases of suicidal groups.
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SECURITY CONCEPTS OF THE EURO-ATLANTIC
SECURITY ORGANIZATIONS -FIELD OF
COORDINATION, COOPERATION OR COMPETITION?

Abstract

The subjects of the international order that have gained more importance
and authority in the recent decades are the international organizations with
competence in the field of security and defense. The first place in terms of
development and active role in maintaining international peace and the overall
security is hold by the organizations that stretch over the Euro-Atlantic region. The
North Atlantic Treaty Organization (NATO), the European Union (EU) and the
Organization for Security and Cooperation in Europe (OSCE) are the three most
important organizations in the Euro-Atlantic region that have shaped world history
through their commitments in the framework of maintaining peace, security and
stability. Their commitments have been with different characteristics and in
accordance with the characteristics of the international order, the scope of
intervention and goals to be achieved.

The concepts of security refer to different sets of issues and have their
origins in different historical and philosophical context. The end of the Cold War
made the concept of security one of the most disputed concepts in international
relations.

In this paper, the security concept of these three major security
organizations for Europe and Western Balkans will be analyzed. In this respect, the
basic documents that explain the way in which these organizations understand and
apply their security concepts will be analyzed.

Key words: security, NATO, EU, OBSE.

INTRODUCTION

As one of the main concepts used in the international relations,
security was and still is one of the most contested ones'. Even before the
demise of the Cold War, traditional state-centric and military-focused
approaches to security studies were being questioned by a growing number

! As Barry Buzan points out in People, State and Fear security is an “essentially contested
concept”, p. 7.
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of scholars and practitioners®. At the end of the “short twentieth century™?,
the environment dramatically changed in Europe and the old approaches to
security had to be replaced by others that fit better to the multidimensional
characteristics of the European Security landscape today.

As an international relations concept, the term security is ambiguous
in content as in format: is it a goal, an issue-area, a concept, a research
program, or a discipline?® There is more than one concept of security:
‘national security’, ‘international security’ and ‘global security’ refer to
different sets of issues and have their origins in different historical and
philosophical contexts.”™

All these difficulties in understanding security and the concepts
related to it increased in the last twenty years. The end of the Cold War, the
disintegration of the Soviet Union, and the end of the bipolar balance of
power in Europe and in the world, made the concept of security one of the
most disputed concepts in international relations.

As a result of all these changes, the European Security Organization
adapted their security concepts to the changing environment. These changes
make the task of comparing these security concepts an interesting one.

In this article, the security concepts of the three major / most
prominent European Security Institutions, such as NATO, EU and OSCE
will be presented in order to identify their commonalities and distinctiveness.
In order to compare them, the documents that explain the way in which these
organizations understand and apply their security concepts will be analyzed.

A CHANGING VIEW OF SECURITY

There is a consensus that security implies the absence of threats to
core values (for both individuals and groups) but there is a major
disagreement about whether the main focus of enquiry should be on
“individual”, “national”, or “international”.> During the Cold War, security
in Europe was conceived in largely military terms: it was about the

! Hide-Price, A. (2001), Beware the Jabbewock”: Security Studies in the Twenty-First

Century in Girtner, H., Hyde-Price, A. and Reiter, E., eds., Europe's New Security
Challenges. Lynne Rienner.Publishers, 2001, p.29.
2 Hobsbawn, E. (1995).Age of Extremes, The Short Twentieth Century 1914-1991, Abacus.
® Haftendorn, H., The security Puzzle: Theory-Building and Discipline-Building in
‘Ilnternational Security, International Studies Quarterly, 35:1 (1991).

Ibid., p.3.
® Baylis. J. & Steve Smith (2005). THE GLOBALIZATION OF WORLD POLITICS, An
introduction to international relations, third edition, OXFORD University Press, p.300.
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threatening use of military power in the international relations.* Security was
usually assessed in negative terms as the absence of conflict between the
continent’s two military blocs. This traditional understanding of security
focused on the threat of military force to sovereign states (national security).

The concept of ‘collective security’, in which all states guaranteed
the security of their neighbors, had been discredited in the inter-war period
by the failure of the League of Nations, which sought to embody this
principle. The Cold War witnessed the building of alliance ‘collective
defense’ arrangements in which groups of states came together to guarantee
each other’s security. States within the transatlantic framework developed
patterns of economic and political cooperation to such an extent that it
became impossible to imagine a military conflict between them. A ‘regional
security complex’ was formed in Western Europe in which the states became
interdependent in their security.

A more differentiated concept of security began to emerge with the
end of the Cold War. Drawing on the work of Buzan and the Copenhagen
school, security was viewed as a much more multifaceted concept which was
not necessarily linked to a territory.?According to this approach, security
could be measured on a variety of levels, both above and below the state, and
it could be assessed in relation to political, economic and societal values.®

ANALYSIS OF SECURITY CONCEPTS IN THE SECURITY
ORGANIZATIONS' BASIC DOCUMENTS

The North Atlantic Treaty Organization (NATO), the European
Union (EU) and the Organization for Security and Cooperation in Europe

Y In a narrow realist, or later, neorealist approach, military security was an attribute of
relations of a state, a region or a grouping of states (alliance) with other state(s), regions,
grouping of states. It was also referred to as “international security”.

2 See for example, B. Buzan, B. (1983). People, States and Fear: The National Security
Problem in International Relations, Wheatsheaf, Brighton, and Waever, O., B. Buzan, M.
Kelstrup and P. Lemaitre (1993). Identity, Migration and the New Security Agenda in
Europe, Pinter, London and the Centre for Peace and Conflict Research, Copenhagen.

® Broadening of the neorealist concept of security means inclusion of a wider range of
potential threats, beginning from economic and environmental issues, and ending with
human rights and migration. Deepening the agenda of security studies means moving either
down to the level of individual or human security or up to the level of international or global
security, with regional and societal security as possible intermediate points. While
broadening can be attributed predominantly to attempts made by representatives of
neorealist approach, then parallel broadening and deepening of the concept of security has
been proposed by the constructivist approach associated with the works of the Copenhagen
School. See more in B. Buzan, B., O. Waver & J. de Wilde (1998). Security. A New
Framework for Analysis, Lynne Rienner Publishers: Boulder-London.
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(OSCE) are the three most important organizations in the Euro-Atlantic
region that have shaped world history through their commitments in the
framework of maintaining peace, security and stability. Their commitments
have been with different characteristics and in accordance with the
characteristics of the international order, the scope of intervention and goals
to be achieved.

As a result of the changes in the international community, especially
in Europe, after the end of the Cold War, the European security organizations
should have their security concepts adapted to the changing environment.
These changes make the task of comparing these security concepts an
interesting one.

NATO Strategic Concept

On 19-20 November 2010, the 22" summit of the NATO member
states was held. It was dedicated to the adoption of a new Strategic Concept
and of a number of other documents defining the Alliance’s policy in the
coming decade. For the first time in NATO’s history, the strategic concept is
purely political in nature and contains no guidelines for a military planning
process.

The 2010 Strategic Concept entitled “Active Engagement, Modern
Defense™ is the most important document adopted during the Lisbon
summit. It is a very clear and resolute statement on NATO’s core tasks and
principles, its values, the evolving security environment and the Alliance’s
strategic objectives for the next decade.

In accordance with the logic of previous documents of this
importance, the new strategic Concept is intended to specify NATO’s
objectives, the tasks which have been set before the Alliance, and how they
are to be implemented by the end of 2020. In contrast to the previous
concepts, this present one shows changes in the approach to the very role of
the NATO concept. It is now increasingly clear that the strategic concept is
intended to form the basis for further discussions and negotiations among the
allies on how to implement the points of the concept, rather than a clear
interpretation for the process of NATO’s defense planning and policy. This

L Wilk, A., NATO after the Lisbon summit: the consequences for Central and Eastern
Europe, Analytical Newsletter Issue 39 (232), 24 November 2010, Centre for Eastern
Studies, p. 2.

2 “Strategic Concept for the Defense and Security of The Members of the North Atlantic
Treaty Organisation”’Adopted by Heads of State and Government in Lisbon, Active
Engagement, Modern Defense http://www.nato.int/lisbon2010/strategic-concept-2010-

eng.pdf
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no longer constitutes a “guide for the further adaptation of the armed forces”
(as recorded in the concept adopted in Washington in April 1999), but is in
fact a guide for the next phase of NATO’s evolution”, although it does not
specify on what it is based, or how it should be proceeded.

The document describes the current security environment and
identifies the capabilities and policies it will put into place to ensure that
NATO’s defense and deterrence, as well as crisis management abilities are
sufficiently well equipped to face today’s threats. These threats include for
instance the proliferation of ballistic missiles and nuclear weapons,
terrorism, cyber attacks and fundamental environmental problems. The
Strategic Concept also affirms how NATO aims to promote international
security through cooperation.

The new Strategic Concept formally maintains the status quo in terms
of the Alliance’s three main missions: collective defense (which is listed
first, with reference to Article 5 of the Washington Treaty?), crisis
management, and cooperative security. It does not assign a priority to any of
these three missions, whose actual importance can only be assessed on the
basis of NATO’s future activity. However, the largest part by volume of the
new concept are crisis management and preventive actions: arms control,
disarmament and non-proliferation, as well as cooperation (partnership) to
strengthen the security of countries outside the Alliance (principally Russia),
and with international organizations, while maintaining the so-called ‘open
door’ principle (i.e. the possible accession to NATO of more European
countries which comply with democratic standards)®.

The scope of the challenges and risks included in the new concept
highlights two approaches to NATO’s future, which have competed with
each other since the end of the Cold War. One sees NATO as a political-
military alliance which deals with the defense of territory and the interests of
its members; the other sees it as a political organization which is responsible
for construction of cooperative security in Europe. Neither the new strategic
concept nor the other documents from the summit have unambiguously
resolved these discussions. This is demonstrated, among the other things, by
a description of the international security environment in which (while not
excluding the possibility that risks of a military nature may emerge) the
highest-priority challenges for the Alliance are listed as the following: the
proliferation of missile technology and weapons of mass destruction;
terrorism and all types of activity concerning cross-border organized crime;

Lwilk, A., Ibid.,p.3.

% The North Atlantic Treaty, Washington DC, 4 April 1949 in NATO Handbook, NATO
Office for Information and Press, Brussels, 1995, p. 232.

® «Strategic Concept ...”, op. cit., point 27.
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the security of telecommunications networks  (cyber-warfare),
communication and energy supply routes; the militarization of space;
epidemics; climate change, and water shortages. It should thus be assumed
that the final interpretation of the new strategic concept will be made on the
basis of international developments, the major allies’ political interests, and
financial constraints related to the global economic crisis.

NATO remains the unique and essential transatlantic forum for
consultations on all matters that affect the territorial integrity, political
independence and security of its members, as set out in Article 4 of the
Washington Treaty. Any security issue of interest to any Ally can be brought
to the NATO table, to share information, exchange views and, where
appropriate, forge common approaches.

European Union (EU)

The concept of security within the European integration/EU has
undergone changes and amendments, leading to a broad, but diffuse security
concept. All treaties, from the Treaty constituting the European Coal and
Steel Community until the Treaty of Lisbon, contain references to security
aspects. With subsequent treaty revisions, these references have not only
increased in number but also in relation to the context they refer to. While at
the beginning, the only security concept that was considered in the treaties
was social security in relation to the free movement of workers; this has
broadened to include social, political, economic and energy security with
both internal and external implications.

Whereas for some decades, ‘security’ within European cooperation
was mainly perceived as referring to internal territorial security which could
(only) be maintained with military means, the end of the Cold War and
September 11, 2001 and March 11, 2004 led to a different and differentiated
perception of security. Since the end of the 1990s, it is possible to identify
two broader and more general concepts of security: the external,
‘international’ security and the internal security of the Union’s citizens, the
first capable of influencing the latter.

The Treaty of Maastricht, which was ratified in late 1993, was a
turning point for the EU's foreign and security policy. The Common Foreign
and Security Policy (CFSP) were set up as a second pillar of the EU.
Security and defense were also explicitly included in the CFSP. The Treaty

! The concepts of security and liberty in the Framework of the European Union: the case of
the EU’s external action, University of Athens, University of Cologne, Deliverable: work
package 12, p. 6, available at:

http://www.libertysecurity.org/IMG/pdf WP12 CHALLENGE DELIVERABLE.pdf
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promised to develop a ‘common security and defense policy’ and perhaps
also ‘a common defense’.

The Treaty of Amsterdam extends the concept of security to the
newly established ‘area of freedom, security and justice’ (AFSJ)! dealing
with several aspects of internal security. The Treaty of Nice also mainly
contains the security concept of CFSP and of the AFSJ.

With the adoption of the European Security Strategy * (ESS) in 2003,
the Union formulated for the first time a genuine and all-embracing security
concept. As a modern, civilian power, the EU privileges a comprehensive
approach in solving security problems, drawing from all the components of
its international policy, not only military but also political, economic,
judicial or those relating to internal security or development aid. The 2003
ESS articulates precisely this idea when it calls upon the Union to make use
“of the full spectrum of instruments for crisis management and conflict
prevention at our disposal, including political, diplomatic, military and
civilian, trade and development activities”.?

The Lisbon Treaty reinforces the notion of national security as
remaining the Member States’ own responsibility.” It furthermore
establishes for the first time a special chapter on the Common Security and
Defense Policy (CSDP). Social security is also mentioned in the treaty, again
especially in relation to the freedom of the movement of workers.®> Within
AFSJ, a ‘high level of security’ shall be guaranteed, embracing measures ‘to
prevent and combat crime, racism and xenophobia, and through measures for
coordination and cooperation between police and judicial authorities and
other competent authorities, as well as through the mutual recognition of
judgments in criminal matters and, if necessary, through the approximation
of criminal laws’.® Finally, a new security dimension is introduced: security
of ener7gy supply which shall be ensured within the Union’s policy on
energy.” Thus, in this last treaty reform, the concept of security is defined
very broadly and embraces both internal and external security issues.

At the same time, the means to promote and guarantee the different
concepts of security have increased towards more military capabilities on
one hand, and increased police and judicial cooperation on the other hand.

' Art. 2 TEU, 61ff. TEC.

2 Javier Solana, “A safer Europe in a better world”, European Security Strategy, Brussels, 12
December 2003.

® Ibid., p.18.

* Art. 4 (2) TEU.

* Art. 21, 48, 153 TFEU.

® Art. 67 (3) TFEU.

" Art. 194 TFEU.
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While the EU is increasingly assuming responsibility for security and
conflict resolution in different parts of the world (both with civilian and
military means), it also intensifies its internal (judicial and police)
cooperation, in order to provide for the security of its citizens. The EU thus
increasingly perceives itself as an international ‘security actor’, which
engages in a pro-active rather than reactive way for the promotion of
international security.

In contrast to the massive visible threat in the Cold War, none of the
new threats is purely military; nor can any be tackled by purely military
means. Each requires a mixture of instruments. Proliferation may be
contained through export controls and attacked through political, economic
and other pressures while the underlying political causes are also tackled.
Dealing with terrorism may require a mixture of intelligence, police, judicial,
military and other means. In failed states, military instruments may be
needed to restore order, humanitarian means to tackle the immediate crisis.
Regional conflicts need political solutions but military assets and effective
policing may be needed in the post conflict phase. Economic instruments
serve for reconstruction, and civilian crisis management helps to restore civil
government. The European Union is particularly well equipped to respond to
such multifaceted situations.

The OSCE Concept of Comprehensive and Cooperative Security

The OSCE was the first security organization that conceived and
adopted a concept of comprehensive and cooperative security, which the
participating States have reaffirmed in major documents and decisions taken
since the Helsinki Final Act'. While revolutionary at the time, and still
innovative today, the OSCE’s unique approach to security is a crucial part of
its record of achievements. This approach to security has allowed the OSCE
to manage change in Europe from one century to the next.

The so-called Final Act (Helsinki Summit, August 1975) is the
founding document of the Organization, which outlined for the first time the
major principles and commitments that guided the work of the CSCE and,
later, the OSCE.? The Final Act recognizes the “indivisibility of security in
Europe”; the close link between security in Europe and the world, including
the Mediterranean region; the complementary nature of political and military
aspects of security; the security interests of all participating States on the

! Helsinki Final Act at: http://www.osce.org/documents/mcs/1975/08/4044 en.pdf
2 See more: Snezana Nikodinovska — Stefanovska, The Place and the Role of OSCE in the
Contemporary International relations, Faculty of Security, Skopje, 2001.
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basis of sovereign equality; and the importance of the development of co-
operation among the participating States in all fields.

In the Charter of Paris for a New Europe (Paris Summit, November
1990) the participating States emphasized that “security is indivisible and the
security of every participating State is inseparably linked to that of all the
others.”

The 1992 Helsinki Document - The Challenges of Change) upheld the
notion of indivisible and comprehensive security, and the participating States
agreed to make the CSCE more operational and effective.

Regarding “the management of change”, the participating States
noted that their “approach is based on our comprehensive concept of security
as initiated in the Final Act.”

Lisbon Declaration on a Common and Comprehensive Security
Model for Europe for the Twenty-First Century (Lisbon Summit, December
1996) outlines the security challenges facing the participating States and the
possibilities for cooperative approaches in meeting them. The Declaration
reaffirms that European security requires the widest cooperation and
coordination among the participating States and European and transatlantic
organizations. It states that the OSCE is the inclusive and comprehensive
organization for consultation, decision-making and cooperation in its region
and a regional arrangement under Chapter VIII of the United Nations
Charter. As such, it is particularly well suited as a forum to enhance
cooperation and complementarity among such organizations and institutions.
The OSCE will act in partnership with them, in order to respond effectively
to the threats and challenges in its area. *

The Charter for European Security (Istanbul Summit 1999) takes a
number of important strides in strengthening the OSCE’s ability to prevent
conflicts as well as its capacity to settle conflicts and rehabilitate societies
ravaged by war and destruction. In addition to listing a number of challenges
in the OSCE area (such as armed conflicts, international terrorism, organized
crime, and economic and environmental problems), the Charter for
European Security seeks to contribute to the formation of a common and
indivisible security space free of dividing lines and zones with different
levels of security. A further integral part of the Charter for European
Security is the ‘Platform for Cooperative Security’ a two-page operative
document outlining the principles and modalities for working together with
other international and regional organizations and avoiding duplication. The
Platform aimed at strengthening co-operation between the OSCE and other
international organizations and institutions on the basis of equality, shared

! Lisbon Document 1996, DOC.S/1/96,p.12, at: http://www.osce.org/mc/39539 .
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values and the mutually reinforcing nature of their relationships. Also, the
Platform includes modalities for the OSCE and the other international
organizations and institutions to work cooperatively in a spirit of partnership
and on a case-by-case basis in response to a specific crisis as well as to new
risks and challenges. Since then, the OSCE has increasingly worked in
concert with external partners, including the United Nations, the European
Union, the Council of Europe, NATO and many other international, regional
and sub-regional organizations and institutions. Cooperation ranges from
high-level political dialogue to joint projects in the field.

The OSCE entered the 21% century as a consolidated organization
with structures and institutions and a set of consensus-based decisions and
agreements. The Organization began to address more specifically new
security threats and challenges. This became cumulatively reflected in the
Maastricht 2003 OSCE Strategy to Address Threats to Security and Stability
in the Twenty-First Century. In the Maastricht Strategy, the participating
States acknowledged that in the 21st century, security throughout the OSCE
area is increasingly jeopardized by threats that defy categorization into any
one of the OSCE dimensions. Thus, the Maastricht Strategy recognizes that
“threats to security and stability in the OSCE region are today more likely to
arise as negative, destabilizing consequences of developments that cut across
the politicomilitary, economic and environmental and human dimensions,
than from any major armed conflict”.?

In particular, the Maastricht Strategy stipulates that the OSCE, with
its broad membership and “its multidimensional concept of common,
comprehensive, cooperative and indivisible security”® is particularly well-
equipped to address the qualitatively new security challenges that have
emerged in recent years. The Maastricht Strategy also calls for the continued
search for negotiated solutions to unresolved conflicts in the OSCE area. In
addition, the document underlines that present-day factors affecting security
and stability are rarely limited to the OSCE area. It states that co-ordination
between all relevant organizations is essential because no single state or
organization is capable, on its own, to address these challenges.

The Declaration recognizes that the OSCE, as the most inclusive and
comprehensive regional security organization in the Euro-Atlantic and
Eurasian area, continues to provide a unique forum, operating on the basis of
consensus and the sovereign equality of States, for promoting open dialogue,

! OSCE Strategy to Address Threats to Security and Stability in the Twenty-First Century at:
http://osce.org/documents/mcs/2003/12/4175_en.pdf

% The OSCE Concept of Comprehensive and Co-operative Security, An Overview of Major
Milestones*, SEC.GAL/100/09, 17 June 2009, p.11.

® Ibid, .p.11

123


http://osce.org/documents/mcs/2003/12/4175_en.pdf

preventing and settling conflicts, building mutual understanding and
fostering cooperation. OSCE is determined to work to fully realize the vision
of a comprehensive, cooperative and indivisible security community
throughout shared OSCE area.

CONCLUSION

The modern security environment contains a broad and evolving set
of challenges to the security of NATO’s territory and populations. In order to
assure their security, the Alliance continues fulfilling effectively three
essential core tasks, all of which contribute to safeguarding Alliance
members, and always in accordance with the international law: collective
defense, crisis management and cooperative security.

The concept of security within the European integrations has
undergone changes and amendments leading to a broad, but diffuse security
concept. This includes the assumption that more and more issues/policy
areas are being ‘securitized’, meaning that they gained importance for the
broadened concept of what is understood as ‘security’. Secondly, within its
security and defense policy, the EU has moved from the concept of a purely
‘civilian’ power towards a hybrid actor with an ambitious and ambiguous
mixture of traditional and new concepts of power.

OSCE, as the most inclusive and comprehensive regional security
organization in the Euro-Atlantic and Eurasian area, continues to provide a
unique forum, operating on the basis of consensus and the sovereign equality
of States, for promoting open dialogue, preventing and settling conflicts,
building mutual understanding and fostering cooperation. OSCE’s
comprehensive and co-operative approach to security, which addresses the
human, economic, environmental, political and military dimensions of
security as an integral whole, remains indispensable.

The analysis of the security concepts defined in the basic documents
of NATO, EU and OSCE brings to the conclusion that they could be
considered as compatible and that they should complete each other by
implementing its political and military capabilities to address the full
spectrum of crisis - before, during and after conflicts. Despite the
overlapping and competition that still exists, these three major European
security institutions should coordinate their efforts in the complex European
environment. There are areas in which they could cooperate because of the
complementarities that exist among their security concepts.
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BE3BE/JHOCHUTE KOHLEIITU HA EBPO-ATJIAHTCKMU-
TE BE3BEJHOCHHU OPI'AHU3AIIUU — ITOJIE HA KOOP-
JUHAIINJA, COPABOTKA NJIN HATIIPEBAP

Pezume

Cybjexmume Ha MeryHapoOHUOm ROPedoK wmo ce 3000uja co 3Hauere u
asmopumem 60 NOCleOHUSe 0eKaou ce MeIyHapOOHUme Op2aHu3ayuy Kou umaam
KoMnemeHyuu 60 noiemo Ha OeszbedHocma u oobpanama. Hajshauajuu u
HAjakmueHu 80 00PIHCYBAFEMO HA MEIVHAPOOHUOM MUp U 210banuama 6e36e0nocm
ce cekako opzanusayuume Kou ce npomezaam 6o Eepo-amaanmckuom pecuon.
HATO, EY u OFCE ce mpume naj3nauajuu opeanusayuu 6o Eepo-amnanmckuom
pecuor  Kou ja  06auKyeaam — ceemckama — UCMopuja  npeKy — HUBHUOM
AH2ANCMAH/006PCKA 80 00pPIHCYBAILE HA MUpom, Oe30ednocma u cmaduiHoCm.
Huenume aneasxcmanu bea pasiuynu 60 cO21ACHOCH CO KApaKmepucmukume Ha
MeryHapoOHUOm nopeookx, NPOCMOpoOm HA UHMeEPBeHYUja U yeiume Kou mpebaa oa
ce nocmuenam.

Konyenmume na 6es3dednocm ce oonecysaam HA pasiuyHu cemosu Ha
npawarea U umaam nomeKnI0 60 PA3IUYHU UCMOPUCKU U DUTO30)CKU KOHMEKCM.
Kpajom na Cmyoenama eojua 2o manpasu xonyenmom Ha 6e30e0HOCM CHOpeH
KOHYEnm 60 MeryHapooHume 0OHOCU.

Bo mpyoom ke 6ude amanusupan KoHyenmom Ha 6e30edHOCm HA mpume
enaguu bezbeonocuu opeanuzayuu 3a Eepona u 3anaden banxan. Bo maa cmucaa,
OCHOGHUME OOKyMemu KOU 20 00jacHysaam HAYuHom HA KOj 08ue opeaHu3ayuu ja
pasbupaam 6ezbednocma ke budam paseie0aHu.

Knyunu 360posu: 6esoeonocm, HATO, EY, ObCE.
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INDUSTRIAL CLASHES IN COUNTRIES IN TRANSITION

Abstract: The issue of classes, class structure and industrial clashes is
bottomless socio-political and economic subject. Being complex by nature, these
processes and categories feature in various discussions and interpretations with
more or less ideological content, in different contexts and for different purposes.
This paper endeavors to present an objective overview of all the reasons for class
division and industrial clashes in transitional countries.

Key words: classes, class clashes, social inequalities, neo-liberalism

Class clashes - theoretical framework

Classes and class clashes represent some essentially contentious
issues in modern social theory. A variety of theoretical considerations on
these issues are either directly or indirectly linked to Marx’s accentuating the
significance of social classes in the overall history of human society. It is
understandable, given that classic Marxist authors considered class clashes to
be effectively a phenomenal form of the internal contradiction existing
between productive relations and productive forces, thus creating in this
context a driving force of societal development. Also, there is a not
insignificant number of theories and theorists who, based on different
criteria, rebut the Marxist theory of classes and class clashes and set forth
their own ideas.

There are also theoretical opinions that classic theory of classes
derives the class structure and class relations from the way of production and
it reduces all class relations to class clashes between economy-wise ruling
classes and exploited classes. All other clashes in society are regarded by this
theory as sporadic or derived from the class clash. On the other hand, the
stratification theory assumes there is a kind of gradualism in social


mailto:srdjan.milasinovic@kpa.edu.rs
mailto:zelimir.kesetovic@gmail.com

inequalities, thereby offering a broken down picture of isolated classes,
without understanding any clashes between these classes. Thus such
theoretical orientations offer a picture of reality “that is poor and incomplete,
or, in turn, each of these orientations comprises only one aspect of reality. In
order to apprehend the modern world as a whole, theoretical innovations are
crucial and they demand a great metamorphosis of all modern classes’
faces”.!

The starting point of theoretical considerations about classes and
class clashes during the latter part of the 20th century (especially those
rebutting the Marxist class theory) is the idea of evolution in the
development of industrial society. According to these concepts, human
society evolved during the 1960s in its technical-technological and socio-
economic essence into an industrial society. The development of this society
leads to an overall progress and class structure changes in the sense of the
middle classes strengthening and gradual disappearance of class clashes that
characterized past epochs.

From the 70s onwards a special form of the evolution of industrial
society came to life-post-industrial society. It is characterized by a radical
change of social structure incurred by a management re-organization and the
evolution of private property in the form of stripping of power a great
number of small owners to the benefit of a small number of share-holders.
This divorce between ownership and operational management of human
resources and working processes leads to a shift in social structure and the
disappearance of the historical differentiation between bourgeoisie and
working class. New social strata emerged: managers, political-military elite,
new middle classes, new working class (educated labourers, highly-qualified
labourers) and intelligentsia. In line with the evolutionist approach, social
structure got more complex in the postindustrial society, a greater
stratification and fragmentation processes led to social mobility to become
more intense, living standards went up. Working class no longer is no longer
charged with revolutionary ideas as their demands for social security
(employment, health insurance and education) had been largely satisfied in
this “state of bliss”. As a result of this, labour-related antagonism and class
clashes were eradicated on the whole.

Globalization is undoubtedly the prevalent feature of the post-modern
21st century society, causing significant changes in social structure, both in
the developed and other societies. That is why contemporary class-related
changes, changes in class structures and class relations, do not considerably
affect the conceptual definition and shaping of classes, but more the

! pecujli¢, M. Savremena sociologija, NIU “Sluzbeni list SFRJ”, Beograd, 1991, p. 132.

128



understanding of class structure, class relations and class clashes. Theoretical
considerations concerning these processes also have their own evolution.
There is an opinion maturing within social sciences that class structure,
relations and clashes constitute a complex area of social life which cannot be
observed outside the entirety of changes within the modern world based on
neo-liberal values and ideology.

In line with the current social changes, researchers dealing with the
emerging global society perceive today’s social inequalities and clashes
stemming from them in their nature all the more devoid of class roots, which
makes the modern capitalism a classless capitalism. (U.Beck). Classes are no
longer seen as classes but rather as a variety of possibilities, limitations and
prospects, the formation of which is primarily influenced by globalization.
(E. Giddens). According to Beck, poverty and inequalities are increasingly
less correlated to class reasons, whilst Giddens claims the roots of classless
capitalism lay in a rapid decrease in all kinds of paid labour, which renders
modern capitalist societies increasingly labour-less capitalist societies.!
There are other opinions too. M. Castells for example revitalizes the classic
class theory and insists on the emergence of “sub-classes” and a new
“lumpen-proletariat” class, both in the developed and other societies.?

Classic Marxist theory (created in the epoch of neo-liberal capitalism
of 21st century), as well as the stratification theory, do not allow for a
comprehensive understanding of the complexity of class relations, interests,
inequalities and clashes stemming from these inequalities, which all come as
a result of broad changes within the social physiognomy of basic classes in
the emergent global society. Still, it does not mean that the significance of
the “class—based approach” is fading away or that it can be disregarded upon
the analysis of modern societies, surely not to the same degree as the
approach about modern societies being deprived of class features.

An attitude only partially acceptable is that in modern capitalist
societies it is difficult to establish the traditional demarcation lines between
classes and that some other divisions (ethnic, racial, religious, political) are
more important than class divisions. Still, a question remains: what is the
character of economic inequalities in these societies is it true that these no
longer have class nature whatsoever? The term “classes” is essentially linked
to classic economic categories, primarily the categories of hired labour,
profit and exploitation. If there are no such labour, profit and exploitation,
then there are no classes, at least not in the Marxist sense of the word. It

! For more details see: Goldhtorpe, J. H., Globalisation and Social Class, Manuheimer
Vortage 9, 2001
2 Castells, M. End of Millennium, Oxford, Blackwell, 2000.
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would be difficult to prove the disappearance of the practice of appropriation
of surplus value based on private property and labour hiring in the highly-
developed capitalism both in the 21st century and over the course of the past
epochs. Surely, the importance of the traditional exploitation decreases with
the rising significance of technology and knowledge on the whole, both in
the production of material goods and services. But what can be denied is the
hypothesis that claims the exploitation of “live labour” in these countries is
still far from standing at “zero value” today.

Social inequalities, along with the “old” and “new” poverty are not
merely a construction and marginal phenomena and are not uprooted from
class divisions.* This is especially applicable if the process of globalization is
seen in the global context, as a ratio between rich and poor countries on the
global market and elsewhere within global relations of capital reproduction.
The growth and permanent amplification of the gap between rich and poor
countries (though there is a variety of domestic causes and factors too)? is
achieved through the most powerful corporations owned by a narrow ring of
the world’s elite comprising the richest who are nowadays conducting the re-
colonization of underdeveloped regions and nations.®

This is convincingly proven by a fact that 40 000 trans-national
companies are owners of one third of all production funds, they produce 40%
of the world’s domestic product, complete 50% of the foreign exchange and
80% of the overall high-tech trade, and control 90% of the global capital
export. They almost entirely control the international trade in raw materials:
90% of the trade in wheat, coffee, maize, timber, tobacco, iron ore and jute,
85% of the trade in copper and bauxite, 80% of the tea and lead trade, 75%
of the trade in bananas, raw oil and India-rubber. And these are all products
the export of which is crucial for poor countries’ economies.’

Profit rate is the basic motive for exploitation on national level, but
the opportunity of free migration of capital in neo-liberal globalization plays
into entrepreneurs’ hands, primarily because of dodging of duties imposed
by a social country and in relation to social and labour legislation. Therefore,

! Vidojevi¢, Z. Kuda vodi globalizacija, “Filip Visnji¢”, Belgrade, 2005, pp. 96-97

Z Literature cites the following as internal poverty causes: inherited poverty, enormous
demographic increases (over the last three decades, the population of Africa has grown from
281 to 647 million), structural failures, absence of a state of alw, credit over-indebtedness,
technical-technological slavery and other.

% In 1965, average income per capita in G-7 countries was 20 times higher than in the
poorest of countries. The ratio grew to 40 to 1 1997 inclusive. Giddens, E.“Taking
globalisation seriously”, Republic, No 246, 1-15. October 2000, page 25

* According to: Z. Vidojevi¢, ibid., pages 86-87
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naming of social groups that benefit the most from the existing capital-based
relations and national and global exploitation is not the most important thing.

It is not exceptionally relevant whether the rich or ultra-rich in a
national or global neo-liberal economy are called a class, a stratum, elite or
anything else, what matters is that these people have a crucial role in global
economic flows. This social group’s wealth and power is tellingly described
by saying that world’s three richest persons own a wealth that is bigger than
gross national product of 48 world’s poorest countries. The property of the
world’s 15 richest individuals exceeds national product of the sub-Saharan
African countries, further, the wealthiest 84 have in their hands wealth
bigger than the gross national product of China, a country going through an
economic ascent with its population of 1.3 billion. Half of today’s global
population lives on less than 2 American dollars per day, and 80% of the
population has merely 20% of the world’s social product.!

Of course, these facts do not “seal” the conclusion that national and
global class divisions, “amidst the conditions where global capitalist class
acts as exploiter of the global production-oriented hired labour”, are the only
dimensions of inequality within the global relations concerning hired labour
and capital reproduction. This is why the analysis and consideration of
contemporary social structure in both developed and developing societies
have to start with fully bearing in mind “the class-based approach”,
accompanied by a sharp theoretical system and criticism-based cognition and
taking account of classic theoretical paradigms and changes brought about by
the process of globalization.

Seen from the Marxist perspective, classes are social groups the
members of which have the same attitude to means of production. Though
the basis for class clashes lies in the economic sphere, that is, in the “social
division of labour and the ownership over the means of production”, it never
stays at that level; it unavoidably manifests itself in all fields of social life
and in different forms, primarily in the political-ideological field in the form
of struggle for power. That is why class clashes within a society effectively
represent the objectification, that is, the dialectic of the relations of
production of the entire social life.

A great number of today’s authors are completely rebutting the
scientific importance and relevance of Marx’s theory of exploitation and
class clashes in modern capitalist societies based on the theory. A different
class division model is more and more present in theory, disregarding
ownership as a criterion of belonging to a class and taking as one crucial and

! Sukovi¢, D. “Globalizacija i siromastvo”, in: Globalizacija i tranzicija, IDN, Fridrich
Ebert Stiftung, Beograd, 2001, page 66
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almost only criterion the division of social labour to manual and intellectual.
Therefore, two conflicting classes in a modern society are no longer
proletariat and capitalists, but rather non-manual labourers as a ruling class
and manual labourers as a working class. Bearing this in mind, Aron says
that working class is the only modern labour class, as it is homogeneous in
its living style, ways of acquiring means of living and class consciousness.
Opposed to it, bourgeoisie is heterogeneous given that “its members are a
factory owner, a factory manager and a drama writer, though these people
differ a lot in their respective living styles and their awareness of belonging
to a class. In other words, upper class comprises elements of varied historical
and social roots. “Proletariat, claims Aron, “which Marx favours in his
philosophical considerations, does not effectively exist, that is, it has been
reduced to a religious and ideological myth. The all encompassing and main
feature of today’s “realistic” proletariat class lies in the fact that it achieves a
favourable social position, primarily in the material sense. The economic
progress has rendered this class of people free, turned them into the best paid
goods in the history, which makes any kind of their struggle, especially
potential revolutionary movements, superfluous and illusory.*!

Whilst ignoring class differences that are based on ownership,
exploitation and appropriation, theoretical analyses are moving towards
shifting of class clashes to the field of inter-personal, or in the best case,
inter-group micro-conflicts, whereby it is attempted to hide the existence of
exploitation and social marginalization of capital non-owners. In his theory
of class structure of industrial societies R. Dahrendorf replaced private
property as the main factor leading to class divisions with the phenomenon
of social power. He claims that every “alliance of power” is a field
conducive for class divisions, including also those that exist in the non-
production areas of social life.?

On the other hand, there are attempts to prove that class clashes in
modern societies have disappeared. Facts often cited to prove this, such as a
drop in social differences amongst classes, greater social mobility of lower
classes and strata, and claiming that material goods are no longer so highly
rated on the scale of values, have already been replaced by non-material
resources: knowledge, culture, creative labour and similar.

Thus, the critique of the capitalist way of production, appropriation
and class conflicts gets replaced by various socio-psychological theories and
elite theories which are all unlikely to provide a satisfactory reply to the
question: why is it the case that in today’s most developed societies merely

! Aron, R.,L Opium des intellectuels, Calmann-Levy, Paris, 1968
2 Dahrendorf, R.,Homo sociologikus, Gradina, Nis, 1989
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several percents of population own from two thirds to three fourths of the
entire social wealth, or, why is the field of social inequalities and poverty
constantly expanding (in the US, half the shares were owned in 1997 by 1%
of the rich, and almost 90% of the population owned only one tenth,
according to N. Chomsky)?*

Class conflicts in transition countries

In some former socialist countries (USSR, SFRY) conflicts occurring
during the socialism era moved from class-related to war conflicts (provoked
by national and religious clashes), but the class direction naturally changed
in the period marked by building of market economy and liberal democracy
based on neo-liberal strategy, ideology and doctrine, and it was now directed
from was conflicts to those class related. These serious shifts in global
direction and focus of social conflicts in transition countries can be most
adequately expressed in the following way: “moving from the political
exaltation by 1989-1990 “revolutions”, via mass feelings of resignation and
social chasm, to a potential social-political explosion, induced by betrayed
expectations and acute disappointment with a new state of affairs, initial
capital accumulation and market economy”.?

Masses of people living in the newly-created nation-states formed as
results of the dissolution of socialist federations (USSR, Czechoslovakia,
SFRY) quickly woke up to the value of individual and independent national
countries and nationalism as such. Thus very soon the main issues to address
became not those related to an independent, sovereign, ethnically and
religiously clean national state, but rather those linked to the sphere of
market rules, exploitation, existential survival, employment and social
perspective of a dominant part of society.

Opposite to multinational, multi-confessional states in which
nationalism produced involutional social, political and economic flows, in
the rest of Balkan and eastern European states the fiasco of the state
socialism marked not only an epoch of political freedom and democracy, but
also an era of new uncertainties and deep crises related to the capitalism of
the European periphery. Thus these countries faced in different ways and to
varying degrees some serious social and economic problems, primarily
enormous unemployment rates, the destruction of domestic economy,

! SAD is keeping record amongst industrial countries in mortality rates of under-five year
old children... and also in the number of hungry people, children poverty and other basic
social indicators. Comski, N.,Profit iznad ljudi, Neoliberalizam i globalni poredak, Svetovi,
Novi Sad, 1999, p. 134.

2 Vidojevi¢, Z.Drustveni sukobi od klasnih do ratnih, Institut za novinarstvo, Beograd, 1993,
page 119
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increase in poverty, drastic social inequalities, pauperization,
“Lumpensation” and the lack of any perspective for a vast social majority.
The crisis induced by the inception of transition now merged with an
inherited social crisis and consequences of the former regime’s crash. The
beginning of the transformation process in socialist countries brought about
the creation of a class-based stratification of society based on the ownership
over wealth and means for production, whilst at the same time class-based
differentiation founded on power and authority was carried over from the
previous period, but in a much deeper way. Namely, the transition process is
nothing else but building of capitalist social relations on the foundation of
neo-liberal principles, that is, the creation of a class-based divided society
resting on exploitation and hired labour.

Bearing in mind all the aforementioned, Marx’s principle categories
get revitalized (strife between hired labour and capital, surplus of value,
relative and absolute pauperization etc), all the more as the return to the
capitalist reproduction of social life is achieved within a combination of the
capitalism of initial accumulation and modern Latin American type of
capitalism.* This return, amongst other things, is an indication that post-
socialist societies have not gone through essential phases of “natural
development” but instead merely omitted these through a “decree” and
voluntarism for the second time in the 20th century.

Social structure still has not been clearly crystallized in transitional
countries, though its main outlines can be noticed and these are based on the
one hand on the ideas of having power and the power of ownership and on
the other on the concept of hired labour, exploitation and misery. Thus a
dichotomy-based division is created between a great number of the poor, few
politically powerful “players” in the working process, proletariat and the
unemployed on one side, and a coalition of political power mediators and
nouveaux riches of the ruling class on the other. The extent of social
inequalities and a gap between the rich and the ever-growing poor, as a
necessary assumption of various social clashes, primarily class clashes, is
best shown by Gini’s inequality quotient. During the 1990s it stood at over
0.30 in transitional countries. Researchers contend it should not exceed 0.30
in developing countries. As for transitional countries, the quotient came at
0.45 in Yugoslavia in 1993, in Bulgaria 0.30, and rose to 0.36 in 1995. In
Russia, where inequality soared between 1993 and 1995, the quotient
amounted to 0.45, and dropped to 0.40 in 2000, which was exactly the case
in Estonia. In Romania the quotient stood at 0.31 in 1997 and in Poland it

! For more details see: Vidojevi¢, Z. Tranzicija, restauracija i neototalitarizam, IDN,
Beograd, 1997
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varied over the last decade between 0.34 and 0.32.'The available data show
convincingly the extreme unfairness that rules in transitional countries with
respect to the distribution of social wealth; having said this, the enormous
inequality in living standard and conditions exerts paralysing effects on the
development of productive forces and modernization processes on the whole.
On the top of this, high inequality quotient indicates to the conclusion that a
majority of transitional countries have gone through a model of
“development-wise incapable and robbing capitalism” and that these are
altogether highly-confrontational and unstable societies. In order to have a
full insight into class clashes in transitional countries (though these class
clashes become not too clear due to the absence of modern labour institutes
such as unions, given that these are more or less influenced by political,
party-related and nouveaux riches oligarchies) it is essential we should point
out some key features of social structure along with the criteria it is founded
on. Namely, the foundation and main criterion for the class-based
differentiation in Eastern European countries after 1989 became large private
property (created by speedy re-privatization processes) that is now taking
precedence over the political power of the former regime. At the same time
though, large private property seeks to acquire immediate political power
too.

Whilst political power used to be a means for the acquisition of
material wealth in the phase of the dissolution of the former regime, today
private property is one of the main paths for the acquisition of political
power. Ownership over private property is becoming a crucial fact in the
shaping of class-based social structure. Thereby, social premises have been
created for the establishment of “classic” forms of class antagonism and
conflicts between the working class and emerging capitalists. The newly-
created capitalist class in transition countries has heterogeneous origin. It
comprises the earlier small owners and “successful” managers from what
used to be state and public owned and are now privatized companies, a great
part of state and party leaders from the real-socialism period, but also mafia-
type organizations that often have close business relations with others
mentioned. Irrespective of their internal differences, these heterogeneous
segments of social structure have one common feature, and that is the
ideology of as quick and grand wealth accumulation as possible. They forge
alliances out of interest and necessity, forming a new ruling class in the
process. Their coalition has its shelf life as the ideologically converted
political bureaucracy (bearing in mind it has largely retained its personal
continuity in the new system), losing its ideological and manipulative control

L World Fact-CIA on http:// www.worldfact.cia.com/ 18th April 2005
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and power it used to have over the entire social reproduction in the previous
regime, especially over the social produce distribution and enforcement
entities (military and police), is at the same time gradually losing its power to
rule on its own, whilst on the other hand the new capitalist class is not strong
enough to do completely away with the “politarchy” as a dissipating class.
This dualism of class rule will most probably be retained in the foreseeable
future along with gradual internal movements towards the capitalist class as
the main entity in such distribution of power. Simultaneously, it means also a
shifting with regard to prevalent types of class clashes. When speaking about
the political bureaucracy forming a part of the ruling class in transitional
countries, it also creates alliances with both the newly-formed capitalist class
and so called Lumpen bourgeoisie — that is, nouveaux riches who came into
possession of wealth overnight and quite often through criminal activities:
smuggling, financial frauds, looting of the state/public owned property,
trading in strategic goods, weapons, narcotics and similar. This part of the
political bureaucracy and financial mafia will be seeking to defend their
alliance founded on “pray sharing” employing some cruel means of personal
power and violence, and if needed by open terror. From the viewpoint of
class clashes in transition countries it is important and paradoxical that:
> Historical delays get compensated for based on the foundations of
the neo-classical, that is, neo-liberal ideology, which leads to
breaking down of a re-distributional country, the application of
cruel market laws, exploitation and sharp class divisions, which
all, in turn, produce ever-growing dissatisfaction and tensions
amongst lower strata and classes;
> Despite the existence of an objective foundation for the
emergence of “classic” types of class clashes between the
working and the newly formed capitalist class, between the rich
and the poor, the powerful and those who are not by any means,
the absence of social unrests and protest and a kind of social
silence are prevalent. Sporadic protests by labourers concerning
pay rises or any kind of employment security have never had any
major effect or influence in any transitional society.

This can be potentially accounted for by saying that poverty and
social deprivation do not in themselves necessarily lead to mass social
protests and movements that can change existing social relations. In order to
reach that level, there has to be ideological awareness concerning the social
poverty situation, and potential social dissatisfaction has to be politically
articulated. Besides, over the last decade marked by social transformations
class-social conflicts have been only partly linked to exploitation as it, being
the main feature of capitalist production, presumes the creation of surplus
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value. Given drastic production-related drops in the majority of transitional
countries, along with deep economic crises and unemployment, the surplus
of value barely existed. As a result, the exploitation of hired labour occurred
only marginally, and wherever it existed (for example, in private sector) it
had an inhumane form similar to the one existing in the time of Manchester
type of 19th century capitalism.

This is why the traditional class clash between working and emerging
capitalist class is neither the dominant nor the sharpest form of class conflict
in transitional countries, as working class members there still have some kind
of job and at least minimal income. On the top of this, fear from getting
sacked and an ever-growing “army” of stand-by industrial workers, officers,
intellectual and agrarian proletariat, hushes and numbs class differences and
antagonism. “Absorbers” of class conflicts which existed in the past either in
the form of paid non-working (forced leaves, employment security, inflation
money and similar) or as mechanical egalitarianism, have been replaced by
some ideological absorbers, primarily by nationalism and chauvinism.
Though amidst the conditions of turning of a social crisis into an extreme
social decline and lack of perspective neither potential nor open class clashes
could be neutralized through ideological factors, they can still be weakened
by nationalism and chauvinism and (or) redirected to the external
environment. In this case “initial and main causes for clashes, which are
primarily of class nature, such as the conflict of interests between political
bureaucracy and nouveaux riches on one side and the entirety of production-
oriented classes, underprivileged, socially jeopardized and “Lumpen-ised”
social strata on the other, are getting reduced or weakened”." Therefore, it
can be said that internal clashes in transitional countries largely blocked the
driving energy of class clashes and work strikes as one of their forms. A very
specific type of class clashes is rearing its head in transition countries; these
conflicts now have some different entities involved, contrary to “classic”
clashes between workers and capitalists. Main pillars of these post socialist,
modern clashes are great heterogeneous masses of the poor (the unemployed
and socially jeopardized) on the one hand, and the rich, privileged and mafia-
oriented classes and strata on the other. The so called sub-proletariat, formed
through a “rational and just” privatization of a society’s production wealth
created by the work of several generations, represents number-wise not a
marginal but rather a significant social category. It constitutes a new,
“lowest” class and the main “negative side” of a society, contrary to all
theoretical and ideological criteria so far. The basic characteristic of the sub-
proletariat class is not its working status but rather its unemployment, lack of

! Vidojevi¢, Z. “Drustveni sukobi kao sudbinsko pitanje”, Teme, 1-2, 1992
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constant income, indigence and poverty. This is its main structural and
existential definition. This social group mainly consists of young, educated
experts and it can be expected to get seriously organized on the political
level in the foreseeable future. This is why this group is not considered to be
classic “army of stand-by” labourers. Therefore what can be expected on the
level of class conflict is “a clash between the sub-proletariat and the
emergent capitalist class, political bureaucracy and the privileged middle
class, but also with a part of the employed workers and officers. Further,
class conflicts between “lower” classes can be expected in the majority of
transitional countries as a result of fierce struggle to get any kind of job and
no matter how low wages. This intra-class survival clash is intensified by
social crisis, business uncertainty, economic crash and impoverishment of
hired labourers. Amidst such social conditions clashes within the working
class can be sharper and crueler in their intensity and consequences than
clashes between the working class and the emerging capitalist class.

Capitalism building processes in ex real-socialist countries have
produced not only a sharp polarization amongst classes by ownership and
wealth criteria, but also working class degeneration. This class degeneration
of labourers relates not only to the fact of its hardly any reproduction as a
class but also to its tendency to develop into a class that works against itself;
thus, a type of pre-class condition is created as poverty serves to destroy
labourers, not to unify them. Struggle to keep one’s job and to earn a crust
of bread cannot lead to a modern class and modern class clashes, but rather
to a kind of slavery within rising of unions and similar. However, these are
most often unrelated, inefficient and insufficiently thought-out endeavours
that bear witness to the lack of labourers’ organized class activities. Hence
come more than modest results of such class conflicts. So, whilst Marx’s
theory of classes and class clashes is increasingly less capable of explaining
the structure of the highly-developed IT capitalism, it is at the same time
gaining new popularity in transitional countries that are trying to make up for
their historical delay and establish liberal capitalism as soon as possible.
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POLITICAL CORRUPTION AS A FACTOR OF
INSTABILITY IN REPUBLIC OF SERBIA

Abstract: Political corruption is present in all political systems, past and
contemporary, regardless of their class character and political form, and it will
certainly exist and endanger social development in the future, although its existence
is practically often denied by individuals on the top of political power and state
government. Further in the paper, the authors looked at the procedures that proved
most successful in preventing corruption in practice so far, and underscored the
importance of relevant institutions in Serbia, dealing with the combat against
corruption.
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INTRODUCTION

Enormously wide field lies before those dealing with the role of
money in politics. Power that is in the money and lust for money has to be
expressed also where the people and the nations organized themselves in the
States and where they struggle to find ingenious ways to maintain old or to
build a new form of government: in the politics. Because money is not just
the driving force which sets in motion a state machine, but the state and the
politics are also the means to obtain money, and keeping the most of the
national income and national wealth. The old saying of the experienced
Austrian politician says that the "politics is the skill to present the personal
interests as common ones.”


mailto:nenad.radovic@kpa.edu.rs

However, it confuses no one anymore, because we know that the
politics for the most part, is a struggle for money. Money as the content and
purpose of such politics® is something that just goes without saying. In fact,
the more important question is what kind of money is involved in creating
political will, what routes does it travel to be turned into a political force,
what are the visible and invisible links between economic and political
forces in society. Meanwhile, political scandals and affairs occur, that are
transferred to the responsibility of the courts and parliamentary
investigations, commissions and boards of inquiry, depending on the
country, with the same or different socio-political situation (Levinson,
1934:5,6).

Corruption as a social evil follows mankind from its inception to the
present time, and it will certainly exist and endanger social development in
the future. Corruption has a direct impact on reducing political and economic
power of any society, and even a nation, and also destroys the basic moral
values that modern civilization has long before accepted (freedom, justice,
equality). The consequences of this criminal activity are poverty and spiritual
misery because the modern societies are being exremely reactionary and
pulled back by its effect.

Inefficiency in fighting corruption contributes to the "toughness" of
organized crime as one of its basic phenomenological features.This feature is
reflected in “conjunction” with certain criminal structures and some
exponents of state power. Effective combat against corruption involves
knowledge of conditions and the detection of criminogenic factors that
contribute to its emergence and development. Based on that, the preventive
and repressive activities should be planned, which could enable a certain
control of the origin and development of this form of organized crime, and
preventing the emergence of new forms.

Bearing in mind the negative effects of corruption and other forms of
organized crime at national and international level, there is no doubt that
there should be explicit, clearly expressed will and determination of all
relevant international organizations to prevent, detect and fight corruption to
acceptable level, through bilateral, regional and universal cooperation,
awareness and planning, long-term and medium-term activities on preventive
and repressive plan. It should be done vigorously, and in accordance with the
applicable laws of the country of origin, according to standardized measure
of the world we are living in. This is a condition the state can not survive
without, nor identifiy itself as a Rule of Law state.

! An old English proverb says:"There is no free lunch”. In other words, if you got something
— be sure you’ll be giving it back somehow.
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Nowdays, there are almost no words that are as often used as a
"corruption” and "politics”. On the other hand, in the scientific and technical
literature, there are different conceptual meanings (linguistic, related to
different languages, cultures and ideologies), and a large number of
definitions ...

Throughout recorded history of state and society, corruption had
always been present in political life. The common theme of corruptee
(person who gives a bribe) and corrupcionist (one who receives a bribe, in
this case a politician or other public figure) lies in their greed for material
goods and / or authority, or influence on state government and public
administration apparatus, and therefore on the general regulation and
direction of social processes.

In ancient times the great philosophers as Aristotle, Machiavelli and
Montesquieu, have said that corruption is a sign of deterioration of moral
values and regard it as immoral and harmful phenomenon in society,
stressing that the bearers of social function must advocate for common and
not their personal interests. Thus, the great ancient philosopher Aristotle was
often heard saying that "most crimes are committed in order to obtain not
the necessary, but excessive".

Political corruption is present in all political systems, past and
contemporary, regardless of their class character and political form, and it
will certainly exist and endanger social development in the future, although it
is often denied by individuals in top political power and state government.

Corruption in political life means the activity that is used by those in
the political function and position, in immoral or illegal purposes, in an effort
to obtain a benefit or profit for themselves, their family members, relatives,
friends or party members and sympathizers. Examples of political corruption
are bribery of political leaders and their close associates, MPs and civil
servants, to provide information based on which the great material benefit is
gained; in the purpose of counterfeiting public documents and reports;
favoring individuals and groups in the issuance of various licenses, the most
favorable execution of contracts for individuals in the government, to the
detriment of the state that is also a partner in this business, putting public
funds into certain banks, etc.

By the development of the modern state, corruption, in addition to
being morally harmful, represent the cause of the state inefficiency. Actors
of political corruption are state officials at all levels, private persons working
in various corporations, and politicians at the state and local level. Usually
the higher position in the hierarchy means the higher power, so the "offers"
for corruption are proportionate to the social scale and the service
committed. At the same time, the most important forms of corruption
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occuring are giving and receiving bribes, nepotism, cronyism and abuse of
official position or office for private purposes.

Corruption between private sector and the sphere of politics is quite
widespread throughout the world. Thereby, businessmen are motivated by
profitability of their profession, while the politicians want to preserve their
power. A great danger is rising in that case, because if the society fails to
supress corruption in the exercise of political power, the consequences can
grow to the level of a threat for the social order survival.

Bearing in mind that every man is prone to abuse the power vested in
him, the principle saying that every political power tends to corruption had
been accepted in political science. At the same time, financing of political
parties is identified as the main source of corruption, particularly during the
pre-election activities, when the parties need large funds and many business
people, or "businessmen”, are using this situation to bribe politicians under
the shroud of legal donations, in which case the politicians bear the
obligation to ,,pay the service back®.

Considering that large sums of money are gained through various
criminal activities, perpetrators of criminal acts are trying to legalize the
profits that were derived from criminal activities, or wish to present it as the
result of some legitimate activities.

To be freely used, so earned money should be legalized, or
"laundered™ and so included in the legal financial flows. Participants in the
money laundering use various financial transactions in order to conceal the
true origin of money, to make it legal means of financial transactions in the
money market, which provides them with normal use in business
relationships where they place their capital.

In principle, democratic systems inhibit the conditions for the spread
of political corruption by the fact there are numerous channels for public
information and means to ensure political accountability of public officials.

The Pillars of political corruption are representatives of plutocracy,
bureaucracy and technocracy. These social groups are characterized by
certain psychological traits such as poltroonism, unscrupulous, recklessness,
greed, petty-bourgeois morality and the like. Methods for their actions are
political intrigue, making the treacherous, cunning and covert way for the
conditions of smooth  corruption, organized crime and the criminal
underworld.

For more effective anti-corruption measures, a series of actions and
measures must be taken, not only domestically but also internationally.
Under these measures, among other things, certain legal documents, codes
of ethics and standards in the field of criminal, commercial, financial and
other areas of law and socio-political life had been passed. Those legal and
ethical responsibilities should act on the consciousness and conscience of the
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political, economic and legal, national and international entities to prevent,
detect and combat corruption and punish the perpetrators of these crimes.

Many discovered and proven cases by causing severe and negative
consequences for the society in total, show a high degree of social danger of
this sort of crime.

Given that corruption threatens the vital values within a state, but also
at the international level, all states are interested in combating these negative
phenomena in society, and are described in numerous international scientific
and professional meetings and forums devoted to this subject. Regardless of
the interest, effective combat against corruption is a very difficult task.

There is no, nor has ever been, State which supressed the corruption
totally. Moreover, it is believed that this negative social phenomenon in most
modern countries exist in a much greater extent than official records show.
This in fact means this specific form of organized crime has very emphasised
"dark figure".

PROCEDURES FOR THE PREVENTION OF CORRUPTION
The system of social integrity

With the disintegration of the former Soviet Union and Yugoslavia a
large number of independent states was developed, which, together with the
countries belonging to the so-called . “real socialism” political block, went
on the path of parliamentary democracy and market economy. However, it
appeared that the proper path in order to reach the goal was extremely hard
and with lots of unexpected obstacles. The time at which all this takes place,
as the Nobel Prize winner lvo Andric said "when wise are silent, stupid
speak, and the scum is getting rich” .In these times. honest and responsible
man is in a dilemma that was differently resolved by Greek philosophers
Epicurus and Zeno. Thus, Epicurus held that a wise man should not
participate in state affairs, except when someone is forced, while the Zeno,
however, said that a wiseman should participate in politics, unless someone
is preventing him to do so.

At the time of transition and post-transition period, or in difficult
troubled times' , we are faced with kakistocracy (rule of the worste of
people), so the dilemma arises for a reason, how an honest man could
willingly enter into such a group. On the other hand, it is precisely because
of such government and its need for change, for these honest men with high

! The term “difficult troubled times” comes from the Russian language and is related to
Russian history. Russia had three such periods: the early seventeenth century, year 1917
and the the last fifteen years. So is commonly called a period of political struggle between
certain groups, which lack the unifying idea.
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ethical qualities and a developed sense of common good to enter the
government whenever it’s possible.

There is always greater probability that kakistocracy will affect and
change the honorable newcomers, then it will be affected by them. When
kakistocracy turn away honorable and wise people from politics, then
unlimited space remains for corruption. Because politics should be sicken
enough so they could rule undisturbedly.

In this way the troubled time leads to the fact that honest and capable
people are losing interest in politics, so all sorts of random figures, rascals,
and ignorants climb to the high political positions (Sekulovic,2000:259-266).

Nowdays, It has been generally accepted view in the modern world
that a system of government is a public responsibility. When there is none of
that, no system can function in a manner that would promote the public
interest rather than private interests of those in power.

In essence, the goal of developing countries and those in transition is
to move away from a system that is based on a hierarchy, in which
authoritarian elites in power give orders to those on the bottom of the
hierarchy. This approach argues that we should move toward a system of
,,horizontal accountability", in which power is divided, where nobody has a
monopoly, in which each person is personally liable. However, this process
is not new. Developed countries already traveled.that way to the modern
form of government.

In such a system there must be freedom of the press. But the free
press must respect certain limits set by law, for example, should avoid
offensive attacks on individuals. On the other hand, a free press should be
responsible too, not only to media council (which may be established by law
or otherwise), but to the courts. In doing so, the courts are no longer servants
of the ruling elite, but act independently, implementing the rule of law in
accordance with the law. However, nor their independence is absolute.
Judges are responsible for their individual decisions through the appeals
process, and each judge is responsible for its integrity and expertise to
another body, be it parliament or the judicial council. This body is still
responsible to some other, and at the end it is responsible to the citizens who
reported their assessment of the elections. Therefore, the system of
"horinzontal responsibility” is realized in the so-called "moral circle”, where
each actor is also an observer and observed, he who controls and who are
monitored. In that way, the government does not represent anyone's
monopoly.

When it comes to countries that are in the process of transition, in
some of them the question of rehabilitation of the system that existed before
is raised, while in others, primarily in Eastern Europe, a modern state was
created virtually from the ground up.
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Such mechanisms of public accountability that are designed as part of
the whole society attempts to reduce corruption, make the ,,system of the
social integrity. This system of checks and balances was created with the
intention to assign responsibility among various agencies and branches of
government. It is used to regulate the conflicts of interest in the public sector
and it is successful in the division of powers and limiting the situations in
which there is a conflict of interest or those could with negative
consequences for the common good. This includes accountability,
transparency, prevention and punishment.

Social system embodies a comprehensive view of reform, dealing
with corruption in the public sector and governance processes (codes of
conduct for managers, organizational change, legal reform, reform of
bureaucratic procedures etc.) and also brings in the reforms of the civil
society. When the corruption is the systemic phenomenon, it is concequence
of the system failure. Main attention should be focused on changing the
system, rather than blaming individuals.

The whole building of integrity is maintained or undermined through
the process from the bottom up. Corruption can spread down through the bad
examples that give executives. However, the public awareness and, where
necessary, public shaming, respresent the ultimate defense of society.

The way for the public participation in these processes is also
effective and desirable. Participation is achieved through the democratic
process and involvement of the private sector, through the media,
professional associations, religious organizations, as well as through NGOs.
In this way, the reforms are initiated and maintained not only by politicians
and policy makers, but also members of civil society.

What supports this approach to social integrity is the conviction that
the answer to all contemporary issues of interest to the field of public
administration  (capacity development, results orientation, public
participation and promotion of social integrity) should be given on the basis
of a comprehensive approach.

The overall objectives should include: public administration which is
both effective and capable of contributing to sustainable development, a
government that is required by law, where citizens are protected from
arbitrariness, including human rights, and development strategies that benefit
society as a whole, including the poorest and most vulnerable members, not
just the elite of well-placed. The ultimate goal of establishing a system of
social inegritety is to make corruption a high-risk endeavor that brings a
small profit. As such, this system focuses on prevention measures and seeks
to prevent corruption in general and does not rely on post delicta, repressive
behavior, ie. on punishment after the corruption occurred.
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Each country already has some kind of a "system of social integrity*,
no matter how dysfunctional and ineffective it is. This concept helps
reformers to focus on a comprehensive approach in a combat against
corruption. It is not enough to focus attention on one element or a "pillar" of
the system and work on it separately from the others.

Although there are differences depending on the country, among the
“pillars of integrity' 'of some society are: the executive power, judiciary
power, parliament, financial control bodies, review bodies (parliamentary
committees for the control of public revenues and expenditures, the Auditor
General, Ombudsman, Police, agency for combat against corruption, etc..)
Public Service, civil society (including trade associations, trade unions and
the private sector), mass media, and international organizations.

What completes each of the institutional ,,pillars® of social integrity
system are the essential rules and procedures. These rules and procedures are
tools in the hands of various institutions. The absence of substantive rules
and procedures is a clear indication of weakness.

Approach based on social integrity of the system opens new
possibilities for detecting the disease and possible treatment of corruption.
Instead of dealing with individual institutions (courts, for example), or
certain rules and procedures (such as criminal law),and then to focus on
individual reform programs, there is aneed to look at the system in total. For
example, what is good healthy and "clean" the judiciary system worth, the
one that is ready to support the rule of law, if the police, investigators,
prosecutors and lawyers are corrupted. The judges simply wont get the cases
that should be trialed, so the judiciary will stay in isolation, honest and
capable, yet unable to do much (OSCE,2004:163-170).

»Whistle blowing*

Employees in public services and private sector in some situations, in
the context of their job, would come to the knowledge of some abuse or
failure of superiors which may put the citizens or public interest at risk. On
that occasion, the internal conflict is rising in those persons, should they
protect the employer, according to the principle of professional loyalty, or
protect the citizens, common interest, by disclosure of abuse externally, or
internally, in the same company they work, by “whistle blowing™" | as it is
commonly called.

! The term "whistleblowers"originates from the U.S. Dutch equivalent in the “"alarmer" (the
person ringing the alarm bell). Discussions about the “whistle blowing” are common in the
countries of Eastern and Central Europe, because there is a confusion with publicly despised
practice of denunciation of neighbours during the former totalitarian regimes.
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In the UK, the eighties, after a series of catastrophic events that could
have been avoided, it was finally realized that employees have an
irreplaceable role in preventing scandals and disasters, and constant control
of abuse. Almost all public investigations have established that employees
are aware of the danger before damage has occurred and that they were
afraid to warn anybody, or would turn to the wrong people, andthe wrong
way. These are some examples:

» The train crashed near London's busieststation, in December

1989, killing 35 people; the investigation showed that the
controller noticed that the power lines were loosened, which
probably led to the accident, but did not say anything because he
feared to upset the boss;

> After the collapse of Bank of Credit and Commerce
International(BCCI), in July 1991, the investigation showed the
autocratic environment in the bank staff prevented the staff to
indicate the problematic activities of the bank;

» An investigation into the sinking of the ferry Herald of
FreeEnterprise, in March 1987, at Zebridge in Belgium, revealed
that employees warned five times that ferries sail the with open
gate, the warnings were ignored.

» The investigation of the weapon load to Iraq in 1996. showed that
an officer in informed the Ministry of Foreign Affairs in writing
that the export of munition is being prepared for Irak, but
authorities did nothing.

Each of these scandals and accidents could be avoided, as it could be
sen that the errors in the institution or the company were first noticed by
those who work there. However, the prevailing culture of behavior in the
workplace is the one that resulted in a discourage of employees to speak
freely about the errors,

because they were in a position from which they could timely warn
about the dangers, acting as a"whistleblowers”. Employees are also afraid of
losing their jobs and favor of colleagues, especially in the cases officials in
the lower positions observe that their bosses are corrupt.

Employees who notice mistakes in the work of public service or in the
company are faced with four options, namely: stay silent about the event, run
an internal procedure within the institution or company, refer matters to the
external body, for example the authorities responsible for control and
monitoring, or disclose information in the media (Pouop, 2004:217).

Each of these options is unsatisfactory to some extent . If the
workplace has no culture of behavior that allows employees to speak up
without fear, all options will have negative consequences — for the employee,
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the employer and the general public (shareholders, the citizens who pay
taxes, passengers, customers, etc.).

When faced with an equally unpleasant choices, an option that most
will choose will be closing the eyes and silence. This is the safest option and
Is practiced most often. Unfortunately, this choice leads to the persistance of
danger in undiminished volume, so corruption could pass without being
checked. The employer, who will be liable for any damage that could
eventually happen, loses the chance to protect this owninterests; and
unscrupulous competitors or managers become convinced that "anything
could go unpunished”. (OSCE, 2004:79).

There are different "whistles' 'on different levels. Thus, in integrated
systems, where only certain officers act corruptly or otherwise abuse their
position, it is enough to blow to the faintest ,,whistle®. On the other hand,
when a large part of the institution or company is corrupt, when the
,whistleblower is in danger of being silenced and suffer repression.
However, in some cases disclosure of scandals in public is the only possible
to “blow the whistle”. At the same time, each blowing the whistle is very
risky and involves moral dilemmas that stem from specific personal agony of
whistleblowers and employees who report abuse.

Potential whistleblowers, in terms of motivation, are facing a series of
moral conflicts that must be resolved before the whistle blows.

First, employees should decide whether the disclosure of information
is in the public interest, and whether the disclosure of information lead to
change for the better in the functioning of the institution or company.
Furthermore, the moral dilemma stems from the need to ration the mutual
professional ethics, which in the opinion of certain structures, requires
loyalty to colleagues and employer, and the duty arising from public interest,
which is generally considered superiorc ompared to the narrower part of
professional ethics.

The third conflict is more personal, and relates to the assessment of
whether it should be spoken out in public from the perspective of public
interest, and estimates that this could lead to retaliation of superiors, from
which the employees could not protect. Finally, blowing the whistle puts into
question the widespread argument of some influential social professions that
they are the only ones able to control themselves, for example,doctors, who
often feel that nobody other than doctors can exercise control over their
work.

“Whistle blowing” is by nature similar to any social disagreemen twith
the majority or the government, whith the narrower domain, given that social
disapproval may refer to any decision or official position, while “blowing the
whistle” announce disagreement with some particular abuse. By “blowing
the whistle", blower is essentially trying to stop corrupt conduct, but is often
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denied. In fact, he isgenerally announcing the corruption of his team
members, 'so his action is usually treated as a violation of loyalty. In
addition, he usually violates the hierarchical structure of the institution or
company, going out of their circle to publicly point out the abuses or failures
within them, which means that they will be exposed to public attention and,
directly or indirectly, violated, and their management hierarchy will be
exposed to external pressure. Both kinds of violations of institutional rules
implies the possibility of retaliation by the public services and companies,
and its hierarchy against “whistleblower” as an individual.

First, for the whistle blowing* to be successful, it must relate to clearly
present threat to society. So if the threat is not direct or could only arise in
the future, most likely the public would not respond to the warning and
“whistleblowers” will be subject to reprisals by those accused. In this regard,
it is very important to assess the right time for ,,whistle blowing*.

The following condition for “whistle blowing” to sufficiently motivate
the public to respond, is a way of giving warnings, which must be
sufficiently attractive, enough to excite the audience, or the warning could
go unnoticed. those who from need to respond. In the end, “whistle
blowing” makes sense onl yin well-ordered systems, or in a well-structured
public agencies and private sector, which have high levels of integrity, at
least in a society where other institutions are functioning, and there is a
plausible response of these powerful institutions and companies on issues
that are disclosed.

At the same time, if corruption is widespread in society, institutions
destroyed, and control mechanisms under the control of the of informal
centers of power, political parties and individuals, employees have no
institutional protection from retaliation , and therefore a “whistle blowing*
individual is demotivated to actually “blow a whistle®, because he is faced
with great personal risk, so the very purpose of “whistle blowing* is called
into question. Because if everything is corrupted, why correcting the
corrupted state in any segment of society, especially if it could have
consequences for their own survival. On the other hand, in a regulated
system makes sense to “blow the whistle®, because noticed irregularity is
different from the general social atmosphere, which is structured and marked
by the integrity of officials and institutions (Group of authors, 2005:3111-
327).

Given that the rights and reputation of individuals must be protected
from claims that are irrelevant, aimed at disturbing or offensive, regulations
relating to “whistleblowers* must include clear rules for damages caused by
false accusations. It is important that the rules contain the basic measure of
damages caused to the reputation of individuals, for example, public apology
and correction of personal data. There are provisions in criminal law of
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almost all countries, which prescribe punishment for those who knowingly
raise false allegations. In addition, each potential “whistleblower” must be
clear that these standards could be applied to him if you he does not disclose
information “in good faith”.

INSTEAD OF CONCLUSION

Corruption is a social, and personal problem of the holder of a
particular state or other public office, abusing his position and the institution
he/she works, harming the public interest to such level that public trust and
public participation in society and state is undermined. It has a direct impact
on reducing political and economic power of any society and nation, and also
destroys the basic moral values that modern civilization has long been
accepted (freedom, justice,equality etc.). The consequences of such criminal
activities are poverty and spiritual misery, because they extremely
reactionary drag down the contemporary societies.

The solution to the problem of corruption has been offered by Peter
Eigen from the international- non-governmental organization "Transparency
International”, which states: "A good life for millions of people around the
world in the future depends on the persistence and success of the combat
against corruption.” (Eigen, 1999:40).

Since corruption is primarily a result of inefficient functioning of state
institutions, combat against these negative social phenomena represent the
combat for reform of institutions, ie, only with better and more efficient
institutions we could stand up to corruption and raise the standard of living.
In contrast to stable democracies, many citizens in post-communist countries
are eager for a political system that would be functioning well and that could
support it. Building a legitimate political system, in which the values of civic
virtue are distinctive, and the state where citizens collaborate to achieve
common goals, is the essential thing for the strengthening of public spirit
and the use of public power for public good.

Forestalling the corruption in the Republic of Serbia and reducing it to
the lower level is necessary to build a new legal and institutional system
based on private property, economic freedom, open markets and competition
with respect to the principles of openness and transparency. Which means
the public administration should be reformed in order to professionalise the
civil servants, the public financial management should be reformed next, and
then the control of customs and tax service should be strenghten Meanwhile,
the institutions of the system should be strengthen, including creation of an
independent and efficient judiciary, with control of the legislature, an
independent prosecution of perpetrators and court decisions.
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Construction of political accountability, transparency of political party
financing, registration of property of high political and public servants at all
levels, and adherence to rules on conflict of interest. The private sector
should be reformed as well - measures should be enacted to prevent various
monopolies, as the simplified procedure for the creation, operation and
closure of shops and businesses: public enterprises management should be
transparant as possible, and effective business associations should be
created.

Bearing in mind the negative consequences stemming from corruption,
both at national and international level, there is no doubt there should be
explicit, clearly expressed political will and commitment of the governing
political parties and their leaders, and relevant international organizations,
through bilateral, regional and universal cooperation, awareness and
planning, long-term and medium-term activities on preventive and repressive
plan, vigorously in accordance with the applicable laws of their country, to
prevent, detect and suppress all forms of corruption, or restrict the level of
social.
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Abstract:

The legal nature of international liability is a legal relationship between
two or more subjects of public international law, especially between states, i.e.
between the guilty and the injured State, opinion endorsed by the Permanent Court
of International Justice.

The foundation of international responsibility is the commission of an
internationally unlawful act, action or inaction, of a certain severity, which violates
the principles and norms of international law or an international crime, an act of
extreme gravity that not only harms the interests of a state, but at the same time, the
overall interests of the international community and, by its nature, considerably
enhances the area of international responsibility.

State responsibility has, as the first key feature, a sanctioning character,
being a retort to the infringement of the rules of international law. Secondly,
international responsibility is not independent of international obligations, but
complements them, even though sometimes, States are responsible for facts that are
not illegal acts — objective liability (strict liability).
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L X4

Liability is a cornerstone of any rule of social conduct. Human action
has for a consequence the result and the sense of responsibility to guide and
determine the behavior in accordance to a rule of conduct. International
responsibility is not defined in international legal documents, but the
literature offers several views on this.

Dictionary of international public law defines the international
responsibility “institution of public international law under which the State
or other subject of international law, which commits illegal international acts
is responsible to the State injured by these acts or to all other states of the
world, for international crimes” (international responsibility of States). Also,
liability in public international law is defined as "the obligation of those who



violated international public law rules to bear the consequences of their
behavior, an obligation that is imposed as penalties set by the states™.

State responsibility has, as the first key feature, a sanctioning
character, being a retort to the infringement of the rules of international law.
Secondly, international responsibility is not independent of international
obligations, but complements them, even though sometimes, States are
responsible for illegal acts — objective liability (strict liability).

The legal nature of the international liability is a legal relationship
between two or more subjects of public international law, especially between
states?, namely, between the guilty and the injured State, opinion endorsed by
the Permanent Court of International Justice. Even when it causes damage to
a particular person, liability rapport arises between the state which has
violated the obligation and the state whose citizen is the victim. Note that
when the severity of violations is large and concerns the entire international
community, the legal liability arises between the guilty state and all other
countries, such as an obligation erga omnes (e.g., for actions that threaten
peace and international security).

In contemporary international law, state responsibility and (in
relation to their specific) other subjects of international law responsibility
(international organizations, nations fighting for their independence) occur in
two distinct situations, giving rise to two types of liability.

a) liability for unlawful acts or acts in terms of international law
(violation of conventional or customary international law);

b) liability for injurious consequences arising out of activities that are
not prohibited by international law (lawful activities allowed).

Obviously the first priority lies in the responsibility of States; as the
main subjects of international law, they have full capacity to enter into
relationships of international law with other subjects act within certain limits.
As such, it requires a detailed analysis of the responsibility of States for other
subject matter being examined in the respective chapters.

Judicial practice believes that the international responsibility of a
State may be committed if the act is attributable to it and if it is illegal in
terms of public international law. In addition to these conditions, it is
sometimes talked about existence of guilt, damage and causality. As for

! lon M.Anghel, Viorel I.Anghel — Liability in International Law, Ed. Lumina Lex, 1998,
p.11.

? Viorel Veliscu, "Preventive diplomacy - controversial issue in public international law of
the third millennium”, in volume Knowledge Organization, to the thirteenth edition
international conference session 22 to 25 November 2007, the Land Forces Academy
Publishing House, Sibiu 2007
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guilt, it is a condition which belongs to the international law classic and
currently has lost importance in favor of the strict liability".

Regarding to liability for injurious consequences arising out of
activities not prohibited by international law, it aims to establish rules to
govern activities that are taking place in a State or to areas under its
jurisdiction - recognized by international law - or areas under its control
causing border damage that can reach very large and dangerous proportions.

The foundation is the risk (objective liability) and therefore the
responsible state is not accused of an offense contrary to the public
international law, responsibility here is of a conventional character.

Currently, three areas are covered by this type of international
responsibility of States: the nuclear activities, maritime (oil pollution of the
seas) and the space activities of States and international organizations’.

The foundation of international responsibility is the commission of an
internationally unlawful act, action or inaction, of a certain severity, which
violates the principles and norms of international law or an international
crime, an act of extreme gravity that not only harm the interests of a state,
but at the same time, the overall interests of the international community and,
by its nature, considerably enhances the area of international responsibility”.

The fact or unlawful act of a State means his behavior, which consists
of an act or omission which constitutes a violation of an international
obligation. The act or fact illegal in international terms creates new
international relations. These relations are bilateral if an obligation with
bilateral nature was been violated and in principle, follow the rules of
liability provided in a treaty. But if the breach concerns certain international
obligations that seriously effect international society as those concerning
peace and international security, prohibition of slavery, racial discrimination,
reports created regards to all other countries, since those obligations are
obligations erga omnes, to which each member has a legal interest and
therefore it can invoke it.

State responsibility and consequently its foundation, is derived from
the sovereign equality of states, from the mutual respect of the international
personality, from the need, in their general conduct in world affairs, of states

! Theory of Fault is older and was founded by Hugo Grotius. Currently, the limiting fault is
admitted as the foundation of international responsibility in specific areas of relations
between states and establish rules related to the conduct and content of specific obligations.
D. Smith, A Nastase, F. Coman, Public International Law, Ed. Chance, Bucharest, 1993,
p.310.

2 UN International Law Commission began in 1978 to handle the encoding rules on
international responsibility of States based on risk

® Constantin Andronovici - Public International Law, Ed Graphix, lasi, 1996, p.147
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to respect each other's interests and at the same time, to show an attitude
responsible to the overall interests of the international community which
impose obligations in this sense, as it is outlined in doctrine'.

International Law Commission held two conditions on State
Responsibility:

a) committing an unlawful international act, freely, intentionally or
negligently. So, as components of international crime acts can be actions
(delicta commissiva) and inactions (delicta omissiva), that means not taking
measures to prevent the putting into execution of the crime or measures
against encouraging it. Inaction (omission) was specifically highlighted as
generating international responsibility”.

b) The second condition is objective and consist in breach of
international obligations of the state by a behavior through which it is
responsible. The nature of international obligation violated is determined in
the characterization of the international crime scene or international crime,
S0 to varying degrees of severity.

In addition to these two conditions which are widely recognized, a
part of legal doctrine and judicial practice states the need of the presence of
three conditions for the existence of illegal acts, namely: fault, damage and
the causal link.

As for fault, it was recognized, but now it loses its importance in the
contemporary international law, winning field theory of strict liability,
reliability independent of fault. But guilt is not removed from international
law; on the contrary, it acts especially in the context of specific rules which
establish legal or illegal conduct, as well as the content of the obligations, in
a specific area of relations between states (for ex. economic and scientific-
technical cooperation). Also, guilt plays a role in all cases of responsibility
for determining the forms of liability and compensation for damage.

The existence of one of the following cases removes the unlawful
nature of the offense and, consequently, international responsibility: force
majeure, state of necessity, self defense, a State's consent to commit against
him by another state an act contrary to the obligations of the last by the first
state, the attitude of response to an illegal act’.

Facts or illegal acts in terms of international law are committed by
the authorities (state government) or persons. The question is whether the

! D.Anyilotti - General Theory of State delle dello nel diritto internazionale responsibility
in, "Scritti di diritto internazionale"All right, Padova, 1956, p.25 and 62

2 Case C.1.J. Corfu Strait in the case concerning, 1.C.J. Rapports 1949, p. 22 et seq.: G Elian,
ICJ, Scientific Publishing, 1970, p.88-89

® Grigore Geamanu, Modern international law, Ed. Didactic and Pedagogic, Bucharest,
1975, p.341-344.
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illegal acts committed by state authorities or persons can be attributed to the
states, engaging their responsibility.

The state acts in the sphere of international relations through its
authorities and as such, the state is responsible primarily of its institutional
acts performed by them in their official activity. State is responsible for acts
of its organs without any distinction, whether its legislative bodies, the
executive or judicial power, whether its state organs acting locally. In this
way international responsibility of a state can be triggered, if the legislative
bodies adopt a law which violates an international obligation and when it
does not adopt such a law for enforcement of that obligation. In connection
with the acts of the courts, it was considered to be contrary, not only the
breach international obligations or misapplication of the rule of international
law, but also violations of the law dealing with manifestly unfair judgments.

In practice, we come across cases in which state responsibility is
triggered when a state body commits acts which did not fall within its
jurisdiction (ultra vires acts), but which were exercised as an act of state or
were committed by means provided by the state. Also, the acts of organs of a
foreign state or of an international organization which had been placed at its
disposal are attributable to the states - if those bodies have acted in the
exercise of the public authority of the state to which he / she has been
disposed. Both situations were incorporated in the draft articles of C.D.I.

It is considered that the conduct of persons acting in assignments
received from a state (on behalf of the State) should be attributed to the State
originating the commission, and this attracts State responsibility.

The actions of people or groups of people who are not committed on
behalf of the State are not attributable to it and therefore the State is not
responsible for such acts or deeds. Acts of some people give rise to liability
if the state was committed as a result of actions or omissions emanating from
organs of state, a situation that may arise if facts affect the representations of
foreign states or their citizens.

In such cases, the State is liable for its omissions such as failure to
take measures to prevent such acts, actions that where required under
international law or repressive measures in accordance with the execution of
international obligations.

A somewhat similar qualification is attributable to the facts and acts
of insurgent violations of international law, facts and documents which in
principle can not be attributed to the State but may be attributed to organs
that are insurrectional movement.
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Particulars of infringement of certain categories of international
obligations

In classical international law, the distinction between crimes and
offenses are not recognized like the national law does; facts and illegal acts
of violation of international obligations of states were considered
"international crimes”. Prohibition of the war of aggression determined its
consideration as an international crime’,

After the adoption of the UN Charter, the international law prohibits
the contemporary war of aggression, use of force or threat of force, and other
serious violations of peoples' right to life. Breach of such obligations erga
omnes, which protects the fundamental values of society, produces
consequences that are reflected negatively on the entire international society,
so they are considered crimes against peace and crimes against humanity and
all states are interested in penalizing them. Committing such crimes attracts
criminal liability of individuals who have committed them.

Liability of people for crimes against peace, crimes against humanity
and war crimes does not exclude state action or omission attributable to it. In
this respect, the draft code of crimes against peace and humankind security
prepared by the International Law Commission and the International
Criminal Court Statute elaborated and adopted by the Commission, reflects
this scientific forum concern for defining these categories of crimes, to
establish rules to punish them and the formation and organization of a court
designed to make the act of justice.

In the draft articles prepared by the CDI, international crime is
defined as an unlawful act, in international terms, resulting from any
violation by a State of an international obligation so essential for
safeguarding the fundamental interests of international society that it is
regarded as a crime by the entire society. Although the scope of obligations
erga omnes is not precisely determined and their recognition may have
positive and negative effects, in this category are the international
obligations having a particular importance for:

a) the maintaining of international peace and security, from which results
the obligation of prohibiting aggression;

! In substantiation of this thesis, a special contribution had V.V. Pella, Romanian lawyer
who argued the need for instituting international criminal liability for war of aggression,
described as the most important international crime and set up an international criminal
court to prosecute and punish such crimes. After the Second World War, international
crimes and their contents have been defined in a number of international documents which
relate to international tribunals in Nuremberg and Tokyo (1945). Convention on indefeasible
war crimes and crimes against humanity (1968). Convention on the Elimination and
Punishment of the Crime of Apartheid (1973), etc.
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b) ensuring the right of people to self-determination, which shows the
requirement of prohibiting the establishment or maintenance by force of
colonial domination;

c) protection of human beings resulting obligations of prohibiting slavery,
genocide, torture or other ill-treatment;

d) ensuring and preserving the environment involving obligations of
prohibiting massive pollution of the atmosphere or oceans, which must be
added to the ozone layer and others.

All acts or illegal acts in international terms that do not fall in this
category are considered international crimes, accounting for less violation in
the international society. The distinction between crimes and offences
reflects the forms of liability for sanctions.

Violations of obligations of means and obligations of result

The distinction between these categories of obligation is determined
in relation to how the result is achieved. In this way, for the obligations of
means, the purpose must be achieved by specific and determined behavior
and actions, but for the obligations of the result, it is not important how result
is achieved (this can be freely chosen), just the obtaining of the results
envisaged by that requirement.

In international law, it can be mentioned the examples of obligations
of means which requires from states to adopt certain laws and legislative
measures, such as in the domain of human rights, in reducing and control of
pollution, the obligation of the submarines to navigate on the surface of the
territorial sea of another state (faciendo obligations), or police forces which
can not enter in the building of diplomatic missions, can not arrest people
who enjoy diplomatic immunity (in non faciendo obligations). In connection
with such obligations, the Commission established in the Draft items that we
are in the presence of a state's violation of international obligations’, when
behavior is inconsistent with the conduct of state specifically determined by
the requirement.

As to the obligations, we can mentioned the examples of the article
4, paragraph 2 of the Basel Convention (1989) on the control of trans-
boundary movement of hazardous wastes, between the others, the obligation
of each State to take over necessary measures to ensure that the procedure
for hazardous waste and especially cross-border transport of such products
are minimized as to prevent imports of hazardous waste, etc., article 22
paragraph 2, of the Vienna Convention (1961) on relations diplomatic,
according to which the sending State shall take all appropriate measures to

! Constantin Vlad, XX Century diplomacy, ed. “N.Titulescu” Foundation, Bucharest, 2010
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prevent any interference with the person, freedom and dignity of a
diplomatic agent.

International Law Commission codifying such a rule, provided in its
draft articles a breach by a Member of an international law obligation which
is in relation to obtaining a determined result; if the behavior is adopted, the
state does not provide the result required by that obligation.

Under the rules of international law' of state, responsibility for
breach of an obligation - result of the treatment of aliens, occurs only if all
avenues offered by the law for damage caused to foreign persons or
establishments, were used until exhausted them, without resolving the case.
To assert the rights of victims, the injured person should contact the state
authorities and domestic courts and only after exhausting their means he /
she might be used to trigger the international responsibility of the state in
front of the international tribunals.

To this end, domestic remedies must be open to foreign people and
enterprises, and also to be effective. Only under such circumstances, the state
may use the rule of exhaustion of "domestic remedies” to avoid referral to an
international tribunal, later correcting behavior through consequences of
previous attitudes contrary to the obligation.

Exhaustion of domestic remedies rule does not apply if the breach of
an obligation of result on the treatment of aliens was effective immediately,
because the first behavior of the state authorities, was such natural that not
only the provided treatment obligation can not be ensured by another state,
but any other equivalent treatment can not be considered possible to be
realized through internal remedial pathways.

! Francis Fukuyama, Construction of the states. Twentieth century global order, ed. Antet,
Bucharest, 2009
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CORRUPTION CRIMES AND ANTI-CORRUPTION
STRATEGY IN THE REPUBLIC OF CROATIA

ABSTRACT:

It is well known that corruption and its relation to organised crime is one of
the oldest and the major problems in modern societies which is definitely depriving
their structure in all sorts of ways. Besides the introduction annotations associated
with the problem of corruption in general, and some marks about the legal
international and national grounds which are used to combat corruption in the
Republic of Croatia, this paper comprises the review of corruption crimes within
Croatian Criminal Code with analysis of relevant official statistic data for assigned
period of time. It is well known that the dark number of that kind of crime is rather
high. In this paper we will try to explore two assumptions as a thesis. First is that
the Republic of Croatia has a rather small number of reports, charges and
convictions for corruption crimes according to crime in general, and the other is
that the Republic of Croatia does not deviate from the average of other European
countries on convictions for corruption crimes. Therefore we will analyse official
statistic data about crime in general, a number of exposed corruption crimes in
general, their type, number of reports, accusations and convictions, from which
relevant conclusions will be adopted. Also, for comparative purposes and for
proving second thesis, a short review of convictions for corruption will be given for
foreign corruption crimes as well.

Besides that, this paper also comprises of major postulates deriving from
Croatian Anti-Corruption Strategy and the Action Plan attached to that Strategy.
Combating corruption at all levels of society is a key of a successful anti-corruption
strategy. It is also an obligation for the Republic of Croatia deriving from accepted
international obligations from UN Convention against Corruption and from the
Council of Europe Criminal Law Convention on Corruption. According to the
Croatian Anti-Corruption Strategy, priority fields fighting corruption in the
Republic of Croatia are suppression conflict of interest among the public officials,
enforcement of regulations related to the financing of political parties, achieving
access to information, strengthening of public administration integrity, regulating a
public procurement and the protection of person damaged by the corruption and
those people who bona fide report about the corruption.

Fighting corruption is a question of public safety and preserving a rule of
law. Republic of Croatia must strengthen fight against the corruption even more.



That is also one of the obligations deriving from European Union negotiation
chapter 23 on Judiciary and Fundamental Rights in the process of EU accession.
KEY WORDS: rule of law, corruption, corruption crimes, statistic data, anti-
corruption strategy, action plan

ABOUT THE CORRUPTION

Corruption is an extremely harmful social phenomenon that affects
all structures of society and undermines the foundations of the legal state and
the rule of law. The phenomenon is as old as the state itself and can be
considered from various aspects: historical, legal, political, economic,
psychological and sociological. The end result of corruption is a lack of
confidence in the rule of law and thus the government bodies and their
functioning, which results in a negative trend in the economic development
of society. Despite the existence of numerous laws that tend to combat
corruption, it should be noted that there is no single definition that would
depict the totality of the phenomenon as a whole. However, the notion of
corruption (Latin cum: with + rumpere: tearing) can be defined in a broad
and narrow sense. In the broadest sense, corruption is any abuse of public
authority for private interests of the person who performs a public service.l
Where there is corruption there can not be confidence in the exercise of
rights and freedoms guaranteed by the constitution and laws. The goal of
corruption is to achieve some of the rights or interests for which a particular
person or group has no legal options or exercise the rights and interests for
which it has legal options, but in a way that a person creates a privileged
position in relation to the rights and interests of others who have the same
legal options for their achievement.2 In the narrow sense, corruption can be
defined as a procedure in which at least two persons who, with incompatible
exchange in order to achieve their own interests, are acting on a harm of
public interest, violating the moral and legal norm and damaging the
foundations of democratic development, state legality and the rule of law.3 It
is also important to define corruption with the foreign element, as the
manifestation of corruption in which the active briber is a citizen of one
country, and the passive briber is a citizen of another country; the one who
promises, offers or gives a bribe comes from the entity A, and the one who
solicits or accepts a bribe (foreign public official, a representative of the

! http://wmd.hr/rjecnik-pojmovi-k/web/korupcija -15" March 2011
2 -
Ibid.
® Horvati¢, Z. et al, Rje¢nik kaznenog prava (Dictionary of Criminal Law), Masmedia,
Zagreb, 2002, p. 199.

163


http://wmd.hr/rjecnik-pojmovi-k/web/korupcija

representative bodies of foreign states, public official of an international
organization, the International Court judge, etc.) comes from the entity B.1
Today, there are many types of corruption. We can mention: bribery, fraud,
nepotism, embezzlement. It must be stressed that there is an important
distinction between administrative corruption and political corruption. Also,
we must mention another important distinction between grand and petty
corruption. It is necessary to say that corruption levels can vary within a
country for different types. In Croatia, as in other countries, there exist all
mentioned types of corruption. The dark number is rather high but recently is
going down. We will mention more about that in one of the next segments of
this paper. Also, it must be stressed that the link between corruption and
organised crime is large and obvious (organized crime in the area of the
economy, organised crime in illegal drugs, cigarette trafficking, trafficking in
human beings, smuggling people (famous Balkan route)). Crime activities
are based on corruption. Structure of organised crime organisations reside on
logistic that is partly based on corruptive civil servants and other servants of
all kinds of professions. Very sophisticated white collar crime also exists but
it is very hard to prove it and deal with it. Also, organised crime is financed
through illegal activities and money laundering, donations which arise from
illegal, corruptive activities etc. Their existence is a fact which influences
Croatian development and prosperity as a transition state. Every state in
transition passes through institutional changes defining feature of transition
economies. During that process of transition it can happen that the grey
economy is growing, state justice system to ignoring it and the state does not
regulate the market. We can agree with the claim: “ At the same time crime
and corruption are seen as a growing menace to new business establishments
and as a major barrier discouraging foreign capital investments.“.2 The
problem occurs when the institutions are inexistent or inefficient, and when
they are in some extent undermined by organized crime. Also, the problem is
when: “... the Post-communist state failed to separate the public from the
private sphere or the “party” from the “state.” and when the state is the
victim of organized crime, or it has de facto engaged in the competition for
monopoly over violence as a private entity”. 3 Transition states as post-
communist states can be correlated with the term systemic corruption,
defined as: “uses of/and connections between wealth and power that

L Ibid., p. 201. and 202.

2 Nelson, J., M., Tilly, C., Transforming Post-Communist Political Economies (by Task
Force on Economies in Transition), National Research Council, National Academy Press,
Washington, 1998, p 26
*http://wesscholar.wesleyan.edu/cgi/viewcontent.cgi?article=1535&context=etd_hon_theses
&sei-redir=1#search="institutional+organised+crime,+transition", p 15, 08.05.2011.
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significantly weakens open, competitive participation and/or economic and
political institutions, or delays or prevents their development. “.1 The
institution organised crime is extremely harmful. However, the above is not
the issue of this paper and does not require more detailed consideration.
States of the civilized world are trying in various ways to combat corruption.
Description of the ways of combating it in the Republic of Croatia are going
to be discusses in the further parts of this paper. Also, we will discuss the
extent to which corruption is actually present in Croatian society and which
are its punishable forms, supported by appropriate statistic data and their
analysis. For comparative purposes, a short review of convictions for foreign
corruption crimes will be given as well. This will enable adoption of relevant
conclusions that will or will not prove the two theses that will be set up later
in this paper.

LEGAL FOUNDATIONS OF ANTI-CORRUPTION ON THE
INTERNATIONAL AND NATIONAL LEVEL

When we talk about the international sources as instruments for
combating corruption it is important to notice that the Republic of Croatia is
a party to all major international instruments, such as The United Nations
Convention against Corruption (Official Gazette - International Treaties No.
2/ 05), The United Nations Convention against Transnational Organized
Crime (Official Gazette - International Treaties No. 14/02) with additional
Protocols, Council of Europe Criminal Law Convention on Corruption
(Official Gazette - International Treaties No. 11/00),2 Council of Europe
Civil Law Convention on Corruption (Official Gazette - International
Treaties No. 6/03) and so one.

Also, the successful fight against corruption needs a necessary and adequate
legislative framework. Among the most important laws as a backbone of the
fight against corruption, are the following Croatian laws and regulations:

1. The Croatian Criminal Code (Official Gazette No. 110/97, 27/98, 50/00,
129/00, 51/01, 111/03, 190/03, 105/04, 84/05, 71/06, 110/07,152/08),

2. The Croatian Criminal Procedure Code (Official Gazette No. 152/08,
76/09),

1 -

Ibid., p 18
2 The permanent body of the Council of Europe- Group of Countries in the Fight Against
Corruption (GRECO) monitors legislative and practical implementation of the Convention.
The Republic of Croatia is a member of GRECO since 2" December 2000.
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3. Law on the Office for Combating Corruption and Organized Crime
("Official Gazette™ No. 76/09, 116/10, 145/10),

4. The Law on the State Attorney's Office (Official Gazette No.
76/09,153/09, 116/10, 145/10),

5. The Anti-Money Laundering Act (Official Gazette No. 67/97, 106/97,
67/01, 114/01,117/03, 142/03),

6. The Act on the Prevention of Conflict of Interest (Official Gazette No.
26/11),

7. The Law on Financing Political Activities and Electoral Campaign
(Official Gazette No. 24/11)

8. Law on Corporate Liability for Criminal Acts (Official Gazette No.
151/03,110/07),

9. The Witness Protection Act (Official Gazette No. 163/03),

10. The Act on the Right of Access to Information (Official Gazette No.
172/03, 144/10),

11. The Public Procurement Act (Official Gazette No. 110/07, 125/08),

12. The Law on System of Internal Financial Controls in the Public Sector
(Official Gazette No. 141/06),

13. The Civil Servants Act (Official Gazette No. 92/05, 142/06, 77/07,
107/07, 27/08),

14. The Labor Act (Official Gazette No. 137/04),

15. The Budget Law (Official Gazette No. 87/08),

16. The Courts Act (Official Gazette No. 150/05, 16/07, 113/08, 153/09,
116/10, 122/10, 27/11),

17. Decision on the Establishment Committee for Monitoring the
Implementation of Measures to Combat Corruption (Official Gazette No.
44/08, 121/08, 139/08, 124/09, 140/09, 141/09),

18. The Anti-Corruption Strategy (Official Gazette No. 75/08).

From the framework of domestic laws that serve the fight against
corruption, in the further part of the paper we will focus our interest on
corruption crimes within the Croatian Criminal Code, especially those that
fall within the jurisdiction of the Croatian Office for Combating Corruption
and Organized Crime, in accordance with Art 21 of the Law on the Office
for Combating Corruption and Organized Crime (hereinafter LOCCOC)
which will be specified later in the text. Along with the review of corruption
crimes it will be given an appropriate reviewing statistic of data that will
provide approximate insight into outspread of that kind of criminal
manifestation in the Republic of Croatia and some neighbouring countries.
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CORRUPTION CRIMES ACCORDING TO THE CROATIAN
CRIMINAL CODE WITH STATISTIC DATA

ABOUT THE CROATIAN CORRUPTION CRIMES IN GENERAL

Corruption crimes acts, i.e. incriminations whose main characteristic
is corruption, can be directly referred to as bribery, which may be active or
passive, or abuse of position or use of social position or influence the
corruptive meaning. Corruption crimes are mainly described in the Chapter
XXV Croatian Criminal Code (hereinafter CC), which carries the title of
Crimes Against Official Duties. From the framework that Chapter above
these offenses are: Art. 338. Abuse of state power, Art. 343. Trading in
influence, Art. 347. Bribery (active bribery) and Art. 348. Giving a bribe
(passive bribery). Also, in Chapter XXI CC-Crimes Against the Security of
Payment and Business Operations, crimes directly related to corruption are:
Art 294a Passive bribery in business transactions and Art 294b Bribery in
business transactions. All the above mentioned crimes of bribery can be said
to be corruption crimes in the strict sense. In the broader sense corruption
can occur within other crimes, as mentioned earlier, which were associated
with the abuse of social position or influence, as follows: in Chapter X1 CC-
Criminal Acts Against Freedoms and Rights of Man and Citizen, Art. 116.
Violation of the Freedom of Voters Deciding, then in Chapter XXI CC-
Criminal Acts Against the Security of Payment and Business Operations,
Art. 279. Money launderingl, Art. 280. Violation of equality in carrying out
economic activities, Art. 283. paragraph 2. and 3. Bankruptcy abuse, Art.
289. paragraph 2. Unfair competition in international business activities, Art.
295. paragraph 2. An unauthorized acquisition of trade secrets and in earlier
mentioned Chapter XXV CC Art. 337. Abuse of power and authority.
Comprehensive consideration of the matter in detail each of these crimes
would not be expedient, but in a further part of this paper we will focus will
on statistical data on corruption crimes in the Republic of Croatia and their
analysis with some comparison of the corruption crimes with foreign
statistic, from which the relevant conclusion will be made.

! To an amendment of the Criminal Code in 2008 (Official Gazette No. 152/08), the crime
alleged in Art. 297 called the Concealing illegally acquired money.
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STATISTIC DATA ABOUT CROATIAN CORRUPTION CRIMES
ALONG WITH SHORT COMPARISON WITH SOME COMPARATIVE
COUNTRIES

Consideration of any phenomenon requires statistical overview and
analysis of data collected. It is well known that corruption is a widespread
phenomenon, both within countries and in the world in general, and that is a
big dark figure in the discovery, reporting and convictions for corruption
offenses. What is really the number of reports accused and convicted
offenders for the corruption crimes in the Republic of Croatia and some
countries in Europe will be considered and compared in the next section of
this paper. The first assumption as a thesis is that the Republic of Croatia has
a rather small number of reports, charges and convictions for corruption
crimes related to crime in general. The other assumption as a thesis is that
the Republic of Croatia does not deviate from the average of other European
countries on convictions for corruption crimes. These are two theses that we
will try to elaborate in this paper. For further analysis we used statistic data
for corruption crimes from CC, which fall under the jurisdiction of the Office
for Combating Corruption and Organized Crime (hereinafter OCCOC) and
these are as follows: Art. 279 Concealment of illegally acquired moneyl,
Art. 283. paragraph 2. and 3. Bankruptcy abuse, Art. 289. paragraph 2 Unfair
competition in international business activities, Art. 294a Passive bribery in
business transactions and Art. 294b Bribery in business transactions, Art.
337. Abuse of power and authority, Art. 338. Abuse of state power, Art. 343.
Trading in influence, Art. 347. Bribery and Art. 348. Giving bribes. Before
considering the specific information related to corruption crimes in the
Republic of Croatia in the period from year 2002 to 2007, with relevant
statistical data available, it is necessary to consider the totality of crime for
the same period of time in order to determine the presence and number of
corruption-related criminal acts within the totality of the crime. Therefore, it
should be noted that the official data of the Croatian Central Bureau of
Statistics reported about accused and convicted adults in a period from year
2002 to 2007, and from that report follows that in this period was submitted
431 979 criminal reports for committing various crimes, of which 189 919
persons were charged and convicted were 136 219 persons.2 So, from total
number of criminal reports (100%), the proportion of the charges was

! See note 6 of this paper.

2 http://www.dzs.hr/ - 28" March 2011, Statistical Yearbook for 2006, p. 592. (data for the
years 2002 and 2003)

http://www.dzs.hr/ -28" March 2011, Statistical Yearbook for 2009, p. 553. (data for the
years 2004 and 2007)
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43.96% and sentences were 31.53%. So, we can conclude that more than half
of the applications do not raise the indictment and about third of reports
come to conviction. The graph about this situation can be represented as
follows:

) total convictions
i91a] Fharges
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Furthermore, also from the official data of the Croatian Central
Bureau of Statistics about accused and convicted adult persons for corruption
crimes during the period 2002 to 20071, it follows that during that period
there were 7 018 criminal reports for corruption crimes, of which 2 135 were
charged and there were 774 convicted persons. So, from the total number of
criminal reports (100%), the proportion of the charges was 30.42% and the
sentences were 11.02%. Now, we can conclude that less than a third of the
total number of reports come to state of charge while those coming to
conviction are slightly more than one tenth of these reports. Observed in the
graph this data looks as follows:
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In relation to the information previously presented a total number of
criminal reports, charges and convictions for a period of 2002 to 2007 while
considering the totality of reports, charges and convictions for corruption
crimes, it can be concluded that corruption crimes in reports participate with

! http://www.dzs.hr/ Corruption crimes from 2002 to 2007, data taken from 2.1. Changes in
the number of reports, charged and convicted persons, p. 27, of 18" March 2011.
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1.62% of the total number of reports for various crimes committed in the
Republic of Croatia in the mentioned period. The charges participate with
1.12% of the total of all charges for all committed various crimes, and
convictions participate with 0.56% of all convictions for various crimes
committed. The above represents a small number, when we have in mind that
there is corruption in all structures of societyl and it points out on a large
dark number. The above supports the first thesis set in this research, that the
Republic of Croatia has a rather small number of reports, charges and
convictions for corruption crimes according to crime in general. The graph
about previous data looks as follows:
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Furthermore, from the statistic data related only to corruptions
crimes2, it is clear that the number of reports, charges and convictions is in a
constant increase from 2002 to 2004 with some slight fall in 2005 and then
again with significant increase in 2006 and 2007, which certainly represents
a positive trend. For any statistic, especially when it comes to corrupt
criminal acts, we should specially stress the existence of a large dark
number, and an increase in reporting, charges and convictions points out on

reducing that dark number. The graph about previous mentioned data looks
as follows:

! In the Republic of Croatia, for corruption and its reach it is often used picturesque
expression "corruption octopus".

2 http://www.dzs.hr/ Corruption crimes from 2002 to 2007, the data from Graph 2.1.
Reported, accused and convicted persons for corruption crime, 2002-2007, p. 27, from 18"
March 2011.
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As we previously mentioned, in this text we used statistic data for
crimes from CC, which fall under the jurisdiction of the Office for
Combating Corruption and Organized Crime (hereinafter OCCOC)1 for our
analysis. According the above information related to crime, it should be
noted that it is in the specified time period were a total of 2 135, from which
most of the charges and convictions for any criminal offense fall under Art.
337- Abuse of power and authority (1 708 charges, the condemnation of
480), then for a crime within the Art. 348. Bribes (240 charges, convictions
207), Art. 347. Bribery (161 charges, sentence 82), Art. 343. lllegal
mediation (14 charges, sentence 2), Art. 279 Money laundering (7 charges,
convictions 3) and Art. 338. Abuse of state power (3 charges, convictions
0).2 The graph above looks as follows:
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For comparison, it is necessary to look briefly back on a conviction
for corruption in some neighbouring countries. Data available in the
European Sourcebook of Crime and Criminal Justice Statistic3, shows that
countries with the highest percentage of convicted persons for corruption

! See p. 6 in the beginning of this Chapter.

2 http://www.dzs.hr/ Corruption crimes from 2002 to 2007, the data from Table 16, p. 88.
from 18" March 2011.

® http://www.europeansourcebook.org/ob285_full.pdf of 18" March 2011, Table 3.2.1.18
Person convicted per 100 000 population-Corruption, p. 190.
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crimes in a population of 100 000 in a year 2007 are as follows: Georgia
with 21.1%, Lithuania with 8.1%, Poland with 6.5%, Estonia 4.1%, Russia
and Slovakia with 3.6%, Latvia 2.6%, Hungary with 2.5 %, Ukraine with
1.5%, Romania with 1.3%, the Republic of Croatia with 1.2% (10th of 40
statistical shown countries), the Czech Republic with 1.1%, Slovenia with
0.7%, Cyprus Albania and 0.5%, Germany with 0.4% and Armenia with
0.1%. For the remaining countries (as well as Macedonia) there are not
relevant data in presented statistics. Also, it is not indicated on which exact
crimes statistic is based on. Thus, it follows that from a total of 40 states, i.e.
19 of them for which data are known, that the Republic of Croatia is on the
10th place as a percentage of corruption crimes to the number of population
of 100 000, meaning one place below the middle of the overall ranking of the
considered countries. The above clearly supports the second thesis stated in
the beginning of this section, that the Republic of Croatia does not deviate
from the average of other European countries on convictions for corruption
crimes and that corruption is a problem in all countries, in some less and in
some more. So it can be reasonably concluded that the Republic of Croatia in
terms of corruption crimes and their convictions is not inconsistent with the
European average. We can resume that the two thesis set in this paper were
successfully proven.

BRIEF ON CROATIAN ANTI-CORRUPTION STRATEGY AND
ACTION PLAN

Based on experiences from implementing the National Program for
Combating Corruption of 2006 - 2008, the Croatian Parliament passed the
Anti-Corruption Strategyl with the accompanying Action Plan in June 2008.
Strategies taken into consideration consist of recommendations from the
Report on Screening for 23. Chapter "Judiciary and Fundamental Rights",
the recommendations from the Annual Report of the European Commission
on progress in the process of Croatian accession to the European Union in
2007, the recommendations of the Accession Partnership and the
recommendations of the Second Round of Judging GRECO of the Council of
Europe. Strategy itself will be implemented through an Action Plan for
Combating Corruption, which will be, due to the objective of monitoring the
implementation of the Strategy, revised every year. In short, as priority
objectives in the implementation of the Strategy we can mention the
following:

! Anti-Corruption Strategy, Official Gazette No. 75/08
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» improving the legal and institutional framework for efficient
and systematic anti-corruption fight

» promoting access to “zero tolerance” on corruption

» strengthening the integrity, accountability and transparency in
the work of government strengthening public confidence in
state institutions

» creating the preconditions for preventing corruption at all
levels

» raising the efficiency of detection and prosecution of crimes
of corruption

» raising public awareness about the damaging effects of
corruption and the need to combat corruption

» promoting international cooperation in the fight against
corruption

» improving cooperation between national authorities

responsible for implementing the Strategy
> Improving cooperation with civil society organizations.*

The Strategy, in order to fight effectively against corruption,
recognizes the necessity of creating an appropriate and efficient institutional
framework that includes appropriate coordination and cooperation of
relevant institutions that implement anti-corruption policies and their
effective monitoring. It is necessary to direct special attention to the
transparency of data and access to information, transparency in the financing
of political parties, strengthen the integrity of civil servants, reducing the
risks of corruption in the economy, public finance, procurement, judiciary,
health, education, science and sport and to an adequate way to protect people
who are damaged by corruption, as well as those who bona fide reports the
corruption. Also, given the global dimension of the phenomenon of
corruption it is necessary to stress the importance of cooperation at
international level and the constant need to work on its improvement.

Raising public awareness about the damaging effects of corruption is also
another manifestation of the fight against it.

CLOSING REMARKS
An effective fight against corruption is possible only if it is carried

out simultaneously on several levels in society: legal, political, economic,
psychological and sociological. Although it is impossible to suppress

! Part 2 of the Strategy under the title Principles and Objectives of the Strategy-subtitle
General objectives
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corruption completely, it is really possible to reduce it and in that direction
we should focus our efforts. Republic of Croatia has decided to carry out the
policy approach to recognition of “zero tolerance™ on corruption, which is
clearly expressed in adopted Strategy which was shortly presented in this
paper in the main parts. Frightening corruption is a question of public safety
and preserving a rule of law. Republic of Croatia must even more strengthen
the combat against the corruption. That is also one of the obligations
deriving from European Union negotiation chapter 23 on Judiciary and
Fundamental Rights in the process of EU accession. Despite the fact that the
Republic of Croatia has a rather small number of reports, charges and
convictions for corruption crimes according to the crime in general (the first
thesis in this paper which is proved), analysed Croatian statistics data show
an increase in charges, indictments and convictions for corruption crimes of
which the highest number of charges and convictions in general were for
criminal act of abuse of power and authority, and then for the criminal act of
bribery, passive bribery, trading in influence, money laundering and misuse
of state power, which certainly represents a positive trend in combating
corruption. Moreover, within the framework of the Strategy, according to an
analysis and assessment (Chapter 6 Criminal prosecution and application of
criminal law), there has been a significant change in the prosecution of
corruption as opposed to previous years in which most crimes are driven by
the less significant works, while in 2007 most procedures with respect to
corruption crimes medium and high level. They also pointed out the
necessity of completion of these procedures within a reasonable time, as well
as the necessity to be carried out through the criminal process to identify and
seize property gained through crime. Only in this way we can achieve
positive results and efficiently make clear that the crime ultimately does not
pay.

Further, insight into foreign statistics showed that the Republic of
Croatia is anything but not deviating from the average incidence of the
phenomenon of corruption in other countries, which confirmed the second
thesis set out in this paper. Corruption is a problem on a global level, in
particular also due to the fact that corruption crimes are in most cases
sophisticated and they are much more difficult to detect. The importance of
international cooperation in the detection of complex corruption forms with
the foreign element, today in the modern era, is of an extreme importance.
Fight against corruption is a fight for better tomorrow in the state of
prosperity and development.
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TRASNFORMATIONAL LEADERSHIP AS A KEY FACTOR
IN DEALING WITH THE TRANSITIONAL CHALLENGES
IN THE WESTERN BALKAN’S REGION

Abstract

The transition in the Western Balkans has started in the 90s and it’s still
ongoing. It has recorded in its history, major security violations. These disorders
were firstly manifested as challenges in the field of the political security, but the
failure to deal with them, led to serious distortions in the overall security of the
states of the region. Many of challenges and threats in the area of political security,
in this region, led to occurrences of several armed conflicts with many civilian and
military victims, presence of constant tension, high rate of crime and many other
security dysfunctions.

But, despite the lengthy transition process for the entire region, it is evident
that some countries are moving with rapid pace, getting closer to achieving their set
objectives, while, at the same time, other countries remain with loop at same point
or even going backwards. Key factor of successful coping with the challenges of the
transition is the type of leadership that is practiced by the formal leaders that are
positioned at different levels in the system.

In this research paper, we will do analysis and study of the impact of the
transformational leadership and its coping with transitional challenges and its
influence towards the maintenance of the political security. Focus will be put on
acknowledgement of the key role that is brought by the practice of this leadership
style when dealing with specific challenges in the Western Balkans. We will
consider the specific challenges arising from the transition, the difficulties faced by
leaders who do not apply appropriate leadership style and the opportunities that the
transformational leaders have.

The paper will specifically consider the genesis of the serious security
breaches through the challenges that are initially manifested in the sphere of
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political security. It will be explored how the unsuccessful management of the
leadership establishment in the various stages of the recent history of Western
Balkans actually led to more serious threats to the security of the state.

Key words: political security, transition, western Balkans, transformational
leadership.

Political security as the basis for general safety

Political security refers to the organizational stability of the order of
the system. It comprehends the relations in the government, the legitimacy of
the authorities and recognition of the hierarchy of authority. This sector has
its own specifics. In fact, it is the broadest sector, and actually, it represents
residual category, because in a certain sense, each and every security threat is
constituted and defined in a political way. Accordingly, in a certain sense,
both the social, the economic and the environmental, as well as military
security involve the prefix "political™.

This is especially pronounced in many poor countries where great
deal of the common policy is plunged into the area safety. In fact, the failure
of the state to cope with issues and problems through regular political rules
and procedures converts these problems into certain threats that result in
further tensions, reduced confidence in the bodies of the system, emergence
of various forms of intolerance, occurrences of different forms of disrespect
for the institutions of the system and resorting to the use of various forms of
violence to achieve their goals. One specific period in which a particular
dynamics in the political security system occurs, is the period of transition.

Fundamentals of transition and challenges to political security

Transition by definition represents a process of change. Process of
transformation from one condition to another. These processes of
transformation and transition are studied by the sociologist Kurt Lenjin?
vividly depicted in the picture no. 1. Usually, all systems tend to remain in a
particular state of functioning on the long run. It represents the first phase,
which in this theory is called freezing. In the specific case of the region of
Western Balkans, this stage of “freezing" represents the period before the
1990's, when most of the countries were living in a period of socialist
system. After the period of "freezing”, naturally comes the second stage of
thawing and change. The reasons for entering the second phase may be

! Hennaposeku C. (2009) Merynapoona 6ez6ednocm, Cxorje.
2 Kurt L. (1951) Field theory in social science, Harper & Row, New York.
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different; usually, these are issues that have been ignored for a long period of
time, which caused enough resentment to provoke taking up concrete actions
that require changes in the system functioning. This phase usually is the most
risky one and it carries the most barriers and challenges to the security.

Picture No.1 Model for system change
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The essence of the transition in the Western Balkans

UNFREEZING

The unfreezing stage in the region of Western Balkans occurred in
the second half of the 1980s. The countries of the former Yugoslavia began
to clearly demonstrate a determination to leave the original country. The
entire process of transformation of the region actually began in the 1990s
when the disintegration of Yugoslavia brought the entire the region into a
process of fundamental and complex transformations and change. The region
changed its orientation from mainly eastern to western. NATO and the EU
were set as end goals by the government authorities of the countries of the
region. The region which was mainly functioning in socialist establishment,
entered the process of complex economic and political reforms aimed at
creating democratic states and civil system. This transformation implied the
creation of new institutions that were supposed to ensure separation of the
state from party control and introduction of the market economy, abandoning
the approach of state planning of the economy. The change involved the
introduction of new, legal and administrative practices in order to make a
suspension of the institutional legacy of communism.

If main features in the previous system were: equal distribution of
capital and promotion of overall equality in the social system, job position
security until obtaining eligibility for retirement, the expectations of the
employee to perform its obligations without its share in the special processes
of decision making and work promotion, promotion of equality that directly
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reflects towards negative perception of the expression of different opinions
and possible conflicts etc.

The values set as goals of the transition, produce new principles and
concepts: allocation of capital according to the realization, the society
promotes competitive access, equal rights for all, particularly respecting the
rights of other ethnic communities, opportunities for citizen participation in
decision making and allocation of finances and the like.

Security challenges of the transition

Political threats to security by definition are the following: denial of
borders, language, recognition of a statute, etc., (by bringing into question
the ideology that legitimizes), parts of the country's territory (with reference
to the denial of those parts) or existence of the state, bringing into question
its right to exist at all in some form.*

These challenges were part of the phase of "unfreezing" at the
beginning of the transition in the region. The countries of the region disputed
the legitimacy of the existence of Yugoslavia and expressed desire for
independence. In this phase, different challenges stemmed:

- Pronounced nationalism in certain countries and animosity toward
neighboring states,

- Resentment of the ethnic groups from the state treatment ,

- Low level of trust between ethnic groups,

- Weak economic power, - Weak capacities of state administration,

- Open questions about the non- recognition of state borders,
language, name etc

- Open questions about the non-recognition of the independence of
religious institutions that, at a particular period of the history, functioned
under certain hierarchical subordination.

At different stages of the transition period formal leaders simply
failed to recognize the challenges they faced, and the consequences that may
arise from the unsuccessful coping with them. Since the beginning of the
process, huge security breaches of highest form occurred. A war occurred
between Serbia and Bosnia and Herzegovina, and than between Croatia and
Serbia, a NATO military intervention occurred in Serbia and armed conflict
occurred in Macedonia.

The several conflicts that happened represent proof enough that the
political leaders failed to maintain political security. That led to disruption of
the overall security, emergence of tensions, and clear division of the

! Henmaposeku C. (2009) Merynapoona 6ez6edonocm, Cxorje.
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population, which directly affected the economic security. High level of
criminality emerged, high-level of corruption, presence of the phenomena of
human trafficking, emergence of spread of extreme nationalism and
fundamentalism, etc. This left room for the emergence of information that
there are various cells of terrorist organizations that operate in the region.
Generally speaking, the failure of leaders to solve problems in the sphere of
political security led to the overall security situation in the region to be,
generally, at very low level.

The role of leaders in dealing with challenges

Society at all levels of its functioning has set its formal leaders. They
are individuals that citizens gave to reputation and credibility to decide on
their behalf and guide the system to maintain its functionality and to achieve
set goals. These leadership positions are at the highest strategic level
(President, Prime Minister, Speaker of the Parliament, President of the
Supreme Court), the average operational level (ministers, heads of various
government departments, mayors, leaders of political parties, etc.) and
positions at the lowest level (leaders of teams, working groups and other
small structures that function as part of a larger variety of organizational
structures.

Leaders are people who share responsibility for the functioning of the
organization with which they operate. They are persons who have the power
to make decisions, to manage the behavior of other individuals. This
responsibility is shared in accordance with the level that the leader is put.
Leaders, who are at highest level, bring decisions and actions that have an
impact on many people and their decisions determine the strategic direction
of running of the entire system. But at the same time, it must not be
neglected the role and influence of leaders from lower levels of placement.
They are directly responsible for implementation of the strategic decisions to
practice and field work.

Although the leadership is important in the normal functioning of the
systems, when it comes to the transition period, the leadership holds key
role. In a period when in the society exist ongoing change and
transformation, leaders from different positions must posses style that will
overcome the challenges arising in the system and will not allow the
challenges to political security to be effected in more serious threat to the
general security.

If they fail to adequately adapt to the changes and fail to lead others
towards the adoption of goals set, then the entire process will last very long
and will not be moving forward. According to this statement and the current
situation in most of the Western Balkan countries, it can be concluded that
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the majority of leaders at all levels generally do not posses the appropriate
competencies, knowledge, skills and capacities to respond to the actual
challenges. In particular, for the leadership in the previous system of
communism i.e. socialism, it was characteristic that autocratic i.e.
Transactional leadership style' was applied.

Characteristic for this style is that it holds very small ability in
managing changes. This style is in charge of maintenance of the situation to
a constant level present at that time, and it allows the maintenance of the
functional level. Transactional leaders fail to understand fully the situation,
to recognize the need for change and create a vision that they will be
dedicated to work on. They fail to recognize the challenges timely, and find
mechanisms to overcome them. They generally accept the vision (full
membership in EU and NATO) but fail to behave reformal. They do not
fully understand and accept the vision as their own personal vision and goal,
and fail to convey the vision to the citizens and cause joint effort for
transformation of all segments of the complex state system. Transactional
leaders fail in the motivation for people to change. The key to any change is
the change of the individuals. It starts by changing legislation, legal acts and
norms, but the entire process goes through the most critical process of
implementation and actual implementation of the change in the actual daily
operation of the system.

Leaders who practice this leadership style generally hold low levels
of tolerance to different opinions. The whole structure of leadership behavior
with certainty produces:

- Conflicts and creation of tense situations,

- Prolonging of the transitional period,

- Creating a false picture of reforms for presenting the image to the
international community,

- Encouragement of nationalism in order to cover its reform failure,

- Creation of "enemies" who will be responsible for the failure.

If we observe the transition period in the Western Balkans it can be
seen that it was filled with unsuccessful handling of the challenges of
transition and it holds many examples of direct transition from minor
political challenges for political security to bigger serious security violations.

! Bass B. (1985) Leadership and Performance Beyond Expectations, Free press, New
York.
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Transformational leadership as a key approach in the transition

In contrast to the transactional leaders, transformational leaders in
their essence are destined to lead through a process of change. They are
individuals who recognize the need for change and act according to it in the
reality. In the study of transformational leadership style, large stake hold
Tichy and DeVanna, who did extensive research on successful leaders from
various levels of public and private sector. The aim of the research was to
recognize, how actually, the changing and the transformation of this complex
system occur. The survey locates that the leaders carried out the changes in
process that was consisted of three steps.

The first step of the transformational process includes the recognition
of the need for making change. In general, people tend to maintain the status
quo position and to show resistance to changes. Usually, people want to
retain themselves in the existing system. As a result, the need for change can
stay unrecognized. If the leader who is key figure in the system does not
recognize the elements that bring change, that will bring frustration with
certainty and in time it will grow into serious threat to the functioning of the
system and its security. Transformational leaders are the moving force of the
change. They have the responsibility to understand how the change will
influence the functioning of the whole social system.

Picture No.2 The process of transformational leadership?

Recognition of _ Implementati
the need for Creating a on &

making vision institutionaliz
ation of the
change

change

The second step of the process of making change is creating a vision.
The vision is a concept of how the society is viewed in the future. It is
necessary to share the vision with the rest of the members of the social
system. In addition, the vision has to be also incorporated in the personal
values of the leader.

These leaders have great ability to articulate the vision in a manner
that can touch and inspire the followers. The transformation leaders inspire
and motivate the followers while communicating the future goals with great

! Tichy N. M. u DeVanna M. A. (1990) The transformational leader (2" ed.) New York:
John Wiley.
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optimism and by giving meaning to the tasks that need to be fulfilled. They
initiate flow of emotions, interests and dynamics. The followers have strong
emotions towards the meaning of what they are doing and they get more
motivated to act upon. As a result the energy that is being created can move
the community towards dealing with the reforms. The communication skills
give support to the leadership and make the vision more understandable,
precise, powerful and attractive. The followers are ready to show efforts in
their tasks, they are optimists for the future and believe in their possibilities.

The leader’s vision helps the followers to realize their connection
with the leader, society, with the others and with the goal. Once they will see
the big picture they will start finding creative solutions to the obstacles that
will be found on the way to the achievement of their mission. In the concrete
example, the western Balkan region has clear vision to get full membership
in EU and NATO, economical prosperity and high level of safety and
security in the region.

The third step of the transformational process includes the
implementation and the institutionalization of the changes. In this phase, the
leaders have to change the old structures and to establish new ones. This is
the most critical phase of the process for the leader because it is a phase full
of strong resistance and challenges. Usually in this phase, the leaders who do
not practice the transformational process of leadership fail at overcoming the
obstacles and facing the challenges. If the leader do not possess the needed
skills and abilities, does not believe in the vision set and it is not determined
to fulfill it disregard the difficulties, the change will never happen.

Elise Walton has defined the same process in five stages: diagnosis,
clarification, coalition building, action, consolidation, and maintaining the
change.’ In the analysis of 39 studies of transformational leadership it is
found that® the individuals that practice the transformational leadership are
perceived as more effective leaders that give better working results than the
leaders that practice transactional leadership. These conclusions are taking in
consideration all the leaders no matter they are low, middle or high level
leaders, or leaders in the public or private sector.

! Walton, A.E. (1995) Staging discontinuous change, in: Nadler D.A., Shaw R.B., Walton
A.E., Discontinuous change: Leading organizational transformation, CA.

% Lowe K. B., Kroeck K. G. and Sivasubramaniam N. (1996) Effectiveness correlates of
transformational and transactional leadership, A meta-analytic review of the MLQ
literature, Leadership Quarterly.
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Table 1. Traditional and modern view of the conflict

Aspect Traditional view Modern view
The conflict can be | The conflict is inevitable, and

Relation | avoided natural and expected

condition

- the mistakes in - organizational structure
managing, in - inevitable differences in the

The cause | designing and leading | goals

of the system - differences in the

conflicts | - the problematical perceptions
involved sides inthe | - differences in the values
conflicts etc.

It destroys the system, | It can bring progress in the
produce  frustration | functioning of the system

Effect and it barricade the
functioning
To eliminate the | To manage the level of
Approach | conflict conflict and to work on its

resolution
Source: James A. F. Stoner, Management, Prentice — Hall, Inc.,
Englewood Cliffs, New Jersey, 1978, p 344

The constructive approach to the conflicts can be seen as one of the
most significant features that these leaders have. If we take the definition of
the conflict where conflict can be seen as the relation between two or more
sides (individuals or groups) who have or think that they have different
goals, attitudes and perspectives,'it can be clearly seen that there is huge
possibility the transition in its essence to possess conflict between two or
more sides. In order change and transition to happen, someone have to
demonstrate the different goal, attitude or perspective. In the following table
there are presented the differences between the traditional and the modern
view of the conflict.

The transformational leaders have modern approach to the conflicts.
In accordance to it, they accept the transition as inevitable phase of the
functioning of the system. Opposite to that, the transactional and other
leadership types have traditional view of the conflicts which lead to avoiding
and suppressing the real problems.

! Mitchell C. (1981) The structure of International Conflict, Macmillan, London.
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Picture 3. The dynamics of the intensity of the conflict*
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The approach to the conflicts has specific influence on the
maintenance of the general security. If we look at the dynamics of the
conflict’s intensity, we can notice that at first, all the conflicts are showing
themselves with low intensity that can be transformed into challenge in the
area of political security. If there cannot be found constructive way of
overcoming them, they will transform into various forms of violence and in
the end into armed attacks and victims.

The transformation is the essence of the transformational leadership

Unlike the transactional leadership, the transformational leaders have
strong influence on the followers. That leads to creation of strong role
models of leadership. These leaders, usually, have very high moral and
ethical standards and therefore the followers are feeling proud they are
connected with them. They have complete confidence in them they believe
that they are able to make the right things in order to overcome the obstacles.

These leaders stimulate the followers to think independently. They
initiate and encourage the creativity and the innovation among their
followers. The leaders undertake risks to openly ask the followers for their
ideas. The intellectual encouragement produces awareness rising for the
problems, taking personal responsibility for the way how things can be
solved. It initiates imagination and it generates thinking and self-analysis.

This aspect refers to the level of which the leader understands the
individual needs of each of the followers. The leader provides supportive
climate, gives empathy and support, maintain open communication and face
the challenges along with the followers. It includes the needs for respect and

! Robbins S. (2003) Organizational Behavior, Englewood Cliffs, NJ: Prentice Hall Inc.
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recognition of the individual efforts given to the team. As a result, the
followers have will for self-development and have inner motivation to finish
their tasks.

The leader put a value on their principals and tends to develop their
abilities. He/she is a role model to them and he/she delegates individual tasks
that carry with them challenge and responsibility. In addition, he/she acts as
a mentor in order to accomplish significant change in their abilities by giving
them concrete opportunities for personal development and transformation in
their communities.

The goal of the transformational leadership is to transform people and
systems. To change them in their mind and hearts, to enlarge their vision,
perceptions and understanding, to clear the reasons, to make the behavior
compatible with the values, principals and beliefs and to make permanent,
self-initiated changes that represent the driving force of everything.!

Conclusion

The transitional period is a real challenge to the maintenance of the
general security. It can be seen in the National concept of security and
defense of Republic of Macedonia where besides the defined goals and
directions for leading the national security politics, there are also defined
transitional problems under the numbered risks and threats to the national
security. This, with certainty, emphasizes the significance of practicing the
appropriate risk management and the leaders’ capacities from the region to
deal with the risks. The transformational leadership has to be accepted as
common practiced leadership style, by the different public structures from
the countries in the region. Only by this way the different opinions and
conflicts derived from the transition can be used for strengthening the
systems and providing general security.

Transformational leadership can guarantee that the declarations will
transform into real changes on the field; and can also guarantee for the laws
to be respected and implemented. This approach gives the opportunity all the
possible manifestation of extreme nationalism, racial and religious
impatience, the various forms of organized crime, the international criminal,
illegal migration, human trafficking and etc., to be taken as challenges that
can be dealt with, by the joint cooperation between all the subjects in the
security sector.

! Bass BM. u Avolio B.J. (1994) Improving Organizational Effectiveness Through
Transformational Leadership, Thousand Oaks CA: Sage Publications.
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Finally, the real transformational approach is the only guarantee for
the region to be transformed into safer place and to become compatible
system that can, without serious difficulties, become equal member of the
collective security systems.
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TPAHCO®OPMALIMUCKOTO JIMAEPCTBO KAKO KJIYYEH
DPAKTOP BO CITPABYBAILETO CO IIPEJU3BUIIUTE HA
TPAH3UIIMJATA BO PETHOHOT HA 3AIIAZIEH BAJIKAH

Pe3nme

Tpanzuyujama 6o pecuonom ua 3anaden bankan e 3anounama 6o 90-me
200unu u ceywme mpae. Taa 60 ceojama ucmopuja uma 3aNUUAHO 207EMU
Hapyuysarea Ha Oezbeonocma. Oue Hapyuty8arba npeo ce mManugecmupaie KaKo
npeouzeuyu 60 cghepama Ha noaumuyKama 6e306e0HOCm, HO HEYCNEeUWHOMO
cnpasysare co HU8 006¢10 00 NOCEPUOIHU HAPYUY8Albd U 60 YELOKYNHAmMA
bezbeonocm Ha Opacasume u pecuonom. I onem den 00 npeduszsuyume u 3aKaHUmMe
60 obracma Ha noaumuuxkama Oe36e0Hocm 006e00a 00 Moa 60 080] PecUuoH 0a ce
CYYam HeKOJKY GOOPYICEHU KOHMIUKMU CO MHO2Y YUGUIHU U BOEHU JCPMEU, 0a
UMa nOCMojanu mensuu, 0a UMa GUCOKA CIMANKA HA KPUMUHATUMEM U MHO2Y Opyeu
6e30e0HOCHU OUCHYHKYUOHATHOCTU.

Ho u nokpaj doneuom mpanzuyucku npoyec 3a yeauom pecuoH, esUuOeHmHo
e Oeka HeKou 3eMju ce 08udCam co 3a0pP3aHO MeMHO U ce 000IUHCY8AAM KOH
ocmeapyearbe Ha CeoUme NOCMABeHU yenu, 000eKa UCMOBPeMeHO OCMAaHamume
U YeKopam 60 Mecmo unu ce epaxaam KoH Hasad. Kaxo knyuen gaxmop 3a
VCHEWHOMO CRpagysaibe Co Npeoussuyume 00 mMpAaH3uyujama e munom Ha
AUOEPCBO Koe 20 Npaxmuxygaam opmanriume auoepu KOU ce NOCMAGeHU Ha
PA3TUYHU HUBOA 80 CUCHEMOMN.

Bo 060j nayuen mpyo ke nanpagume ananuza u npoyuysarbe Ha 61UjaAHUEmo
HA  MPAHCHOPMAYUCKOMO  JTUOEPCMEO 60 CHPABYEARE 80  MPAHZUCUKUME
npeoussUYU U He2080MO GaUjaeHUe HA 00PIICY8aAlbe HA NOAUMUYKAMA Oe30e0HOC.
Ke ce npedouu kuyunama ynoza wimo ja uma npaKmuKyearemo Ha 060j IudepcKu
CMUN 80 CHPABYBAILEMO CO KOHKDEmHUme npeou3euylu 60 pecuoHom Ha 3anaden
Banxan. Ke ce coenedaam Konkpemuu npuoussuyy — Kou npousnezyéaam oo
mpaH3uyujama, nomewKomuume co Kou ce coouyeaam Jauoepume KOu He
npumenysaam cooogemeHn JAUOEPCKU CMUL U MONCHOCHMUME KOU 2U UMAam
mparncpopmayuckume auodepu.

Konxpemno e ce coenedaam cenezama Ha nocepuosnume HApyuiyéara Ha
be36eo0Hocma npexy npeousguyume Kou NpeudHo ce Manugecmupanu 8o cghepama
Ha nonumuuxkama 6e3bednocm. Ke ce npoyuu kako HeyCneuwHomo cnpagyséarbe Ha
AUOEPCKUOM  eCAOIUWMENT 80 PA3IUYHU €manu HA NOHO8AMA UCMOPUja HA
3anaden bankan écywinocm 0osena 00 NOCEPUO3HO 3a2po3y6arse Ha bezbeonocma
Ha Opocasama.

Knyunu 360poeu: nonumuuxa 6e3bednocm, mpan3uyuja, 3anader OAiKaH,
MPAHCHOPMAYUCKO TUOEPCMEO.
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SECURITY IN ELECTRONIC BANKING SYSTEM
ABSTRACT

As a result of technology development and modernization in the 21st
century, the Internet takes a key role in communication between individuals,
business community and society. A new kind of channel of communication that
resulted from the development of the Internet is electronic commerce, while the
major industry that uses it, is the banking industry. Electronic banking is a new
system of interaction between users and banking industry that allows users, through
the virtual method, to manage their funds from bank accounts. Electronic banking
has many positive sides (payments at any time, checking account at any time, money
transfer, lower commissions, etc.), but also has disadvantages such as privacy and
information security. According to data from the Institute for Statistics, the use of
Internet in Macedonia is in growth by individuals about 1.9% in 2010 compared to
2009. However the use of electronic banking has a very low level and only 9.3 % of
Internet users use the Internet for electronic banking.

Keywords: electronic banking, security

Introduction

Traditional way of banking is based on using paper documents
pursuant defined and channeled communication between players in the
banking business. Development of internet has opened possibility to leave
old traditional way of communication and development of new electronic
way of information exchange known as electronic banking. Banks are quite
conservative institutions which started to use Internet in one way with
providing information only to the clients, rather than two way
communications. However, the banks positive effects and benefits of using
Internet are low cost to get new clients i.e. there is no need to open new
offices and new employments, especially for the regions where they don’t



have affiliates or branch offices. Banks are providing a lot of information
using Internet in respect of distribution, credits, external payments,
consultancy, ForEx etc.

Using Internet, banks presents competitiveness competition and
development as stable and trustful urban bank. In one word banks throughout
Internet provides variety financial services.

History of e-banking

E-banking can be defined on different ways and from different
aspects. The most used definition is that e-banking present’s automatic
delivery of new and traditionally banks services directly to the costumer’s
via electronic, interactive channels for communication.® E-banking or
electronic banking is all kinds of transactions that occur between companies,
organizations and individuals and their banking institutions throughout the
Internet channel. For the first time as a concept was introduced in 1970 in the
US and some banks began to offer such service in 1985. Already by 2000
80% of US banks offer electronic banking. The biggest U.S. bank, The Bank
of America needed more than 10 years to get customers to adopt electronic
banking in the figure of 2 million bank customers. In 2001 became the first
bank with over 3 million users of electronic banking. In 2009, 47% of
Internet users in the U.S. use electronic banking, and in Britain 30% of
Internet users use e-banking®.

Advantages of e-banking

The advantages that banks have by using the e-banking are: to access
and review the status of the accounts of users, records of all transactions,
payments, transfer funds from account to account and so on. Other pros are:

1. Costs of each separate transaction are 10-15 times lower than the
cost of processing the transaction over the counter.

2. Import of the data and control of the transactions are left to the
customer.

3. More quality service that is offered to customers compared to
traditional payment methods.

4. Quick spread of clients who include the geographical areas where
there are no bank branches.

5. Reduce all costs related to payments, saving in printing orders.

! http://e-biznisi.net/index
2 http://e-biznisi.net/index.php?option=com_content&view=article&id=465:2009-12-08-22-
38-58&catid=74:-biznis-diskusii&ltemid=100
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6. Enlargement the number of customers on way of taking them from
banks that do not offer e-banking

7. Opening a new market channel.

Benefits by users using e-banking are:

-Clients can 24 hours a day perform various types of transactions and
access their accounts at any time, as opposed to time limited operation of
banks,

- The time is very important to the customer

-Another advantage is the easy access, or client can use the services
of e-banking if simply connected to the Internet, can execute transactions,
and be informed from anywhere in the world.

-Also as advantage may be the speed of execution of transactions -
thereby reducing the time spent waiting at the bank counter in order to be
able to execute any transaction,

E-banking has its cons and can be distinguishing the following
disadvantages:

-First you need to start a process of registration in order to allow
access to account.

-Registration can be a complex procedure, so that the client should
apply for the use of electronic banking, in which is need a certain period of
approval

-As another disadvantage, and perhaps most important, that each
customer has a different understanding of the operation of computers, which
means that the customer may encounter difficulties in carrying out electronic
transactions unless they have experience,

-Each client needs to spend some of their time in order to learn the
function of electronic banking.

Security in using e-banking

Since E-Banking is a new technology that has many capabilities and
also many potential problems, users are hesitant to use the system. The
security of information may be one of the biggest concerns to the Internet.
The use of Electronic Banking has brought to attention many concerns from
different perspectives: government, businesses, banks, individuals, and
technology.

From a government point of view, the Electronic Banking system
poses a threat to the antitrust laws. Electronic Banking also arouse concerns
about the reserve requirements of banks, deposit insurance and the consumer
protection laws associated with electronic transfer of money. The US
government is concerned with the use of high quality of encryption
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algorithms because encryption algorithms are a controlled military
technology.

Businesses also raise concerns about this new media of interaction.
Since most large transfer of money is done by the businesses, these
businesses are concern about the security of their money. At the same time,
these businesses also consider the potential savings in time and financial
charges (making cash deposits and withdrawals which some banks charge
money for these processes) associated with this system. Another businesses
concern is connected to the customer. Businesses ponder the thought that
there are enough potential customers who would not make a purchase
because the business did not offer particular payment system (e.g. electronic
cash and electronic check). This would result in a loss of sales. On the other
side of the coin, if this system becomes wide spread, this would allow more
buying power to the consumer which puts pressure on businesses to allow
consumers to use electronic transfer of money and make e-transactions.

Banks are pressured from other financial institutions to provide a
wide range of financial services to their customers. Also the profit from
handling financial transactions, both by charging fees to one or more
participants in a transaction and by investing the funds they hold between the
time of deposit and the time of withdrawal, also known as the “spread”. With
more financial transactions being processed by their central computer
systems, banks are also concern about the security of their system.

Individuals are mainly concern with the security of the system, in
particular with the unwarranted access to their accounts. In addition,
individuals are also concern with the secrecy of their personal information.
82% of American poled expressed concern over privacy of computerized
data. As more and more people are exposed to the information
superhighway, privacy of information and the security that goes hand and
hand with this information is crucial to the growth of electronic transactions.
Some privacy technologies related to the electronic banking industry are
electronic cash and electronic checks which will be discussed in the software
solution section.

Dr. David Chaum, CEO of DigiCash said that “Security is simply the
protection of interests. People want to protect their own money and bank
their own exposure. On the other hand the role of government is to maintain
the integrity and confidence in the whole system. With electronic cash, just
as with cash today, it will be the responsibility of government to protect
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against systemic risk. This is a serious role that cannot be left to the micro-
economic interests of commercial organizations.”

People who are less familiar with the Internet and today's technology
normally avoid internet banking because they feel they are subject to fraud.
It is true that the security measures used by most banks are not safe 100%, in
practice the number of victims of fraud in Internet banking is very small.
Indeed the classical banking is more susceptible to fraud than online
banking. Counterfeiting of credit cards and signatures, and identity theft are
much greater than hacking. Internet banking, can be dangerous only if the
user is careless, gullible or computer illiterate. Protection with password
authentication is not considered secure enough for personal online banking
applications. To protect customers normally use https protocol, and the
turnover of all information, including passwords, encrypted, which almost
completely prevents access to and exchange of information to unauthorized
persons, since the data is sent.

There is a risk of guessing the password, and the physical theft of
passwords written on paper, the code interception by hackers and so on. That
is why many online banking put another layer of protection. There are
several different methods but most commonly used is the use of transaction
numbers, which are actually one-time password. In Europe the method is
used to create one time password unique to each user. Safety in the use of
electronic banking is a major problem and is commonly defined as a
combination of technology, measures and procedures in order to protect
information from unauthorized exploitation and access.

There are four basic security services:

Confidentiality of data is accomplished through encryption or use of
so-called cryptographic algorithm.

Authentication or identity checks the user through a variety of ways:
via a PIN (Personal Identification Number, password, biometric methods
(finger or footprint of smart cards, etc.).

Integrity of data-sharing provision of financial and other data
between banks and customers so that no one unauthorized can use nor
modify using protection technologies known as protocols.

Service to prevent denial of message sent or received and the
contents of the same. Also a very important is protection of the bank's
network and access control.

! Yi-Jen Yang, The security of electronic banking, 2403 Metzerott Rd.Adelphi, MD.
20783,cTp.4
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Electronic banking in Macedonia

Development of internet trade in Macedonia is at very low level. In
Macedonia there are already models of electronic commerce that are
applicable in small scale with no defined requirements for safety and security
for the users. Online shopping by credit card is used since 2007, but there are
also some companies that do not use either e-commerce or e-payments. The
number of the companies that sell via Internet or by electronic means is
about 35 and these are companies for computer equipment, pharmaceutical
products, and books. According to business claims, banks are the biggest
problem for the underdevelopment of electronic commerce, with a reason
that they want a portion of their earnings, and want to charge large
commissions. In Macedonia it is estimated that e-commerce through e-
banking is around EUR 10.000. In other hand, the E-trade is not a challenge
for banks in our country. Although anywhere in the world they are still
drivers of economy, in our country that is not the case. However considered
that the problem is not in government but in the banking industry where
there is no better offer available for institutions. Banks want bigger profits
and higher commissions that are taking bigger part of the company’s profit.
Experts explain that development of electronic commerce should induce
banks that will enable companies that have their own online stores, a way of
online verification of credit cards issued by them, thereby enabling
confirmation of the validity of the transaction. However banks are those that
mostly hinder implementation. In the Republic of Macedonia from the end of
2009 users of electronic banking have increased citizens are more informed
about new products, they can verify the status of accounts in banks, they can
perform various types of transactions, etc.

In the first quarter of 2010, 46.1% of households had internet access
from home. According to the State Statistical Office, in the first quarter of
2010, the share of households with Internet access has been increase by 4.3
percentage points compared to the same period in 2009. The share of
households with broadband in the total number of households increased from
33.8% in 2009 to 37.2% in 2010 while their share in the number of
households with Internet access is on the same level in both comparative
periods (about 81%).

However, 9.3%", of all internet users in Macedonia in the first quarter
of 2010, are using Internet connection for electronic banking.

L www.stat.gov.mk
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Conclusion

The new information technology alters the use of banking products
and services by users. Continued development and progress in the
processing, analysis and transmission of vast amounts of data electronically,
leads to rapid growth of electronic banking. The Internet provides to the
banks and users new business, developing new online products and services,
providing fiscal efficiency by reducing costs, time saving. Basically, the
Internet significantly reduces the cost of information and thus affects the
manner of functioning of the banking industry.

The electronic banking disables security transactions, security of
personal information and accounts. Electronic banking increases the risk of
the bank's system to be attacked from outside attacks, and the bank should be
active in control systems for e-banking.

Acknowledge of computer technology and uninformed people about
the advantages of e-banking, weak security systems of banks that are still
developing in this sphere, distrust of the system in the state are among the
reasons for insufficient use of electronic banking in the Republic Macedonia.
In order to build trust banks should secure enforcing contracts which will be
legal framework and that electronic documents would have the same
meaning as written documents. From here arises the need for adoption of
appropriate regulations for electronic commerce that defines the conditions
for security and reliability performance of electronic services in the areas of
e-commerce.
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DEMOCRACY AS A MECHANISM IN PREVENTION OF
ASYMMETRICAL SECURITY THREATS

Abstract
At the time of the Cold War, democracy had communist ideology as its rival and the
largest threat to the security of democratic states was seen in the countries of the
Eastern block led by the Soviet Union. In the new international relations a rival of
the democratic ideology is the ideology of radical Islamists, and the greatest threat
to national security of democratic states are threats that often stand behind the
followers of this ideology. Western democracies try to implement democratic values
in the "apostate™ Arab states in order to ensure their own national security. The
question that inevitably arises is whether democracy has a mechanism strong
enough to suppress asymmetric threats (global terrorism, transnational crime and
proliferation of weapons of mass destruction)?
Key words: democracy, autocracy, asymmetric threats, terrorism, security

A new system of international relations - new threats

Bipolar system of international relations, typical for the Cold War,
was a system in which the biggest threat to the states’ national security was
posed by other states or alliances of states. During this period there exist two
conflicting ideologies, capitalist versus socialist. Democracy, civil and
political freedoms and rights, freedom of the market and entrepreneurship,
political pluralism, rule of law were the basic characteristics of the Western
world. Eastern states were led by communist ideology, centralized
management market, one-party system, control the media and restrictive


mailto:nenoreal@yahoo.com

interpretation of freedoms and rights. But with the fall of the Berlin Wall,
which converted to symbolic mark the end of the Cold War, and with it the
end of the bipolar system of international relations, the world enters a new
multi-polar system in which it seemed that liberal ideology prevailed.
Initiated by the events that will follow in the early nineties of the last century
Frencis Fukojama published the book "The End of History and the Last
Man", according to which wars are over, because the values of liberal
democracy will be accepted by all societies. Unlike Fukojama, Huntington
over the same period published the book "Clash of Civilizations" in which he
launched the thesis of religious wars. Neither Fukojama nor Huntington
predicted primary threats to national security of states seen in terrorism,
transnational crime and proliferation of weapons for mass destruction.

The network of asymmetric threats

The involvement of extremist groups in criminal activities is a topic
that emerged several decades ago. In recent years, various sources claim that
the relationship between international terrorists and transnational crime is
stronger. According to some reports it is a symbiosis between crime and
terrorism. This connection represents the old-new serious security threat to
democratic societies.

Overall, it seems that there are three basic ways in which crime and
terrorism are overlapping: common tactics and methods, through a process of
transformation from one type of group to another and through short-term or
long-term exchanges of services between groups.1

Globalization facilitates the transnational connections. Criminal
organizations easily accomplish their cooperation, but the same is true for
terrorist organizations. Because both have a common enemy (the authorities
of countries where they operate) their enemy, brings them together in sharing
information about its sustainability. Second, but perhaps more important
reason that the criminal-terrorist link becomes stronger is a result of joint
opportunities to achieve financial gain. The third reason, in our opinion, is
associated with the changed nature of the activities of criminals and terrorist
organizations. First, the development of technology, trade and financial
industry enable criminals to exploit weaknesses in the new criminal sectors,
such as computer crime, credit cards, money laundering etc. While terrorist
groups, especially those who are the greatest threat to democratic states, are
motivated more by religious rather than ethnic or nationalist-separatist

! Sam Mullins, “Parallels Between Crime and Terrorism: a Social Psychological
Perspective,” Studies in Conflict and Terrorism, Vol. 32, No. 9, 2009
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motivations. This would mean that terrorists and criminals constantly
increase areas of cooperation on the one hand, and on the other they
becoming more connected (for example global network of Islamic terrorism).

According to the DEA, overlap of terrorist and criminal groups in
recent years is mostly seen in drug trafficking.1 It is important to mention
that crime in certain terrorist organization becomes a part of ideology. One
of the earliest examples of such justifications is Hezbollah’s fatwa stated in
the 1980s: "If we can not kill them with guns, will kill them with drugs”.2 A
newer example is with Mohammed Khan, who justifies his willingness to
sell the heroin, because he sees it as a form of jihad: ,,Whether it is by the
opium or shooting, it is our common goal“.3 Similar is the justification of
Fatah al-Islam leader who said: ,,stealing money from the heretics, who
belong to the atheist regimes and states, is something that Allah allows us to
do. This money is taken away from them and used in jihad “.4

Because of this relation between transnational crime and terrorists,
counterterrorist activities and activities against criminals intertwine, and
national strategies for elimination and suppression of one threat,
simultaneously, use the combat methods of the other threat. This is
especially evident in the case of Afghanistan. (For example, the arrested drug
dealers are often used as informants for the locations and capabilities of
terrorist gangs.)

However, the most dangerous and worrisome area in which there is
great cooperation between transnational crime and international terrorism is
the proliferation of materials for making weapons of mass destruction. The
cooperation between terrorists and criminals has increased considerably in
zones where there are efforts to democratize society by force (Afghanistan,
Irag), societies that disagree with U.S. foreign policy (Iran, North Korea,
Syria), corrupt autocratic societies of the Middle East, and societies in
transition. The current strategy for eliminating these asymmetric threats
refers to the democratization of societies. But the real question is whether
through the democratization of authoritarian and poor societies terrorism,
transnational crime and proliferation of materials for weapons of mass
destruction can be prevented as global asymmetric threats.

! For further information on U.S. drug control policy see CRS Report RL34543,
International Drug Control Policy, by Liana Sun Wyler.
2 Cited in Rex A. Hudson et al., “A Global Overview of Narcotics-Funded Terrorist and
Other Extremist Groups,” Federal Research Division, Library of Congress, May 2002, p. 10.
3 -

Ibid.
* Matthew Levitt and Michael Jacobson, “Drug Wars,” The New Republic, January 27, 2009
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Democracy as a mechanism in prevention of asymmetric threats

Democracy represents the “majority rule” or the “will of majority”.
Put simply it is a game of desires. In these societies the most often used
phrase is ,,Very well, then, let’s test your will and see how strong it is”
Actually, this is a continuation of the war but by peaceful means. The
minority which lost is not satisfied. Although minority groups can exercise
further their interests through rights and freedoms provided by democracy
when they have interests outside the system, they try to achieve it with
violent methods.

Democracy is not just matter of elections. In the Western world, the
democratic values are the peak of human civilization, according to which a
society should be governed. Democracies are by definition open societies
that guarantee respect for civil liberties and rights. In these societies there are
prohibitions on oversight and investigations with the use of force by police.
Weak intelligence capabilities mean limited capacity for prevention and
protection of minority criminal-terrorist groups. Checkpoints by police in
these systems are rare. Also, these societies have easily transient border
crossings and allow easier opportunities for infiltration and operation of the
members of these groups.

Presumption of innocence, one of the constitutionally guaranteed
rights in democracies, detention as a temporary measure, the opportunities
for fair trials are extenuating circumstances when violators of legal norms
have been arrested. Because of these opportunities, available to criminal and
terrorist groups, democratic states have opened for their actions. For
terrorists, however, democracies are additionally interesting because of
media publicity and popularity offered by the media. Disturbing fact to the
authorities, and useful for terrorists, is the fact that the media are very
important in conveying messages of terrorist activities in public. With that,
terrorists are encouraged to perform a new political violence.

Unlike democratic systems, autocracies, generally, were considered
as guarantors of stability. History shows that totalitarian systems are less
vulnerable to asymmetric threats than autocracies. Totalitarian governments
have advantages in dealing with potential criminal-terrorist groups. They do
not need to worry about gathering evidence for trial, presenting credible or
relevant evidence. They can also use more extreme interrogation methods
and research, and even threaten the family members as a means of acquiring
evidence.

However, the most vulnerable to asymmetric threats are societies in
transition. In the political systems in transition, control mechanisms are weak
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and corruption is an integral part of society. For these reasons, societies in
transition provide attractive locations for criminal-terrorist groups.

But despite this situation, the promotion of democracy around the
world has always been one of the basic values of U.S. After the attacks of
Sept. 11, this value gets and security dimension®, especially in the fight
against terrorism, which is already recognized as a central threat and
coupling of the three asymmetric threats. The wars in Afghanistan and Iraq
have shown that this value as a mechanism for the suppression of
asymmetric threats has become affordable for most European countries.
After wave of protests that swept the Arab states, former Prime Minister of
Great Britain, Tony Blair, stated ,,This is @ moment when the whole region
will face the changes of modernization and democratization.”“2 The question
that arises here is "how much democratization of totalitarian societies is a
successful mechanism for dealing with asymmetric threats™?

In scientific publications often there are tendencies to make the
connection between democracy and the absence of terrorism, and thus the
other asymmetric threats. The basic claims are based on the thesis that
democracy is the white side of terrorism. There are three supplement theses
regarding this claim.

1. Democracy brings more political participation, civil liberties
and the rule of law in compare to autocracy, and with this reduces the
need for the creation of terrorist organizations.

In the period after the Second World War until 1989 to more terrorist
groups were established in democracies compared to non-democratic
societies. After the Cold War, it is interesting to note that Western
democracies are not only faced with the politically motivated terrorism. They

! The relationship between national security and the promotion of democracy in the world,
became part of the National Security Strategy of the United States. The National Security
Strategy of the United States in 2006 states: "Because democracies are most responsible
members of the international community, promotion of democracy is most effective long-
term measure to ensure international stability, reducing regional conflicts, counter terrorism
and ensure peace and prosperity." And this goes even further back in the 1998 A
NATIONAL SECURITY STRATEGY FOR A NEW CENTURY: “We seek to create a
stable, peaceful international security environment in which our nation, citizens and interests
are not threatened. The United States will not allow a hostile power to dominate any region
of critical importance to our interests... (The US) vital interests—those of broad, overriding
importance to the survival, safety and vitality of our nation. Among these are the physical
security of our territory and that of our allies, the safety of our citizens, our economic well-
being and the protection of our critical infrastructures. We will do what we must to defend
these interests, including—when necessary—using our military might unilaterally and
decisively”

2 Robert Spenser, “Democracy is a Relative Term”, February 15, 2011,
http://www.radicalislam.org/content/democracy-relative-term date of access 26.03.2011

200



have become more vulnerable to radical Islamic terrorism. The biggest
threats are not coming from the leaders of these terrorist organizations, but
from the second and third generation immigrants, which despised the fact
that they had their lifetime in the Westerns democracies, inspired by the
ideology of al Qaeda, have become a serious threat to these societies.

In terms of young democracies and societies in transition, the cases of
Irag and Afghanistan indicate that these societies are particularly vulnerable
to terrorist attacks. Experience shows that an even bigger problem is to
democratize the societies in which main religion is Islamic fundamentalism.
Replacing the authoritarian regime even with perfectly functioning
democracy will not satisfy Islamic fundamentalists because for them this
elected government will not have legitimacy to manage the state. However,
in the minds of the radical Islamists, even autocratic regimes governed by
sherijat law are not good enough. According to them, the only legitimate way
is to govern with society by rules that god created, i.e. to regulate the states
known as the Caliphate from the time of Muhammad.

Besides the statistics, regarding the terrorist attacks performed, one
fact is in favor of democracy. Authoritarian states generate suicide terrorists,
while democracies that are not immune to terrorist groups do not generate
this kind of terrorists.

2. Democracy reduces terrorist attack. If we claim that democracy
is a mechanism for long-term solution to terrorism, then it is justified to
expect a reduction in the number of terrorist attacks throughout it existence.
In one research of Piasa in 2008 on 153 countries in the period from 1986 to
2003, he concludes that democratic countries from year to year does not
reduce the terrorist activities, on the contrary the data speak for their
increase. In the same research, data indicate that democracies in transitions
are dealing with most terrorist activities (e.g. Iraq, Afghanistan, Yemen and
the Horn of Africa). If we compare the two largest countries of the world, the
situation is as follows. According to the report "Patterns of global terrorism”
for the period 2000-2003 in India, the largest democratic country in the
world, there were 203 terrorist attacks, while in China, the biggest
totalitarian state in the world, none.’

3. Efforts to transition from autocracy to democracy are successful and
the results are permanent

To break the nation is far easier than to compile broken pieces.
According to the data of one Norwegian study, in which military

! James A. Piazza, “Do Democracy and Free Markets Protect Us from Terrorism?”
International Politics 45, (2008): 76
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interventions were studied in the period 1961-1996, the establishment of
democracy in the societies where those interventions were performed is very
slow.1 Unlike the military efforts, economic efforts for democratization of
societies are even contra effective. Economic sanctions always reflect the
masses, and almost not at all the authoritarian regimes. Authoritarian regimes
impoverishment of its people prescribe to those who introduce the sanctions,
which only further strengthens its position on account of the desire of its
citizens to establish societies as they exist where sanctions come from, or the
enemy. Typical examples of this statement are the situations in Iraq and
Cuba. Perhaps the best results are achieved through support and foreign
assistance in promoting democratic values, but even if this claim is entirely
true, the results can be visible after long and laborious work. In short,
military and non-military efforts would give any results if in a given state
there has already been initiative of the process of democratization and the
serious critical mass that would lead those changes would exist.

But if you look the Middle East societies, dominated by Islam and its
values, this claim is even less accurate. The examples of Irag and
Afghanistan showed that the transition to democracy takes big material
losses as well as human lives, while the promotion of democracy in the
Middle East helps extremists in recruitment of new members. The greatest
criticism to the Western countries regarding the promotion of democracy is
explained by the thesis that democracy is actually a euphemism for neo-
colonialism, i.e. democracy represents a good excuse for the ‘elimination’ of
rogue regimes and their replacement with 'friendly' ones or with political
elite that would play by the rules of the largest oil importers and through
which the explanation of this natural resource will 'go easier'.2

Regarding the democratization of the wealthy Arab states, theory of
'state renters' has explanation about the challenges that this issue is facing
with. When an underdeveloped country will reveal that possess natural
resources and rapidly get enriched, the chances to become democratic
significantly are reduced. The reason is the connection between taxes and
participation in government. When the state does not tax its citizens (like
most Middle Eastern countries), the most basic reason to participate in
government is lost. This means that when citizens do not pay taxes they do
not develop a sense of ownership of their political system. So, demands for
respect of political freedoms and rights are illegitimate when there is no
accountability. The next problem is the structure of the economic system.

1 -

Ibid
2 F. Gregory Gausev, Can Democracy stop terrorism, Foreign affairs, September/October
2005, p.68
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Regarding this issue we can say that Arab countries build their economies on
exports of its natural resources. The private sector practically does not exist.
The state is corrupted, and because there is no honorable management with
money, the money literally runs out. Civil society is weak, and most people
are employed in state administration. None of the 23 states whose economy
is based on exports of oil and gas are democratic.*

Conclusion

Experiences from the past actually do not convinced us that terrorism
is reduced with the increase of democracy, hence, it can be concluded that
the democratization of the world neither will solve the problem with
terrorism nor will it solve the problem with other asymmetric threats. In fact,
on the contrary it can be said that democratization has led to increased
terrorist activities. What is even more disturbing is the transitional period of
democracies where this value was imposed by violent means. These states
are often too sensitive to asymmetric threats. Weak governments and
confused security forces leave wide room for extremists operations.

Regarding the positive effects of democracy as a mechanism to
reduce asymmetric threats it might be said that democracy has a limited
impact on eliminating terrorism, i.e. democracy decrease the rate of suicide
terrorism.

But what most serious concern is the paradox that democratic
societies in which the force is not a mechanism for achieving the goal, are
trying by force to impose democracy. If democracy can be imposed for a
reason, by influence, by example, then for sure it can not be impose by force.
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JEMOKPATHJATA KAKO MEXAHU3AM BO CY3BUBAIBETO
HA ACMMETPUYHUTE 3AKAHHU

Pesume: Bo epememo Ha cmydenama 80jHa OeMOKpamujama 3a pusai ja
umawie KOMYHUCMUYKAMA uoeoio2uja, a O0eMOKpAmcKume Opicasu
HajeoemMama 3aKama no ceojama 0Oe30e0HoCm ja 2nedaa 80 UCMOYHUOM
o110k Oparcasu npedgooenu 00 Cogemckuom cojy3. Bo nosume merynapoonu
O0HOCU pueal Ha OeMoKpamckama udeono2uja e udeonocujama Ha
PAOuKanHume UCIAMUCIIY, A HAjeosleMama 3AaKaHad 34 HAYUOHATHAMA
be3bedHocm Ha OeMOKpamcKume OpAHcaAsU ce acumempuyHume 3aKaHu 3a0
KOU Hajuecmo cmojam MOKMY npuepsanuyume Ha osaa uoeonozuja. U
0ooeka 3anaonume 0emMoKpamuu ce ooudy8aam HACUIHO 0a 2U CNposedam
0eMoKpamckume 8peOHOCmu 60 ,,00Memuamume *“ apncku 0paicasu, co yei
0a ja obezbedoam concmeeHama HAYUOHAIHA Oe30e0HOCm, NPauarbemo Koe
WMo HEMUHOBHO ce HAMeMmHY8ad e 0aau U KOIKY 0eMOKpamujama e 0080HO
CUNeH  MexaHuzam 680  cy30uearbemo HA  AcuMempuyHume  3aKAHU
(enobannuom mepopu3am, MPAHCHAYUOHATHUOM KPUMUHAT u
nponugepayujama Ha opysucjemo 3a MacosHo yHuwmysarse)?

Knyunu 360poeu: Oemokpamuja, asmokpamuja, acumempuuhu 3aKaHu,
mepopuzam, be30edHocm.
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THE POLICY OF DOMESTICATION: INVESTMENT
IN THE REGIONAL AND SECURITY COOPERATION IN
THE WESTERN BALKANS

Abstract

This paper represents the tendency for affirmation of the policy of
domestication, as a policy of cooperation between the states, which presuppose
mutual solving of actual problems. Namely, this policy is characteristic for the
European Union civilian power. In this paper, we also discuss the role and the
significance of the Regional Cooperation Council (RCC), as a successor of the
Stability pact, in which besides R. Macedonia, it includes other Balkan states,
especially the states of former Yugoslavia. As a paradigm for explanation of this
issue, we use the RCC’s “Strategy and Work Program 2011-2013”, in order to
analyze the main parameters, stipulated for stimulating and expanding the regional
cooperation capacity within the Western Balkans, in the way of reintegration,
mutual reconciliation and consolidation of this region, based on the key points
contained in it, such as: economic and social development, infrastructure and
energy, justice and home affairs, security cooperation, building human capit