Application of the Blockchain Technology in Medicine and Healthcare
1 Panche Tashevski, 2 Blagoj Ristevski, 3 Snezana Savoska, 4 Ilija Jolevski, 5 Mimoza Mijoska 

Faculty of Information and Communication Technologies – Bitola

University “St. Kliment Ohridski” University – Bitola, Republic of Macedonia  

1 pance_05@yahoo.com, {2 blagoj.ristevski , 3 snezana.savoska, 4 ilija.jolevski, 5 mijoska.mimoza}@uklo.edu.mk
Abstract – Applications in the field of medicine and healthcare would include electronic health records, health insurance, biomedical research, drug supply and procurement, and medical education. One of the requirements for health and medicine is interoperability, which represents the ability to exchange data or information accurately, efficiently and consistently. There are currently problems with the amount and exchange of data in healthcare. The potential for blockchain in healthcare is to solve the challenges connected with the security, privacy, sharing and storage of data. A proposed model in this paper describes a new procedure of design and implementation on a decentralized platform for managing data with blockchain for providing more secure, transparent and significant medical assistance for patients and providers of healthcare globally.
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I. Introduction

The first blockchain was created by the unknown persons behind the online cash currency bitcoin, under the pseudonym of Satoshi Nakamoto in 2008 [1]
. He described: “A purely peer-to-peer version of electronic cash would allow online payments to be sent directly from one party to another without going through a 
financial institution”. The word blockchain is a combination of two words, the first is “block” and the second is “chain”, and this is a combination of more blocks in a chain equal to the blockchain. The first block was developed at the beginning of 2009, and that is the beginning of the new revolution in informational technologies. Decentralization as the main feature on blockchain was introduced in Web 3.0, where the “Dapp” Application was decentralized and they will be everywhere [2].    
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Figure 1. Blockchain blocks [3].
Blockchain is registered for all transactions because every system keeps a record of the transaction and is stored as a database. Important for blockchain systems is how the transaction information is sent and stored. At bitcoin transactions the data have stored in blocks, this is shown in Fig. 1. Cryptography is an integral part of the inner workings of blockchain technology, more precisely the hash function in such a way where is impossible to change content on one block without a content change for all of the blocks who follow him. This is an extremely important feature of blockchain's, as it ensures the immutability of the data entered into the block.
Bitcoin is a decentralized system which means that there are no central servers. All users are connected in a peer-to-peer network and every user presents one node on this network is shown in Fig.2. Because a peer-to-peer is that every user makes a direct connection with several other users, it means that the user is indirectly connected to all other users. Information was travelling through a peer-to-peer network to each of its participants with sent a message only to users who are connected directly. It means each of the users when sent a message to users who are directly connected, the message passes to all of the participants in the network, but only those users who are directly connected to the sender have an overview. 
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Figure 2. A peer-to-peer network [4] REF _Ref59108311 \r \h  \* MERGEFORMAT 
.
The Byzantine generals' problem is one of the most well-known and classic problems faced by decentralized networks. Solving this problem was one of the key developments in the creation of Bitcoin and, by extension, all other cryptocurrencies. Some of the nodes in the network have a complete blockchain. Because the nodes constantly communicate with each other, they always check that their copy of the block matched to block on the other nodes. If the block doesn’t match with others, then the node updates automatically its version for agreement with the rest of the nodes in the network. This is a kind of database that is connected to thousands of computers that are constantly updated in real-time. Every bitcoin user has a private key, public key and bitcoin address.

  The public key has been created from the private key, but on the way that is impossible to make a reverse process that is to make a private key from the public key. Then, a public key is created, and a bitcoin address that’s not in danger of abuse does therefore not need to hide. From the other side, very important is a private key to be kept well, because it is needed upon signing transactions with bitcoin address with key what is connected. For example, if the bitcoin address is signing as banking number of user account and private key has signed pin of the user who is using to confirm payment from that account. 

There is one very important difference around this functionality: If the user lost his pin who confirm a transaction from his banking account, then the bank will create a new pin, but if the user loses his private key with it loses his bitcoin address forever. These bitcoins exist, but no one can access them without a private key.

When the user will want to send his bitcoins to another user, he must enter the recipient bitcoin address, the amount he wants to send and sign the transaction with his private key. Then, the information for that transaction is sent to participants with whom a user connects directly with a peer-to-peer network, so that will be forwarded until it reaches the recipient. Bitcoin transactions were forwarded only by a mediator. Every node in a bitcoin network is a mediator, which checks the transaction and forwarded it when doesn’t reach all the nodes. Every time a transaction occurs it has to be approved by the nodes, each of them checks its validity. Once every node has checked a transaction there is a sort of electronic vote, as some nodes may think the transaction is valid and others think it is a fraud. The nodes referred to above are computers. Each node has a copy of the digital ledger or blockchain. Each node checks the validity of each transaction. If a majority of nodes say that a transaction is valid then it is written into a block.
The process of mining or creating blocks is:
The users take verified transactions from the pools to create a new block. The number of transactions that will be potentially added in the block, check the way of the payment and other criteria are decided by the user. The users created Merkle Tree from the transaction in the first step, until they take root in Merkle. Merkle tree, also known as a hash tree, is a data structure used for data verification and synchronization. It is a tree data structure where each non-leaf node is a hash of its child nodes. All the leaf nodes are at the same depth and are as far left as possible. It maintains data integrity and uses hash functions for this purpose [12]. The structure of the Merkle tree and Merkle root is shown in Fig. 3 [5].

If a parameter in the transaction changes, his hash will change, that way root hash will not correspond to the written root in the block. Miners hash the block header with the corresponding hash function.
The rest of the paper is organized as follows. blockchain technology in healthcare and medicine is explained in Section II, while electronic healthcare records (EHR) is explained in the third Section.  Internet on medical things (IoMT) is described in the subsequent Section.  The process for issuing and filling out medical prescriptions is explained in Section V, while the sharing laboratory test/ data of result is explained in Section VI. Smart contracts based on Ethereum for clinical trials are described in the seventh Section. Data flow for compensation in healthcare is explained in Section VIII. The proposed model of the blockchain system in medicine and healthcare is highlighted in the subsequent Section. The last Section gives concluding remarks.
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Figure 3. Merkle Tree [5].
II. Blockchain technology in healthcare and medicine 
The potential for blockchain in healthcare is to solve the challenges connected with the security, privacy, sharing and storage of data.
One of the requirements for health and medicine in the industry is interoperability, which represents the ability to exchange data or information accurately, efficiently and consistently. Interoperability in healthcare has a purpose to facilitate the exchange of information connected with healthcare, between providers on healthcare services and patients. 

In healthcare, the blockchain has a positive impact on the result of the healthcare on the companies and interesting parties to optimize the business process to improve the patient result, management with data of the patient, lower costs and better use of records connected with healthcare protection. The ability to share information for medical healthcare without risk of privacy and security of records of endangerment on users and patients is one of the primary steps for improvement in the quality of healthcare service for patients and users.
III. Electronic healthcare record (EHR)
Traditional medical files known as PHR (Personal Healthcare Records) are written on paper. Information technologies allow the introduction of electronic healthcare records known as EHR [6].

EHR system is developed with help of blockchain technology, where data will be able shared securely or kept in the frame of the institutions. EHR content complete data of the patients like the history of examinations, tests, results, diseases, drugs and prevention, etc. Electronic access to health records allows the doctor to get a significant improvement of quality treatment on patients [7].

EHR allows better measures to treat the disease, improvement of healthcare delivery and increased level of preventive care to patients.
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Figure 4. EHR in Blockchain medical system [8].
The primary data was generating of interaction between the patient and his doctor and specialist. This data consists of medical history, current problems and other physiologic information. EHR was created for every patient by using primary data collected in the first step, as shown in Fig.4. Other medical information that is generated by medical care, medical picture, drugs and history are input in the EHR.

Individual patients can access their EHR, while a customed control is given only on the institution for which the patient was referred [12]. Institutions that want to access information must ask for the permission of the patient, and a patient is a person who decided to whom give access control to his data. These three steps were a part of the core of all processes, including database, blockchain and storage data in the cloud. Healthcare providers, such as ad hoc clinics, hospitals are the end-users who gain access to secure data delivery and are authorized by the owner or the patient.
IV. Internet of Medical Thing (IoMT)

In the IoMT area, the patient is a source of all data. Medical IoT devices are normally connected or in the distance where they follow patients through generating a big data volume. The created data are stored on a block or they stored in the cloud. Artificial Intelligence will help the blockchain to make intelligent virtual agents, which will be able to automatically create new records [10]. 

In the case of sensitive medical data, where the priority was security, a decentralized system will help with blockchain to reach better security. Lenders for health care are the last users who want access to health and secure delivery. The blockchain application for the Internet of Medical Things is shown in Fig.5.
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Figure 5. Blockchain for the Internet of Medical Things [8].
V. Process for issuing and filling out medical prescriptions

The process of medical prescription management was going to eliminate a long time process for waiting, remove an element for fraud of system and reduce the mistake made on the side of misinterpretations by doctors.  

The doctor prescribes for the patient and he enters a patient’s data in health evidence with a smart contract.

The pharmacy through a smart contract on the Ethereum blockchain access the prescription with permission given by the primary doctor and patient. 
After access to the prescription, the pharmacy issues medicine and the way of usage sending by a smart contract on Ethereum blockchain [9].

VI. Sharing laboratory test/ data of result

The patient visits a laboratory for blood testing, and after the data processing and examination, the laboratory shares results and put them into the patient health record. Patients through the Ethereum blockchain will get a notification where the processed result of the test is available.

The patient permits to share a piece of information on a blockchain. When a patient will allow to share a medical record of the blockchain medical system, the result will be available in the medical system.

Laboratory through the Ethereum blockchain healthcare system will access patient information for his working place where they commit payment for this service. 

VII. Smart contract based on the ethereum for clinic trials

To enable users to execute smart contracts connected with clinics trials on the Ethereum network was resulting in more secure drugs.

In this process, more metadata, including registration on protocols, previous set details, diaries for screening and writing through a smart contract are used.

Pharmaceutical companies’ metadata will be stored in the Ethereum blockchain for the identification of potential patients for inclusion in the clinical trials.
The organization was sending a message to selected patients, including applications for reading and access to their medical records, including any relevant results of laboratory studies.

If the patient is allowed access to the account, the pharmaceutical company will be processed through a smart contract. The patients, meanwhile, besides compensations for participation in trials, will be accessible to the new treatment.
VIII. DATA FLOW FOR COMPENSATION IN HEALTHCARE
The doctors will quickly resume patient care instead to maintain the treatment of their patients while they are waiting for an answer from the payer.

The companies from healthcare insurance are sharing their policies through the smart contracts on Ethereum blockchain technology.

The supplier submits to blockchain application for previously permission for meeting on specialist, treatment or recipe.

Smart contract for a medical decision-maker of the payer determines automatic payment approves with using patient medical information. The patient and all of the laboratories, pharmacy and specialists on which patient delegated access will be checked insurance with having authorization in real-time.
IX. PROPOSED MODEL OF BLOCKCHAIN SYSTEM IN MEDICINE AND HEALTHCARE
The users such as doctors, nurses through applications connected with blockchain will access data when they have a patient code. The user to get a code of data of the patient has to check the PHR application and access with patient code which is required to input to required records.

The medical user has received code and inputs him in the blockchain system where he was performing a check in the medical database in which they are enrolled patient records. The received data with blockchain technology are decrypted with a code entered in medical user who gets them EHR records of the patient, but a user can check patient’s insurance. When a medical user will finish the task with a patient, he/she writes a result through a blockchain in the medical database or on the cloud storage. 
During the payment, the medical users and hospitals where they are employed through the blockchain access to data in the healthcare fund, and the funds are distributed appropriately. If the patient has different insurance, it will calculate whether the cost will be covered by the healthcare fund, and/or by the company where the patient worked.

Access to medical data may have and Pharmacy when patients are depending on medicines. Also, patients who have IoT devices connected through an application where entering data their code through their devices and will gain access to the data. 

The Farmacy companies through blockchain technologies will receive additional information’s for finding new pharmacy solutions, but also to improve the old ones through organized reports.   

Governmental and other institutions can access medicine data through blockchain technology through execution on different statistic procedures that are performed during check-in the healthcare system in one same country. The proposed blockchain system in Medicine and Healthcare is shown in Fig.6.
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Figure 6. Proposed Blockchain System in Medicine and Healthcare.
X. CONCLUSION
Blockchain has the potential to solve many problems in the healthcare sector today. Through this technology, new solutions in healthcare and medicine can be provided. This new model uses new dynamics through different stakeholders in medicine, such as patients and providers of services. 
A proposed model in this paper describes a new procedure of design and implementation on a decentralized platform for managing data with blockchain for providing more secure, transparent and significant medical assistance for patients and providers of healthcare globally and in the hospital. Using a blockchain in this model improves the process of healthcare for the patient.

Blockchain can help in many ways through reduced transaction costs by using smart contract which is embedded for the general purpose of simplifying procedures, reducing administrative burdens and removing intermediaries.
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