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Dear,

The International Scientific Conference Ohrid 2014 through
scientific articles should contribute to the 100th anniversary from the World
War I, through a debate to offer answers to the questions that were current a
century ago and to make the intersection of what and how changes are made
in this part of Europe. Therefore the Faculty of Security-Skopje determined
to organize an International Scientific Conference from the 3rd of
June till 5th of June 2014 in Ohrid by the theme Macedonia and the Balkans
100 years from the World War | — Safety and Euro-Atlantic integrations.
Thuscontinuing the orientation with organizing international conferences in
the field of security so it can contribute to the development of scientific
thought and for the decision makers of the regional, national and local level
helps using the knowledge and research results for faster, simpler and timely
overcome the practical problems that they are facing.This scientific meeting
will be attended by over 100 scientific and educational workers from
Albania, Bulgaria, Slovenia, Croatia, Serbia, Republika Srpska and the
Federation of Bosnia and Herzegovina, Montenegro and the Republic of
Macedonia.

The conference will present papers on the following topics:

1. The Balkans and Macedonia in the geostrategic concepts of the
European countries and interests:

« The Balkans through its historical perspective - is the “candlewick”
still existent?

« What are the consequences of the military and police conflicts after
the World War | and what are their contemporary consequences?

«What is different in the geostrategic position of Macedonia and the
Balkans after the World War 1?

e Is the resolving of the “Macedonian issue” achieved or is it an open
process?

« What are the reasons of the prolonged integrations of Macedonia into
the European Union and the Euro-Atlantic structures? What is the
position of the Balkan countries in relation to the Euro-Atlantic
countries?

o [s the Western Balkan the “appendix” of Europe?

e The Balkans - intersection of cultures and traditions — security
implications;

e The cultural and religious differences on the Balkans - security
challenges;

« The contemporary position of the Balkans - European or Western;



« Are there any concepts and strategies of the influential subjects in the
international relations of the position of the Balkans, i.e. towards
the Balkan countries — the Balkans as a strategic interest of the
influential countries and subjects?

« The Ohrid Framework Agreement - a model for resolving of ethnical
conflicts

« The Balkans and Republic of Macedonia in the Geostrategic concepts
of European countries and interests

2. The Balkans, the National Countries and European
Integrations:

« The concept of the national countries and hegemonic concepts and
ideologies on the Balkans;

« The reestablishment of the nationalism and nationalistic absoluteness
- accelerator of the Balkan conflicts;

« Is the era of Balkan collisions and conflicts terminated?

« Europeanization of the Balkans and Balkanization of Europe;

« Security issues related to the national borders;

« The consequences of the visa liberalization over the Balkan countries
and the member states of EU

3. The Police and the inter-police collaboration on the Balkans

e The legal position of the Police and the other law enforcement
organizations on the Balkans;

e Forms of collaboration among the Police and the other law
enforcement organizations;

« Structure of the inter-police collaboration;

« Contents of the inter-police collaboration;

« Forms of ad hoc institutionalization of the inter-police collaboration;

e The educational systems and the profile of the police profession in
the Balkan countries;

« Forms of bilateral and multilateral collaboration on the Balkans in the
area of crime management, human traffic, narcotics and
psychotropic substances;

« Institutionalization of the regional collaboration in the management
of crises and other security issues.

« Is the formation of joined Balkan police forces possible?

e Is the formation of a Balkan net of criminalists as well as a net of
individuals in certain expert fields possible?

« Western Balkan outside the European Union?

VIl



« Police and crime - public opinion, public confidence
4. Economic and Commercial exchange on the Balkans:

« Contemporary forms of trade, law regulations and relations among
the countries;

« Collaboration among the economic subjects between the legal
reliability and the security threats and risks;

« Regional collaboration and regional economic policy

5. Democracy, legal state and human rights; their promotion and
forms of protection:

e International standards for protection of the human freedoms and
rights and the policy of the Balkan countries;

« Forms of protection of the freedoms and rights - experiences and
perspectives;

« Strengthening of the rule of law and the responsibleness of the
institutions;

«The role of the international organizations in promotion and
implementation of the international benchmarks for protection of
the human rights of the people on the Balkans;

« Democracy, stabilization, integration;

« The interstate and inter-institutional collaboration in protection of the
human freedoms and rights;

6. Criminal Justice, Criminal Policy and Victimization

« Contemporary forms of computer crime (electronic: frauds,
procuring, threats, stealing of personal data and other forms of
electronic frauds and crime);

« Forms of crime related to the internet and cyber services and modes
for their detection;

« Criminal experiences, achievements, methods, means and modes of
suppression of the contemporary forms of criminality

o War and crime;

« War and victims of crime;

o War crimes;

« War v.v. reconciliation;

« International aspects of crime and punishment;

« Risk and criminal justice;

« Modernization of Criminal Justice;



« Contemporary challenges of criminology;
« Reform of the criminal and procedural law;

7. Geopolitics in the 21st century and the appearance of new
socio-criminological types of crime

« Extra-institutional approach to new forms and types of crime
« The foreign policy of great powers and factors that cause forms of
terrorism and organized crime in the 21st century
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86

Organization committee of the
International Scientific Conference
Cane T. Mojanoski, Dr.Sc., president
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MODELLING OF NEGOTIATING COMMUNICATION
REGARDING ABDUCTION
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Academy of Criminalistic and Police Studies — Belgrade
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Abstract

The subject of this work is the model of police negotiation during
abductions. The model is formulated by analyzing nine key issues of police
negotiation during abductions, such as: making the initial contact of the negotiator
and the abductor, conducting the negotiation, active listening skills, negotiating
depending on the number of abductors, negotiating tactics, the mediator in
negotiation, particular difficulties during the negotiation, mistakes during
negotiation and progress indicators during the negotiation. Each chapter of this
paper is dedicated to every issue.

Key words: negotiation, negotiator, abductions, communication, abductor

INTRODUCTION

Communication of the negotiator with the abductors is among other
things based on negotiating guidelines. A particularly important part of the
guidelines in that sense are the negotiating principles. Various negotiation
technologies (procedures) are formulated as their consequence. For instance,
according to Fisher, the stages of principled negotiation® are: (1) separate
the people from the problem (2) focus on interests rather than positions, (3)
find options for mutual gain, and (4) insist on using objective criteria®. On
the other hand Greenstone in his “A guide for effective crisis
communication” recommends the following stages of negotiation: (1) target

! Principled negotiation according to Tudor represent the systematic strategy of
negotiation which does not belong to so called “reduced” strategies, whereas it represents
the strategy which is tended to for further information see: Tudor. G:”Complete
Negotiator” MEP, Zagreb, 1992, p. 36.

2 For further information see: Fisher R, Ury W. (With Patton B, Editor): "Getting to Yes",
Penguin Books, London, 1987.



listening, (2) descriptive responding, (3) expressing personal feelings, (4)
meeting the needs, (5) occasional reacting.® Concerning the fact that there
are as many stages as the people handling them, it is necessary to choose the
most appropriate approach for specific situation.

No matter which approach is chosen, we can claim, at the highest level
of generality, that each of them is realized in four stages: prior to accepting
the task, after the accepting the task, during the negotiation and after the
negotiation. The subject of this paper is, as it has already been indicated, the
process of negotiating, so that, concerning the previously stated structure of
the negotiating process, it is related to the type of negotiator’s works “during
the negotiation”. The indicated negotiating process has certain contents
which are, conditionally speaking, “less variable” than others; therefore the
special attention to them will be paid further in this announcement.

MAKING THE INITIAL CONTACT OF THE NEGOTIATOR WITH
THE ABDUCTOR

Concerning the previous statements, above all, we point out to the fact
that the police and other security services upon the arrival at the location
where abductors with hostages are located, right after taking the position in
cover and reporting to the superior, they start the negotiation. Namely, it is
about the initial contact, for which all the security officers should be
qualified with the status of authorized official. The initial contact lasts until
the arrival of the negotiating team at the scene.

Hostage negotiation tactics require from the negotiator to be aware of
the fact that the offenders are watching them. Therefore it is necessary to
appear at the place for the negotiating team, in the way that negotiators are
noticed neither during the arrival nor during the process. Camouflaging the
place should be done without using police signs, by restrictive movements,
approvals of police officials, etc.

Hence, during the negotiating preparations, the team communicates
internally, creating the conditions for external communication. When it starts
externally, internal communication is continued, provided that: the better
communication is - the better coordination within the team and the
coordination of the team with the surroundings is. Along with that,
disagreement within the team must be concerned, so as they would
contribute to better work quality and not to the destruction of the team.

! For further information: Greenstone L.J: “Communicating Effectively for Successful
Hostage Negotiations and Crisis Intervention”, Journal of Police Crisis Negotiations, Vol.
4(2) 2004, http://www.haworthpress.com/web/JPCN, 10.01.2005.



As a rule, members of the security forces make contact with the
abductors by phone. That is why a great concern should be made on quality
of the telephone installations which are used for the conversation. If the
abductors contact by telephone it is necessary to identify their telephone
number with special technical devices, and after that if it is possible, to
identify the location or the area where they are located. Along with this,
using megaphones and loudspeakers should be avoided since they contribute
to the anxiety and confusion.

CONDUCTING THE NEGOTIATIONS

Upon making the contact, conducting the negotiation starts; this is
done by the first or the second negotiator (so called “talker”). His task is
above all to “freeze” the situation and “calm down” the perpetrator. By
constant listening to the abductor during the negotiation, his anxiety is
decreased, whereas the imagined pendulum which oscillates on the relation
emotions-rationality notes the movement towards the rationality. Moreover,
the point is to maintain the contact continually. In that way the attention of
the abductor is focused on contact maintaining which makes the abductor
exhausted, tired, their concentration decreases, which distracts or delays their
intentions.

The negotiations often start by listening to the abductors’ demands. In
the most cases, the demands are connected to threats and ultimatums, that is,
deadlines for accomplishing the threats, unless they are satisfied. Therefore it
IS very important to be aware what can and what cannot be negotiated. To
answer this question there is the following table.

NEGOTIATION

IS ALLOWED ABOUT: IS NOT ALLOWED
ABOUT:

Food Guns

Drink Ammunition




Money | Escape’

NEGOTIATION

IS ALLOWED ABOUT: IS NOT ALLOWED ABOUT:

Medical supplies Narcotics

Addressing the media Replacing of hostages with people
who are not members of the
security services

Contact with family Creating conditions for suicide

Etc. Etc.

Firstly, the negotiator must narrow the expectations of the abductor. It
is accomplished by explaining the difficulties concerning responding to the
demands. For instance, it will be explained to them that their demands are
already known to the whole world, and that they are fulfilled as much as
possible, and that they would not accomplish anything by killing the
hostages, because, through history, it has been proven as ineffective,
counterproductive relating to the abductors. Besides this, the negotiators can
suggest the abductors the difficulties about acquiring large sums of money
which should be paid as ransom for the hostages or the impossibility to
deliver the money in such a short period of time, etc. Moreover, it is
necessary to avoid the word “no” and to be persuasive concerning the
willingness for the agreement, and understanding the needs of the abductors.

The negotiator must be ready for the abductor’s threats. In that sense, it
is necessary to prepare scenarios for reacting on particular state
developments during hostage situations. The most important is for the
negotiator to preserve his self-control at the moment of threats, for if he is
not able to control himself (his own emotions); he is even less able to control
the situation. This is best expressed in the way that they should not react
emotionally to the threats. It is also necessary for the authorities to connect
exceptions that should be taken with the benefits the hostages would get. For
instance, in such cases, the sentence as follows is desirable: “If you hurt Mr.
Marko, you can hardly get the things you require!”

! Escape must not be mixed with the abductor’s position change and the change of some
hostages, when abductors under duress change their position from “stationary” to
“mobile”. Namely it is about the fact that escape should be differentiated from providing
the opportunity to the abductors to move from the object to a vehicle with hostages, which
they often do for the escape (whether the escape will be successful is a minor problem,
since the priority is the release of hostages). That can be allowed only if it is assessed that
it can make release of other hostages easier (it is assumed that they cannot take all the
hostages, so they have to release some of them, which is one of the basic reasons why they
are allowed to change position).



A very difficult situation for all the participants in solving hostage
situations is the one in which the demands and threats are integrated into
ultimatums, i.e. deadlines for their realization. That is achieved by using
sentences like this: “No one will benefit from the delaying the problem
solving...”

Ultimatums are a very serious aspect in the negotiating process, and
that is why it is necessary to be very careful when it comes to them. In such
conditions, the negotiator must not with his recklessness set the ultimatums
to himself, e.g. by making promises. The thing which the negotiator must do
with the ultimatums is to document them and take them very seriously, to
discuss about them, but not to fulfill them, since it encourages the abductor.

One of the principles of hostage negotiation is that the negotiator does
everything to prolong the negotiations." With this, the time to identify the
phone number is made if the abductor contacts on the telephone. The other
reason for conducting this rule is the one that during time the demand
become almost symbolical.

With that the abductors tend to maintain their reputation, and those
requirements are not the difficulty for the authorities. By maintaining their
reputation, and the authorities released the hostages with the minimum
damage, can create the impression for the abductor that they partly
succeeded in accomplishing their goal for which they conducted the
abduction at first. The negotiator must be able to feel that and suggest the
decision makers, and the responsible for releasing the hostage to make the
decision with minimum exceptions.

Prolonging the contact with the abductors can be done in several ways.
For instance, it is possible that during calling the abductor he does not
answer the call, but the negotiating mediator. After that, when the mediator
answers, it is possible to prolong the contact by pausing, for example to go
for a pen and paper, to write down the abductors demands, to precise the
details, to ask for the instructors from the superiors, etc. In any case, it
should not be hurried to fulfill the demands.

Communication on negotiator-abductor relation can be prolonged by
attentive listening to the abductor by the negotiator. It is the best way to
decrease the anxiety of the abductor, since with his time-consuming speech
their tension decreases. The negotiators also contribute to situation
stabilization by expressing their will to understand the abductor’s motives,
by respecting them, paying attention, etc.

! Every contact with the abductors should last as long as possible, with the exception for
the situation where this rule is not obeyed in cases when some of the hostages is hurt or ill
that he needs medical assistance. So, the priority in such cases is to be as much efficient as
possible in negotiations during which proves that the hostage is safe and sound are
gathered.



Listening to the abductor should not be formal. Namely, every contact
must express compassion by the negotiator. That is expressed by using words
such as: “I understand why that makes you angry” and “I see why you did
that” etc. Along with this, there must not be any mistakes which
underestimate the abductor, such as those which would be made by using
words: “It is good you killed them, but do not hurt the others™ or explaining
to the abductors what the conditions in the prison are like!?

While expressing sympathy, it is essential that it is followed by
appropriate miming and tone. Of course, miming is present only in cases of
negotiation “face to face”. The significance of specific segments of
negotiator’s work is that 7% is of what he says, 38% of tone of his voice, and
55% miming and gesticulation.®

Communication of the negotiator with the abductors represents jagged,
and also the most elaborated issue in this work. That can be documented by
suggesting the elaborated issues which are: active listening skill, negotiation
dependant on number of confronting people, negotiating tactics, negotiating
mediators, particular difficulties during the negotiations, mistakes during the
negotiations and progress in negotiations. The essence of communication of
the negotiators with the abductors represents the active listening skill.

ACTIVE LISTENING SKILLS

Negotiations can have two courses, linear and parallel. Linear course
of negotiations means the type of communication of the negotiators with the
abductors during which the abductor is stimulated to talk as much as
possible. After that measures for solving the hostage situations are taken. On
the other hand, parallel course of negotiation means the type of
communication of the negotiator with the abductor during which the
abductor is stimulated to talk as much as possible, so that during the
negotiations measures for solving the hostage situations are taken.

! The mistake in this example is in overly understanding of the hardest criminal offense of
the abductor, which in conditions of the current distrust can just make the greater anger
between the negotiators and the abductors. The same thing can be said in the right way
with these words: “It is not good you killed those people, but I understand what has
brought you into that situation.

2 The explanation to the abductor what is it like in prisons, in the cases they probably
already know that (directly or indirectly), while the negotiators do not know that, is one of
the greatest breaking of negotiating rules, by which underestimation of the abductors is
expressed, which can cause serious problems in communication and highly undesirable
outcomes of hostage situations.

® French negotiators rang the significance of particular segments of their work in this way.
For further information see: Mojsilovic Z: “Negotiation during counter terrorist hostage
release operations”, professional paper, FCO, Belgrade, 2005, pp 32.



The point of active listening skill is creating the conditions for
influencing the abductor. That influence has the aim to transform him so as
to stop his illegal activities. With this the abductor is made to talk for a long
time, which causes the decrease of his anxiety. With this the emotional
dimension is decreased, and the rational dimension of his behavior is
increased.

Active listening skill involves more individual skills. They are:
emotions labeling, paraphrasing, mirror / reflection, summary, open ended
questions, minimal encouragements, effective pauses and “I”’ messages. For
understanding these particular skills, it is necessary to analyze them briefly.

Emotions labeling involves identification of abductor’s emotions and
their labeling. Thereby, emotions which are the subject of labeling are
referred to their segment of which the abductor is not aware. These emotions
are very significant, because they help making the good relationship between
the negotiator and the abductor.

Paraphrasing is repeating the last words of the abductor by the
negotiator, during which their meaning is decreased comparing to the
original version. By those the abductor creates a picture of their importance
and the importance of himself (because they are repeatedg, which should be
flattering. This skill is applied occasionally, when needed.

Mirror / reflection is the skill which refers to short remarks, which are
expressed by repeating the last few words identically as the abductor
pronounced them. This skill is used for making contact and its stabilization.
Intonation should be such that encourages the abductor to continue the
conversation.’

Summary is occasional summarizing abductor’s key thoughts. It is
done by retelling briefly the thing the abductor said in his own words,
whereby they are connected with personal impression of his feelings. This
skill is particularly useful when changing the negotiator, for better
understanding of the situation by current negotiator.”

Open-ended questions represent questions which cannot be answered
with “yes” or “no”. So, it is necessary to make them by using words ‘what”,
“how”, “when”, etc. They are important for encouraging the abductor to talk
as long as possible.”

! Ibid, pp. 31, 32
2 For further information see: Greenstone L.J: “Communicating Effectively for Successful
Hostage Negotiations and Crisis Intervention”, Journal of Police Crisis Negotiations, Vol.
?(2) 2004, http://www.haworthpress.com/web/JPCN, 10.01.2005.

Ibid.
* 1bid
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Minimal encouragements are short commentaries, by which the
abductor is encouraged to continue his presentation. Namely, during long
monologues of the abductors, the impression should be made that it is
actually about a dialogue, i.e. that the negotiator is highly interested in every
detail of the thing he hears. In order to hear more, the negotiator encourages
the abductor to long-lasting conversation.

Effective pauses represent interruptions of negotiator’s speech, which
is manifested by silence. They are used for increasing the abductor’s
attention, in the middle of something important the negotiator wants to say. It
can be a part of the negotiator’s reaction on the abductor’s anger.

"I" messages are the statements of the negotiator in first person
singular. With them the abductor is contradicted, in the way that it does not
look as if the negotiator confronts him. They can be interpreted as: “I feel
that...” etc.

In order to achieve progress in negotiations, as well as in order to last
longer, it is necessary to interrupt the abductor’s stream of thought, in the
way that he is not irritated. It can be done by praising for earlier behavior
towards the negotiators and the victim. In those conditions, the following
sentence would be desirable: “You are really full of understanding and my
boss really appreciates that” or “We are grateful for the concern towards Mr.
Ranko” etc.

Along with the negotiations other activities concerning the hostage
release are done, among them is the abductor and hostage identification.
Upon the identification, the abductors are called by their own names,
whereas the communication is made more personal. The hostages are also
called by their own names, so that it is never asked: “How are the hostages?”
(Which is really “cold” and “bureaucratic”), but for example: “How is Mr.
Mile?”, “How is his wife (Mrs. Branka)? - which is more human; It is
expected that as a consequence of that abductors and hostages become
closer, which decreases the possibility of hurting the hostages. However, it
should be done cautiously, in the way that there is no emphasizing of the
hostage importance (so that the abductor’s demands are not increased).

Drawing together the abductors and the hostages is the result of the
time spent in hostage situation, the size of the room, fulfilling the demands
which authorities approved, etc. namely, the longer time is spent in those
conditions - the less it is likely to hurt the hostages. It must be added that
during the hostage situation, abducted persons and authorities must not
provoke the abductors, because otherwise specified accuracy does not need
to be valid. Secondly, the smaller the room is in which the abductors and
hostages are, during time, the closeness among them is greater. Finally,

! 1bid.



fulfilling the abductor’s demands must be realized in a special way, which
also affects their drawing together with the hostages, For instance, if the
abductors demand food, one piece of food can be given (bread, pizza, etc),
but not split or cut, which leads them to the situation to share what they got
with the hostages, which also leads to their getting closer to each other.

During the negotiations it is very important to determine if the
abducted person is safe and sound. It is the opportunity for the abductor to
ask for something in return, but also the challenge for the negotiator to solve
that problem in an optimal way. Namely, if the negotiator must give
something in return for the proof that the hostage is safe and sound, then he
should ask for as many proofs for that as possible, among others, to ask to
see the hostage and to be able to talk to him. The optimal outcome of this
situation should be that with small number of compromises, find out much
about the hostage, as well as to put the abductor into the position to be the
active participant in solving the problem about releasing the hostages, by the
fact that he will be asked to enable contact of the victim with close people.

However, the requirement to verify whether the victim is alive and
well, the abductor can respond negatively. In that case, the new demand on
the part of the abductor should be waited for and he can be asked again to
verify the victim’s health condition. In order to talk to the hostage it is
necessary to ask questions which only the victim can answer.

For instance, the abductor can be asked: “Why does Mr. Nenad have
stomach problems?” If the abductor even then does not want to answer or no
enable contact of the negotiator with the hostage, it is necessary to try to
arrange the time when the answers to those questions can be given.

Every abductor’s demand can be related to victim’s benefits. It is
actually about “step by step” or “something for something” tactics. So every
authority’s compromise should result with the compromise of the abductor.

No matter if the contacts of the abductor and the negotiator are rare or
often it is necessary to inform the negotiating team chief about each one.
With this, the operations of the negotiating team between two contacts start.
That work is very important, because with it the state of the negotiations is
analyzed; based on it their continuance is assessed. Depending on that, roles
and tasks within the team for the next contact are assigned.

The whole negotiating team must be ready for the following scenarios
of the negotiations development. That involves anticipation of tactics and
dishonesty of the abductor, potential responds to various questions and the
ways of keeping contact in the circumstances. For this to be possible, in
addition to a valid anticipation, it is necessary to visualize the most important
data, for high-quality information to team members.

During the phone negotiations it is necessary to provide initiative of
the negotiator against the abductor. It is accomplished by the fact that the



negotiator should call the abductor and start conversation topics, and to
reduce the adverse situations to the minimum. In that way, the principles of
the surprises and security from the surprises are respected in the proper way.

Questions which negotiators ask should be short, and they should
demand long answers. In this way, a lot more is learned about the factors of
hostage situations, especially about the mental and physical condition of the
abductor, with respect to the situations in which this recommendation is not
accepted. It is also important to be focused and not to allow you long
comments, because with that we do not learn anything, and the abductor is
not relieved of his emotional tension.

NEGOTIATION DEPENDING ON NUMBER OF ABDUCTORS

The number of abductors with whom it is negotiated is also a very
important factor of the course and the outcome of the negotiations. The
number of abductors can vary from one to several dozen (Dobrovka-41
abductor or Beslan-31) of abductors, but it is also possible to talk
theoretically about hundreds of them. However, the most significant
abductors concerning the negotiations are their leader and his deputy. That is
why, from this aspect the most important situations are those in which it is
negotiated with one or two abductors. In both cases, there are certain
appropriate specificities which hostage negotiators must be aware of.

When it is negotiated with one abductor, the conversation begins by
listening to their demands. The longer the abductor talks-the better, because
it leads to relaxing of his anxiety. During the abductor’s speech his
statements are occasionally repeated, and the words he said are also repeated,
because of the checking and unambiguous determination of the abductor’s
intentions. During the conversation every detail which can help reaching the
agreement with the abductor is particularly emphasized. All the time it is
necessary to pay attention not to argue with the abductor, since that would
take the negotiator away from reaching trust with him. Over time, all the
above can lead to breaking his self-confidence and excess in his demands. In
short, by long-term, persistent negotiations it is possible to make the
abductors withdraw to fulfill his demands and thus end the hostage situation
with the most favorable outcome, which is manifested with the release of
hostages.

If it is negotiated with two abductors, it is necessary to determine
which one of them is the “leader”. His all demands should be denied, while
to the other some minor concessions should be given occasionally. With this
their mutual plan to accomplish the aim of the abduction is ruined. As a
consequence of that, there are different views of the problem and their
solutions, and on the other hand argument between them is possible. This
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development favors the negotiators and other members of security forces, in
terms of folk saying: “Divide and rule”!

NEGOTIATING TACTICS

While negotiating it is possible to use various tactics. The most famous
negotiating tactics are: “face to face”, persuasion, deceitfulness, threat,
promises, concessions and superior targets tactics. Among negotiating
tactics, the special place takes the one which is called “face to face”.

Negotiation ,,face to face™ represents the most dangerous way of
negotiator’s wor. It is the consequence of the fact that this way of negotiating
does not give you a possibility to physicaly protect from the abductor, and
that is way it is also known as ,unprotected negotiation®. There are
numerous rules how to realize negotiations ,,face to face*, the most important
ones will be mentioned in this work.

The first negotiating rule of “face to face” negotiation during hostage
situation is the thing that this kind of negotiation must not be done too early.
In fact, it takes some time to determine that in this type of negotiation there
is high level of certainty for accomplishing the desired results. This is very
important, concerning the fact that threat to the security of the negotiator is
extremely high. Finally, the “face to face” negotiations are approved by the
head of staff of interim police force that is hired to solve the concrete hostage
situation very restrictively.

The “face to face” negotiations should not be conducted without
warranties for personal safety of the negotiator, which should be given by the
abductor. The basic conditions which are favorable for conducting the
negotiations are related to the fact that the abductor does not point his
weapon into the negotiator and that there are no explosives in the premises
where the negotiations are conducted. Before entering the negotiations it is
necessary that the negotiator wears protective clothes (e.g. bullet proof vest,
etc) and that the way of his protection in case he is attacked is carefully
planned.

In these cases the issue of courage of the negotiator is very important.
In fact, these situations must not be used for testing personal any other
person’s courage, i.e. for proving to oneself or to any other person. In order
to enter the “face to face” negotiations it is necessary to be aware of one’s
own fears and use them as “extra” will to do this assignment.

Since the abductor and the negotiator often do not know each other, it
1S necessary prior to entering “face to face” negotiations it is necessary to
agree on personal description or means of mutual recognition. During the
negotiations, the negotiator must take care of keeping distance between him
and the abductor. The negotiator also must not turn his back on the abductor,
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nor to disregard the abductor’s eyes or hand position, whereas of special
importance is body position, tone, miming, etc. in fact, if the abductor is
standing, with spread arms and legs, with weapons pointed into the
negotiator, if he is nervous, grumpy, etc, it is easy to conclude that the
possibility of unwanted consequences to life and health of the negotiator in
these situations is very high. On the other hand, if the abductor is sitting,
leaning with both shoulders on the back of the piece of furniture on which he
is located, if his arms and legs are crossed, demonstrating calmness with his
tone and miming, it is easy to conclude that there is little likelihood that there
would be some unwanted consequences on the part of the negotiator. Of
course, between these two extreme manifestations of mental and physical
condition of the abductor, there are a number of others, which can be
modeled by combining the elements.

Besides the mentioned indicators of the abductor’s condition, the
negotiator must be oriented by his position, but also by thoughts, towards the
covers around himself, so that he is ready to use them at all times. Thus their
self protection and the protection by individual elements of the tactical
layout of the security forces are present. Self protection is manifested by
protective means in the protected position, but carrying personal weapon
eventually. In order to protect the negotiator, there is also the need to
harmonize every activity of the negotiator with the members of the deployed
anti-terrorist unit, starting with the approaching the abductor and contact
with him, to negotiations and their termination.

Indicators of the rapprochement between the abductor and the
negotiator during the “face to face” negotiations are analog to the indicators
of mental and physical condition of the abductor, which can be identified by
his body language, miming, tone, etc. In fact, the negotiator can identify the
indicators better by his miming and gesticulation, than by his words and
tone, which during telephone negotiations is not possible. The indicators of
the progress while “face to face” negotiating are: abductor’s sitting during
the negotiations, his leaning, his arms and legs crossed, approaching of his
body especially his head to the negotiator, etc.

If it is possible to exploit the rapprochement between the hostages and
the abductors and thus release the hostages without using force, there is no
need to continue the forced action. On the contrary, if the negotiations are
not successful, there are other ways of releasing the hostages. Then the
negotiations go to the next stage of some other (combined) way of
performing the task. This is confirmed in the actual example of releasing the
hostages from the Japanese Embassy in Peru, during 1997. In fact, by
planning and performing the action it is confirmed that only after
unsuccessful negotiations duress is used.
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“Persuasion” tactic’ means using different methods, means and ways to
win the opponent and to win more favorable position during negotiations.
This tactic has in this work been elaborated most, so that there is no need for
detailed elaboration any further. However, this is the opportunity to indicate
to inconsistency of the systematization in the theory of negotiation by which
the persuasion is classified as technique (the way of using the instruments,
which is in case of negotiation a psychological message of certain content)
and as tactic (functional and organizational consideration , which varies in
depending on the surrounding) of the negotiation. Relating to this, we can
conclude that persuasion should be treated as technique, because that activity
in negotiating refers to what involves the use of instruments.

“Deceitfulness” tactic is the way of solving conflict situations by
presentation of false data and arguments. The success of this tactic depends
on the fact how well the negotiators know their opponent. During its
realization one should be careful, so as not to cause counterproductive
effects. They can occur above all, as a result of unconvincing arguments of
the negotiators and of underestimation of the abductor. “Threat” or “duress”
tactic is based on intimidation of the abductor by the negotiator. The
negotiator performs from the authoritative position of security forces, police,
army, authorities in general, etc.

Accordingly, the negotiator performs from the position of the force
which he represents, identifying with it. In this way, the abductors are shown
the consequences which will occur unless he accepts the solutions of the
problem which is offered to him.

“Promising” tactic is also related to the position of the negotiator and
the power of the institutions he represents. Its purpose is in the fact that the
negotiating party (the one who makes promises) has the authority, which is
so big to convince the opposing party, that the promises will be fulfilled.

“Concessions” tactic is considered the most important negotiating
tactic. The main point of this tactic is in making concessions, whereby it is
maneuvered with the scope and dynamics of their giving. With this tactic
atmosphere of good will and readiness to solve the problem in mutual
satisfaction is made. It is assumed that there is a great possibility that” with
one side giving in, the other side will give in also”.

“Superior target” tactic is the type of negotiating tactic in which all
confronted parties should find mutual target which is in one way different,
and on the other side above their individual interests, for which they came
into conflict. By defining the superior target, the confronted parties accept

! The part of this work which deals with negotiating tactics, especially from “persuasion”
tactic to “superior target” tactic is made based on: Mojsilovic Z.: “Negotiation during anti-
terrorist hostage release operation”, professional work, FCO, Belgrade, 2005, p 16.
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the change in behavior which leads to the fact that one form of the
interaction (competition) transforms into another form of interaction
(cooperation).t

MEDIATORS IN NEGOTIATIONS

While negotiating it is possible to employ mediators. In fact, if
operational staff estimates it as useful, as a suggestion of negotiating team
leader, the staff can include mediators into the negotiations, such as relatives,
friends, psychologists, priests, doctors, in one word, people who are trustful
to the abductors. Therefore, officials hired as mediators must wear
professional uniforms during negotiations.

As it is indicated in the previous paragraph, hostages should not be
negotiators, more precise-negotiating mediators. Referring to this, the
principle of hostage negotiation by which it is required to avoid hostage
mediators in negotiations is formulated. There are usually three main reasons
for not being good for the hostages to mediate in professional literature.
First, the hostage is willing to suggest almost everything, in order to be
released. Second, the hostage can be in close emotional relationship with the
abductor.? Finally the third reason is partiality of the hostage in realizing the
alternatives for his release.’

For a person to become the negotiating mediator it is necessary above
all to apply voluntarily. After that, it is necessary to check his health
condition, which should be very good. If the mediator is healthy, it is
necessary to determine the level of their specific skills related to emotional

! For further information see: Ferrara R.E: “Using Goal — Directed Behavior Modification
in Conflict Resolution”, Journal of Police Crisis Negotiations, Vol. 4(2) 2004,
http://www.haworthpress.com/web/JPCN, 10.01.2005.

2 In professional literature, this phenomenon is called “Stockholm syndrome”. In fact,
during a hostage situation since 30 years ago in Stockholm, there was a love relationship
between the abductor and one of the hostages. It continued afterwards, so that the person
who was the hostages visited the abductor in prison during his serving the sentence.
During the negotiations, the mentioned hostage was the negotiating mediator, and it is
because of its failure why it is taken as a school example of unsuitability of taking the
hostage for the activity.

¥ Opposite the “Stockholm syndrome” is co called “London syndrome”. This phenomenon
is the example of “partiality of the hostage in realizing the alternatives for his own
release” and in the way that they underestimate the danger of the abductor. This is
manifested by the fact that hostages refuse the abductor’s orders, just because the
aforementioned underestimation of the danger. “London syndrome” is the name of the
phenomenon for the city where it occurred for the first time, during the abduction in
Iranian Embassy in Great Britain, where for refusing the terrorist’s orders, one officer of
the aforementioned embassy was Killed.
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stability, communication skills, flexibility, willingness to learn and follow
instructions, as well as a good understanding of people.

Preparations of the mediator involve their immediate phase. It includes
teaching the mediator by the negotiator about the anticipated development of
hostage or other conflict situations, conversation topics, goals and ways of
their managing, providing reminders for negotiating, etc. Finally, certain
provisions of aforementioned instructions should be the subject of practicing,
which depends on the time available.

By proper selection of a mediator in the negotiations, the management
of anti-terrorist unit, which is responsible for the liberation of the hostages
by force, does not have to fear that the abductors will be promised something
that the authorities are not ready to accept, what would eventually require
immediate engagement of these forces; This is provided by a multistage,
hierarchical relationships of temporary units of the security services, which
are formed to solve the most complex security problems. The negotiations
are performed by a negotiating team; problem solving by force is entrusted to
the anti-terrorist unit. Both units are subordinate to the operational
headquarters, which makes decisions on the basis of proposals that come
from these and other units engaged.

SPECIFIC DIFFICULTIES DURING THE NEGOTIATIONS

Part of the situations during the negotiations is very difficult to solve.
First, they refer to cases in which the abductors do not answer negotiator’s
questions, thus making it difficult to negotiate. This may be due to: not
understanding the questions, the abductor is deaf or mute, has mental or
physical problems, is under the influence of drugs or alcohol, sick, has
injuries or wounds, or can be mentally and physically handicapped.
Awareness of the above causes of the difficulty in negotiating allows proper
placement of the negotiators with respect to such issues.

The so-called "other" cases of lack of communication between the
negotiator and the abductor, which are caused by abductor’s non-
participation in it, are caused by tactical considerations. The lack of
communication of the abductors and negotiators may be driven by the fact
that the abductor: died, escaped, and was not even on the spot!

In addition to these, there are situations during negotiations that are
considered to be impossible to solve. These situations include those related
to negotiating with abductors who are prone to committ suicide, and those
who do not realize what they are doing. The other aforementioned case can
be identified by the words of the abductors after that they are shown the facts
about the current situation:" ... Why are you telling me that, I have not done
anything ..."!
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Resolving cases of lack of communication between the abductor and
the negotiator requires lengthy, calm and cautious negotiator’s monologue.
The solution of these problems has the starting point in the statement:" If the
abductor does not answer — it does not mean he is not listening"! Thereby
negotiator should arouse interest with abductors to solve these situations, by
provoking his participation in the conversation (growing monologue to
dialogue). At the same time, the abductors should be made calm, without
threats.

Part of the problems can be overcome by pauses in the negotiations.
The reasons for pauses in negotiations may be different, but each of them
must be the result of an agreement between the negotiator, anti-terrorist
management and operational staff. Each pause in the negotiations must be
used in the painstaking, creative way, so that with their extension far higher
levels of quality in communications between the negotiators and abductors
can be made.

MISTAKES DURING NEGOTIATIONS

During the negotiations some mistakes on the part of the negotiators
have been evidenced. The most important part of them refers to the uttering
of those words that provoke emotional reactions of interlocutor, i.e. the
abductor. These words, among others, include: negotiator, hostage, task,
cancel, stop, arrest, jail, kill, shoot, offense, criminal offense, conviction,
judgment, dead, wounded, special units, etc.

The second type of error refers to a failed attempt at forced solutions
hostage situation, which also caused the interruption of the negotiations. This
leads to the violation of trust between the abductors and the negotiators,
which is then very difficult to restore. Although it is very difficult to
continue negotiations in these conditions, it is still possible and it should be
done.

The third type of error arises from situations in which the role of
negotiator is taken over by the head of the operational headquarters. In these
cases, instead of being " above" the situation and to control all aspects of its
solution, he narrows the focus of his own attention to the narrower problem
than that for which he is authorized, so there is a mistake in structuring
responsibilities. This error is known as a" disproportionate responsibility".

The following type of errors is associated with the previous one, and is
referred to cases in which negotiators manage the release of hostages. Since
the managers do not negotiate, the negotiators should not manage the release
of hostages. This detail also represents one of the basic principles of
negotiation, which is expressed in a simple maxim: " The negotiators do not
manage, managers do not negotiate " ! Failure to follow this maxim is a
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serious error of the management and of negotiators in the police, because
individuals do not deal with things for what they in charge, with that their
areas of operation remain uncovered and their involvement in other areas of
work leads to the so-called "overlap of responsibility”.

There are principles of negotiation concerning the limits of authority of
negotiators and avoiding mediation of hostages. The point of them is to
avoid previous models of the same mistakes during the negotiation. First of
all, the negotiator must not have large authorities. This includes the absence
of the right to make decisions. This is the way in which the conditions that
the kidnapper does not develop distrust towards the negotiator, as a person
with a prejudice is made. On the other hand, principally, the hostages should
not be negotiators, because they usually tend to offer things the the
authorities are not prepared to accept for their own release.

A significant mistake during negotiations is the privatization of the
problem by the negotiators. Specifically, it reduces their objectivity and
makes their subjectivity stronger. This mistake is expressed in a narrow
considering the issue in relation to the" width" that is required, since the
negotiator has to look at the whole problem, as much as it is possible as a
person "aside".

A big mistake is made by negotiators who because of their excessive
dedication do not want to rest. The reason for this may be that, as in the case
of failure of the negotiations they would feel guilty for such an outcome, and
excessive work serves as a cover for eventual failure. This is manifested in
that that they do not want to give way to another speaker, etc.

Part of mistakes arises from excessive courageof the negotiators and
other members of the security forces. This courage is manifested with
incomplete and unsystematic preparations for hostages release action. An
example of this is the poor sheltering of the negotiators and other officers
from observation and opening fire of abductors, exposure to danger by
insisting on premature and unprepared" face to face" contact with the
abductor and so on.

Among the mistakes of negotiators special attention should be paid to
the lack of coordination, which entails the large number of negative
consequences. Namely, the poorer communication, the worse the
coordination is. This means that the reverse is also true, ie. This error in
coordination is avoided by more intensive communication of the participants
in the hostages release action.

PROGRESS INDICATORS DURING NEGOTIATIONS

Not taking into account the outcome but the way of the negotiations, it
IS necessary to ensure progress in them. It ranges between: Active listening -
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compassion - relationship - impact - change in behavior (respectively). To
avoid a delay in negotiations on some of the links in the “"chain" it is
necessary to listen to the abductors, to confirm his views, regardless of
whether you agree with them (without discussing with him), because it is a
way to create a common basis for resolving the problem. The basis is a
positive atmosphere between the negotiators and the abductors.

Indicators of progress in the negotiations are diverse. The first of these
relates to the threats presented in non-threatening tone (which identifies the
sending of so called." double-sided (duplex) message"). Then, a very
important indicator refers to the transmission of personal information about
themselves by the perpetrators, which is regularly followed by the
expression of emotion and rational thinking. In addition, an important
indicator of progress is the willingness to talk about topics that have nothing
to do with the current hostage situation or other similar problems.

The opportunities to record the progress of the negotiations are the
conditions in negotiations in which it can be spoken softly. That forces the
kidnappers to increased attention, which is also an expression of progress in
negotiations. Slow speech should be added to this, by which the time of
communication is extended.

The desire for conversation and a constant willingness to communicate
with the abductors is an evident indicator of progress in the negotiations.
This is particularly important for the high degree of correlation of verbal
communication and non-violent behavior toward hostages. Moreover, during
communication great progress in the negotiations can occur, that it leads to
the release of hostages, fully or partially.

Good contact between the negotiators and the kidnappers is fully
established if they regularly report to each other. The word regularly in this
case refers to regular or irregular intervals of mutual reporting, but in a way
that those terms are agreed and complied. During interpersonal
communication that takes place in this way, an important indicator of
progress in negotiations is present if the abductors follow the instructions of
the negotiators (e.g., regarding transfer of tangible and intangible assets,
entering into mutual contact, joining media, delivery of the abductors, etc.)

However, despite a good atmosphere which towards which the
tendency is - in relations between the negotiators and the abductors, it is
necessary to take into account the fact that people in the smallest matters do
not always say what they think. Therefore, negotiators must not see every

! For further information see: Greenstone L.J: “Communicating Effectively for Successful
Hostage Negotiations and Crisis Intervention”, Journal of Police Crisis Negotiations, Vol.
4(2) 2004, http://www.haworthpress.com/web/JPCN, 10.01.2005.
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demand of the abductors as an expression of their malicious exclusion, but as
an expression of their needs.

On the other hand, negotiators must not unquestioningly believe the
good intentions of the abductors because it may be about their simulations,
behind which plans that can be implemented just in terms of frivolity of
members of the security services stand.!

CONCLUSION

The process of the police negotiating during abduction can be
represented as a process that consists of interdependent phases. Oriented to
the policies of negotiation, police negotiators communicate with the
abductors, creatively applying the skills of active listening and other rules of
negotiation, seeking thereby to successfully deal with the specific difficulties
during the negotiations and to minimize errors, thus creating the
prerequisites of progress in negotiations. So, in the above manner
(establishing initial contact between the negotiators and abductors,
negotiating by active listening skills, negotiating differently depending on
the number of abductors, by appropriate negotiation tactics, engaging
mediator, by avoiding specific difficulties during the negotiations, avoiding
and correcting mistakes during negotiations and by identification of progress
indicators in the negotiations) the process of police negotiating during
abductions is modeled.
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Abstract

Human Resource management is a process of crucial meaning for all
institutions and companies. Police is one of the most important organizations within
the state established with the task of organizing security, protecting citizens,
prevention and detection of crime, finding and apprehending the perpetrators of
crimes, maintenance of the public order, road traffic safety, etc. Activities taken by
the police officers are very closely related to the Human rights and freedoms; this
means that anybody who wants to become a police officer must be well trained and
prepared for the Police job. The process of recruitment within the Police is of
exceptional importance for the everyday working and policing. Recruiting through
the established procedures and rules gives possibilities to the management to
ensure that the right people will take the right positions.

This paper will address the best practices in recruitment in the Police and
will give some new approaches and possibilities of how the process could become
more successful and useful.

Key words: Police, Management, Recruitment.
INTRODUCTION

Police is one of the most recognizable organs of the state with clearly
defined authorities and empowerments which often covers the most sensitive areas
of the human living, democracy, freedoms and rights, and even the overall social
and political development of the state. For this reason, the staff potential of the
employees of the Police is especially important, i.e. the successfulness of the



application of the process for selection of new quality employees in the Police. But,
what is of greatest importance is the structure of the process of promotion in the
police career. Recruitment for the needs of the Police of new employees as well as
the newly-open positions in the system of hierarchy is probably the primary premise
for development of the Police as an essential pillar of the security of the state. The
process must be dedicated to quality, and resistant to all kinds of internal or external
influences. Above all, we refer to recruitment based on knowledge and skills, as
well as acquired experience, and not for assigning in the purpose of other activities
which are not related to the police service.

The following elaboration deals with the process of recruitment in the
Police which is equally applicable in all other security institutions, i.e. agencies. A
special attention is paid to strategic recruitment, as well as the internal and external
sources for recruitment for the needs of Police. The example of successfulness of
Police in the sectors of internal affairs has the aim to inspire further researches
related to recruitment and assigning of the supervising staff for high work positions
in the police organization.

RECRUITMENT

Recruitment, as a function of the Human Resource management, is one of
the activities with strongest impact on the performances of the organisation.!
According to Ulrich Dave, recruitment is a process of identifying, attracting and
supplying of new qualified staff in a number which provides the employer with the
possibility to select from many applicants exactly the ones who meet the
requirements and the needs of the service most properly. The needed number of
human resources can be provided in two ways®: by employment of new people and
by development of the potential of the existent employees. Robert Mathis refers to
recruitment as a process through which a group of qualified applicants for the work
positions in the organization is created. When the number of appropriate candidates
matches the number of work positions which are to be covered, real selection is not
needed - the choice is already done. Then the organization should choose between
leaving some work positions empty or accepting all candidates.?

The basic aim of recruitment is to find the qualified applicants for assigning
to the open work positions in the organization, i.e. for replacement in the regular
process of outflow of the manpower as a consequence of retirement of the
employees or their redistribution to other work positions, or for the purposes of
growth and development of the service, i.e. to meet the challenges of the
contemporary way of working. Security services, while applying the process of
recruitment, should pay special attention to:

! http://unpani.un.org/intradoc/groups/public/documents/lUN/UNPAN021814.pdf,
accessed on 5" January 2009;

2 Ulrich, Dave. “A New Mandate for Human Resources” Harvard Business Review,
January - February 1998, pp. 124 - 134.

® Robert L. Mathis, John H. Jackson. 2010. Human Resource Management. New
York: Thomson South-Western, p. 194;
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- Bear in mind the area of security which is to be covered, as a
precondition for successful recruitment of the qualified candidates;

- Build and maintain networks and relations with the sources of potential
employees (secondary schools, universities, other security agencies,
etc);

- Promote the service as a good working environment in order to make it
recognizable by the potential candidates as a real working environment;

- Build measuring instruments which would measure the efficacy of the
efforts of recruitment.

Every police organization in its systematization of work positions has a

Sector or another organizational unit that deals with human resources. In the
Ministry of Interior of the Republic of Macedonia there is a Sector for legal affairs
and human resource management. According to the systematization, the other larger
organizational units of the Ministry also recognize similar structures in their
departments. Thus, in the Bureau for public security (BJB) there is a Sector for
mutual affairs and human resource management which is defined in strategic level
and whose manager is the Assistant Manager of the Bureau. Those organizational
units are functionally separated from the Ministry and they respond directly to the
Manager of the BJB, i.e. UBK. The Sector for mutual affairs and human resource
management at the BJB pays attention to the management with human resources,
and in the same context - to recruitment. Without the special attention on the part of
the department for human resources, recruitment can become only a bunch of
administrative functions. As John Jackson notices, that would only imply to
coordination of the open work positions, management of the data of candidates,
preparation of regulatory reports and redistribution of the candidates within the
system.’ Such steps are undoubtedly important for the quality of the process of
recruitment, but what is more important is to connect the strategy of recruitment
with the strategy for development of the Police.

STRATEGIC RECRUITMENT

Strategic recruitment is a significant segment of the management of every
organization, especially in conditions of liberalization of the markets of manpower
which become more and more competitive and change constantly. The planning of
the human resources helps in their equalization with the goals and the plans of the
organization. In all this, it is especially important to view recruitment as part of the
strategy of human resources, because the quality of the process of recruitment and
the appropriate selection of the candidates is the mechanism which enables the
functioning of the plan. For example, the low crime rate is in a direct correlation to
the level of expertise of the employees of the Department for fight against organized
crime. When the employees possess the required knowledge and skills, as well as
practical experience in the fight against the corresponding type of crime, the
conducted crimes would be processed with a greater promptness and quality, and
the perpetrators discovered and apprehended. If a different access was used while

! Ibid;
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recruiting the employees precisely for the mentioned department, the percentage of
the discovered crimes will also be lower.

Sectors  of | Total number of crimes | Detected crimes Crimes conducted by
internal the juveniles

affaires 2012 2013 | % 2012 | 2103 | Coef. | 2012 | 2013 | %

of eff.

Skopje 15891 16434 3.4 3957 4245 25.8 546 708 29.7
Bitola 2143 2369 11 1523 1658 70.0 137 111 | -19.0
Veles 1260 1115 | -115 945 875 78.5 127 105 | -17.3
Kumanovo 2690 2285 -15 1169 1279 56 163 170 4.3
Ohrid 2031 2051 1 1355 1334 65 177 85| -52.5
Strumica 1704 1577 -7 1044 1053 66.8 99 123 24.2
Tetovo 2219 2260 1.8 1018 1011 44.7 84 70 | -16.7
Stip 1856 2093 | 128 1228 1329 63.5 248 185 | -254
CPS 145 181 25 145 166 91.7 1 2 100
Total 29939 | 30365 14 | 12384 | 12950 42.6 | 1582 1558 -15

Table 1. Movement of criminality through the Sectors of internal
affairs in 2012 and 2013"

In Table 1 we have presented data for the movement of crime
through the Sectors of internal affairs for 2012 and 2013 for the total number of
conducted offences, the number of realized, i.e. discovered offences and offences
performed on the part of minor persons. From the table we can conclude that the
number of offences discovered by the Sector of internal affairs in Skopje is
incomparably bigger than the other sectors, i.e. from the total number of 29939
conducted offences in 2012, even 15891 offences or 53.07% were in Skopje. Data
for 2013 are quite similar, which means that from the total number of conducted
offences which is 30365, in the Sector of internal affairs in Skopje were registered
16434 offences, i.e. 54.12%. Additional analyses point out that from 15891 offences
conducted in 2012, up to 31* March 2014 a total number of 3957 were discovered;
this is 24.9% from the total number of conducted offences. For 2013, from the
number of 16434 conducted offences, up to that point 4245 or 25.83% were
discovered. In these two years, a growth rate of conducted offences on the territory
of the Sector of internal affairs of Skopje was also noticed and it is 3.4%. Data point
out that the Sector of internal affairs is undoubtedly at the lowest level of the scale
of successfulness in relation to discovering of offences. According to these data, the
most successful sector in relation to the realization of offences is the Sector of
internal affairs Veles, where 78.47% were discovered from the total number of
offences conducted in 2013 and 75% in 2012. Then comes the Sector of internal
affairs Bitola with 70% in 2013 and 71% in 2012. The second last on the list is the
Sector of internal affairs Tetovo, where 44.73% were discovered in 2013 and
45.87% offences in 2012 from the total number of conducted offences.

' http://www.mvr.gov.mk/DesktopDefault.aspx?tabindex=0&tabid=614, accessed
on 4™ April 2014;
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The increase or decrease of the crime rate which is strongly
connected to the successfulness of the work of the Ministry of Interior is also
indicative. Thus, in the Sector of internal affairs Veles, a significant decrease of the
number of conducted offences was noticed, i.e. 11.5% in 2013 in relation to 2012.
The biggest decrease of the number of conducted offences in 2013 in relation to
2012 was noticed in the Sector of internal affairs Kumanovo, where the percentage
is 15%. Additional researches are needed in order to establish the reason for such
decrease, especially out of the fact that the number of discovered offences is
average, at the rate of 56%. The Sector of internal affairs Skopje noticed growth of
the number of conducted offences by 3.4% in 2013 in relation to the previous year.
This datum is in correlation with the low rate of discovered offences and with the
inability of the Sector of internal affairs Skopje to discover the conducted offences
at percentage similar to the successfulness of the Police in the other sectors.

There are many different reasons for increase or decrease of the
number of conducted crimes in the Republic of Macedonia. The personnel policy of
the Ministry of Interior, the technical equipment, the training programmes, and the
system of career are just a few of the possible reasons which independently or joint
influence the crime rate. On the other part, the type of criminality (especially the
violent criminality) is more expressed in the Sector of internal affairs Skopje. The
proximity of the border with Kosovo, the airport Alexander the Great, the big
number of economic operators on the territory of the Sector of internal affairs
Skopje, the big number of state and public institutions, private enterprises with big
capital, private or public ownership which are more attractive than in the other
regions in the country, the strong connections among the criminal groups, etc. are
just a few of the “advantages” which are in favour of the offender on the territory of
the Sector of internal affairs Skopje. But, we should not neglect the fact that the
process of recruitment also has a strong impact on the training process, the process
of promotion in the career, and the overall process of development of the Ministry.
That is why it is especially important to mention the fact that only the best
motivated candidates, the ones which are truly prepared to face the modern
challenges of criminality, should be granted the possibility of employment in the
Police and move upward on the hierarchical scale of this institution.

The strategy of recruitment is a general framework which serves as a guide
for acting. The question of whether this framework exists in the Republic of
Macedonia in general, and with it in the Ministry of Interior, stays open. Big
challenge for the overall process is the aspect of finances which are to be spent in
the process of recruitment. It is an expensive process in which it should not be given
space for improvisations and partly done activities. The price is undoubtedly
important and every employer in the Republic of Macedonia has limited resources,
i.e. financial means for conducting of the process of recruitment which are at his or
her disposal. But, quality must always be priority and it can be the compromise for
the high price of the process of recruitment. The Ministry of Interior does not have a
problem with the number of candidates for one work position in general. For
example, on the last two competitions for employment of police officers almost 20
candidates applied for one open work position.
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The phases of strategic recruitment® are meaningful from theoretic
aspect and they represent a sustained basis for the practical conduction of
recruitment. In theory, the following four phases of recruitment are separated:

1. Planning of the Human Resources:
¢ How many employees are needed?
o When will the employees be needed?
o What new knowledge, skills and abilities will be needed?
e What are the goals of the organization to be achieved?
2. Responsibilities of the organization:
e The employees of the department for human resources and
operational supervisors;
3. Strategic decisions for recruitment:
e Recruitment by the organization versus recruitment by external
persons;?
e Presence and image in the recruitment;
e Regular instead of flexible staff teaming;
e Taking into consideration regulations for equal possibilities and
variety;
e Selection of the sources of recruitment;
4. Methods of recruitment:
Internal;
External;
Network;
Online;

Strategic recruitment should be more than just assigning for the open work
positions. It can also focus on finding potential before an employment is needed -
taking the benefits of the unexpectedly appropriate candidates in situations when
there is abundance of highly qualified candidates, or maybe on creation of strong
recruiting abilities on the internet.® Generally, strategic decisions for recruitment do
not define only the number and the type of candidates, but also how difficult or
successful recruitment can be.

The employer is forced to make many decisions related to
recruitment on the base of the needs established as part of the planning of the
human resources. The initial decision is whether recruitment should be performed
on the part of the employer or that should be entrusted to an external factor dealing
with the activity of human resources. Police has not applied this type of procedure

! More about the phases of strategic recruitment see: Robert L. Mathis, John H.
Jackson. 2010. Human Resource Management. New York: Thomson South-Western, p. 194;

2 On managerial work positions in Police recruitment of external persons is not
possible. Accordingly the bylaws, recruitment is possible only from the existent employees
by an intern competition for assigning for the emptied managerial work positions.

® Moscato, Dereck. 2005. Using Technology to get Employees on Board. London:
HR Magazine, April 2009, p. 371 - 379;
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yet, but in the private sector this practice becomes more frequent. The question of
recruitment by external or internal sources is of great significance. The next
decision which is to be made is the extent to which the internal and external sources
and methods will be used. Both the promotion within the organization (internal
recruitment) and the employment by external sources (external recruitment) have
their advantages and disadvantages.

The decision for accepting new employees is related to the broadening of
the work, the outflow of manpower, retiring of the employees, the increased
security challenges, etc. The process of recruitment starts with bringing the decision
for assigning for one or more open work positions and the perception of the
requirements of the service." For years, security services had little reasons for
concern about the free labour market and the increase of competitiveness, because
they work in a monopolist surrounding.? But lately, the influence of the new
manners of management forces the security institutions to pay more attention to the
quality of the services they deliver, because the final beneficiaries - the citizens,
expect a higher level of security and safety for the money they pay for taxes and
other charges by the state. The citizens become less tolerant towards the low level
of security and towards the unskilful and unqualified staff performing the tasks in
the area of security.’

The success to deliver a high quality services on the part of the security
institutions starts with the process of recruitment.* Recruitment can be done by
internal sources, i.e. capacities of the organization, or by external sources. There are
several reasons for recruitment by the internal sources of the service:®
- The skills of the employee are already known, which facilitates the

recognising of his or her potential for work at a higher level. For

comparison, the estimations in recruiting of external persons are based on
less relevant sources as references, conduction of some simple tasks, and
very short interviews.

- “The internal persons” already know the organisation, it strengths and
weaknesses, culture, and maybe the most important, they know the
employees;

- The possibility of promotion in the career raises motivation and enhances
the feeling of devotedness to the organisation. Capable and ambitious
people are more interested in dedicating to development activities when
they believe that such activities will bring to advancement in the service;

- The internal regulation is cheaper and faster than the advertising in the
means of public informing and the interviewing of external persons. The
time needed for training and socialisation is reduced.

' http://www.yorku.ca/hr/documents/Recruitment_Process.pdf, accessed on 5"
January 2009;

2 http://unpani.un.org/intradoc/groups/public/documents/UN/UNPAN021814.pdf,
accessed on 5" January 2009;

® Armstrong, 2006: 87,

* Richardson, 2007: 8

> lbid;
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Simultaneously, several disadvantages of recruiting by internal sources

were noticed:*

- Sometimes it is difficult to choose the right person of the organization, and
applicants with less than the minimum of the required competences are

chosen;

- Because of the increased scope of work, some of the employees can be
promoted too early, before they are prepared for the promotion, or before
they manage to master all responsibilities of the previous work position;

Sources of | Advantages Disadvantages

recruitment

Internal e  The moral of the promoted e Bad intersection
person is usually at a high level o  Fall of the morality of the
e The service can better non-promoted persons
estimate the skills of the e  Employees can enter
candidate “political fight” for promotion
e  The expenses of e  Thereis a need of
recruitment are lower for some development of Menagerie
work positions
e  The process is a motivator
for good effect
e  The process causes a
sequence of promotions
e  The service should be
engaged only at the basic level

External e New “blood” brings new e  The firm can fail in
perspectives choosing the appropriate person
e  The training of the new for certain work position
staff is cheaper and faster e  The process can cause fall
because of the previous external of morality within the non-
experience selected internal candidates
e  The new person does not e  The new employee can
have “political support” face problems of adaptation or
e  The engaged person can time of directions
bring a new aspect of the things

Table 2. Advantages and disadvantages of internal or external sources of
recruitment’

Most often, employers combine these two methods. Police organization as a
stabile service whose spectrum of functions is strictly defined by Acts of laws and
bylaws most often decides for internal recruitment and uses the internal promoting

1 -
Ibid: 10;
2 Robert L. Mathis, John H. Jackson. 2010. Human Resource Management. New
York: Thomson South-Western, p. 204;
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as a more convenient variance. As Robert Mathis states, the internal recruitment for
the open work positions gives additional motivation to employees to stay in the
service and be part of its development, instead of seeking for new possibilities
outside the service.?

The methods of internal recruitment often include:

- A database of the organization;

- Announcement of open work positions;

- Promotions and redistributions;

- Reports on the active employees,

- Reengaging of former employees and candidates;

The database of the employees enables the storage of data and information
on the employees and their knowledge, skills, and abilities. When it is needed to
recruit a candidate for an open work position, the department of Human Resources
can access this database and obtain a list of all the employees meeting the criteria
for that work position. The advantage of these bases is that they can be related to
other activities of the human resources. The possibilities of career development and
promotions are the main reasons why the employees stay in the service or leave it.
With the help of this database, the internal possibilities of the employees can be
recognized. The profiles of the employees are constantly updated, adding data
related to additional trainings, completed education, special projects in which they
were engaged, plans and desires for career development noticed during discussions
related to the career, estimation of their performances, etc.

The announcement of open work positions is the most frequent way
for recruitment of the current employees for another work position in the framework
of the organization. In the police, there is a developed system in which the employer
announces a competition for an open work position, and the employees reply by
applying for the proper work positions. The announcement is done by announcing
of an intern competition for recruitment for an open work position which is
submitted to all organizational units within the Ministry, and the employees who are
provided with an electronic mail by the Ministry of Interior receive such
announcements also through the intern site of electronic mail. All previously
employed police officers meeting the requirements have equal right to apply to the
intern competition. The requirements most frequently refer to the level of education
of the candidates, previous work experience, or the number of years of working
within the Ministry of Interior, the knowledge of the working responsibilities of the
open work position, a proof of knowledge of a foreign language, a proof of
competence in the work with computers, etc. In the Ministry of Interior there is a
list of seniority which is always used in cases of promotions, which are strictly
based on the principle of seniority.

The bylaw which narrowly regulates the matter of recruitment, training,
redistribution, promotion, estimation and cancellation of the contract for

! Finley, Bruce. 2010. External or internal recruiting? Denver, USA. Denver post
4A.

2 Robert L. Mathis, John H. Jackson. 2010. Human Resource Management. New
York: Thomson South-Western, p. 205;
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employment is the Rulebook for the mode and the procedure for octBapysame Of
the system of career of the authorized officers in the Ministry of Interior." In it, it is
provided that redistribution of the authorized officers is conducted in a transparent
procedure, by announcing of an intern competition.? Redistribution is done
regardless of the sex, race, skin colour, the national or social origin, political or
religious conviction and the property or social standing.

Many organizations decide for filling in the emptied work positions
through promotion or redistribution of the employees from the existent staff
whenever it is possible. Although they are mainly successful, promotions and
redistributions have their weaknesses as well. The results achieved by an employee
in a certain work position do not necessarily lead to good results for another work
position, because of the different type of skills needed for the different position. For
example, every good police officer is not necessarily a good manager. For
managerial work positions, skills and abilities related to management with the
employees, with many characteristic situations, with the material resources, etc. are
necessary. But, these skills may not be compulsory for other work positions. Or for
example, the manager of the organizational unit in the area of security of the road
traffic, do not necessarily have to be a good manager of the organizational unit for
public order and peace or for border management.

What is characteristic for recruiting from the internal employees is the
needed attention when an employee is transferred or promoted from one to another
work position, it is necessary to recruit another person to be assigned for the
emptied work position. Planning of such situations has to be defined previously,
before the situation occurs, and not afterwards. It is clear that for the employees of
organizations with a smaller number of hierarchical levels, chances for promotion
occur more seldom.?

As to promotions in the Ministry of Interior, the Rulebook provides that
every authorized officer who accordingly to the professional qualities and
qualifications, work abilities, completed trainings during the working relation and
the way of performing of the work responsibilities meets the requirements for
promotion to other work position, he or she can be promoted regardless of the above
stated aspects which also refer to redistribution.

The procedure for conducting of an intern competition, i.e.
promotion to higher work positions begins:

- by submitting incentive, i.e. a requirement on the part of the manager of

the organization where the open, i.e. emptied work position is, or

- on the base of the endorsed need for assigning for an emptied work

position;

! Official Gazette of the Republic of Macedonia number 122 from 7" October
2009;

2 Article 5 from the Rulebook on the manner and procedure for actualization of the
system of career of the authorized officers in the Ministry of Interior;

® Robert L. Mathis, John H. Jackson. 2010. Human Resource Management. New
York: Thomson South-Western, p. 207;
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The incentive, i.e. the requirement is submitted to the competent
organizational unit for human resource management which starts the procedure for
conducting of an intern public competition. The procedure starts by submitting a
telegram to all organizational units in the Ministry. The telegram includes the data
of: the title of the open i.e. emptied work position; the conditions set by the law and
provided by the Act of systematization of work positions for the position which is
the aim of the procedure for redistribution, i.e. promotion; the deadline for
submitting the applications and the data which is to be included in the applications,
as well as appropriate data for the working position for which the procedure for
intern competition is conducted. The applications are submitted up to seven days
after the day of submission of the telegram. The application includes:

- requirements to be met (type of education, years of work experience,

etc.);

- completed trainings;

- data of whether he or she had been in a procedure for violating of the
work order and discipline or failing in the performance of the work
responsibilities, and in case it had been, a report on its outcome;

- previous awarding and punishing;

- the last promotion;

- obtained estimations, etc.

On the ground of the submitted applications the department of human
resources makes a list of candidates who meet the requirements for promotion and
forward it to the commission competent for conduction of the selection of the
candidates. For the needs of the internal recruitment of the Ministry, the following
six commissions are formed:

- for the organizational units of the needs of the Ministry - one

commission;

- for the Direction of security and contra intelligence - one commission;

- for the Bureau for public security - four commissions;

a) two commissions for conduction of procedure for selection
and assigning of police officer, of which one is for work positions of
first and second category and the other is for work positions of third
category;

0) two commissions for authorized officers for performing of
professional tasks or civil affairs of which one is for work positions of
first and second category and the other is for work positions of third
category;

The commission can conduct interviews with the candidates, carry out
checks of the motor abilities, conduct psychological testing of the candidates, other
kinds of testing, estimation of their professionalism and similar. The commission
can also use professional help of experts of the special areas of the estimations.

After the conducted procedure and performed checks, the
commission makes a decision which candidate should be promoted or redistributed
on the work position. The decision is submitted to the Minister, i.e. the Head of the
Direction or the Bureau, depending where the commission belongs, who ro
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pacniopeaysaat the chosen candidate to the corresponding work position by formal
decision.

The Sector of human resources reports to all applied candidates to
the intern competition in eight day from the day of delivery of the decision.

Although in the Ministry they are rarely applied, in the Direction
the methods of external recruitment of candidates are quite frequently used.
According to the latest researches, important elements in the process of successful
recruitment of external candidates are the characteristics of the work positions and
the organization, and the fact whether the candidate recognizes the work position as
a corresponding one.*

The methods of recruitment by the “external” sources can be informal and
formal. The informal methods of recruitment involve a smaller number of persons,
usually familiar from before. They can be retired employees or applicants who had
not been previously employed, but their files are still existent in the base of records.
The informal methods are relatively cheap and they can be implemented in a short
period of time, which gives them a broad application in the employment of persons
for the basic level. For example, they can be former students who had participated
in different programmes related to the work of the precise service, and hence they
can be employed in a faster and simpler way.

The formal methods for employment of external persons lead to a detailed
exploration on the labour market in order to find the candidates who had never had
anything to do with the organisation. These methods provide a broad campaign for
employment through usage of the daily press, television, the employment agencies,
etc. Lately, the number of the security institutions which use the internet in order to
come to the right candidate for the service has gradually increased.

Announcing of the open work positions through public advertising or
through the agencies of employment attracts more attention and a bigger number of
candidates, and thus provides the organisation with the possibility to make the right
choice. On the other part, this method is more expensive and takes a bigger amount
of time because of the expensive marketing campaign, conductions of the
interviews and the other phases of selection.

CONCLUSION

Modern methods of recruitment are applied in every security institution in
the Republic of Macedonia. Regardless of the types of methods chosen by the
managers, the final goal of recruitment is to attract the best, the most qualified, and
the most dedicated employees for working in this service. This would guarantee that
the security tasks will be thoroughly, timely, and properly performed, which would
further provide the basic level of security in the state.

It is evident that law and bylaw decisions which appropriately define the
regulation area in the Police exist. The basic idea which is to be constantly

! D. S. Chapman. 2005. Applicant Attraction to Organization and Job Choice. A
meta-analytic Review of Recruiting Outcomes. Journal of Applied Psychology, 90, pp. 928 -
944;
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developed is that it has never been done sufficiently on the plan of implementation
of such decisions. A large number of other (both internal and external) factors
which in different ways influence the quality of the process of recruitment are still
existent in the Republic of Macedonia. It is especially evident that the mechanisms
and procedures for complete putting aside of the subjective estimations of the
manager related to which candidates will most properly meet the requirements of
the work position, are yet to be developed.

In the upcoming period a special attention should be paid to the process of
evaluation in the recruitment, and this process provides useful information
important for the efficacy of the overall process of recruitment. So far, the training
of the persons who formally conduct the process of recruitment has not been paid
the proper attention. Improvement of this process can be enhanced if we take into
consideration the following recommendations:

- Well-trained recruiters who have good communication with the

candidates;

- Emphasizing of the good sides of the work position and the Police in a

realistic review of the work position;

- Correct and sensitive treatment of the candidates in the process of

recruitment;

- Improvement of the perceived well match between the applicant and the

police service;
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Abstract: The characteristics of major disasters have consequences on
human health, living and working environment. Depending on the risk assessment,
there is a need of taking measures for protection by meeting the required standards
for facilities and open spaces.

Fires in open space, especially forest fires, cause huge material damage
to the flora and wildlife, biocenosis (environmental damage).

There is a need for implementation of certain scientific methods and
development of modern forms of security and protection. For this purpose,
international, regional and cross-border cooperation in the field of fire protection
is required.

The Balkan countries can advance contemporary forms of protection
through mutual cooperation at all levels (security services, protection and rescue,
etc.) by using the technical and technological achievements, monitoring, the
Internet and the rapid exchange of information etc.

Keywords: security, protection, cooperation

INTRODUCTION

The dangers of fires and explosions are constantly present in many areas
of our life and work. In order to safely prevent their occurrence or successful
prevention and their extinguishing, an expert analysis and risk assessment is



necessary to be performed. In practice, there are different methods for assessing the
risks of fires and explosions.

Traditional approaches of assessment are based on implementation of the
established legal solutions and they change as a result of the analysis of the research
performed in various fields, including fires and explosions in buildings as well as in
open spaces.

The assessment of fire risks to buildings and open spaces can be designed
in terms of many performances. The design of fire safety measures includes
measures for fire protection such as: control of the occurrence of fire, its spreading,
smoke, successful evacuation of people and rapid and effective intervention of the
fire services. All measures for fire protection and explosions that could be predicted
cannot guarantee 100% efficiency, security and protection.

The assessment of the risk of fires as a model can be identified through the
results of combinations of the systems and subsystems for protection implemented
in buildings and it guarantees a certain level of security required, regarding the
economical point of view as well.

The paper deals with the general hazards of fire and explosions of
buildings and open spaces, fire safety, traditional methods for risk assessment,
danger from Unexploded Ordnance, the need for international cooperation in the
Balkans and beyond, etc.

FIRE HAZARD

The main purpose of fire protection is reducing the threat of fire
occurrence, explosions and their consequences. The implementation of security
measures is a legal obligation of the users of the facilities. Technical protection of
fires in buildings and open spaces, primarily in their discovery, appearance and
extinguishing, aims to provide an adequate level of protection. We know there is no
complete protection, and, therefore, dangers with certain backup security will be
present. What is important in a case of an emergency is the rapid and safe
evacuation using the shortest and the safest route.® Smoke, high temperature,
demolition of buildings, explosions, etc. are the greatest enemies.

It is very important for buildings to apply the necessary measures for
protection in the constructive parts and the inventory during the process of building
itself, as well as measures for safe distance between buildings.2 If it is estimated that
there are priceless material values of cultural and natural heritage in the building or
in open spaces, then higher level of security and protection (security and safety) is
applied.

Protection of the environment is an important segment for the future of
present and future generations of one or more neighboring states speaking from
various aspects, such as large forest fires, air pollution, rivers and other water
surfaces, etc.

! Neshkoski Z., Health and safety in terms of fire and evacuation, Proceedings of
scientific papers, First International Scientific Vocational Conference, Bitola 2013
% Neshkoski Z., Fire protection in urban areas, Fire Union of Macedonia, Skopje,2012
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Fundamental approach to the assessment of the risks of fire

Simple methods for assessing the risks of fire are conducted on the basis
of comparing the current situations with the experiences of previous fires. Processed
data about fires can be used as well as fires for which assessment has been made by
using a checklist or method of risk matrix.The problem of application of previous
experiences or utilization of the processed data occurs as prior or current situation.
These results do not match the real circumstances, which means they do not have
practical applicability as required. The use of a checklist and risk matrix can also
cause a problem because they are based on subjective assessment that can but does
not have to be correct and verified. One person may judge differently from the rest.
The same person does not have to be consistent and come to the same assessment in
a similar situation.

The fundamental approach for assessing the risk of fire is a better way to
conduct a risk assessment. This type of assessment involves:

- Creating all possible fire scenarios that may develop after initiation of fire;

- Defining every fire scenario in sequential strings of events that follow the
course of the current development of the fire;

- Mathematical modeling of the fire in order to predict the fatal results and
loss of property.

Different fire scenarios under which fires are expected to happen can
occur and cause minor or major consequences than predicted. Sequential order of
events in the fire includes the development of fire, spread of smoke, evacuation of
people and response of the fire services. The purpose of the fundamental approach
is to follow the logical progression of these development stages of the fire.!

Qualitative assessment of the risk of fire

Qualitative assessment of the risk of fire is based on the subjective
assessment of dangers. The danger of fire generally describes any situation in which
a fire can be very dangerous and can have potentially serious consequences.

Qualitative assessment of the risk of fire as a method is practiced for rapid
assessment of the potential risks of fire in order to take all necessary precautions for
the safety and reduction or elimination of hazards at the end of the duration of the
emergency.

Instead, in this case, the final result is calculated by using a simple two-
dimensional matrix of risk (Table 1)?, where one of the axis presents likelihood and
the other the severity of the consequences.

! Milanko V., Laban M., Urban residential block fire safety assessment regarding access
roads, in Proceedings (ed. Milanko V.) 2" International Scientific Conference on Safety
Engineering, Novi Sad, October 21-22, 2010,

SFPE: Engineering Guide to Performance-Based Fire Protection Analysis and Design of
Buildings, 2000,

2 SFPE: Engineering Guide to Performance-Based Fire Protection Analysis and Design of
Buildings, 2000,
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Qualitative assessment of the risk of fire can generally be conducted in two

ways:
- a checklist to record the potential fire hazard, to inspect the applied
measures for fire protection and conduct subjective risk assessment;
- tree of developments for analysis of potential fire scenarios and measures
for fire protection and application of subjective risk assessment.
Table 1. Risk matrix diagram, after
- Negligible Moderate . . . .
Anticipated Risk Risk High Risk High Risk
. Negligible . Moderate . .
|Z Unlikely Risk Low Risk Risk High Risk
| ..
= Extremely Negligible . . Moderate
Q unlikely Risk Low Risk Low Risk Risk
o
@)
X ei‘:é’fnrﬁ Negligible Negligible Negligible Negligible
cmely Risk Risk Risk Risk
unlikely
Negligible Low Moderate High
CONSEQUENCE

Quantitative risk assessment of fire

Quantitative risk assessment of fire includes numerical quantification and
likelihood of the occurrence of fire or fire scenarios (the consequences of the
analyzed fire or fire scenarios). By multiplying the numerical values of the
likelihood and consequences, the numerical value of the risk of fire for each
scenario is derived. The cumulative amount of the value of all possible risk
scenarios represents the total numerical value of the risk. The estimated risk may be
a risk to human life, material and values etc.

Quantitative risk assessment as a method allows numerical comparison of
the total value of fire risk for a variety of designed solutions and security solutions
for the facilities. This method enables the evaluation of evacuation - compared to
the risk of fire of the alternative designed solutions and solutions that address the
requirements of the standards, regulations and legal provisions. Different methods
for internal use can be developed, improved and applied for this purpose.*

Risk of climate changes

The climate on our planet has always been subjected to natural
variations, but changes that cause adverse effects on the entire ecosystem
have been noticed in the recent few decades. Consumption and emission of
substances classified as greenhouse gases shows increase in the industrial

! Milanko V., Laban M., Fire safety of buildings
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era, especially expressed in certain human activities (deforestation, fires
outdoors, bombing and military actions, the use of fossil fuels, etc.).
Released greenhouse gases form a sort of shield around the earth, trapping
the heat and causing additional heating on the surface of the Earth and the
atmosphere. Significant representatives of this group are carbon dioxide
(CO,), methane (CHy), nitrous oxide (NOy), hydrofluorocarbonate (HFC),
perfluorocarbons (PFC), sulphurhexafluoroid (SF). In addition to these
groups of compounds causing the greenhouse effect, chlorofluorocarbonate
(CFC) and hydro fluorocarbonate (HFC) are also included. These chemicals
are strictly controlled and their consumption and trade are limited and
reduced by international protocols as substances that deplete the ozone layer.
In spite of possessing the potential for global warming, they are not
controlled by the signed agreements, the Framework Convention on Climate
Changes in this area such as the WMO (World Meteorological
Organization), UNEP (United Nations Environment Programme) and etc.'

Danger of Unexploded Ordnance

In many countries forests and other areas are contaminated with
various types of industrial chemicals, radioactive radiation and backlog
Unexploded Ordnance (UXO) from military conflicts such as bombs,
artillery grenades and more. Forest fires spread, causing major material
damage or cover space where there are abandoned or forgotten minefields of
landmines and other dangerous radioactive substances.

UXO can be found everywhere, they are unpredictable, with serious
consequences on the environment and are difficult to be recognized. A little
carelessness when in touch with them and movement can lead to an
explosion with disastrous consequences for the people in their environment,
disability and death. If all this takes place in an environment that is easily
combustible, fire is inevitable and, depending on the structure, the asset itself
can cause local fire (eg, the ammunition for special purposes: smoke, lit,
flashing etc.).?

! Global protection of the country, the Republic of Macedonia, Ministry of Environment
and Physical Planning, Office for Protection of the Ozone Layer, Skopje 2005

2 Smileski R.,Popovski O.,Shosholovski Lj., Unexploded Ordnance (ammunition) as a
cause for explosion-fire, Proceedings of scientific papers, First International Scientific
Vocational Conference, Bitola, 2013
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Picture 1. Unexploded Ordnance, forset fire

UXO can be found in many regions of the world, the Balkans and in the
Republic of Macedonia. In the Western, Eastern and Southeastern Europe on large
areas in forest complexes there are remains of UXO that date back from the two
world wars (on the Balkans). These facts are one of the major problems worldwide,
especially when there are active fires which are limited for tactical approach by the
firefighters to localize and extinguish them because of the consequences of
uncontrolled explosions.*

Picture 2. Unexploded Ordnance

In Southeastern Europe, on the Balkans, especially because of armed
conflicts in the former republics of Yugoslavia, there are still active landmines and
hundreds of thousands of acres of forest area that represent a risk which limits the

! The Global Fire Monitoring Center, © GFMC - February 2011 (PDF, January 2014)
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movement, increases fire hazards and limits the opportunities for intervention for
their extinguishment.

As a result of the wars that have been fought on the territory of the Republic
of Serbia, there is presence of large amounts of UXO. The problem of their
marking and cleaning, removal and destruction on the whole territory is a very
complex process because of the different structures, sizes, missiles that originate
from different time periods.

FIRE HAZARD IN OPEN SPACE

The dangers of outdoor fires are characteristic for forest complexes, agricultural
areas, dry vegetation in times of rising external temperatures, low relative humidity,
deliberate ignition etc. Forest complexes, depending on territorial affiliation in conditions of
fire, can affect areas of two or more states. Fire knows no boundaries and, depending on
weather conditions, vegetation, terrain, etc. it can provide rapid spread of the fire that easily
crosses national borders. In case of fire on either side of the border all neighboring states are
equally threatened.

Intentionally caused fires (arson) have a specific purpose. In some cases there are
suspicions  of intentional burning of forests for political reasons or creating instability.
These fires can be classified in the category of diversions. A special category are fires that
occur during military conflicts. The data on causes of forest fires in the Balkans is presented
in Table. 2.

Table 2. Causes for forest fires in the Balkans.?

Causes for fire %
State - -

Person Lightening Unknown
Albania 63,7 0,8 35,5
Bulgaria 30,4 1,7 67,9
Croatia 75,3 0,8 23,9
Greece 55,5 3,0 41,5
Macedonia 72,5 2,0 25,5
Slovenia 45,9 8,3 45,8
Serbia 66,0 3,0 31,0
Turkey 60,9 6,7 32,4

INTERNATIONAL COOPERATION IN THE FIELD OF FIRE
PROTECTION

There are government institutions in the Republic of Macedonia that are
responsible for the management, protection and rescue from fire, explosions,
hazardous materials, natural disasters and other disasters. A special government

! Strategy for fire protection for the period from 2012 to 2017 “Official gazette RS", No.
.21/2012 from 21.3.2012.

2 Nikolov N., Protection of forests and other open spaces, Fire Union of Macedonia,
Skopje 2012 (p. 20)
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institution is the National Center for integrated border management® that has
constant activities in the area of international cooperation and has established
partnership relations with many international organizations, OSCE?, FRONTEX?,
IOM* and others.

Cooperation with international institutions and the involvement of other
state authorities of neighboring states in the system of exchange of information and
data can be used in performing the assessment of risks in various areas. Correct
assessment is followed by making the appropriate decision to prevent or respond to
the occurred danger which can cause harmful effects on a large scale.

This system will improve the relations of the countries from the region
and will contribute to the establishment of greater confidence in the system of
international cooperation, thus achieving greater control over the flow of people,
material values and control and eventual eradication of crises and events dangerous
for peoples’ life and health, also contributing to greater stability in the region.”

In the Republic of Serbia, according to the Strategy for fire protection for
the period 2012-2017°, the Ministry of Internal Affairs (Department for emergency
situations) participates in initiatives of the regional and international organizations
in the field of emergency situations and crisis management. Although it has
achieved several collaborations so far, it is necessary to establish extensive
cooperation with international entities for constant exchange of experiences and
provision of the best practice experiences, different types of education and training
courses, developing regional programs etc. This is an open possibility for
participation of officers from foreign countries and international organizations on
the basis of signed agreements for cooperation.

THE IMPORTANCE OF SECURITY THROUGH MODERN
FORMS OF FIRE PROTECTION

International, regional and border cooperation in the protection of all
aspects needs to be improved as well as the application of information technologies
through institutional networking. The manner of international cooperation,
assistance and coordination can be achieved at different levels, depending on the
interests and policies of the states (memos or bilateral agreements between
"coordinating bodies™ of states, exchange of experiences, joint training, exercises,

! http://www.igu.gov.mk/files/pdf/koordinativen_centar/3.pdf Organization for Security
and Co-operation in Europe (10.02.2014)

Z Organization for Security and Co-operation in Europe

® Frontex promotes, coordinates and develops European border management in line with
the EU fundamental rights charter applying the concept of Integrated Border Management
* International Organization for Migration

Dzukleski G., National coordinating center for border management, as a new strategy to
control the crime, 2012

® Strategy for fire protection for the period from 2012 to 2017 “Official gazette RS", No.
21/2012 from 21.3.2012.
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mutual aid in human resources, technical equipment and assets for extinguishing
fires, analysis etc.).

When hazards are estimated, expected or occur with catastrophic
consequences, the reaction of people is not always on the required level, seen from
various viewpoints. The importance of requesting and providing assistance to
victims should be the priority of every country in the region and the world. Joint
ventures can solve the occurred problem in a more simple way.

CONCLUSION

The various hazards in our life and work are certainly challenging
procedures for conducting security risk assessment. With the application of
fundamental, qualitative and quantitative methods for assessing risks, a higher level
of security can be obtained with the expected results of applying the methods of risk
assessment and modeling the development and spread of fires, evacuation of people
and intervention of the competent institutions. Moreover, with the implementation
of methods for risk assessment and fire scenarios, values for material damages can
be expected. Using the method of tree of events can give the result of failure of
previous assessments that have been conducted and measures that have been taken
for protection.

The results of climate change, pollution and deforestation by the fires
represent a serious threat to humanity. The presence of various types of unexploded
lethal assets in various areas in the Balkans and beyond also increases the risk of
outdoor fires (forest fires) and brings danger to the life of people and goods.

International, regional and cross-border cooperation in the Balkans is
more than needed. It is accomplished via the competent institutions with the
implementation of international, bilateral and other agreements for mutual
cooperation and timely information or exchange of information to establish a
system with the application of new technical and tehnochoshki information
technologies.
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Abstract

Personal information is a matter regulated by the Law on Personal Data
Protection, and security and confidentiality of personal data occur as an object of
protection, guaranteed by Article 18 of the Constitution of the Republic of
Macedonia. The protection of personal data represents the base and the other
liberties and rights in the modern information era are becoming objects of different,
more difficult overcoming restrictions. The collection and processing of personal
data in a massive and uncontrolled form and networking possibilities of different
databases minimize the chance to protect the integrity of the individual. Personality
is increasingly less protected, especially regarding the capabilities of information
systems under state control. The possibilities of abuse of personal data and
computer vivisection of personality multiply with underdeveloped mechanisms of
control in the functioning of these systems on one side, and on the other hand, the
tendency of social control over crime and other negative phenomena increasingly
relying on electronic methods and techniques for their detection and monitoring.

Today, when we are all users of different services in the global network and
when a good deal of the communication, exchange of data and information and all
transactions are carried out electronically, the protection of personal data of any
kind is strongly required (general information, medical history, passwords,
personal and confidential business information). Today's consumers have many
tools available through which they can get to the personal data, like electronic
surveillance, data mining, use of shared memory resources etc. These tools were
unknown a few years ago. Public services for email, social networks, cloud



computing have proved insufficiently reliable to be used for storage and
transmission of personal data.

Personal data are targeted by criminals, especially when it comes to
computer crime with elements of identity theft. The latest trends of making personal
documents via computer system can cause the abuse and exploitation of personal
data of an individual for developing a personal document of another person in
order to acquire a property or any other benefit.

The subject of this paper is an analysis of the legislation for protection of
personal data misuse in computer systems.

Keywords: personal data protection, misuse, computer systems, computer
crime.

INTRODUCTION

In the history of mankind no technological invention appeared that
had such wide application and greater impact in changing people's lives as
computers did. The changes brought about by information technology, which
are clearly visible, refer to the manner of collecting, storage, processing and
presentation of information, and the information that becomes a strategic
resource in the post - industrial era may prove to be valuable and influential
to the extent that it represents a capital in the industrial era. Thanks to it,
modern information and communication system are used in the right manner
to increase the performance of many activities." The increasing efficiency
and rapid communication are the greatest benefits of information
technology; the business sector, and the state bodies and institutions in
their communication and exchange of information can transmit
information and perform data exchange for short period from and to
the most remote places worldwide.

The revolution in computer systems and networks has enabled rapid
and efficient exchange of information, and obtaining and using information -
data that is available on the most used Internet network, used by all people
on Earth from an early age to the end of life. The earlier existing views and
opinions were those that the computer can only be used by professionals and
skilled people, but these attitudes have increasingly changed today.
Computers are used at homes, nurseries, schools, universities, all state
authorities and institutions, the private business sector, i.e. there is no
segment in the society where the computer is offline. We have the right to
talk about the era of information society in which we all grow up and live
"with computers™ and not to mention that communication via computer

Petrovi¢ S. ,Kompjuterski kriminal, drugoizdanje, Ministarstvo unutrasnjih poslova,
Republike Srbije, Beograd, 2001, no. 2. (1)
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networks is the most typical in social communication, in business and private
arrangements. *

Besides all the advantages and benefits, the computer is becoming a
means for reckless abuse of individuals, groups and even criminal
organizations. The dark side of the introduction of information technology is,
in many phenomena, associated with an explicit negative sign, for which
modern society becomes increasingly more exposed to numerous risks and it
becomes more fragile and "more vulnerable”. And there are a number of
unintentionally and intentionally caused legal problems in the legal usage of
computer technology. Unintentional errors or problems may be ordinary
errors that do not cause any harm or danger to citizens, their personal safety
or damage to any other business plan and similar. But intentional errors
caused by people with previous motives become more dangerous, and they
range from inflicting minor damage to causing major damage, as personal
safety and integrity of citizens, damages and hazards in their property, and
other claims caused by perpetrators that meet "certain personal or group
interests, and usually include a property interest”. Unauthorized, illegal use
or misuse of computer technology is of increasingly criminal nature;
criminals are increasingly targeting the execution of computer crimes, use
the minimum knowledge and acquisition costs of high criminal profits, and
abuse of personal data and other motives.

Many authors have reviewed the problem of propagation and possible
misuse of personal data via computer systems. Some of them review the
legal aspects of unauthorized publication and presentation of personal data,
as well as opportunities for abuse, while some of them explores the technical
aspects of publishing, presentation, and acquisition of opportunities for data
misuse. Helen Nissenbaum reviews the connection of individual privacy and
information released for it. The focus is on personal, private and sensitive
data of individuals. Adrienne Felt and David Evans are investigating
availability of personals data through social networks as well as the
shortcomings of development tools offered by social networks and the ability
to obtain large amounts of personal data via them. Latanya Sweeney, in her
paper k-Anonimity: A model for protecting Privacy, develops a complete
model for protection of acquisition and distribution of personal information
from structured sources of personal data that researchers can use, but not to
have access to sensitive or personal data of individuals”.

The misuse of personal data can be performed by natural or legal
entities that have committed misdemeanor and criminal behavior, and
officers and officials in government agencies and institutions working with

! Nikoloska S., Metodika na istrazuvanje na kompjuterski kriminalitet, Van Gog, Skopje,
2013, no.15.
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personal data of citizens have a special responsibility for the protection of
personal data.

PERSONAL DATA - Legal aspects

The Law on Personal Data Protection® regulates the protection of
personal data as right of citizens and fundamental freedoms, particularly the
right to privacy in relation to the processing of personal data. This law
defines the notion of personal data, its processing and eligibility to process
personal data. Holders or the data entities are the individuals and their data is
included in different databases of state bodies and institutions, and financial
institutions where citizens have their own accounts. But citizens include
personal their data on social network profiles and the Internet, mostly on
Facebook, without thinking about the consequences of their use. In order to
analyze what constitutes personal data, let us first analyze the definition of
important terms in accordance with law.

"Personal data" is any information related to an identified natural
entity or a natural entity who can be identified, and a person who can be
identified is a person whose identity can be determined directly or indirectly,
in particular, based on the personal identification number or based on one or
more features specific to his/her physical, mental, economic, cultural or
social identity.

"Processing of personal data” means any operation or set of
operations performed on personal data, automatically or otherwise, such as a
collection, recording, organization, storage, adaptation or alteration,
withdrawal, consultation, use, disclosure through transmission, publishing or
otherwise making available, aligning, combining, blocking, erasing or
destruction.

"Personal data collection” is a structured group of personal data
available pursuant to specific criteria, whether it is centralized, decentralized
or dispersed on a functional or geographical basis.

"Controller of personal data™ means a natural or legal entity, public
authority or other body which alone or with others sets goals and means of
processing personal data. When the goals and means of processing personal
data are established by law or other regulations, the same law or regulation
determines the controller or the specific criteria for its determination.

"Processor of the personal data” is a natural or legal entity authorized
by a state authority to process personal data on behalf of the controller.

"Third person” is any natural or legal entity, public authority or body
that is not an entity of personal data, controller, processor of personal data

! Official Gazette of RM, No. 07/05
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collection or a person under the direct authority of the controller or processor
of personal data collection, authorized to process the data.

"User" is a natural or legal entity, public authority or other body to
whom data are disclosed for performing regular duties in accordance with
law. Authorities that may have data disclosed under a separate investigation
are not considered as users.

"Consent of subject to personal data™" is freely and explicitly given
statement by the will of the entity of personal data with agreement for
processing of his/her personal data for predetermined goals.

"Special categories of personal data" are personal data revealing
racial or ethnic origin, political, religious or other beliefs, trade union
membership and data concerning health or sex life.

The processing of personal data by competent national authorities
was performed manually, but with the emergence and development of
information technology, all personal data of citizens are computerized,
starting from their date of birth, and even after their deaths. So, the birth of
each individual is determined by a personal identification number, which is
one of the basic personal data included in numerous records of public
authorities (police, registry, health, social security, etc.).

COMPUTER SYSTEMS AND COMPUTER DATA

The development and the growing use of computer systems, networks
and computer data, especially criminal attacks on computer systems and
networks and misuse of computer data,, impose the need for definition of
these terms. The terms are defined in the amendments to Article 122 of the
Criminal Code of the Republic of Macedonia from 2008. *

Computer system refers to any device or group of interconnected
devices, one or more of which perform automatic processing of data, using a
particular program.

Computer data refers to presenting of facts, information or
concepts in a form suitable for processing via computerized system,
including a program suitable for the computer system to put into operation.

Personal data are entered and processed in computer systems of state
authorities and become computer data, and computer misuse of personal data
is possible in all phases of entering, processing and transmission of computer
data. The responsibility for the misuse of personal data is of the employees
who manipulate computer data themselves, but also of the legal entity. The
basic personal information about citizens is the personal identification
number, used to enter entities in computer data bases in several state

Official Gazette of RM, No. 07/08.
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agencies and financial institutions. That is, the personal identification
number is often abused as personal data for manipulation with some other
personal data, on the basis of its handling, causing some damage to the
person or property acquisition or other benefit offenders - criminals. The
misuse of personal data is basically done by using the computer as a means
of committing a crime, but the computer systems and their databases are
actually the targets of criminal attacks. Generally, the concept and definition
of computer crime is that the computer is just a tool or object of a criminal
attack. "Computer crime is any act in which a computer is a tool and target
for committing the crime”, according to Sulejmanov.!

The function of the computer from criminalistics point of view can be
expressed in four basic types:

1. The computer as a means of committing the crime, where the
perpetrator uses the computer to perform a crime, usually fraud, theft or
misappropriation. It is a classic crime related to general crime and economic
crime, which are made in a specific way by means of using the computer as a
base for their separation from the traditional division of criminality and
attack under the term computer crime.

2. Computers as an object of attack, where the computer and the
information it contains are the ultimate goal of a criminal attack, whether the
computer is an object of damage, disabling or destruction or unauthorized
access to reach the information it contains, out of various motives. These
criminal attacks can be performed not only by persons who are employed,
but also by people outside the building/facility where the computing
equipment is located, using appropriate methods to enter the unauthorized
computer system of another computer. In situations like this, the perpetrator
uses a computer, mostly personal computer with unauthorized and illegal
way to get to the information contained in the second computer. At first, the
computer appears as a tool to perform certain computer crime, and secondly,
the computer is an object of attack in committing a crime.

3. The computer as a tool used for organizing, planning, management
and implementation of criminal activity. To that end, the computer is used
more in the area of organized crime, particularly in the phase of preparation
and planning criminal activities, and in the process of control and
supervision of the final implementation, particularly achievement of
financial impact.

4. The computer as a tool used by the police for preventing, resolving
and proof of crimes, as it allows complete, accurate and fast information,

Sulejmanov Z., Kriminologija, Skopje, 2003, no.631.
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perceived status, structure movement of crime, as well as providing specific
forecasts for the modern police and giving proper edge regarding offenders. *

SEARCH AND ACQUISITION OF PERSONAL DATA

The technique of data mining is used to obtain data on released
personal data of citizens of the Republic of Macedonia with their address,
education level, social security number, and job function or participation in
management, supervision committees, and political parties. The data was
published by different institutions in the period 2001-2013. According to
Article 9, paragraph 3 of the Law on Protection of Personal Data, the
institutions making data publicly available for such a long period simply do
not comply with the law.

Table 1: Structure of institutions which publicly released personal data of
citizens

Government
Published | authorities Municipalities and . . Public
. - Companies | Individuals .
by and public entities media
agencies
Total 6 554 31 3 35

Based on this simple analysis, we have seen revealed personal data of
more than 600 citizens of the Republic of Macedonia by several institutions
for a relatively short time. It is not the final number of personal data that can
be found publicly available, because the search was conducted by using a
limited number of keywords, while the data was limited to the most relevant
information and data offering a greater number of stem numbers within a
document.

The person (or institution) wanting to obtain access to personal data
has the ability to use a simple calculation to check the validity of the
identification numbers. The system of creating stem numbers was inherited
from the former Yugoslavia and is still used in the same way. The first seven
numbers represent the date of birth of the person. The next two numbers
determine the region of birth. Numbers reserved for the Republic of
Macedonia are 41-49 in the following manner:

! Boskovic M., Kriminalisticka metodika II, drugo izmenjeno | dopunjeno izdanje,
Policijska akademija, Beograd, 2000, no. 301 — 303.
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Table 2: List of regions for providing personal identification number in
Macedonia

41 Bitola

42 Kumanovo
43 Ohrid

44 Prilep

45 | Skopje

46 Strumica
47 Tetovo

48 Veles

49 Stip

The next three numbers are the only numbers that determine a person.
The males are referred to by numbers 000-499, and 500-999 are female
numbers. The last (13th digit) is a control number and it is used to verify the
accuracy of the identification number. If the ID number is labeled with
indices: mimymsmg.....my3, then the last (control number) should match the
figure obtained by the following calculation [1]:
my3=11-
((7*(m1+m7)+6*(mMy+mg)+5*(M3+mg)+4* (My+myg)+3*(Ms+myg)+2*(Me+my,
)) mod 11) [1], where mod operation is an operation for obtaining the
remainder of the division of two numbers. If the remainder is a number in the
range 0-9, then that value gives my3, a reminder and if it is double-digit, then
my3= 0.

The verification of the identification numbers can be done with a
simple computer program or using spreadsheet programs.

o1
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Figure 1: Procedure for search, inspection and storage of the personal data

Once you find the basic (and most important) personal data such as
name, surname, ID number, place of residence, searching for a particular
person can continue in the search for data on the social networks and other
data sources such as corporate websites, web pages of government agencies,
public corporations, political parties, associations of citizens etc.. At the end
of the whole process of acquisition of personal data, you can create a
structured database of the personal information about people of interest, with
the possibility that data to be misused in the future.

Once publicly published, personal data is impossible to withdraw it
or to make it invisible. There will be no announcement of who took the data
until it was released, and whether it was taken and made available to others.
Internet portals allowing retrieval of data and performing locally can capture
the situation of the parties that are in their database search. It may happen
that data or documents have been deleted from the original source page, but
they can be found as states stored on the sides of search services.
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PERSONAL DATA MISUSE

Thanks to the enormous power of computers in storing and fast
processing of a large amount of data, automated information systems are
becoming more numerous and almost indispensable part of the overall social
life of all entities (individuals and legal entities) at all levels of society. Thus,
the computer becomes the unavoidable and inseparable segment of all the
spheres of social life of the production, trade and services, to the highest
security systems in the countries.

The misuse of personal data is a criminal offense which can have
multiple ways of performing, from the moment of entering personal data into
computer systems, followed by the change or transfer of personal data.
Changes or manipulation are particularly sensitive matters because abuses
are made in those changes, particularly dangerous abuses used by persons
entering into foreign computer system codes, or use an already active
“colleague” and work with the identification of his/her use and abuse of
trust. Apparently these behaviors may not seem dangerous, but practice
shows that they can have serious consequences on individuals, as well as
material or financial consequences.

Computers can occur as the primary tool in performing a specific
crime, but they can also serve as a tool for planning, organizing and
execution of criminal activity, as well as concealing the traces and evidence
of criminal activity committed. This means that crime can occur without the
use of computer technology, i.e. without using a computer or computer
system, but the same can be used for disguising the fully or partially
executed criminal activities of other crimes. In some cases computers and
computer systems have assisted in faster and more efficient execution of
certain crimes, have provided faster information on such crimes, and no
operational information could discover, clarify and demonstrate computer
crime.

The possibilities for personal data abuse and computer vivisection of
personality on one hand,, multiply, the underdeveloped mechanisms of
control over the functioning of these systems and, on the other hand, given
the tendency, the social control over crime and other negative phenomena
daily relies, at a greater extent, on the new electronic methods for their
detection and monitoring. 2

Personal data are targeted by criminals, especially when it comes to
computer crime with elements of identity theft. The latest trends of personal

!Nikoloska S., op. cit., n0.143.
Tupanceski N & Kiprijanoska D., Osnovi na makedonskoto informaticko kazneno pravo,
MRKPK no. 2 — 3, Skopje, 2008, no.539.
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documents via computer systems are able to abuse and exploit the personal
data of a person developing a personal document of another person in order
to acquire a property or any other benefit.

Legislators predicted the existence of criminal offense in cases when,
contrary to the conditions determined by law, without the consent of the
citizen, one collects, processes or uses other person’s personal data by
entering into the computer systems of personal data with the intention of
using it for oneself or for others to accomplish some benefit or the others to
inflict some damage. The law provides sanctions if the offense is committed
by an official in the performance of duty, and it is a responsibility of legal
entities involved in this work and their attempt is punishable. Facility
criminal - legal protection of personal data includes data stored or placed in a
computer system, whether it is a computer system of a state agency or a
private system or data placed on a social network. There can be several ways
of performing the action: collection, processing or use of personal data.
Collection means coming to knowledge of certain facts and their registration
(by entering them into a computer, video equipment, etc.). Processing
involves collating, systematization and analysis of collected data, and use is
the use for whatever purpose of the personal data that the perpetrator himself
collected or it was collected or processed by other person. A special element
against legitimacy is not authorized in the action. ! Should there be
delineation of what is authorized and what is unauthorized and against the
will of the “victim™? Legislators authorize the processing and use of personal
information for government bodies; according to the Law on criminal
procedure and the records of offenders, and in accordance with legal
regulations, the performance of publicly posting personal data of perpetrators
of serious crimes and making them available to the public - information
about pedophiles is in accordance with law.

Criminal activity is just a personal approach of opening the computer
system or its foreign code, but the legislator envisaged liability for legal
persons if criminal conduct was committed by a person responsible for the
legal person, on behalf of that legal person. The intent of using the data by
the perpetrator, for him/her or for others, appears as a subjective element
against the legality so as to achieve some benefit or the other to inflict some
damage. Moreover, if the offender intends to obtain benefits or serious
property damage, there will be another crime related to property and
computezr crimes that include damage and unauthorized entry into a computer
system.

! Kambovski V., Kazneno pravo, poseben del, Prosvetno delo AD Skopje, 2003, no.129.
? Tupanceski N. & Kiprijanoska D., op. cit., n0.540.
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The misuse of personal data is a criminal offense which can be
committed by individuals and legal entities in the scope of their official
authority, but the offense can be committed with the abuse of someone else's
personal information or by presenting a false identity on social networks and
causing damage or injury to a person whose personal information is misused.
An increasing number of cases in practice represent identity theft on social
networks, where data is misused.

Examples of Macedonian police practice:

“Police reported a case of misuse of personal data with suffered
damage to a person working in a public enterprise; without being notified or
prompted for her approval, her colleague used her personal data to gain a
dispute in a civil litigation. Namely, it all happened as follows: At a time
when redundancies were declared in a public company, according to the
criteria in the case, the reported person had more points under which the
work was abandoned, and its counterpart was declared redundant. The
criterion for points was less disruptions of service. This data was used by the
workers declared redundant and they used some of their connections in the
local branch of the Pension and Disability Insurance Fund and took off the
birth certificate, but with certain attention. There was a break of service in
the public company for a period of 3 months and she worked at that time in a
local radio. There was no received confirmation, and it was issued without
signature and stamp outside the legal procedure of personal application for
such a certificate. However, although fully forged, it served as evidence in
court, and the final court judgment declared the reporter redundant, and her
colleague returned to work. After legal action was taken and documentation
was inspected, the existence of the crime and criminal charges was
established because there was a reasonable suspicion of a crime “abuse of
personal data.” But the case was complex and certainly had elements of
other crimes, including abuse of the official position and authority; it was
not possible to exactly prove the availability of information in the computer
of the regional unit of the pension and disability insurance fund, where one
password was used by ten officials, and the computer was switched during
the day among all worked as necessary; it was not possible to locate the
responsibility. The criminal charges were just against the using of someone
else's personal data.”

Example: The Unit of Computer Crime Suppression Center reported
an organized and serious crime at the Ministry of Interior and the Public
Prosecutor's Office in Skopje filed criminal charges against K. K. (17) from
Strumica for the criminal offense of "misuse of personal data” according to
Article 149 paragraph 1 of the Criminal Code of the Republic of Macedonia.
Namely, according to the Ministry of Interior report from August 2011,
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without the knowledge and consent of the injured person, an official Member
of Parliament, a minor committed abuse of personal data of the injured
person so that he downloaded online published photographs of the damaged
from the social network for socializing and forming friendships
www.facebook.com, published content in text, gained friendships and had
chat conversations with several people, representing himself in the name of
the official. Measures and actions by the Computer Crime Unit were taken to
detect the person who abused the data after it was determined that there was
a registered account with these data; more photos were found as well as
related text content posted in the name of the official. With the help of the
officials of the social network Facebook, they received data for the IP
address the profile was created and maintained from, they obtained logs of
the IP addresses for the required profile. After the examination of the
computer the person used and the IP address from which the specified
profile was created and maintained, the location of the home was
determined, and the home of the person was reported to be in Strumica. They
conducted a search at the home of the person reported and they found and
confiscated a computer cabinet declared to be used for accessing the internet
and it was submitted for analysis to the Department of Criminal Technique
in MI. The analysis confirmed that the seized computer files and the found
data confirming in the computer were used for accessing the created false
account on www.facebook.com. They also found the websites online that
were used to download the photographs later used in creating the profile, it
was written in a statement from the Ministry of Interior. *

PROTECTION AGAINST MISUSE OF PERSONAL DATA BY
COMPUTER SYSTEMS

The protection of personal data via computer systems occurs at
several levels, primarily at national and international level. At the national
level, it is realized by enacting laws and their purpose of implementation and
the Law on Protection of Personal Data and the criminalization of criminal
behavior with elements of abuse of personal data in the Criminal Code of the
Republic of Macedonia. At the international level, it is realized with
implementation in national legislation of the recommendations of
international conventions and agreements ratified in Macedonia's Convention
on Cybercrime, which was adopted by the Council of Europe on November
23, 2001 in Budapest in order to make a common policy aimed at protecting
society against computer crime An additional Protocol to the Convention on
cybercrime prevention concerning the punishment of acts of racism and

Yhttp://denesen.mk/web/2012/09/09/koristel-licni-podatoci-od-funkcioner/
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xenophobia committed through computer system was adopted in Strasbourg
on 28 January 2003, with the aim of highlighting and enhancing freedoms of
citizens, regardless of their nationality, religion, nationality etc. Then, it is
realized with technical protection of computer systems and computer data of
all state agencies, institutions and other legal entities, and technical
protection of the holders of social networks. Certainly, personal care is very
important and it is a plan that needs attention in informing citizens of the
dangers of misuse of their personal data by providing relevant data and
information and organizing special trainings.

CONCLUSION

The misuse of personal data is a serious occurrence becoming
massive with the introduction of computer technology in all spheres of life,
and personal data of citizens are numerous bases of data in state bodies and
institutions, which determine the part of the personal data (personal
identification number) and other personal data being entered, processed or
transmitted. Moreover, citizens put their personal information on social
networks, without thinking of all the possible dangers of manipulation with
their data by others, thus being possible to be misused for criminal purposes.
Misuse of computer data and computer attacks of systems are criminal
behavior which has already become our reality, citizens still do not realize
the seriousness and danger and recklessly leave data on social networks.
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INTRODUCTION

The aim of this paper is to make some contribution to the development of forensic
methods and the issues that have not been given a completely satisfactory answer .
Analysis of color is one of those issues . The reason for this is the fact that the paint
manufacturers improve their product making it a layered , increasing the number of
shades of the same color and bring chemicals ( additives ) to increase color stability.
Layering colors at a glance makes it difficult to identify them , but on the other hand
makes it easy. Therefore, the common physical- chemical tests and other methods
of paint composition faced with an increasing number of problems in the analysis of
the composition of colors . The point is , that recent theoretical study of mechanical
oscillations ( phonons ) in thin layers ( films ) show that the thin films excite
mechanical oscillations required to exceed a certain threshold energy below which
phonons can not appear in the film. This theoretical fact entails thermodynamic
effects which mainly manifested a very low specific heat and high acoustic
insulation of thin films [ 1-6 ].

In addition to the aforementioned possibility of direct determination of the
composition of colors based on the specific physical properties of thin layers of
paint, forensics is the author's opinion, has much more use of probabilistic methods
because they provide a wider field to identify colors. The lack of these methods is
that they can only indicate the most likely perpetrator of the crime, but also that, in
situations where there is likely to be directly determined by the offender, the only
possible way of solving crimes.

A concrete example will in this paper be listed refers to a traffic accident that
happened in the killing of cyclists by car, after which the perpetrator fled from the
place of criminal events . When investigation exempt micro traces in the form of
flakes of paint with more than one suspect vehicle, which was found by police
operations workers. With them was made take sample color samples for
experimental comparisons (forensic expertise) with samples of colors exempted
from criminal events. After some time, the method of elimination in the
investigation and during laboratory testing and expertise, it was determined that the
only possible perpetrators of the acts appearing two vehicles (one of the most
important elements of the investigation and selection of these vehicles is the fact
that both vehicles were manufactured in factories factory " ZASTAVA " in



Kragujevac and the same brand, type and color). The experimental spectrograms by
FT-IR (Fourier Transform Infrared Spectrophotometer ) - low-energy domain and
SEM / EDS (Scanning Electron Microscopy with Energy Dispersive Spectrometry)
- high energy domain, with selected samples of two suspected vehicles were at first
glance very similar, so the no further analysis could not bring any closer to a
conclusion.

Because, was access to the theoretical research methods. All experimental graphs
(FT-IR spectrograms) contained at least three curves corresponding to the
irreversible absorption of a curve that fits the reversible absorption. This provided
the possibility to apply all the well-known theoretical methods [7], in order to
determine the offender to the event.

THE IMPORTANCE OF RESEARCH PAINTS IN FORENSICS

Paints (as a substantial sample, an integral and essential component traces the scene
of many accidents and crime) its organic (binders) and inorganic (pigment)
constituents, occupy an important place in forensic investigations [8-10].

Traces of color in modern times are almost in the execution of all crimes: the
perpetrators or leave a colored trail behind the scene of the crime, or non-ferrous
material from the crime scene take with them, inadvertently. With practical
examples we have considered, is usually found at the scene of the following
criminal events: accidents with unknown perpetrator (between two or more
vehicles, cyclists, cars and pedestrians), heavy burglaries (from flats, houses, shops,
various facilities, safes ...), the theft, murder, rape, unlawful arrest or generally, in
all criminal offenses where the colored object used as a tool or object (object) that is
acted, or as a trace of color applied inadvertently during the commission of the
offense (layer of color created in the course of resistance or struggle perpetrator and
victim).

Traces of paint runaway vehicle from the criminal events can be manifested in the
form of flakes of paint, or more or less visible thin layers colors on stationary
objects with which the vehicle came into contact. The amount of such evidence is in
direct proportion to the degree of damage to the bodywork runaway vehicles. Traces
of color in these offenses, fixed primarily by take of samples (if in the form of
flakes), if they are in the form of layers of color - fixed to the exclusion of entire
cases where there are scratches and a very clean surgical knife . On the basis of
traces of paint on the crime scene of the events here can be police treated in looking
for a lost vehicle, according to the color hue runaway vehicle and the paint on the
spot . Of course it is here preferred flaked paint, compared to traces in the form of
thin layer color. Flakes can be tested and used in the process of identifying a
runaway vehicle and morphological method (based on morphological
characteristics) and physico- chemical methods , and the thin layers coats of paint
can examine only the physico- chemical methods. Morphological using flakes of
paint from the criminal events can be directly fit in place of damage to the suspect
vehicle (Investigation by operational work of policing ) or indirectly , based on
traces of scratching the surface of the flake.
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Application of physical and chemical methods using infrared spectrophotometry -
FTIR, mikroelementarne spectrographic analysis, scanning electron microscopy -
SEM / EDS, atomic absorption spectrometry - AAS, pyrolysis gas chromatography
- PGC) with the comparative analysis of the composition of samples of criminal
events and the suspect vehicle [11]. Mentioned instrumental techniques in parallel
to examine the organic and inorganic composition of the of paints. If it is
determined that the composition of the color samples of the wrong event does not
match the color composition of the suspect vehicle, it can be argued that the suspect
vehicle was not the culprit offense with which he is charged. However, if it is
determined that the composition of a homogeneous color, it does not mean that the
samples with the color of the criminal events originate from the suspect vehicle,
because the composition of a certain general characteristics. In this case to resort to
re-examination of the thermodynamic properties of the layers and / or
contaminations of particles in all samples, if present.

By analyzing traces in the form of sediment color on obijackom tools and / or tool
that was used during the commission of the offense larceny or clues in the form of
sediment color on broken into objects ( frame doors and windows, safes , ... ), we
can prove the more general characteristics examined samples of colors, such that the
intersection of a set of results may help to shed light on such an offense or direct
court proceedings. Specifically, in cases arising from a criminal offense larceny,
often detected traces in the form of sediment color. It may be traces of paint from
the frame house or apartment door (or doors with safe) on obijackom screwdriver or
tool marks or colored tube or metal rods in broken into doors and / or windows . As
a rule such a color mixed - mixed already flaked paint with tools and paints with
burglarized objects, comparative analysis of these traces results in a more general
caracteristics, which, if they are the same type of organic and inorganic
composition, the intersection of these sets of results gives a high probability for the
elucidation of such relationship to crime offences.

Color of a trace can be found in all crimes, because the presence of colored objects
in the environment, in modern times, is extremely high. Materials and on the cars
are painted (chassis, seats, dashboard, ...), the interior and exterior of buildings and
houses are also made of colored parts (walls, roofs, doors, windows, furniture and
rugs, ...), items that surround us are a product of the modern era in every segment,
containing colored constituents (computers, mobile phones, firearms and other
metal weapons, clothing, footwear, administrative materials, etc..).

Until now, the National forensic Center of the Ministry of Internal Affairs of Serbia
conducted forensic expertise colors of hundreds of crimes, the results of which help
solve both court proceedings and in the operational work of the police to find
suspects for the offense with which they were charged. Performed forensic expertise
were mainly from the criminal acts of traffic accidents with unknown perpetrators,
serious crimes and theft, while in recent years (after the modern equipment of the
laboratory of the Centre in the last ten years), performed the analysis and color of
fibers in crimes like murders and analysis color with paintings of famous painters,
in order to identify counterfeit them.

The aforementioned forensic investigations colors that have been resolved more
offenses accidents with unknown perpetrators, in which, besides the great damage,
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unfortunately there were more fatalities participants. Also, the analysis have helped
solve many crimes and serious robbery, which is thus made combating the area of
crime prevention and action on potential perpetrators.

It is important to emphasize that forensic investigations colors constantly improve
and develop the methodology and materials science, particularly nanostructures [12-
20] which stemming from the fundamental research in physics as well as research
the effects of dimensional quantization and / or thermodynamic properties of
interest in behavior of quanta vibration of the crystal lattice as a whole crystals -
phonons, especially in ultrathin coatings [21].

APPLICATION OF THE THEORY IDENTIFICATION
TRACES OF COLOR

Taking into account the interpretation of the results in the inability of standard
methods of forensic analysis, we applied the theoretical research methods. All
experimental graphs (FT-IR spectrograms) practices contained at least three curves
wich correspond to irreversible absorption (Figure 1) and a curve that corresponds
to the reversible absorption. This provided the possibility to apply all the well-
known theoretical method to determine the offender to the event.

Diagrams (FT-IR spectrograms in the field of low energy) corresponding to
irreversible absorption processed by the method of least squares [22]. With the
subscript "0" corresponding mean data from the crime scene and with the index "1"
and "2" data from two suspected vehicles.
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Figure 1. FT-IR spectrogram flakes of dark-red color of the criminal event. Number from 1 -
3, are numbered spectral regions in which the applied theoretical method - /
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Figure 2. FT-IR spectrogram flakes of dark-red color with a suspicious vehicle no.
1
Number from 1 - 3, are numbered spectral regions to which was applied a theoretical
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Figure 3. FT-IR spectrogram flakes of dark-red color with a suspicious vehicle no.
2
Number from 1 - 3, are numbered spectral regions to which was applied a theoretical
method

From the spectrograms of the least squares method determined
absorption  coefficients  6,,,6,,,6,,: 6,,=216497, 6,,=173978,

6, =14,2039, by which on the basis of the composition formula was found
as the abscissa of the maximum A,,, and abscissa saddle shown with:
Ao =5,58378 m ; Aop =9,49071 m (1)

By  applying the  formula: G(n) _ Cos y4dn

n) =
n— o 4,[4(1)77
)

and calculating the mathematical expectation (mean) of wavelength
A, we get the following values:

</10> =8,31743m (3)

For a sample of paint from the vehicle 1, obtained by the

results with the index "1". From the results obtained by the method of least
squares determined absorption coefficients: 6,,,6,,,6,;: 6,, =216497,

6, =173978, 6,,=14,2039, by which on the basis of the composition
formula was found as the abscissa of the maximum A,,, and abscissa saddle
shown with:

Am =10,5518 m ; Ap =17,99 m .

(4)
By applying formula (2) and by computing the mathematical
expectation (mean value) of wavelength A, the following value is obtained:

<21> =15,7952m (5)

For a sample of paint from the vehicle 2, obtained by the

results with the index "2". From the results obtained by the method of least
squares determined absorption coefficients: 8,,,0,,,0,;: 6, =155174,

6,, =0,50798, 6,, =7,09774, by which on the basis of the composition
formula was found as the abscissa of the maximum A,,, and abscissa saddle

shown with:
Aoy =5,09032 m ; A, =8,88347 m
(6)
By applying formula (2) and by computing the mathematical
expectation (mean value) of wavelength 2, the following value is obtained:
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(2,)=1791257m (7)
Established the absolute value of the difference:
|/10M _ﬂm |’ MOP _ﬂ~1P|1 MOM _ZZM|’ MOP _ﬂzp|-

These differences are as follows:

Aow — A | =4,96802m ;| Ay, — Ay | =8,49929m
[Aom — Aou| = 0,49346m  ; [Ap — A,p| = 0,60724m
(8)

From the formula it can be seen that |A,, —A,,| less than

[Aom — A | respectively g —A,p| less than |Ag, — 4|, and on the basis

of this test could be concluded that the vehicle is "2" probable cause of the
accident is described. In order to test the veracity of this conclusion, we
examined the results of reversible absorption criterion, ie. We have
determined the reversible absorption coefficient ® by the formula:

X - Xy

4\, -, .
On the diagram has been found experimentally by one which
corresponds to the reversible absorption (see Figure 4)

b =

Figure 4 Approximate looks expensive experimental points for which it could be
concluded that the consequences of the reversible absorption

On the basis of these values are defined:
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7,,=500m, 7,=1000m, @&,=4,69-10°m™

7,=600m, 7,=1050m, @, =418-10°m"

7,,=550m, 7,=1050m, @,=434-10"m"
(9)

Form the absolute value of the difference |®, - ®@,|, |®, - D,|.
@, —D,|=05Im™" ; |D,-D,/=035m" (10)
Since |@, —®,| less than |®, —®,| and by this criterion it can be

concluded that the likely perpetrator of vehicle “2”. With diagrams obtained
in the field of high energy (experiment using SEM / EDS), selected by the
three curves correspond to irreversible absorption.
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Figure 6 Diagram SEM / EDS red acrylic auto paint from the suspect vehicle 1
No. 1 - 3 are the regions marked tests
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Figure 7 Diagram SEM / EDS red acrylic auto paint from the suspect
vehicle 2

No. 1 - 3 are the regions marked tests

Readings with the index "0" are "given" the following:

0,, = 3882m; 0, =1,0519m; 6, = 2,9065m

The composition was formed on the basis of these data has the
following value:

Koy =0.86891m™ K, =1.50025m™ (11)

0,,=1.88889m; 6, =0.73939m; 6,,=197475m
Ky =141639m™, K, =2.43423m™
(12)

0, =5.27349m; 0,, =1.78628m; 6,, =2.4124m
K,y =0.71214m™ , K,, =1.23543m™
(13)

Form the absolute value of the difference:
KOM - KlM |’ |KOP - K1P|’ |KOM - KZM |’ |KOP - K2P| .

67



[Kow —Kiu|=0.54748m™  ; |Kgp —Kp|=0.93398m™

Koy — Ko | =0.156806m ™ ; |Kqp — K,p| =0.26482m
(14)

Since [Kgy =Koy less than |Kq,, — Ky, | respectively [Kg, — Ko
less than |K,, — Ky, |, it can be concluded that the vehicle is "2" likely culprit

of the accident.
Finally, we will conclude the last test, and through a process of
reversible absorption at high energies.
On experimental graphs was found by a curve that fits the
reversible absorption and on their basis the following values were
determined:

M, =100m,  7,=600m, @,=1.3548-10"m™
m,=150m, 7,=600m, @, =1106-10"m™ (15)
n,,=100m, 7,,=550m, @,=1415.10"m"

Form the absolute value of the difference: |@, - ®,|, [®, - D,|:

@, —®,[=0.2488m" ; |D,—D,|=0.06m™"
(16)

Since |®, —®,| less than |®,—®,| and by this criterion it

can be concluded that the likely perpetrator of vehicle “2”.
Looking at the mathematical expectation (mean velue) wavelength:

(2,)=831743m ; (1,)=157952m ; (2,)=7,91257m, as one of

the additional criteria, also shows that the most likely culprit assault vehicle
marked with the number "2". That is, when forming the absolute value of the

difference: |(4,)—(4,)| : [(4)—(4,)|, we see that:

|</10>—</11>|=7,4777 m; |</10>—</12>|=0,4O486m.
(17)
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CONCLUSION

As colors can not receive energy from an external measuring
instrument irreversible (no recombination effects), and a reversible (to effect
recombination), the choice of the curve diagram of the experimental "fell",
which is the exponentially declining curve, which means that belong to the
irreversible absorption of the curve type and Besell-functions that are the
result of reversible absorption.

As for the irreversible absorption curves, their histograms are the
least squares method to translate analytic functions. In practice, it receives a
series of exponential curves, but with different parameters, so that the mean
value of the relevant characteristics can be determined by one of the
analytical curve obtained, but the composition of the registered curve which
is in fact a collection of the resulting distribution of exponential distribution
with different parameters.

Procedure described above was solved a practical case of murder in car
crash with the bike. For a sample of the color of a criminal offense had been

determined xw , Xp i (X), and this is also done for two cars deep-red color,
which have been estimated as the most probable cause of the event. For one
of these two cars, the parameters xw , Xp i (X), were very close to the

corresponding parameters of the specified color with a criminal offense, and
on this basis, it was concluded that the most likely cause of car crime
offense. For curves with the experimental diagram whose histograms
correspond behavior Bessel function with index zero, is determined by the
parameter reversible absorption and it turned out that the car that the
previous criterion was suspected as the most likely perpetrator, reversible
absorption parameter was closest to the corresponding parameters of the
sample color with of the said offense.

Summarizing the results of theoretical analysis of obtained
experimental results, we can conclude with high probability that the
perpetrator (the culprit) accidents, the vehicle marked with the index "2",
because the four criteria independently who was the most likely perpetrator.
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Abstract

Selecting a theme has emerged as a research challenge to police officers
who cultivated bankruptcy issues, social phenomenon with a negative sign since the
independence of the Republic of Macedonia to the present, with which creditors and
employees in companies are being played with and fooled in direct manner by the
governing authorities in bankruptcy and authorities of the bankruptcy proceedings
in the bankruptcy process, and indirectly, the state, its budget and economic system,
in terms of disturbance its stability and function.

Simultaneously, another reason has emerged from personal observations of
scientific - research plan; in the criminal Macedonian literature there is no study or
an attempt for empirical research on this form of economic - financial crime,
important from a social point of view in terms of "melting" of the middle layer of the
population, establishing a new category of so-called, "redundant workers" that
become a problem and a burden on the state until their retirement, and because of
its lack of transparency, complexity, diffusion of responsibility, diffusion of
victimization, difficult detection, difficult processing, lenient penalties, legal
ambiguities and inconsistencies and ambiguities about delinquent status.

Due to the foregoing, the emphasis in this paper will be on the pioneering
attempt to draw conclusions from empirical research and a survey of 32 police
officers who cultivated the said issue from six cities: Skopje, Veles, Bitola,
Strumica, Kavardaraci and Negotino, aimed at determining the problems
encountered in their professional criminal activity, in detecting, resolving, and
documenting suppression of bankruptcy crime, whose consequences are high on the
Macedonian economy and population.

The general conclusion of this empirical research will focus on creating
and fostering future research on the socially negative phenomenon to be integrally
penetrated in its essential part, in order to allow building and establishment of
appropriate strategy and methodology in full suppression and prevention of crime



and bankruptcy, through the practical application of modern operational - tactical
and technical means and methods by the police officers responsible for its detection
and eradication.

Keywords: bankruptcy, bankruptcy crime, criminal operating activities.
INTRODUCTION

The new conditions of the market economy and free market and
entrepreneurship are preceded by the inevitable emergence of the so-called
new forms of criminality. In the process of privatization, withdrawal of the
state from the economy, and especially for the psychology of the race for
profits and wealth, a new pathology is developing: opening, phantom
"firms”, opening and closing accounts, not keeping documentation, making
falsified balance sheets, invoices and other documents, excessive borrowing
without the option of paying obligations etc.. The peak of such fraud is the
misuse of the bankruptcy procedure to extinguish the legal entity together
with all claims, meanwhile transferring the personal benefit of the offender.!

Bankruptcy criminality as a separate group of economic - financial
crime was known in the former system of Yugoslavia, where, due to reckless
operation, bankruptcy was caused and several commercial facilities
collapsed. The most prominent criminal behavior were various forms of
personal appropriation by the officials - principals or fictitious borrowing or
stealing through fictitious invoices issued by the private sector, and, of
course, in agreement with the responsible person. But these were rare cases.
This crime took hold in the transition years as a serious danger that inflicted
massive damage to many workers and to the state budget because of arrears
in the form of taxes, and, of course, the many creditors who were stopped
exactly through bankruptcy proceedings to collect debts from debtors.
Bankruptcy criminality is associated with bankruptcy as a way of solving the
financial situation of the debtor when he has reached the obligations that he
cannot pay on time. Skilled borrowers on a number of private entities in the
process of opening and closing the bankruptcy proceedings avoided the
obligation to creditors and employees, and its activities continued with the
re-registration of a new company.

According to Nikoloska,? Bankruptcy criminality is a form of
economic - financial crime that is nonviolent conduct of an organized
criminal group structured on the basis of special status (official, responsible,

! Kam6o0Bcku, B., ,,KazHeHo mpaBo“ moceOeH e, - YETBPTO JOIMOJHETO W3AAHHUC ,
IIpocsetno neno AJl, Ckomje, 2003, crp. 336.

2 Hukonocka C., Meroguka Ha HCTPaXyBambe HAa EKOHOMCKO — (DMHAHCUCKHU
kpumuHauTeT, Ban [or, Ckomje, 2013, cTp. 294.

73



legal, and contractual foreign officials and foreign entities, etc..) and
properties of the perpetrators (experts and professionals) with great
psychological impact of violence on workers and creditors through
infringement or circumvention of the legislation to commit crimes aimed at
bringing the situation to fulfill the legal requirements for opening of
bankruptcy and crimes in the bankruptcy procedure in order to gain illegal
profit by not paying the claims to state workers and creditors.
The specifics of the bankruptcy crime are:

- Criminal behavior associated with legal entities over which
bankruptcy procedure can be managed.

- Legally defined status of the perpetrators of crimes related to the
bankruptcy proceedings.

- Counterfeiting and destruction of business documents as primary
criminal behavior associated with abuse of power and authority.

- The perpetrators of criminal association with its specific criminal
role.

- Criminal realization by judicial abuses.

- Involvement of a special category of persons working for the public
interest - authorized assessors.

- Physical nonviolent crime, but with great psychological impact in
the form of violence against employees and creditors (existence is one of the
basic factors of safety).

- Crime, so visible but not conspicuous.

Bankruptcy criminality in the country researched the criminal aspect,
resulting in insights for its lack of transparency and identifying, complexity,
diffusion of responsibility, diffusion of victimization, difficult detection,
difficult processing, lenient penalties, legal ambiguities and inconsistencies
and ambiguities about delinquent status due to outlined distinction drawn
around incrimination and crimes performed with bankruptcy crime, with
emphasis on the abuse of power and authority, counterfeiting, especially of
business documentation and its destruction, tax evasion, fraudulent
bankruptcy, bankruptcy with reckless operation, damage or favoring
creditors, abuse of the bankruptcy proceeding and the criminal responsibility
of the legal and responsible person .

Bankruptcy crime develops from crime to crime in bankruptcy
proceedings, therefore, its research is a complex process, in which one has to
discover and highlight all the criminal behavior of offenders involved and
determine their properties in all stages of the criminal situation by comparing
and analyzing submitted incomplete documentation of the application for
bankruptcy, the financial report for the feasibility of initiating bankruptcy
proceedings and any judicial decisions on selling part of the property or the
entire property .
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The wide range of criminal activities related to bankruptcy and
receivership actions requires great professionalism, competence and
motivation of the authorities responsible for its detection and eradication,
especially in the evidence processing procedure, considering the fact of the
connection of the bankruptcy crime by breaking and avoidance of legal
regulations and the time factor to amend provisions of a legal regulation in
certain illegal activities decriminalized in legal activities.

Therefore, detection and suppression of crime, bankruptcy must
undergo fundamental changes, and thus changes in organization and methods
for detection of competent authorities, particularly in increasing their
international cooperation.

Application and improvement of operational — tactical measures,
assets, methods and activities of the Ministry of Interior and other security
structures in criminal activity is a "fundamental lever" in detection,
clarifying baseline of bankruptcy crime and application of criminal sanctions
against its employees, thus reducing his "dark figure".

FEATURES OF BANKRUPTSY CRIMINALITY

Characteristics of the criminal offenses "are the abstract scientific
concept and its effect appearing in criminal science™, thus setting the
specifics of the scientific - theoretical and practical plan against crime, or
"directions and basic theoretical postulates, and criminal means, ways and
methods of each particular crime detection methodology, evidence,
clarifying and preventing any types of crimes"? with the same or similar
criminal - relevant features.

Criminal features include "information about specific features of
certain criminal offenses, allowing penetration and evaluating their
essentially criminal, while applying best optimal methods of research".?

Bankruptcy crime, also called "white collar crime™ in world forensic
sciences, is simultaneously followed by changes in criminal attacks directed
toward deceiving the creditors and their claims against the debtor, especially
with incrimination which causes deliberate and fraudulent bankruptcy and
incrimination in running the bankruptcy proceedings that liquidate the
company because of illegal acquisition of property and financial assets.

! Benkun P.C., KpumunanucTrka: npobieMu, TeHAeHINY, nepenektusd. OT Teopuu - K
npakTuke, cTp.181, mpumaromeHo cropen Amnreneckn Metoanja: Kpumunanucruka,
KpUMHUHanucTHuka takruka I, ,,I'pan®- Ckomje, 2002, ctp.128.

2 U6ux.

® Jabuokos H.I1., KpumunanucTuka, 3 - € u3gaHue, npepaboTaHHOE U JIOMOJIHEHHOE,
MockoBckyj rocynapctBeHdj yHuBepcuter umenu MbB.JIlomonocosa, Jypucrt, 2005,
ctp.77, nzBop: http://www .libgen.info/view.php?id=159882.
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Bankruptcy incrimination of institutional type includes the common
execution of the collaboration of senior leaders - politicians with owners,
directors of companies and others, aided by accountants, financial auditors,
financial officers and tax inspectors, appearing in the role of instruments in
its execution, while enjoying "the protection of the law".

The perpetrators of bankruptcy crime, their criminal attacks and
observe behaviors such as business, the illegal actions of other creditors, can
not rely on the legal framework and criminal justice, because each draws
attention to their reaction to law enforcement, thus creating conditions and
opportunities for disclosure, documentation and enrollment of legal
sanctions.

Tactics and techniques of the perpetrators of crime bankruptcy, and
the specific area of their criminal acts and attacks against property, are
fundamental for distinction and differentiation of each bankruptcy crime
group, as well as criminal database, which further provides directions and
guidelines of criminal - operational action plan of discovery, clarification,
proof, prevention and eradication of this social evil.

The manner of execution of crimes emerges as one of the basic crime
categories, whose knowledge and learning is a stone for building
methodology for crime detection, evidence, clarifying and preventing various
types of criminal offenses.!

Emphasis is placed on the further elaboration of: Modus operandi,
Instrumentum operandi, Locus i Radius operandi, and Tempus operandi of
committing the crime bankruptcy.

The manner of execution of Bankruptcy Crime - Modus operandi

The manner of execution of bankruptcy crimes is one of the most
important elements of the system of criminal setting characteristics of the
criminal versions of decisive importance for the criminal methodology in
detecting, resolving, documenting and preventing crime, bankruptcy, or in
"the organized and harmonious implementation of specific procedures in
performing the defined tasks .

Modus operandi of bankruptcy and crime is usually hidden by default
from "the focus of the public”, converting its personal interest in the illegal
acquisition of property and financial benefit, cheating directly to the
creditors of the company, and indirectly the state and its citizens, or legal
institutions and regulations.

! Ilyknecku T'one, Hukomocka Csernana: EkoHOMCKa KpUMHUHAJIUCTUKA, BTOPO

JononHero uznanue, I'papux Mak [Ipunr, Cxonje, 2008, ctp.27.
? Koctk CTaHKO: KPUMHHATMCTHYKA ONEpaTHBA, ONEpPaTHBHO 0baBernTare, Bima mkoma
YHyTpaImHux nociosa — beorpan, 1984, ctp.7.
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The most common "modus operandi” in bankruptcy crime are:
violation of regulations, corruption of senior government officials, judges,
lawyers, shifting undeserved commissions and proceeds to secret accounts in
foreign banks and others.

Bankruptcy crimes before the opening of bankruptcy proceedings are
performed by responsible parties in the legal entity, usually in combination
with other members of the management body, which can be single or two-
tier system of management, and, bankruptcy proceedings bodies occur as
executors in bankruptcy proceedings (board of trustees, its members, a
trustee, a bankruptcy judge, etc.), and recent legislative changes envisaged
liability for legal entities in bankruptcy.

The main way of doing bankruptcy crime is directed to disregard the
bankruptcy law, creating opportunities for permanent performing of
bankruptcy offenses, fundamental dominant order, creating enormous profits
and illegal material wealth.

This kind of crime is composed of bankruptcy incrimination (act or
omission), which directly affects the property of creditors and indirect
economic relations and economic system of the Republic of Macedonia.

Means of Enforcement of the Bankruptcy Crime - Instrumentum
operandi

Instrumentum operandi, or the means of committing the crime before
the opening of the bankruptcy proceedings and the conduct of bankruptcy
proceedings related to its modus operandi, or method of execution that
determines the means by which bankruptcy crime is accomplished, with
documents prepared in the manner of execution of crimes, emerges as one of
the basic crime categories, whose knowledge and learning is a stone — stone
to management bodies of the company, as well as the bodies of bankruptcy
proceedings against the legislation, to input data and documents with false
content, which deceived and damaged employees and creditors.

The computer appears as a means of committing the bankruptcy
crime by those in the legal entity that have the power to enter data and
documentation in electronic form, possessing great technical intelligence,
carrying out criminal behavior difficult to detect and show.

Workplace or business in the position of the bankruptcy delinquent -
the criminal practice in the economic performance of the company is a
specific instrumentum operandi, which allows long-term planning and
execution of a criminal attack illegally acquired, with great material wealth.
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The conclusion is that workplace - business position in the company,
is "just like weapon or other means of committing the crime used by

professional classical delinquent".!

Place and space in pursuit of the Bankruptcy Crime - Locus and
Radius operandi

Place of performance - Locus operandi of every criminal - legal
event implies apriori knowledge of the criminal situation inherent to each
species or group of crimes which "declines the space that is relevant to the
crime and who will collect (and for who) operational information and
evidence for further analysis and comparison of performance with thoughtful
and logical reconstruction of the criminal event on its occurrence".?

In this particular case, the place of execution of the bankruptcy crime,
usually the seat of the legal entity in bankruptcy or the competent court of
the bankruptcy proceedings of the legal entity, consists of a bankruptcy judge
who makes a decision to open bankruptcy proceedings and the legal person
appointed as trustee.

Radius operandi - the area of enforcement of certain criminal — is the
legal event as relevant to criminal crime category theory and police practice,
a "radius of execution, and thus spatial achievements of the delinquent in his
criminal activity".

The area of enforcement of bankruptcy offenses (radius operandi),
mostly in national terms, is always associated with the workplace and its
bankruptcy delinquent properties in the legal entity responsible for the
bankruptcy court proceedings, or his skills and decision-making authority,
supported by adequate legal solution.

During the execution of the Bankruptcy Crime - Tempus operandi

Tempus operandi of these economic - financial incrimination is the
criminal significant feature, because the objective and subjective elements
that meet the legal essence of bankruptcy crimes are related to the time
factor, in which offenders perform reduction or impairment of the debtor's
assets - the company, which leads to damage of the creditors, all the creditors
or putting them in a favorable position compared to others.

! Amremecku Meronmja: IIpoyuyBame Ha IHYHOCTA HA CKOHOMCKHOT JCIHKBEHT,
MakeoHCKa peBHja 3a Ka3HEHO MpaBo M KpuMuHosoruja, op.1, HUIT HoBa Makenonuja,
Ckomje, 1997, ctp.101.

2 AHrenecku Meroauja: KpumuHanucTuka, KpuMuUHaiIucTH4ka Taktuka II, ,I'pan® -
Ckorje, 2002, ctp.161 - 162.

® N6ux, ctp.166.
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"They fall in the category of offenders and criminals while in their
office and with the actions associated with abuse of power, position and
authority".!

The timing of the bankruptcy offenses leads to causing the
bankruptcy of the debtor, the conditions set out in bankruptcy law, abuse of
the forced settlement and bankruptcy proceedings, the exercise of rights that
do not belong and damage the privileges of any of the creditors of the debtor.

Significant element in resolving bankruptcy offenses is providing
legal act by which delinquent bankruptcy is appointed, employed or
contractually engaged at any given time in the company that caused the
bankruptcy or bankruptcy proceedings and comparing with tempus operandi,
or the time of execution of the bankruptcy crime, starting in criminal -
operational activity of its preparatory activities and execution provision of
quality evidence, which depends on the efficiency of the criminal
proceedings and pimping offenders under criminal sanctions.

EMPIRICAL RESEARCH POLICE OFFICERS WHO
ELABORATED THIS ISSUE

In a survey of police officers from Veles, Kavadarci, Negotino,
Bitola, Strumica and Skopje, in a representative sample of 32 operational
workers, 30 men and 2 women were included, the majority of respondents in
the group over 40 years of age, a total of 24, and the remaining 8 are in the
range of 30 to 40 years of age, all with higher education, 29 Macedonians, 2
Serbs, 1 Turk, with a total work experience of 7 to 38 years, or an average of
about 24 years, with work experience in organized crime of 1 to 35 years,
with an average of about 12 years of service.

The first group - common issues for police officers, the following
results were obtained:

1. Do you perform clarification of cases in bankruptcy crime? 78 % of
the police officers perform clarification of cases in bankruptcy crime, versus
22 % of respondents who do not perform clarification of cases in bankruptcy
crime and insolvency proceedings.

Table 1
Answers to not Total
Police officers 25 7 32
Percentage 78 % 22 % 100 %

! Hukonocka Caernana: MeToauKka Ha HCTPaXyBame HA EKOHOMCKO — (DHHAHCHCKH
KpumMuHaIHATET, Dakynret 3a 6e30ennoct - Ckomje, 2013, ctp.181.
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1.1. If yes, how many cases of bankruptcy crime have you disclosed? On
this question, 44 % of police officers said they have disclosed 3 to 10 bankruptcy
cases of crime, 31 % responded that they have disclosed 1 to 3 cases of crime in
bankruptcy and bankruptcy procedures, 12.5 % of respondents have more than 10
cases, and the remaining 12.5 % said they have no casesof resolving a bankruptcy
crime.

Table 2
Number of cases elucidated in the 3t0 | above No
field of suppression of bankruptcy 1to3 10 10 way Total
crime
Police officers 10 14 4 4 32
Percentage 31% | 4% 13/(;5 125% | 100 %

2. List the criminal acts of bankruptcy crime that are most prevalent in
your work sector? From the analysis, it was determined that the offense ranked as
first in the field of bankruptcy crime was the abuse of official position and
powers (63 % of the total number of respondents), second ranked offense with a
13 % was false bankruptcy, followed by 6 % of offenses in causing bankruptcy
with reckless operation, damage or privileging creditors, tax evasion and the last
ranked with 3 % were crimes of reporting bankruptcy and forgery.
Table 3
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3. How do you usually find out of the existence of bankruptcy crime? 69 %
of respondents said that police officers usually find out with the application of
shareholders, 13 % answered with information from other inspection bodies and
they also answered of finding out by anonymous report and in other ways.
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Table 4

Ways of finding out Anonym | Application Findings

. from other Other
about the existence of ous of . . Total

. inspection ways
bankruptcy crime shareholders X
bodies
alert
Police officers 3 22 4 3 32
Percentage 9 % 69 % 13 % 9 % 100 %

4. At what level is your cooperation with officials from the Public
prosecutor's office (the Public prosecution) in criminal processing? 53 % of
respondents said that police officers are in collaboration with officials in PPO, 31 %
said it was at a high level and 16 % said that cooperation is at a low level, which
indicates the coordinated treatment in pre-trial proceedings.

4.1. The answers for middle and high level of cooperation are given by
police officers based on regular cooperation, consultation and coordination with the
Public prosecutor's office, in taking measures, and the inclusion of PPO at the
request of the Ministry in specific cases, as well as their involvement in all
incrimination serious of character and so on. The other 16 % of respondents gave
the answer of a low level of cooperation between the Interior Ministry and
Prosecutor's Office, which is due to uptake based on PPO substantive issues in
bankruptcy and its ignorance because of personal interest and involvement of
individuals in PPO in criminal events and their connection with political officials,
and the lack of specialized officers PPO for bankruptcy crime.

4.2. In the section of proposals to raise the level of cooperation with the
Ministry of interior PPO, the interviewed police officers pointed out the existence of
the statutory prerequisites for greater involvement of PPO in the preliminary
investigation that the new CPC formalized, requiring the public prosecution as the
main carrier of preliminary investigation; they further proposed joint seminars,
training, meetings and forming specialized groups of officials from the Ministry of
Interior and Prosecutor's Office for suppression of bankruptcy crime, which would
allow greater professionalism and awareness of expertise, while emphasizing the
MOI and PPO, PPO is fully focused on the collection of evidence in pre-trial
proceedings and has the obligation to prove criminal - legal events associated with
bankruptcy, organizing joint workshops, which will analyze the current specific
items in order to find flaws in the procedure, technical support and more directly,
PPO engaging in the operation of MI due to disabling the inclusion of different
interpretation of legal matters, to establish electronic correspondence regarding
official materials, selection of personnel in the Ministry of interior and the
Prosecutor's office after expert and professional criteria, approximation of the
economic power of the two institutions, implementation of the new criminal
Procedure Code etc.
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Table 5

The level of cooperation between
the Mlnlstrylof In?erlc_)r an_d the high medium low Total
Prosecutor’s Office in crime
processing
Police officers 10 17 5 32
Percentage 31% 53 % 16 % 100 %

5. In your opinion, which are the most common causes for bankruptcy
crime? 37 % of the interviewed police officers, according to frequency, rank
criminality behavior management structure as the main cause of bankruptcy crime,
22 % of respondents believe that the main reason are the inconsistencies in the
legislation, 19 % think that it is criminal privatization, 16 % say that the main
reason is the failure of the institutions in the system, 3 % consider bankruptcy crime
as discretionary greed and enrichment, and the other reasons are not listed
individually, they are considered as secondary, often emphasizing the familiarity
with the bankruptcy trustee powers, bankruptcy judges and so on.

Table 6

Ranking of the frequency
of causes for bankruptcy
crime
Ambiguities in legislation
Criminal privatization
Criminality behavior
management structure
Discretionary powers
Failure of state institutions
Greed enrichment
Other reasons
Total

Police officers 7 6 12 1 0 32

22 | 19 | 37 o | 16 0 0 100
Percentage % | % | o% 3% % 3% | 0% %

[EY
ol

In the second group of special issues associated with bankruptcy crime,
for police officers, gave their answers and the following results were obtained:

1. Whether in criminal activity based on initial indications of a bankruptcy
crime, crime control are implemented in the company? 66 % of police officers
surveyed said that based on initial indications of a bankruptcy crime, crime control
implemented in the company, versus 34 % of those surveyed who had failed to
control crime in the exercise of criminal activity.
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Table 7

Answers to not Total
Police officers 21 11 32
Percentage 66 % 34 % 100 %

2. Have you fought criminal processing for bankruptcy crime? 56 %
of respondents conducted criminal processing, versus 44 % who did not
conduct criminal proceedings.

Table 8
Answers yes not Total
Police officers 18 14 32
Percentage 56 % 44 % 100 %

3. How often have you received information about Bankruptcy Crime? 44
% of respondents said that police officers often have knowledge of bankruptcy
crime received in operating time, compared to 56 % of respondents who received
information after application..

Table 9
Frequently receiving mfo_rmatlon in operating time after_ otherwise Total
about bankruptcy crime application
Police officers 14 18 0 32
Percentage 44 % 56 % 0% 100 %

4. Is there incriminating behavior between the bankruptcy trustee and
bankruptcy judge in bankruptcy crime probed in the company? Regarding this
guestion, 47% responded affirmatively that there is incriminating behavior between
the bankruptcy trustee and bankruptcy judge in bankruptcy crime probed in the
company, versus 53 % of the interviewed police officers who responded that there
was no incriminating behavior between the bankruptcy trustee and bankruptcy
judge.

Table 10
Answers to not Total
Police officers 15 17 32
Percentage 47 % 53 % 100 %

4.1. The offending behavior between the bankruptcy trustee and bankruptcy
judge in bankruptcy crime probed in the company, according to the interviewed
police officers, is perception of their close association and mutual agreements about
the sale of the bankruptcy estate, mutual agreement of sale companies accepting the
least favorable offer, mutual arrangements for taking inappropriate actions and
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measures for appropriate compensation of creditors accepting dividends without
notice of the bankruptcy judge, for which it receives money on account, and also
make decisions that cover sanctioned conduct of the bankruptcy trustee.

5. Who abuses the bankruptcy process? On this question, 94 % of the
interviewed police officers responded that bankruptcy proceeding are often
abused by the bankruptcy trustee, 3 % of respondents believe that it is abused
by the bankruptcy judge, the same, or 3 %, being ofor respondents who
name the officials in joint stock companies.

Table 11
. . Other
Subjects which abused the Bankruptcy Bankruptcy ..
. . participant Total
bankruptcy proceeding trustee judge s
Police officers 30 1 1 32
Percentage 94 % 3% 3% 100 %

6. What are the problems that are commonly encountered in criminal
activity for obtaining and documenting information about bankruptcy crime?

Table 12
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Percentage 22 % 34 % 16 % 28 % 0% | 100 %

On this question, 34 % of interviewed police officers consider the most
common problem encountered in criminal activity for obtaining and documenting
information about bankruptcy crime is non-cooperativeness of employees for fear of
retribution, 28 % listed the incomplete physical evidence problem, 22 % listed lack
of operating positions in criminal activity and 16 % corruption in state bodies.

7. In your opinion, which should be the future ongoing activities of the

authorities responsible for the prevention and suppression of crime, bankruptcy,
in order to achieve greater efficiency and success in acting?
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Table 13
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50 % of respondents believe that PP (Public Prosecutor), should take the
primary role and direct the conduct to MI and documenting the case in
major bankruptcy cases of crime, 41 % believe that they should act together
in all phases of pre-trial and investigation, 9 % think that PP should always
have a primary role, and none of the interviewed police officers responded
that the Ministry of Interior should detect, document and submit charges to
the PPO.

CONCLUSION

Police officers who professionally deal with bankruptcy issues,
despite the responses of "golden criminal matters”, must answer the
additional questions related to the criminal behavior of their bankruptcy and
delinquent manifestations of illegally acquired property, and determine the
abuses of the inspectorates responsible for control of business operations of
companies, their motives for concealing the factual situation, which suggests
certain criminal actions and behaviors before the opening of bankruptcy and
bankruptcy procedure running in the company. Therefore, operational police
officers working on this issue in the criminal - Intelligence operations must
build a new style and apply new operational - tactical means and methods
and investigations, which will effectively realize the goals of criminal tactics,
or, planned measures and activities to discover, clarify and prove bankruptcy
offenses and criminal liability of bankruptcy delinquents, while adhering to
the principles of systematic, planned and organized actions in criminal
activity.
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Abstract

The aim of the present study is to provide a summarizing qualitative
analysis of the linkages between criminal and terrorist groups with explicit
reference to the Balkans. The fundamental connection set out in this paper is
consistent with a continuing convergence between terrorism and transnational
organized crime. A theoretical basis of the relations between organized crime and
terrorism is delineated and systematically used to identify how these two
phenomena come together in the Balkan theatre. In considering the interaction
between criminal and terrorist groups, the available facts indicate that the intensity
of collaboration is most often dependent on the nature of the geographic region in
which these relations are established. Relations in transitional states are most
precisely described as ad hoc because they are mainly based on fulfilling urgent
operational needs; and relations which emerge within (post)conflict societies tend
to be the ones that are most developed and interactive. Criminal and terrorist
networks, which have emerged from a state of lasting conflict and instability,
expose the ultimate danger of the crime-terror relation to international security.
Nevertheless, after establishing that a nexus does exist, a potentially more
considerable question is what form these linkages take, and how different crime-
terror ‘configurations’ impact the security and stability of Balkan states. In order to
answer the research question, the paper will examine three forms of convergence:
contribution to criminal activities by terrorists, transformation of terrorists groups
into hybrid or solely criminal organizations and collaboration between organized
criminal organizations and terrorist groups. This is a phenomenon challenging both
states and international institutions, producing important implications on politics
and policies at national and international level.

Key words: security environment, terror-crime nexus, Balkans,
transformation, interaction, convergence.

INTRODUCTION

The Balkan’s unique history of inter-ethnic and religious conflict has led to
an increasingly pervasive sense of desperation that leaves the region susceptible to
terrorist ideology. The chaos created by the various wars for independence in the
former Yugoslavia brought the rise of more direct terrorist interest in the area and
allowed Arab-Afghan fighters refuge in Europe. The foreign mujahedeen took this



opportunity to attempt to gather recruits for their cause as well as establish a base of
operations in Europe. Though largely unsuccessful as a major base and recruitment
center, the Balkans ties to organized crime and black market dealings have provided
terrorists a staging area (Sheila, 2010).

Regions prone to developing terrorists generally share several common
factors, most importantly strife and poverty (Woehrel, 2005). One such region with
a lengthy history of conflict and poor economic development is the Balkan
Peninsula in Eastern Europe. The prolonged instability in the Balkans has created a
unique culture of desperation, which has enabled the rise of systemic corruption
(pervasive organized crime) and left the region susceptible to terrorist activity and
influence.

Despite the systemic corruption, a series of oppressive and inept
governments, established influential organized crime syndicates, economic
stagnation, and centuries-old prejudices along religious and ethnic lines, the
terrorists have not been able to achieve their aims in the Balkans.

The crime-terror nexus is increasingly becoming intensive and requires
efficient responses. In this case, it seems that a state cannot judge illegitimate
transnational organizations by cover, and thus seek to formulate successful reactions
through employing the significant overlapping strategies and policies between
counter-terrorist and anti-crime. Counter-terrorism strategy cannot deal with the
problems of the 21st century by applying methods, strategies, principles and tactics
embedded in the last century. Thereby, it may be argued that having a
comprehensive understanding of the crime-terror nexus is the first step towards the
problem solving.

Increased international cooperation and support are necessary to eradicate
existing terrorist operations in this region and prevent this region from becoming a
major player in the global terrorist network.

THE BALKANS - APOTENTIAL LAUNCHING POINT?

The Balkans is an ideal location for terrorism as well as organized crime
black market activities. Both of these illegal activities thrive on an ability to find a
market (people who are willing to engage buying and selling of goods or ideas) and
an ability to evade detection by the law. The presence of organized crime and the
established black market in this region can provide terrorists with necessary
supplies as well as a place to sell goods to raise funding (Mace, 2007). Organized
crime contributes to the inefficiency of government, which also encourages terrorist
organizations to take root here.

Further, this area could play a secondary role as a potential launching point,
or rest area for terrorists from Asia moving westward (Deliso, 2007). In addition to
a transition area it is a potential launching point from where terrorists can raise
funds for their respective causes using this region. Attempts were made to use the
Balkans as a place to secure funding through money laundering, US intelligence
worked with the Albanian government to monitor some of 300 companies in Tirana
suspected of money laundering or other terrorist connections (Archick, 2003). The
Albanian response to confirmed or reasonable suspicion of terrorist funding link
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was to freeze the assets of the company and individuals responsible for providing
the monetary aid (Archick, 2003). Even several Islamic charities allegedly
collecting funds to supply aid and help rebuild the region were actually fronts for
terrorist or militarist organizations (Klidev, 2006).

The terrorist legacy in the Balkans truly begins with the civil war in Bosnia in
the early 1990s. As the conflict in Bosnia heated up, the foreign fighters entered
with the intention of exploiting the war-torn region for potential recruits as well as a
means, carry on jihad. These foreign fighters provided Boshian Muslims with
weaponry, as they were the only group to truly suffer from the international arms
embargo (Murphy, 2010).

This is attributable, in part to the more secularized version of Islam that is
practiced in this region and that many Muslims in the Balkans have not forgotten
the aid and military assistance provided by the United States and the West in the
recent wars and their aftermaths (Woehrel, 2005). Therefore, the blind hatred for the
United States and the West for historical and religious reasons does not resonant as
effectively with the local populace. Nonetheless, the terrorists, particularly Islamic
terrorists, have not abandoned their plans for the region, including trying to develop
a network of western-looking, non-Arabic looking people who can move about the
Western world more easily and with less scrutiny (Kohlmann, 2004). There is every
reason to expect the terrorists will continue their efforts to increase their operations
and activities in this region. The greatest source of concern regarding terrorism in
the Balkans relates to the continued presence of non-native fighters in the region.
These individuals are motivated and drive to carry out operations in Europe and
beyond (Blair, 2010). They have acquired citizenship and in some cases have made
an effort to assimilate to the European lifestyle so as not to draw attention to their
presence (Kohlmann, 2004). As recently as summer 2010, they have seen some
marginal success with several Bosnian born and bred individuals with links to
international terror organizations bombing a police station in Bugojno, Bosnia
(Jones, 2010).

Terrorist organizations like Al Qaeda see a benefit to having a stronghold in
Europe beyond recruiting purposes.

SALAFI MOVEMENT IN THE BALKANS

The Balkan countries, similarly to other newly emerging democracies, did not
stay immune to the dark side of the globalization processes. After the fall of
communism and the dissolution of former Yugoslavia in the early 1990s, the term
“Western Balkans” became a synonym for organized crime, political corruption,
and even terrorism. Ethnic Albanian, Serbian, Croatian, Montenegrin and Bosnian
criminal groups have become widely known for their criminal activities. According
to the Interpol reports, these groups are active across four continents (Interpol
2009).

Another outcome of globalization and the Yugoslav wars is the dissemination
of fundamental Islam in the Balkan region. Salafis disseminate this fundamental
ideology which derives from the Arab word “salaf al-salih” which means “the
righteous ancestors” (Ayoob, 2008). Salafis, for example, believe that people who
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do not practice their form of Islam are heathens and enemies (Sadowski 2006, 215-
240). Saudis have managed to use their financial power to disseminate this ideology
through sponsoring the construction of Islamic schools, and by establishing
different charities and humanitarian organizations to achieve the same goal. The
growth of charities and various organizations began in the 1970s when Saudi
charities started funding Wahhabi schools (madrassas) and mosques in Asia, United
States as well as Europe.

However, the Salafi movement in the Balkans was first associated with the
war in Bosnia-Herzegovina (1992-1995). As noted at the beginning of the paper,
one of the reactions of the international community to the outbreak of the wars was
the embargo of the arms imposed on all six Yugoslav republics in 1992. The UN
embargo drove Bosnia into alliances with some of the world most radical states,
which provided Bosnhia with human resources and money (Mincheva and Gurr
2010, 265-286). The majority of the groups supplying weapons to Boshian Muslims
came from Islamic countries (Wiebes, 2006). One of the most controversial cases,
which illustrate how much the Bosnian government depended on outside aid for
weapons, is linked to the Sudanese citizen, Elfatih Hassanein. Hassanein founded
the Third World Relief Agency (TWRA) in Bosnia in 1987. According to Western
officials, the purpose of the organization was the rebirth of Islam in Eastern Europe.
In 1995, the bank accounts of the TWRA showed that $350 million flowed from
Muslim governments and radical Islamic movements to Bosnia. Iran, Sudan and
Saudi Arabia were the largest contributors. Terrorists are also believed to have used
the agency to get money to the Bosnian government, including Osama Bin laden.
According to investigated cases, TWRA also had ties to Sheik Omar Abdel Rahman
— a radical Egyptian convicted of planning terrorist bombings in New York and
linked to the group that carried out the World Trade Center bombing in 1993 (Basha
and Arsovska 2012, 41-45).

The Bosnian Army also recruited radical Islamists. A UN study
(S/1994/674/Add.2) from 1994 identifies 83 paramilitary forces operating in former
Yugoslavia during the 1990s. One of the more significant units was the Mujahidin,
or holy warriors, who operated in support of the government of Boshia. Many of
them were veterans of the Afghan war. The Mujahedin began arriving in Bosnia in
June 1992. In 1993 they formed the El Midzahid battalion composed of 3,000
Islamic fighters, which was to serve under the Bosnian Army. In Bosnhia and
Herzegovina the extent of radical Islam became evident in 2010 when a 23-year old
radical Muslim attacked the USA Embassy in Sarajevo (Sito-Sucic 2011).

Before 1996, Kosovo and Macedonia did not have any inter-religious
conflicts, and religion was rarely a topic of discussion. The situation, however,
changed in the late 1990s when the Salafi Islam was imported from foreign Muslim
countries, such as Saudi Arabia. Many Saudi sponsored charities began operation in
Kosovo and Macedonia. The Salafi movement that is currently active in Kosovo has
been, according to many experts, the main drive for the implementation of
fundamental Islam in Kosovo. It appears that today, as a result, there are frequent
conflicts in the region between the moderate Muslim clerics on one hand and the
Salafi trained clerics that established themselves in Kosovo after 1999, on the other.

90



Koha Ditore in 2011 noted that the consequence of fundamental Islam in
Western Balkans has been illustrious when recently unknown actors desecrated the
Jewish cemetery in the capital of Kosovo. The media reported that Nazi graffiti
were sprayed over tombstones in Jewish cemetery and local authorities later
reported that “bearded guys” who are believed to belong to the Wahhabi movement
are to be blamed for this hate crime.

In addition, Macedonia also had to face with the global pattern of the
importation of fundamental Islam. In April 2012, 800 police were involved in a
police operation called “Monster,” raiding 26 houses around the Macedonian capital
of Skopje and seizing weapons, bulletproof vests and Islamic literature.

Despite the lack of resources and intelligence, government authorities in the
region are well aware of the expansion of fundamental Islam in the Balkans. Most
recently, the Kosovo Minister of Interior Bajram Rexhepi admitted for Deutche
Welle in 2011 that authorities in Kosovo have been closely monitoring religious
radical movements in his country. There are constant tensions between traditional
and Salafi clerics about the influence and the jurisprudence of religious authority in
the region. Arguments have been taking place in mosques as well as online, and are
beginning to be of major concern to authorities in the Western Balkans. Such
fundamental movements threaten to create fractions among various communities.

The temporary release from moral strain and the lack of norms and
opportunities in the region enabled many Islamic states to take advantage of the
situation. They presented opportunities to confuse poor young individuals to attend
Islamic religious schools in various Islamic countries where they are indoctrinated
with rigid dogma. Many of them returned in Western Balkans to preach an extreme
form of Islam that further incited hatred and created fractions among communities
there.

It is difficult to predict how long it will take Balkan Muslims to become more
susceptible to the radical Islamist ideology. The main difference between the
Balkan Muslims and their co-religionists is the self-identification of the former by
nationality, region or area where they live. The Balkan Muslims respect and
practice Islam, but retain their national identity. This is the main reason that many
Balkan Muslims do not agree with the radical Islamists. However, the main target
group for the radical Islamists is more likely to be the young Balkan Muslims who
face an uncertain socio-economic future.

The dearth of empirical evidence also complicates the task of determining
whether radical Islamists perceive the Western Balkans as a base for the spread of
radical Islamist ideology in the region and in Europe as a whole. It is not apparent
that the Western Balkans holds any strategic importance for the radical Islamists in
their jihad. The potential remains, nonetheless, because the Western Balkan region
is still the home of ongoing political processes that can foster corruption, organized
crime and ethnic disputes, as well as challenge socio-economic progress. To the
extent that these conditions persist, it will represent fertile ground for radical
Islamists (Ivanov, 2011).

This threat could take the form of direct violence and terrorist attacks, or
attempts to stir inter-ethnic or religious tensions. Weak law enforcement means that
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tensions and insecurity could raise and spill across borders if extremist movements
and their sympathisers are not countered opening up the possibility of wider
destabilisation across the region. It is a threat that, while not immediately explosive
when compared to the serious regional problems of organised crime and political
instability, could pose a greater risk in the future if the extremist ideologies are
allowed to take root and spread.

CURRENT SITUATION: THE BALKAN THEATRE

The most recent EU Terrorism and Trend Report of the Europol (TE-SAT
2012), the Organised Crime Threat Assessment (OCTA), and Annual Risk Analysis
of the Western Balkans, all highlight concerns regarding the Balkan security
environment and its impact on the EU security. Read together, it is evident that
there are a number of issues related to the creation of organized crime-terrorism
alliances, which emerge from the Balkans.

These documents illustrate where organized crime and terrorist actors have
been known to overlap geographically. Several sources from the intelligence
community have noted that the region has recently been used as a hub by British
militant Islamists (e.g. Pakistani Wahhabists from Birmingham) to engage in what
was referred to as ‘serious criminal smuggling operations’.

Operationally, several spots in the Balkans act as major transhipment points
of illicit trafficking networks. This is facilitated by high flows of regional road
traffic, which enables movements of illicit consignments to be transported
undetected. Tied into this, irregular migration flows are increased - a growing
number of Afghan and Pakistani citizens were involved in border crossings in the
region. This is especially the case along the Greek-Turkish border, the Serbian
border with Macedonia, and the Serbian border with Romania. Although this may
not, in itself, directly create greater insecurity, there is evidence that militant
Islamists use these routes. The key vulnerability here is that, once militants are able
to enter the Schengen area from either Croatia or Serbia, they are open to the rest of
the EU. Albania has, for example, specifically voiced concerns that terrorists are
using the Western Balkan route - via established criminal smuggling networks - to
enter the European Union.

Further discussions with law enforcement sources have indicated that
militants using the Balkan route primarily come from the Afghanistan and Pakistan
arena and more recently, from Syria. In addition to the geographic attraction of the
Balkans to organized crime and terrorist groups - thus creating natural synergies for
cooperation - the region raises another concern in relation to the crime-terror nexus.
This relates to a current trend - more specifically witnessed in Germany, Austria
and Switzerland - of 3" generation Balkan diaspora youth becoming involved in
radical Islamism. Given that the previous generations were involved in criminality,
law enforcement officers in some European states have expressed their concerns
over the potential for natural ties to develop between family or community members
with both criminal connections and those who have adopted a militant Islamist
agenda. Although there is no hard evidence that this trend is being operationalized
as described above, the concern is that the elements exist for a similar relationship
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to emerge between Balkan criminal and terrorist elements as emerged between
Lebanese organized criminal groups and Hezbollah in the 1980s. This potential
development needs to be closely watched.

Furthermore, Albanian criminal networks have maintained strong clan-like
relations with diaspora communities, which have allowed the group to tap these
resources to increase their criminal presence. According to the World Customs
Organisation, Albanians made up 32% of all arrests for heroin trafficking in Italy
between 2000 and 2008 (Burghardt 2010).

Albanian criminal networks are also said to have links with the Italian
‘Ndrangheta, Camorra, and La Stidda, as well as British, Dutch, Irish, Kurdish,
Mexican, Nigerian, Polish, Russian, and Serbian criminal syndicates. These
relationships should be of concern to the European authorities, not only in terms of
the complex criminal networks that exist within Europe and the outlying regions but
also the various connections that these groups have established with terrorist
organisations operating in the same areas (terrorist organisations include PKK,
FARC, KLA, ETA, IRA and al Qaeda).

The Daily Record reported in 2012 that Scottish authorities identified at least
25 foreign gangs operating in Scotland. Of those reported, Albanian groups posed
the greatest threat as an “ultraviolent” organisation. Former Scottish Crime and
Drug Enforcement Agency (SCDEA) official Graeme Pearson, now a Labour MSP,
said: "The Albanians are a challenge because they have a military background and
their criminal elements have a very violent history." (Laing, 2012). Albanian
networks are also visible in Greece, Switzerland and many other EU countries. In
Hungary, the Albanian mafia is estimated to control 80% of the heroin market
(Michaletos, 2012).

The criminal activity and the networks that operate in Albanian organized
crime have deep roots in the Balkans and many parts of the European Union. With
these criminal syndicates in place, the question is whether this network can act as a
venue to fund terrorist activity. If previous trends are any indication, when both
organisations occupy the same territory, collaboration may well meet each other’s
needs. The continuing influence of organized crime in the region may have
implications for multiple terrorist organisations.

As these developments unfold and countries like Serbia, Montenegro, and
Macedonia move towards greater EU incorporation, the ease with which organized
criminal networks can operate in Europe will only increase. As it is evident in this
paper, the Albanian mafia plays a fundamental role in organized crime in terms of
their influence in the Balkans and through the tightly knit diaspora communities
across Europe. However, the potential and historical links to terrorist organisations
should not be underestimated. Terrorist groups that coordinate their efforts with
criminal syndicates are well aware of the routes available; the removal of these
economic and security barriers are likely to increase the flow of traffic through the
Balkans. The endemic problem of organized crime in the Balkans does not have a
quick fix. However, progress needs to be made or otherwise terrorists have ready
business partners and increased coverage for their activities.
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Due to the challenges the EU faces from organized crime, terrorism and the
nexus that exist between the two, the integrated approach should play a fundamental
role in the deterrence of organized crime and terrorism.

DIVERSIFICATION OF CRIMINAL-TERRORIST PATTERNS

The diversification of criminal activities of the Balkan criminal networks,
their ability to corrupt public officials and the political ambivalence towards illicit
activities are all factors of concern for post-communist Balkan states. The global
fundamentalist Islamic movements that are politically charged are trying to
establish themselves in a public center stage with an objection to install an Islamic
state. They have also gained ground in producing animosity, inciting hatred and
fractions between communities in the region.

Table 1 below provides a summary of how organized crime has directly
employed terrorism over the past three decades, and how the use of terror tactics has
evolved over that period. What is apparent is that the criminal use of terror tactics is
most readily employed in unstable environments as a way of acquiring territorial
control in order to secure a criminal environment.

Table 1: Criminal use of Terror Tactics (Directorate General for
Internal Policies 2012)

1980°s 1990’s 2001 to present
Motives -Eliminate -Eviscerate legal / Territorial control
competition political power
-Disrupt  anti-crime | -Challenge political elite
efforts
Targets -Government -State symbols Indiscriminate
personnel -Citizens /  public
symbols
Methods | -Assassinations, -Indiscriminate violence | Insurgent-like
-targeted bombings operations
Case -Italian mafia -Italian mafia Not notably present
studies -Balkan mafia in Europe
-Chechen mafia

Alliances and the appropriation of tactics are types of linkages between
organized crime and terrorism that are relatively straightforward to identify because
they do not require analytical judgements to be made on intangible characteristics
such as group motivation and strategic priorities.
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Table 2: Terrorist use of Crime (Directorate General for Internal
Policies 2012)

1980’s 1990’s 2001 to present
Motives Material and Replacement  of state | Recruit criminal
logistical sponsorship  —  financial | expertise
support necessity Profit maximisation
Methods | Extortion, Add: smuggling, trade in | Add: money
petty counterfeit goods, illegal | laundering
crime trade
of commaodities
Case Not noted in | Al Qaeda, IRA offshoots, | Predominantly
studies Europe ETA militant Islamist
Chechen groups groups

It is more difficult to draw decisive conclusions about hybrid entities — i.e.
where criminal and political motivations have converged within one group. Either
hybrid groups begin as organized criminal groups with appropriate terror tactics and
simultaneously seek to secure political aims, or they begin as terrorist groups that
appropriate criminal capabilities to the point that they begin to use their political
(ideological) rhetoric as a facade for perpetrating organized crime.

Table 3: Hybrid Entities

Entity Timeframe Description
Criminal: 1990’s Sought political and economic control,
Russian Mafia especially in the
Russian Far East
Albanian Mafia 1990’s Sought political control — interchangeable
membership
with the Kosovo Liberation Army
Terrorist:  IRA 1990’s Rhetorical political stance, focus on criminal
offshoots activities

Table 3 provides examples of hybrid groups relevant to the EU that were, at
one point or another, simultaneously driven by the quest for profit and political
change or power.

The evolution of a criminal or terrorist group into a hybrid entity depends on
several factors, including: change in leadership structure, shift in membership base
(often due to new recruitment techniques), loss of centralised control due to the rise
of independent factions or internal fractures, and either no leadership or competition
for leadership at the ground level.
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CONCLUSION

The world of the twenty-first century is one in which transnational non-state
actors such as criminal organizations and terrorist networks pose new threats to
security.

This paper focuses not only on analyzing great changes of structure and
dynamics of terrorism and organized crime, but also on examining how terrorism
and organized crime intersect and converge that now become a security threat for
the Balkan states. In particular, this analysis comments on reasons and opportunities
that led the transnational terrorists undertaking the organized crime to raise revenue
and the financial support.

The understanding that economic and political powers enhance one another
implies that more and more groups will become hybrid organizations by nature.
This is enhanced by the reality that criminal and terrorist groups emerge to be
learning from one another, and adapting to each other’s achievements and
breakdowns. It is therefore obvious that the nature of organized crime and terrorism,
including their convergence, are dictated by the constantly evolving environment in
which they are found, and by the connections in which they are engaged. The
alliances among criminal and political groups in a combination of ways, both
tactical and strategic, would always depend on their specific purposes and the
particular changing surroundings.
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ENVIRONMENTAL CRIME AND THE IMPORTANCE OF
ITS COMBATING

Lana Milivovevi¢, Dr.Sc.

INTRODUCTION

Today, the need to preserve nature as human environment becomes
more important than ever. We can define human environment as the
surrounding or conditions in which a person, animal, or plant lives or
operates.” Industrialization, advancement in technology, globalization, etc.
produce various harmful effects on the environment such as pollution,
environmental endangering and devastation as well as a negative effect on
the health of people, animals, plants, and on the entire ecosystem. The
consequences of air, soil, water pollution, over-exploitation and destruction
of natural resources resulted in major changes in the ecosystem. Visible
consequences of such harmful influences and the huge damage that has been
done in our environment led to increase of our awareness about the need to
protect the environment in which we all live.

At national and international level, states are seeking legislative and
other implementing ways to ensure adequate protection of the environment,
which is the common good of all of us and which, for the preservation of life
on Earth and its diversity, must be protected.

In doing so, it should be pointed out that environment should also be
protected from various criminal activities, which requires a specific approach
and use of criminological methodology. Also, it must be stressed that
environmental organized transnational crime is especially harmful for the
environment. Combating this type of crime requires cooperation of many
bodies that contribute to environment protection mutually and with state law
enforcement authorities, as well as it requires an adequate level of
international cooperation between states. In this paper special attention will
be paid to these aspects.

! http://www.oxforddictionaries.com/definition/english/environment, 22th January 2014

In the Republic of Croatia, the environment is defined as: "any other natural environment
and their communities including the man who allows their existence and their further
development" (Environmental Protection Act, Art. 4th Paragraph 1, point 30).
Environment is composed from several components - air, sea, water, soil, the earth's crust,
energy and material assets and cultural heritage as part of the environment that is created
by man, in all its diversity and complexity of their mutual action.



ENVIRONMENTAL CRIMES AND IMPORTANCE OF ITS
COMBATING

About Environmental Crimes and its Harmfulness

Environmental crime is a very harmful and widespread phenomenon. It
can be defined as illegal action of the perpetrator that makes significant
damage to the environment, and achieves high degree of its endangerment
and endangerment of human health.

Also, this type of crime is statistically characterized by a very high
dark figure, due to the still insufficient awareness and education about the
harmful effects of this type of crime and its global proportions. Within this
reduced consciousness, a wrong perception that environmental crime is a
crime without victims is obtained, but we are all its victims. Scientific
discipline called Green Criminology', among other aspects, studies the
victims of environmental crime and how they suffer from the consequences
that it causes.

Especially harmful is the organized transnational environmental crime
which is characterized by low risk and high profit and which is in the range
of other forms of high - profit organized crime activities such as trafficking
in human beings, drugs and weapons. > The environmental criminal activities
involve good organization and logistic help related to corruption and other
various crimes such as theft, fraud, bribery, smuggling, forgery, conspiracy
and money laundering, also some other violent crimes that can be related to
illegal activities such as assaults, murders, extortions etc. Routes course of
these types of criminal activities are the same routes that the criminals use
for other types of illegal activities. So, we can conclude that environmental
crime is essentially not more different in its social harmfulness than other
types of organized criminal activities. According to the United Nations
Commission of Crime Prevention and Criminal Justice, transnational
environmental crime can be defined in three aspects: "acts and omissions that
are against the law; crimes including a cross - border transfer on an

'Potter, G., What is Green Criminology?

http://  www.greencriminology.org/monthly/WhatlsGreenCriminology.pdf, 22 January
2014,

2About Organized crime more in: Milivojevic, L., Penal Law for Criminalists,
International Criminalistics Association, Zagreb, 2013, p.125.
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international or global scale, and crimes related to pollution and against
wildlife."*

Environmental crime in comparison to the last-mentioned division in
relation to the parts of the environment to which illegal and harmful impact
is made, can be divided into: illegal trade in ozone - depleting substances,
illegal emission or discharge of substances into air, water or soil and the
illegal shipment or dumping of waste (all mentioned are pollution crimes),
the illegal trade in wildlife (world's wild flora and fauna) including illegal,
unregulated, or unreported fishing and illegal logging. Also, it must be
mentioned that some new types of environmental crime are emerging, such
as carbon trading and water management crime.?

The dangerous ozone-depleting substances (further ODS) are chlorine,
bromine, the well known chlorofluorocarbons (further CFCs) and
hydrochloroflourocarbons (HCFCs), especially HFC-23% as a one of the
HCFCs which is a by-product in the production of the chemical HCFC-22.
HFC-23 is industrially used gas which destroys our atmosphere layer and
causes greenhouse effect (e.g. used in air-conditioning, refrigeration and
other coolers). It is well known that HFC-23 is 14,800 times more harmful
for the climate than carbon dioxide (CO,), but despite the fact, its selling on
voluntary markets became a multi — billion dollar business.* Very harmful is
also halon, a gas that is used in fire extinguishers. Result of increased use of
these substances is damaged and thinned ozone layer that passes large
quantities of ultraviolet radiation, which increases chance of skin cancer in
humans, animals and definitely negatively effects on plants. Globally, the
entire ecosystem is threatened by the excessive use of these kinds of
substances. Illegal trade with ODS began after the signing of the Montreal
protocol on Substances that Deplete the Ozone Layer in 1987°. That Protocol

! http://www.nmun.org/ny_archives/nyl3_downloads/BGG13CCPCJ.pdf , 2013, 23rd

January 2014, National Model United Nations Conference, p. 6.

2 More about these areas on:

http://www.interpol.int/Crime-areas/Environmental-crime/Environmental -crime, 22th

January 2014,

http://ec.europa.eu/environment/legal/crime/, 22th January 2014,

EIA Reports, http://www.eia-international.org/category/reports, 23rd January 2014
http://www.eia-international.org/environmental-crime-22 Report 0809, 3rd

January 2014

UNEP GEAS, http://www.un.org/ en/ecosoc/docs/2011/res%202011.36.pdf , 29th January

2014

® http://www.eia-international.org/environmental-crime-2 Eco crime Report 0809, p. 16.,

23rd January 2014

* http://lwww.eia-international.org/major-win-for-the-climate-as-door-closes-on-hfc-23,

27th January 2014

% http://www.eia-international.org/environmental-crime-2 Eco crime Report 0809, p. 16.,

23rd January 2014
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http://www.interpol.int/Crime-areas/Environmental-crime/Environmental-crime
http://www.eia-international.org/category/reports
http://www.eia-international.org/environmental-crime-22

established legally binding controls on the national production and
consumption of ODS with complete phase-out as the final goal, all for the
ozone layer recover. It is assumed that on ODS black market it is illegally
traded with 20000 tonnes of CFCs every year, which is equivalent to 20% of
all CFCs legal trade. Chlorofluorocarbons (CFCs) are often marked and
smuggled as legal replacement chemicals or they are marked as legally
recycled substances that are in fact illegally original products. According to
the Environmental investigation agency (hereinafter EIA), Chinese
companies are major suppliers to the black ODS market. They are supplying
markets in the US, EU” and also Asia and the Middle East to South
America’.

Along with ODS, air can be contaminated with all sorts of substances,
besides gases, with solid particles, liquid droplets (aerosols) that are made as
a product or by-product of illegal activities (e.g. such as methane (CH4) that
is produced in illegal waste depositions). Air pollutants are harmful to health
causing cancer and cardiopulmonary diseases.

Water and soil can also be contaminated in many different ways and by
many substances. Environmental crimes in that area are related to illegal
industrial and radiation spills, illegal dumping of harmful substances and
waste, biological contamination etc. On the international level these sorts of
crimes are related to hazardous waste that is illegally disposed in less
developed countries, where there is a lack of environmental control and
enforcement. It is necessary to point out a sort of harmful waste called e-
waste. Discarded electronic waste, besides the fact that it is made of
difficultly degradable plastic, contain toxins such as cadmium, mercury, lead
and other hazardous substances. Smelting and burning of that kind of waste
causes local air pollution and contaminates ground and surface. Also these
ma;L/1 cause health problems including cancer, lung disease, lead poisoning
etc.

Interpol reports that a volume of 41.8 million tons of e-waste was
generated in 2010. The European countries and North America are
responsible for approximately 50% of the known e-waste value. In some
newly industrialized countries, such as South and Southeast Asia, the
percergtage of e-waste is growing and it is estimated to have reached 25% in
2010.

! bid.

“Ibid.

*Ibid.

* More about e-waste crime: http://www.interpol.int/Crime-areas/Environmental-
crime/Resources, 27th January 2014

5 www.interpol.int/content/download/.../1/.../FactsheetWasteReportv3.pdf, 27th January
2014
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Mislabelling containers that are concealing e-waste and mixing e-waste
with a legitimate consignment, e.g. end-of-life vehicles, are the two most
common methods of illegal export of e-waste. That is a wide spread activity
with main routes taking direction from North to East, with main destination
South East Asia, and North to South direction, with main destination in
South and East Africa. It is also a very profitable activity. E.g. Italian mafia
earn about €20 billion a year by turning the south of Italy into a toxic waste
dump®. All kind of waste, including radioactive waste also ends up in the sea
as a waste dump.

Illegal trade in wildlife, the world wild flora and fauna, is also a very
profitable activity? that creates enormous damage because of the loss of
endangered species. It also endangers the potential wildlife tourism of the
area in which these species live. As to the fauna, the most endangered are
elephants for the ivory, rhinos for their horns and tigers especially for their
skin. As to the flora, it can be the trade with wild orchids, cactus and other
herbs with medicinal properties. Trafficking of endangered species also
includes mammals, birds, reptiles, fish, timber, etc.® Purposes of its use are
different - they can be consumed like food or used as a medicine, or used for
collecting purposes, further processing into different products (cosmetics,
lather, fur accessories), etc. Wildlife crime, such as elephant and rhino
poaching, is estimated to be worth $10-20 billion dollars annually.* Also, it
is necessary to bring up the EIA data that wildlife and forest crime is the 4th
largest transnational crime in the world, worth an estimated US$ 17 billion
annually.® Separate, but a very significant problem is the illegal, unregulated,

thttp://www.independent.co.uk/news/world/europe/mafia-earning-euro20bn-from-
dumping-toxic-waste-2294720.html, 27th January 2014

*More concrete about profit on:
http://www.shipbreakingplatform.org/shipbrea_wp2011/wp-
content/uploads/2013/02/Svend-Soeyland-United-Nations-Interregional-Crime-and-
Justice-Research-Institute-2000.pdf p. 32, 29th January 2014

¥ More about endangered flora and fauna on:
https://www.europol.europa.eu/sites/default/files/publications/4aenvironmental_crime_thr
eatassessment_2013 - public_version.pdf , p. 12. , 24th January 2014
http://worldwildlife.org/pages/stop-wildlife-crime, 24th January 2014
http://www.onegreenplanet.org/animalsandnature/5-endangered-wildlife-crime-victims-
that-need-your-help-today/, 29th January 2014

List of endangered species: CITES on http://www.cites.org/eng/disc/species.php, 29th
January 2014
*http://www.unmultimedia.org/radio/english/2013/11/environmental -crime-wave-needs-
to-be-stopped-unep/, 22nd January 2014
Shttp://www.eia-international.org/wp-content/uploads/CCPCJ-Brief-wildlife-forest-crime-
FNL-WWF-EIA-TRAFFIC.pdf Wildlife and forest crime, Report of the Commission on
Crime Prevention and Criminal Justice (CCPCJ) 22, 2013, p.1., 22nd January 2014
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or unreported fishing and illegal sand mining which is harmful for the coastal
areas.’

Illegal logging is also one of the serious forms of environmental crime.
According to the EIA data, illegal logging costs developing countries up to
$15billon a year in lost revenue and taxes?. The need for the cheap timber
and wood product is very large on the unregulated international market
where illegal timber can be easily sold. It is necessary to stress that timber
trade gathers as all organized criminal activities all sorts of crimes and also
illegal harvesting of forests, illegal acquisition of logging rights, illegal
transportation, avoiding to pay the proper taxes, use of false declarations and
forged documentation, etc. Result of such illegal activity is the destruction of
forests all over the world, from Amazon, West Central Africa to East Asia,
which results in changes in the biodiversity (habitats destructions) and
climate changes.

Because of the damage, consequences and their proportions caused in
the environment which reflect on human health, the negative impact on the
sustainable development policy, economy and safety of countries, it is
extremely important to combat environmental crimes. There are many ways
of that combat, primarily through the international and the state national
legislative framework and those operational on both levels. Political will and
international cooperation between states in combating that type of crime are
extremely important.

Combating Environmental Crime
International Legal Framework

The international legislative framework is very important in combating
environmental crimes. It identifies human acts that are harmful to the
environment to that extent that it is necessary to criminalize them in the
domestic criminal legislation. They provide a starting point in the combat
against this type of crime. The general or basic international regulations,
which aim to protect the environment, also valid in the Republic of Croatia,
are:

e Convention on Environmental Impact Assessment in a Trans
boundary Context (Espoo, 1991);
e Protocol on Strategic Environmental Assessment (Kiev, 2003);

*https://www.europol.europa.eu/sites/default/files/publications/4aenvironmental_crime_th
reatassessment_2013 - public_version.pdf, Threat Assessment 2013 Environmental
Crime in the EU, p.16, 24th January 2014

2 http://www.eia-international.org/environmental-crime-22 Report 0809, p.6., 3rd January
2014
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e Convention on the Trans boundary Effects of Industrial Accidents
(Helsinki, 1992);

e European Landscape Convention (Florence, 2000);

e Protocol on Pollutant Release and Transfer Registers Pollution (Kiev,
2003);

e Stockholm Convention on Persistent Organic Pollutants (Stockholm,
2001);

e Convention on the Access to Information, Public Participation in
Decision-making and Access to Justice in Environmental Matters
(Aarhus, 1998); and

e Rotterdam Convention on the Prior Informed Consent Procedure for
Certain Hazardous Chemicals and Pesticides in International Trade
(Rotterdam, 1998).

In addition to the previously mentioned general or basic conventions,
there are those that are specifically related to:

» Climate - United Nations Framework Convention on Climate
Change, Rio de Janeiro in 1992, The Kyoto Protocol to the United Nations
Framework Convention on Climate Change (Kyoto 1999);

» Atmosphere - Protocol to the Convention on the Trans boundary
Air Pollution at large distances (1979) about long term Financing
Cooperative Programme for Monitoring and Evaluation of Long-range
Transmission of Air Pollutants in Europe” (EMEP- Geneva 1984), Protocol
to the Convention on the Trans boundary Air at Great Distances on Further
Reduction of Sulphur Emissions (Oslo 1994), Protocol on Heavy Metals to
the Convention on Long-range Trans boundary Air Pollution (Aarhus 1998),
The Stockholm Convention on Persistent Organic Pollutants (Stockholm
2001), Vienna Convention on the Protection of the Ozone Layer (Vienna
1985), The Montreal Protocol on Substances that Deplete the Ozone Layer
(Montreal 1987, additions - London in 1990, Copenhagen in 1992, Montreal
1997, Beijing 1999);

» Sea - Convention on the Protection of the Mediterranean Sea
against Pollution
(Barcelona 1976), Modification of the Protocol on the Prevention of
Pollution of the Mediterranean Sea by Dumping from Ships Substances from
Aircraft or Incineration at Sea (Barcelona 1995), Protocol on Cooperation in
Preventing Pollution from Ships and, in Cases of Emergency, Combating
Pollution Mediterranean Sea (Malta 2002);

» Soil - United Nations Convention to Combat Desertification in
Countries Experiencing Serious Drought and / or Desertification, Particularly
in Africa (Paris, 1994);
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» Waste - Convention on the Control of Trans boundary Movements
of Hazardous Wastes and their Disposal (Basel 1992).*

It should be emphasized that in a combat against organized criminal
activities, including environmental organized crime, the United Nations
Convention against Transnational Organized Crime (called Palermo
Convention, adopted in Palermo, Italy, 2000)? is significant. Part of that
Convention is also a chapter that refers to the “illegal trafficking of
endangered species of wild flora and fauna®."

Combating Environmental Crimes through Croatian Legal
Perspective

In the Republic of Croatia the environment is protected through a
catalogue of crimes against the environment, which are located in Chapter
XX of the Croatian Criminal Code (further CC)*. These crimes are
harmonized with the Directive 2008/99/EZ on the criminal protection of the
environment. It should be noted that CC is a dominant eco-centric model of
environmental crimes, because for the most of the realised crimes it is
sufficient that a deliberate form of abstract endangerment exists. Such crimes
are prescribed as crimes by which environment is polluted, endangered,
changed, also by destroying the protected natural values, hurting the animal
and plant life and illegally exploiting mineral resources. Such are the
following crimes:

e Environmental Pollution, Art. 193;
Discharge of Pollutants from the Vessel, Art. 194;
Endangering of the Ozone Layer, Art. 195;
Endangering the Environment with Waste, Art. 196;
Endangering the Environment with Plant, Art. 197;
Endangering the Environment with Radioactive Substances, Art. 198;
Endangering with Noise, Vibration or Non-lonizing Radiation, Art.
199;
Destruction of Protected Natural Values, Art. 200;
Destruction of Habitats, Art. 201;
Trading Protected Natural Values, Art. 202;
Illegal Importation of Wild Species or GMOs into the Environment,
Art. 203;
o lllegal Hunting and Fishing, Art. 204;

L http://www.mzoip.hr/default.aspx?id=3700, 3rd January 2014

?Official Gazette, International Contracts, No.14/02
*http://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%20Convention/TO
Cebook-e.pdf, 3 January 2014

* Official Gazette, No. 125/11, 146/12
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Killing or Torturing Animals, Art. 205;
Transmission of Infectious Animals Diseases and Organisms
Harmful to Plants, Art. 206;
e Production and Marketing of Harmful Agents for the Treatment of
Animals, Art. 207;
Veterinary Malpractice, Art. 208;
Forests Destruction, Art. 209;
Change of the Water Regime, Art. 210;
Illegal Exploitation of Mineral Resources, Art. 211;
Illegal Construction, Art. 212; and
Serious Crimes against the Environment, Art. 214.

According to the latest available data on reported adult perpetrators
from the Croatian Central Bureau of Statistics, the environmental crimes are
in total crimes for 2012 represented with a small percentage of 0.91 %. The
most common environmental crimes in 2012 were the Illegal Hunting with
31.2 %, the lllegal Construction with 26.9 % and the Illegal Fishing with
25.8 %.

Besides the CC and the proscribed environmental crimes, another
fundamental act related to environmental protection is the Environmental
Protection Act (hereinafter EPA). It proscribes that environmental protection
implies to a set of appropriate actions and measures intended to prevent harm
of the environment, prevent damage and / or pollution of the environment,
reduction and / or elimination of damages that are caused to the environment,
as well as the return of the environment in the state before the damage
(Article 3, paragraph 83). Also, by this protection, integral environmental
quality preservation, preservation of biological and landscape diversity,
rational use of natural resources and energy is provided in a way that is most
suitable for the environment. This is a basic requirement for healthy and
sustainable development (Article 3, paragraph 1).

Environment and nature is protected by numerous other laws such as
the Nature Protection Act, the Forests Act, the Hunting Act, the Water Act,
the Freshwater Fisheries Act, and the Marine Fisheries Act. ® All of them

! For these crimes it should be noted that the CC provides that a court may remit the
punishment the perpetrator who has committed crimes under Articles 193, 194, 196, 197
and 198, if he had, before the onset of severe consequences, voluntarily eliminated the
hazard or condition that he caused. It is the so-called institute of “effective regret”.

2 http://lwww.dzs.hr/, 29th January 2014, Statistical Report, N0.1504 - Adult Criminal
Offenders, Registration, Prosecution and Conviction in the 2012, Table 2.1., p. 22.

% For other regulations of environmental protection see on: Ministry of Environment and
Nature Protection of the Republic of Croatia, http://www.mzoip.hr/default.aspx?id=3707,
1st January 2013
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prescribe the human acts or omissions which are harmful to nature and the
environment as misdemeanours, for which appropriate sanctions are
prescribed. Misdemeanour proceedings and sanctions are prescribed by the
Misdemeanour Act.*

According to the Ministry of Environment and Nature of the Republic
of Croatia, the most common violations that threaten and diminish the value
of protected areas in 2012 were the illegal: construction, fishing, poaching,
deforestation, taking animals and plants from nature, exploitation, waste
disposal, campfires, anchoring and diving, other (such as entry in national
nature parks without a ticket etc.).?

Along with the above-mentioned regulations, we should also mention
the Croatian Regulation of Ecology network that is put into the force when
the Republic of Croatia joined the EU and became part of the largest
coordinated network of environmental conservation in the world, named
Natura 2000.

COMBATING ENVIRONMENTAL CRIMES ON OPERATIVE
BASES
Who Deals and How with Environmental Crimes

Police and the Public Prosecutor's office primarily deal with
environmental crime, but usually the first contact with this type of crimes is
made by the park rangers and the environmental inspectors. That is why they
should also have certain knowledge associated with the specifics of such
crimes.

It should be noted that at international level, besides all other forms of
crime, Interpol and Europol combat environmental crime. Special groups of
criminal investigators working on separate areas of environmental crime are
formed within Interpol and Europol.

The Interpol investigating groups for environmental crimes are: the
Wildlife Crime Working Group, the Pollution Crime Working Group and the
Fisheries Crime Working Group. The goals of the Interpol investigating
groups for environmental crimes are:

e to dismantle the criminal networks behind environmental crime;

e to gather information and intelligence on a global level, in order to
assess trends and patterns in environmental crime;

e to set up multi - disciplinary teams spanning environmental law
enforcement agencies, insurance and customs;

! Official Gazette, No: 107/07, 39/13
2 Report on the work of the inspection services of nature preservation in the 2012 -
internal data of the Ministry of Environment and Nature of the Republic of Croatia
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e to strengthen the capacity of environmental law enforcement
nationally, regionally and internationally and increase visibility of the
participating agencies;

e to mobilize political support for environmental law enforcement by
raising the profile of environmental crimes.”

In the framework of Europol, besides other forms of organized crime,
its Organized Crime Group also deals with environmental crimes.?

In the detection of committed crimes and criminal activities related to
environment, at the international level Interpol collaborates with
governmental, inter-governmental and non-governmental organizations.® The
Republic of Croatia also cooperates fully with Europol and Interpol in
combating environmental crimes, through effective international police
cooperation. Also, combat against environmental crime involves the Federal
Bureau of Investigation (FBI) and is assisted by other agencies such as the
United States Environmental Protection Agency (US EPA). In combating
environmental crime it is necessary to mention some other agencies and
organizations such as the United Nations Commission on Crime Prevention
and Criminal Justice (UN CCPCJ), Environmental Investigatory agency
(EIA)*, United Nations Office on Drugs and Crime Agency (UNODC) and
many other non-governmental organizations such as the International Union
for Conservation of Nature (IUCN)®°, the World Wide Fund for Nature
(WWF)®, Greenpeace’ and many others whose activities are related to the
environment and nature protection.

The Importance of a Special Approach in Investigating
Environmental Crimes — Criminalistics Approach

Environmental crime is very specific and requires serious and
multidisciplinary approach. As previously stated, it is primarily a concern of
the police and the public prosecutor's office, but the first contact with this

! http://www.interpol.int/Crime-areas/Environmental-crime/Operations, 22nd  January
2014

2 More about activities of that group on:
https://www.europol.europa.eu/sites/default/files/publications/socta2013.pdf, 29th
January 2014

* http://www.interpol.int/Crime-areas/Environmental-crime/Partnerships, 29th  January
2014

* http://www.eia-international.org/about-eia 3rd January 2014

% http://www.iucn.org/ 29th January 2014

® http://wwf.panda.org/29th January 2014

" http://www.greenpeace.org/international/en/29th January 2014
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type of crime is usually made by the park rangers and the environmental
inspectors.

Regarding to the crime investigators, for the successful detection and
investigation of environmental crime, it is necessary that they are specialized
in this issue. Primarily, they should be well acquainted with the regulations
related to environmental protection and crimes that can be committed against
the environment, as well as other related regulations such as handling
hazardous substances and those associated with their analysis and
preservation as evidences for purposes of further criminal proceedings.

Besides the application of basic knowledge which should govern any
criminal investigator related to the nature of police work (such as logical
reasoning and linking facts and events, interviewing, proper exclusion and
preservation of evidence collected etc.), special attention must be paid to
education about potential health hazards and safety during conducting
criminalistics investigation and evidence collection, which can pose danger
to their life and health. Handling with such substances can be dangerous
because of the possibility of suffocation, poisoning, infections (hazardous
and toxic liquids, gases, solids, biological hazard etc.). Also, this type of
crime necessarily requires that teams working on a crime scene have a
special, personal protective equipment and specialized equipment for
gathering of evidences (samples), which will be further examined in a lab.
Work on a crime scene in a team requires special preparation and division of
activities, and also engagement of experts such as chemists, biologists and
other occupations, depending on the case nature, who will collect samples
and assist criminal investigators during the investigation. The size of the
filed working team depends on the proportions of committed crime. Usually,
when pollution occurs, it affects larger area and it can sometimes be hard to
determine the source of contamination. In such cases it is desirable to do the
shooting of the complete situation from the air. In many ways very helpful
could be the use of a three-dimensional laser scanner that is used in criminal
investigations for detailed documentation of crime scene conditions and can
be extremely useful in the cases of large area investigations (it can also be
connected to the aircraft)."

To determine air pollution it is necessary to do chemical analyses of
the collected air samples to accurately detect which chemical particles
caused the concrete pollution and to discover what the potential pollutant is.
Properly collected samples for chemical analyses are also needed in cases of

! More about a range and positive side of its widespread use read in: Pavlic¢ek, J., Use of
the Three-dimensional Laser Scanner in the Criminal Investigation and Criminal
Proceedings, magazine Police and Security, No. 1/2011, Ministry of the Interior of the
Republic of Croatia, p. 93-102.
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water and soil pollution (by liquids, hazardous waste disposal etc.), when the
investigators are trying to find a perpetrator.

Regarding to crimes related to illegal trafficking in protected flora and
fauna, other experts such as biologists, zoologists, botanists, veterinarians,
etc. should be operating with crime investigators, as their expert knowledge
is irreplaceable during the criminal investigation (e.g. to identify whether the
crime was committed on a protected species, to specify which species is that,
etc.), to collect evidence in specific cases (e.g. to determine the cause of
death of protected animals, etc.). Also, it is important to handle properly with
endangered or protected species, plants and animals, which need to be, as
soon as possible, moved in adequate living conditions (animal or plant
infirmary) in order to save their lives and preserve them as an evidence for
the further needs of the criminal procedure being conducted.

Investigating this type of crimes, besides the criminal investigators, it
is also necessary that park rangers who are in charge of preservation and
control of certain natural areas, as well as the environmental inspectors, have
an adequate education about environmental crimes and criminalistics
methodology approach. All this must be done according to the type of crime,
its identification and the potential dangers that could reflect on it and
generally on the human health and safety, and also about the importance of
proper collection and preservation of the crime evidences. All of them,
together with the criminalistics investigators, should be having previously
prepared standard operating procedures in dealing with environmental crime
cases, made for all types of environmental crimes specifically.

FINAL REMARKS

The environment is threatened in various ways and among them -
through environmental crimes. Generally said, environmental protection
implies to realization of the so-called sustainable development policy, as a
society development that integrates ecological, economic and socio - cultural
sustainability. Sustainability is needed for improving life quality and
satisfying the needs of the present and future generations, for long-term
preservation of environmental quality, geo-diversity, biodiversity and
landscape. This policy protects our future. Harmful influences on the
environment, among which those from environmental crime, are on a way of
sustainable development policy and thus they present a long-term threat to
the environment and our healthy future. That is the main reason why
combating environmental crimes, especially those associated with
transnational organized criminal activities, is extremely important. The
caused consequences are difficult to repair, far-reaching, and bring into
question the quality and life, biological diversity and balance of life on Earth.
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Among other specifics of environmental crime, the fact that we are all
victims of that type of crime is one of the specifics that must be highlighted.

Along with the international and domestic legal frameworks, their
constant improvement and implementation on the basis of good political
will, it is extremely important to improve global education and raise the
awareness about all harmful effects of environmental crime and the range of
its effects on the environment. Also, it is necessary to promote active
international cooperation among the bodies that are responsible for
combating environmental crimes, to improve their education, to develop and
improve methodologies for the detection and investigation of environmental
crimes at national and international level, all for the purpose of reducing
such harmful illegal activities.
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POSITION AND ROLE OF THE EMPLOYEES IN THE
PENITENTIARY INSTITUTIONS IN THE REPUBLIC OF
MACEDONIA

Iskra Akimovska Maletic, Dr.Sc.
Faculty of Security — Skopje

Abstract

Working in prisons is an important public service. In this context, the
staff employed in prisons should be carefully selected, trained and constantly
supervised. The paper deals with issues related to the position and role of
the employees in the penitentiary institutions in the Republic of Macedonia,
as a special category of employees in the administration. For that purpose, a
legal analysis of the legislation shall be performed, particularly concerning
their status, method of establishment and termination of employment, their
rights and obligations and their responsibilities, taking into consideration
the latest legislation in this field.

In this paper, the results of the research project “Position of the
inmates in penitentiary institutions in the Republic of Macedonia” will be
presented and analysed, conducted by the Faculty of Security - Skopje,
University “St. Kliment Ohridski” - Bitola, concerning the status and
position of the employees in the penitentiary institutions.
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INTRODUCTION

Many international® and regional®> human rights protection instruments
that have been adopted among other things contain provisions pertaining to
the treatment of persons who have limited movement. Also, there are many
international instruments® pertaining especially to the inmates and the

! For example, the International Pact on Civil and Political Rights and the International
Pact on Economic, Social and Cultural Rights

2 In Europe, they are the Convention for Protection of Human Rights and Fundamental
Freedoms (1953), the European Convention for Prevention of Torture and Inhuman or
Degrading Treatment or Punishment (1989) and the European Prison Rules (1987 revised
2006). The American Convention on Human Rights (1978), the African Charter on
Human and Peoples’ Rights (1986)

¥ The Standard Minimum Rules for Treatment of Prisoners (1957), The Body of Principles
for Protection of All Persons under any form of detention or imprisonment (1988), The



imprisonment conditions and instruments referring especially to the
employees in the institutions intended for the persons deprived of their
liberty.*

It is pointed out that the general operation of the prisons represents a
public service’. In this sense, the prison authorities should have
responsibility towards the adopted legislation and the public should be
regularly informed of the situation and objectives in prisons. Thereon, the
state should contribute to the clear feeling of the employees in the prisons of
the great significance of their contribution in the work and the public should
often be informed about the importance of this public service.

Prisons do not choose their prisoners and therefore they have to accept
every prisoner sent by the court, but on the other hand, they can choose their
staff. This is essential in sense that the prison staff should be carefully
chosen, appropriately trained, supervised and supported.® The importance is
pointed out that personnel should be appointed as full-time officers, with
civilian status, salaries adequate to attract and retain suitable men and
women, and favourable employment benefits and conditions of service.* It is
also pointed out that the role of prison staff is to treat prisoners in a manner
which is decent, humane and just; to ensure that all prisoners are safe; to
make sure that dangerous prisoners do not escape; to make sure that there is
proper order and control in prisons; to provide prisoners with the opportunity
to use their time in prison positively so that they will be able to resettle into
society when they are released.® It is especially emphasized that in the

Basic Principles for Treatment of Prisoners (1990) and The Standard Minimum Rules for
the Administration of Juvenile Justice (1985)...

! Code of Conduct for Law Enforcement Officials (1979), the Principles of Medical Ethics
relevant to the Role of Health Personnel, particularly Physicians, in the Protection of
Prisoners and Detainees against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment (1982) and the Basic Principles on the Use of Force and
Firearms (1990)

2 Public services are activities performed by the state in order to satisfy certain needs of
the citizens (education, science, culture, sport, health and social protection, etc.), which
are not featured by ordering, and their interruption would cause serious disturbances in the
normal functioning of the society. Iskra Acimovska Maleti¢, Public Establishments,
Zaduzbina Andrejevié¢, Belgrade 2009

® International Centre for Prison Studies, A Human Rights Approach to Prison
Management, Handbook for Prison Staff, Second Edition, Andrew Coyle, London, United
Kingdom, 2009

* Office of the United Nations High Commissioner for Human Rights, HUMAN RIGHTS
AND PRISONS, Manual on Human Rights Training for Prison Official, UNITED
NATIONS, New York and Geneva, 2005

* International Centre for Prison Studies, A Human Rights Approach to Prison
Management, Handbook for Prison Staff, Second Edition, Andrew Coyle, London, United
Kingdom, 2009, p. 17
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performance of their duty, law enforcement officials shall respect and protect
human dignity and maintain and uphold the human rights of all persons.t

It requires great skill and personal integrity to carry out this work in a
professional manner. This means first of all that men and women who are to
work in prisons need to be carefully chosen to make sure that they have the
appropriate personal qualities and educational background. They then need
to be given proper training in the principles which should underlie their work
and in the human and technical skills which are required. Throughout their
careers they should be given the opportunity to develop and expand these
skills and to keep up to date with the latest thinking on prison issues.?

The importance of the selection and training of the prison staff as one
of the most significant tasks of any prison administration has also been
highlighted in the Resolution (66) 26 on the status, recruitment and training
of prison staff’, brought by the Council of Europe. It is recommended that
prison staff is recruited, selected and trained in accordance with the
principles attached, such as reasonable intelligence and education, integrity
and balanced character, to possess the capacity to accept prisoners and to
manage with them; furthermore, to neither be less than 21 years of age in
general nor in principal exceed 40 (although the option of exceeding these
limits is not excluded); then the relevance and type of training, etc.

The legislative framework for implementation of sanctions in the Republic
of Macedonia is consisted primarily from the Law on Execution of Sanctions
(hereinafter LES), which was amended at the end of 2013*. The amendments
address several issues, such as the financing of these institutions, the entities

! Code of Conduct for Law Enforcement Officials, Article 2

2 International Centre for Prison Studies, A Human Rights Approach to Prison
Management, Handbook for Prison Staff, Second Edition, Andrew Coyle, London, United
Kingdom, 2009

% Council of Europe, Resolution (66) 26, (Adopted by the Ministers' Deputies on 30th
April 1966), Status, recruitment and training of prison staff

* (Official Gazette of RM no. 2/2006, 57/10, 170/2013)

® Namely, according to Article 11 of LES, the means for execution of the sanctions are
provided by the Republic of Macedonia. Pursuant to Article 68 of LES, the funds for the
work of the Directorate, the institutions and correctional and educational institutions are
provided by the Budget of the Republic of Macedonia, their own revenues and other
revenues in accordance with the law. The institutions and the correctional and educational
institutions as budget beneficiaries are financed through the budget beneficiary - the
Directorate. Article 8-a of LIS from 2013 provides that the works related to the execution of
sanctions may be performed as public services by a private partner in accordance with the
provisions of the Law on Concessions and Public-Private Partnership and the provisions of
LIS. In this sense, for the execution of the contract for public-private partnership an
establishment of a special purpose company may be foreseen in accordance with the
provisions from the Law on Concessions and Public-Private Partnership. The private partners
shall apply all laws and bylaws regulating the matters of execution of sanctions, which may
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who can take part in the implementation of the sanctions, the financing of this
activity which is of public interest, and especially the status of the employees
in the penitentiary correctional institutions. In accordance with the
amendments in Article 20 of LES, the security service provided for in the
institutions of closed and semi-open type is replaced by prison police. Also,
prison police may also be organized in the open-type institutions.

In addition to addressing the legislative framework which was in place
during the research and of which the results will be elaborated here,
considering the fact that it was conducted in accordance with the then current
legislation, this paper will also analyse the amendment to the legislation that
happened later (at the end of 2013), particularly those pertaining to the status
of the employees in the penitentiary institutions.

STATUS AND ROLE OF THE EMLOYEES IN THE
PENITENTIARY CORRECTIONAL INSTITUTIONS IN THE
REPUBLIC OF MACEDONIA

According to the legislation, the matters of execution of the sanctions
fall under the authority of the Directorate for Execution of Sanctions. This
Directorate is a body within the Ministry of Justice as a legal entity. What is
particularly significant in the aspect of the employees in the penitentiary
correctional institutions is that the Directorate provides continuous training
and development of the staff. Imprisonment and correctional measure-sending
to a correctional and educational institution are executed in the penitentiary-
correctional and educational-correctional institutions. The penitentiary
institutions according to their security level, the extent of freedoms limitation
and the types of the treatment applied upon the convicted persons may be
institutions of closed, a semi-open and of open type.

e The institutions of closed type have physical and material security
such as security service, banister walls, technical means and other
security measures, which are intended to prevent the escape of
convicted.

e The institutions of a semi-open type have security service, which
shall secure the discipline and control the movement of the convicted
persons.

e The institutions of an open type shall not have physical and material
security. The organisation of life and work of the convicted persons
in those institutions shall be based on self-discipline and personal

be subject to a contract for establishing public-private partnership. The works of the public
partner are performed by the Directorate on behalf of the Government of the Republic of
Macedonia.
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responsibility, and control over the movement and the work of the
convicted persons shall be performed by the educators and
instructors. For securing the building within the institutions of an
open type a security service may be organized.!

In accordance with the Article 27 of LES, and depending on the
complexity and the extent of the work for execution of the sanctions, the
following sectors are organised within the institutions: Sector for Re-
Socialization, Security Sector, Economy — Instructing Sector, Sector for Health
Protection and the Executive-Administrative and Financial Sector. If organising
of the sectors is not necessary, one or more persons may perform the activities
of some or more sectors. The Sector for Re-socialization is organised for
implementation of the educational process and for coordination of the activities
of education and training of the convicted persons and juveniles. The activities
of education are performed by educators and teachers.” The security affairs in
the institution are performed by the Security Sector, armed and uniquely
uniformed and equipped. The Security Sector is a unique formation of the
Directorate. This Sector is organised in order to secure the institution, prevent
the escapes, maintain the internal order and discipline, and to escort the
convicted persons and juveniles. The Security Sector is managed by a
commanding officer. The activities in the Security Sector, besides the
commanding officer, are also performed by commanders, high, senior and
junior supervisors. Each member of the Security Sector while performing an
official duty has an authority of a police officer.> The Economy-Instructing
Sector organises the work and the training of the convicted persons and
juveniles. The labour engagement of the convicts is conducted in the economy
units established by the institutions or outside the institution in legal entities and
other institutions, after a previously given opinion by the Instructional sector, the
Sector for re-socialization and the Sector for health protection. The activities of
the Economy-instructional Sector are performed by instructors and other
experts.* The Sector for health protection is organised to perform activities of
health protection, to carry out hygienic measures and to control the food and the
drinking water for the convicted persons and juveniles in accordance with the
general regulations. The activities of the Sector for health protection are
performed by doctors and other health workers, who have an adequate degree of
education in accordance with the general regulations.” The Executive-
administrative and financial sector are organised for dealing with the executive,

! Law on the Execution of Sanctions, Art. 18, 20
2 Law on the Execution of Sanctions, Art. 28
% Law on the Execution of Sanctions, Art. 29
* Law on the Execution of Sanctions, Art. 30
® Law on the Execution of Sanctions, Art. 31
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administrative, legal and financial affairs of the institution, as well as to provide
a legal aid for the convicted persons and juveniles. The activities of the
Executive-administrative and financial sector shall be performed by persons
who have an adequate degree of education from an appropriate field of
specialisation according to the general regulations.”

In terms of establishing and terminating work relations in the penitentiary
and educational and correctional centres, according to Article 54 of LES, it was
provided that the employees in the penitentiary and educational and correctional
institutions were civil servants except for the employees of the Economy Units
within the institutions, while for the regulation of labour relations of civil
servants, the provisions of the Law on Civil Servants would be applied. For
establishment and termination of employment and other employment rights of
the employees who do not have status of civil servants, it was provided that the
general regulations on labour relations and general and specific regulations
concerning health, pension and disability insurance would apply, unless
otherwise provided by this Law. This provision was revoked with the
decision of the Constitutional Court of the Republic of Macedonia?
following the analysis of LES in view of the duties of the employees in the
Security Unit and the employees in the penitentiary and educational-correctional
institutions, who are in a daily contact with the convicts in the process of their
re-socialization, compared to the duties of the police officers stipulated in the
Law on the Police. Therefore, the Constitutional Court established that in this
particular case their work is the same or similar as that of the police workers.
Consequently, the Constitutional Court estimated that the legislator had not
taken into account the specific nature of the tasks of the employees in the
penitentiary and educational-correctional institutions when generally determined
their status of civil servants. In support to the standpoint of the Constitutional
Court on the unprincipled regulation of the employees’ rights in the
aforementioned institutions, and thus the distortion of the principle of
equality, is the fact that the employees of the Security Unit are armed and
uniformed persons and when they undertake official activities, they have the
power of a police officer and their length of service is calculated with
increased duration, the same as for police officers.

In accordance with Article 55, the act on internal organisation determines
the organisational units for executing the functions in the penitentiary and
educational-correctional institutions, and the act for systematisation of the work
posts determines the job descriptions. These acts are brought by the Director of

! Law on the Execution of Sanctions, Art. 32

2 Decision of the Constitutional Court of the Republic of Macedonia U.No.: 179/2011-0-1
from 02 May 2012, which revoked Article 5 of the Law on the Execution of Sanctions at
the time (Official Gazette of the Republic of Macedonia no. 57/2010), which amended
Article 54 of LES
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the Directorate. Also, the titles of the employees in the institution and the
activities being performed by them are regulated with LES, as well as with a
general act for organisation, work and systematisation of the working posts
adopted by the director of the institution with a prior consent by the director of
the Directorate. Thus, it is provided that a person who meets the general and
special conditions of the Law on Civil Servants and the act for systematisation
of the work posts, who is not older than 25 years and is physically and mentally
capable of performing the security work in the penitentiary and educational -
correctional institutions may be employed in the Security Unit.! An expert
commission determines the psychophysical capabilities of the person being under
the procedure of his employment for performing activities in the security service,
on the basis of a physical check-up and a test made according to a special
programme. The Commission for determining the psychophysical capabilities is
appointed by the director of the Directorate. The Programme for determining the
psychophysical capabilities of the person being under the procedure of security
service employment is adopted by the Minister of Justice.

Bearing in mind the complexity and the hard conditions of the activities of
the employees in the correctional institutions, work post have been envisaged by
LES for which the insurance of the length of service is calculated as one of an
extended duration. Hence, in accordance with Article 62 of the Law, the public
servants performing work assignments in the security Unit have the length of
service insurance, according to the Law on Pension and Disability Insurance,
calculated as one of an extended duration, that is, each period of 12 months
effectual spent on performing those activities shall be considered as a period of
16 months of insurance.

As provided in the international standards and pursuant to Article 67 of
LES, the employees are entitled and obliged to initial and continuous training
and testing of their knowledge and skills. As referenced above, the training
and testing of knowledge and skills is organised by the Directorate. The
Programme for initial and continuing training and testing of the knowledge
and skills are brought by the Minister of Justice upon the proposal of the
Director of the Directorate.

NOVELTIES IN THE STATUS OF THE EMPLOYEES IN THE
PENITENTIARY INSTITUTIONS ACCORDING TO THE LAW
ON EXECUTING SANCTIONS FROM 2013

The amendments to LES from 2013 provide, among other things, an
amendment to the organization of the penitentiary and educational-correction
institutions, and instead of the previously mentioned units, it is envisaged that

! Law on the Execution of Sanctions, Art. 58
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units and departments are organized, bearing in mind the complexity and extent
of work in function of executing sanctions. One of the major amendments is in
the part of regulating the issues regarding the status of the employees in these
institutions, providing in detail their rights, duties, disciplinary and material
responsibility, etc. Namely, pursuant to Article 54, the employees of these
institutions have a status of:

e Civil servants according to the Law on Civil Servants — persons
working on re-socialization of convicted persons, executive-
administrative, financial and human resource matters in the
institution.

e Prison police according to the general regulations on labour
relations and general and specific regulations concerning health,
pension and disability insurance, unless otherwise provided by this
Law and the Collective Agreement — authorized officials who work
as security in the penitentiary and educational-correctional
institutions.

o Workers in accordance with the Law on Labour Relations.

Furthermore, the organization and authority of the prison police is
regulated in detail, which as a separate organizational unit performs the
security matters in the penitentiary and correctional institutions. The prison
police perform security of inmates and detainees, external and internal
security of the institution and its facilities necessary to maintain security
and perform other duties as prescribed by this Law." The activities of the
prison police are carried out by a commanding officer, deputy commanding
officer, chief commandant, commandant, assistant commandant, associate for
internal and external security, junior associate for internal and external security,
chief supervisor, senior supervisor, supervisor, and junior supervisor. The
prison police are uniquely uniformed, armed and equipped. Its members hold an
official identification listing their powers. The powers of the prison police, the
way they are armed and the performance of the tasks of the prison police is
prescribed by the Minister of Justice.

The calculation of the salaries and compensations of the prison police
members has been regulated as one of the basic rights. Namely, the salary of the
prison police is consisted of the following components: a basic component,
consisted of the basic salary? and a supplement to the salary for holding a title®

! Law on the Execution of Sanctions, Art. 54-a

2 The basic salary provide valuation of the appropriate education level defined in the
systematization act of work posts, the work position he or she is assigned to and the work
experience

® The position supplement provides valuation of each position relative to the nature and
scope of the work, complexity and responsibility for carrying out the work. This
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and exceptional component, consisted of a supplement to the salary for special
working conditions® and an extraordinary working supplement to the salary
(overtime work). Depending on the type of education, working experience,
responsibility and complexity of the working assignments, 11 titles have been
determined? for the prison police.

In accordance with Article 54-g of LES, the prison police member is
also entitled to annual vacation time and leave of absence in accordance
with the law. The duration of the annual vacation time is determined
according to the length of service.

The constitutionally guaranteed right to strike has been further regulated
in Article 54-h of LES, according to which the members of the prison police
may exercise it without significantly compromising the regular work
performance. In this case, the organizer is obligated to announce the strike to
the director of the institution, the director of the Directorate and the Minister of
Justice; to submit the decision for going into strike and the programme on the
manner and extent of executing work assignments of the prison police during
the strike, no later than seven days before the beginning of the strike. During an
organized strike of the prison police members, the security of the institution
may not be endangered, nor should the normal operation of the institution be
impeded. During a strike, the prison police member is entitled to 60% of the
salary he or she received the previous month. The Law proscribes strike in

supplement is valued by points (defined by a decision of the Government of RM) relative to
each position. Also, the prison police members are entitled to salary supplement for work in
special conditions, such as: work at night; work in shifts, or 24-hour work; work during
weekends, and work during public holidays as defined by a

law. If the prison police member does the above mentioned work upon a proposal by the
commander and upon approval by the director of the institution, he or she is entitled to a
salary supplement for special work conditions. The salary supplements are not mutually
exclusive.

! The work under special conditions should be defined in the systematization act of work
posts of each institution. The Director of the Directorate brings Guidelines on the manner of
recording realized working hours, work beyond the regular working hours, work at night,
work on a Sunday, work on holidays and work in shifts, as well as filling in the monthly lists
for recording working hours of the prison police.

2 Commander with 240 or 300 credits according the ECTS or completed VII/1 level of
education and at least five years of experience in the profession, two of which in
correctional institutions; deputy commander with 240 or 300 credits according the ECTS
or completed VII/1 level of education and at least four years of experience in the
profession, one of which in correctional institutions; chief commandant with 240 or 300
credits according the ECTS or completed VII/1 level of education and at least four years
of experience in the profession, one of which in correctional institutions; commandant
with at least 240 credits according to the ECTS or completed VI1/1 level of education and
at least three years of experience in the profession; assistant commandant with at least 180
credits according the ECTS or completed VI1/1 level of education and at least two years of
experience in the profession.
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cases of war, emergency situations or crisis. In cases of a complex security
situation, violation of the order and discipline in the institution of a larger
scale, natural disasters and epidemics or endangering the life and health of
people in the institution to a greater extent, it has been provided that not more
than 10% of the prison police members may participate in the strike at the
same time and that it cannot last longer than three days. If the strike started
before the occurrence of any of the preceding conditions, the members of the
prison police shall immediately terminate the strike.

The Law provides that the prison police members have the length of
service insurance, according to the Law on Pension and Disability Insurance,
calculated as one of an extended duration, that is, each period of 12 months
effectually spent on performing those activities to be considered as a period of 16
months of insurance. These employees are entitled to a supplement to the salary
up to 30% of the basic salary and supplement to the salary for holding a title.

Apart from the rights of the prison police members, LES from 2013 also
regulates their duties. They are as follows: to respect the working hours; to
directly notify the supervisor within 24 hours in case of being prevented from
coming to work, and if this is not possible due to objective reasons or force
majeure, to do so immediately after the cessation of the reason that prevented
the notification; to do their job professionally, conscientiously, responsibly,
efficiently and in a timely manner in accordance with the Constitution of the
Republic of Macedonia, laws and bylaws; to carry out their work impartially
and without influence from political parties; not to express and propagate their
political convictions publicly on their workplace and not to abuse their
religious beliefs; to follow the orders of the director of the facility, inspectors
for enforcement of sanctions and their superiors; to safeguard classified
information and the reputation of the institution; not to accept gifts, financial
compensation or any other benefit or service; to wear official uniforms and
official identification during working hours; to lay down their arms, which
they are responsible for in the institution after the working hours and to respect
the code of conduct for officials in the performance of the tasks in the
penitentiary and educational-correctional institutions.

As provided for the other public employees, if a member of the prison
police believes that the issued order is not in accordance with the Constitution
of the Republic of Macedonia, laws or other regulations, he or she should
point this out to the person who issued the order. The prison police member
may not be held accountable for this warning. In the event that the person
who issued the order repeats it, the member of the prison police has the right
to request a written order, stating the identity of the person who issued it and
the precise content of the order. If the order is issued in writing, the member of

! Law on the Execution of Sanctions, Art. 54-i
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the prison police has to follow it, unless he or she considers that its execution is
a criminal act in which case he or she will reject the order and notify the
immediate superior of the one who gave the order, the Directorate and the State
Commission for Prevention of Corruption. If the prison police member does
not warn his or her immediate superior that the order is not constitutional or
illegal and enforce the order, he or she will be responsible for its execution, just
as the one that issued the order. In accordance with Article 54-i, the prison
police member may not be directly involved in political election campaigns or
other public events of a similar kind during the working hours. Also, wearing
or displaying political party symbols at the workplace is not allowed.

The amendments to LES from 2013 precisely regulate the disciplinary
and material responsibility of the prison police members, in a very similar way
as for the other employees in the public sector. Namely, the prison police
member is disciplinary liable in case of violation of his or her professional
duties. The responsibility for a criminal act or misdemeanour does not exclude
his or her disciplinary liability. The disciplinary liability of the prison police
member may be for a minor or major disciplinary violation. A minor violation
of the work and work assignments is: not coming to work in the determined
time and leaving work before the closing hours despite the reprimand by the
immediate superior; disorderly maintenance of official documents and data;
unjustified absence from work up to 2 working days during one calendar year;
failure to wear official equipment during working hours; refusal or avoidance
of professional training and development to which the prison police member is
being sent and failure to abide by the working hours, schedule and the use of
the working hours. The disciplinary measure for a minor disciplinary violation
may be public reprimand or a fine of 10% of the monthly salary paid in the last
month before the disciplinary violation was committed, for a period of one to
three months. A major disciplinary violation is: non-performance or
unconscientious, indecent, untimely or negligent performance of the official
duties and assignments; expressing and advocating personal political believes
when performing the official tasks; refusing to provide or providing incorrect
data to the state bodies, legal entities and to the citizens, if the provision of data
is prescribed by law; refusing to perform the official tasks of the job he or she
is assigned to or refusal of orders given by the superior; non-compliance with
the provisions in case of strike; not undertaking or undertaking partially
the prescribed security measures for protection of the entrusted assets;
causing major material damage; receiving gifts or other benefits; abusing
the status or overstepping the powers in the performance of the work tasks;
abusing the sick leave; disclosing classified information with a degree of
confidentiality determined by law; bringing, using and working under the
influence of alcohol or narcotic substances; insulting or violent behaviour;
unjustified absence of notification of the superior officer in case of incapacity
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to come to work within 24 hours and repeating the minor disciplinary violation.
These violations impose the following disciplinary measures: a fine of 30% of
the monthly salary paid in the last month before the major disciplinary violation
was committed, for a period of one to six months; deployment to a lower
position for a period of six months to one year, after which the prison police
member returns to the position held before the sentencing of the disciplinary
measure or termination of employment if harmful consequences occurred for the
institution or the convicted persons, hence not determining mitigating
circumstances for the prison police member who committed the disciplinary
violation.

A proposal for a disciplinary procedure against the prison police
member may be initiated by any prison police member or other employee
of the institution. Also, a proposal for a disciplinary procedure against the
prison police member may be initiated by the immediate superior,
commandant or the director of the institution. The proposal is submitted to the
prison police member against whom the disciplinary procedure was
initiated and the union organisation of which he or she is a member. The
Law precisely governs the conduct of the disciplinary procedure, the
competent bodies (Commission, director of the institution, State
Commission for Deciding in Administrative Procedures), the deadlines
and the right to legal means.

The prison police member may be suspended from work when a
criminal procedure has been initiated against him for a crime committed
at work or is work related, or if a disciplinary procedure has been initiated
for a major disciplinary violation, while the violation is of such nature that
his or her further presence in the institution during the procedure would be
harmful for the work, or would counteract or hinder the establishment of the
liability regarding the disciplinary violation. The suspension lasts up until the
bringing of a final decision. During the period of suspension, the prison police
member has a right to a salary in amount of 50% of the last salary paid in the
month before the initiation of the disciplinary procedure. The prison police
member may be suspended from work based on a decision by the director of the
institution, upon a proposal by the immediate superior, if the previously
mentioned conditions have been met. The prison police member has the right to
file an appeal against the decision for a disciplinary measure for a major
disciplinary violation and the decision for suspension with the State
Commission for Deciding in Administrative Procedures and Second
Instance Procedures Arising from Work Relations within 8 days from the day of
receipt of the decision.

The 2013 amendment to LES also regulate the material liability of the
prison police members. Namely, the prison police member is liable for any
damage caused by him or her at work or in relation to work, intentionally or
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due to complete negligence. Procedure for determining material liability, the
right to use legal means and competent bodies have also been provided for.

LES provides general® and special* employment conditions in the prison
police. For employment in the prison police, the principle of equitable and fair
representation of the communities is applied, respecting the criteria of expertise
and competence.® Just as for employment of other persons in the public sector,
a vacancy announcement is published for the employment of prison police
members in at least two daily newspapers and at least one in Macedonian
language and one in the official language other than Macedonian, spoken by at
least 20% of the citizens. The vacancy announcement is published by the
institution, following a written notification by the Ministry of Finance for
secured employment funds. The deadline for submitting applications may not
be shorter than five days of the publication of the vacancy announcement. The
candidates submit their applications to the institution that employs the prison
police member.* The director of the institution establishes a commission which
checks the applications against the conditions stipulated in the public vacancy
announcement. Interview is scheduled within 15 days for the candidates who
applied properly. Following the interviews, the commission composes a
ranking list of five candidates who meet the conditions and submits it to the
director of the institution. The director selects one of the five candidates within
five days. The selected candidate is obligated to submit proof of the fulfilment
of the general and special conditions set forth in the Law within five days of the
receipt of the selection notification. The proof for the fulfilment of the
condition is provided by the institution where the selection is made within five
days from bringing the selection decision. The unsuccessful candidates will be
notified in writing within eight days from the bringing of the selection decision.
The unsuccessful candidates have a right to appeal before the State
Commission for Deciding in Administrative Procedures and Second
Instance Procedures Arising from Work Relations within eight days of receiving
the notification. Once the selection decision becomes effective, the director
brings a decision for commencement of the employment for the prison police
member.

The candidates for the work posts of junior associate for internal and

! General conditions are: to be a citizen of the Republic of Macedonia; to be at the
corresponding age; to be in a generally healthy condition; and not to be sentenced to a ban
for the conducting of a profession, activity or duty, with an effective sentence.

2 Special conditions are: not to be over 25, if this is his or her first employment for the
positions of a junior associate for internal and external security, senior supervisor, senior
superintendent, superintendent and junior superintendent; to be in good mental and physical
condition and other conditions stipulated in the act for systematization of work posts.

® Law on the Execution of Sanctions, Art. 58

* Law on the Execution of Sanctions, Art. 58-a
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external security and junior superintendent are employed as trainees for a
period of 12 months. After that, they take the trainee exam within 15 days
before the expiration of the trainee period, before a Commission established by
the director of the Directorate. If the trainee does not pass the exam, his or her
employment in the prison police is terminated.®

The same as for the employees employed in the public sector, LES also
envisages a possibility for the prison police member, upon his or her consent, to
be employed without a public announcement by transfer from one to another
institution, if the directors of the institutions agree, upon prior consent by the
Directorate. The vacancy in the prison police may be filled in without a public
vacancy announcement by transfer and deployment from a state administration
body, state body and other institutions, if the general and special conditions of
the Law are met, upon a prior written notification from the Ministry of Finance
for employment funds secured.?

LES regulates several ways and conditions for terminating the
employment of a prison police member: through agreement, (with a written
agreement of termination concluded with the director of the institution); on
personal request (when notice is 30 days from the date of submitting the
request for termination of the employment, unless otherwise resolved with the
director of the institution); when enforced by law (losing the working
capability; cessation of the citizenship of the Republic of Macedonia; being
sentenced based on effective decision issued by the court or another organ,
employees are prohibited to perform certain tasks and duties - on the date of
issuing the effective decision; if he or she has been convicted of a criminal act
connected to the work and work tasks or another criminal act, which makes
him or her unfit to be a member of the prison police and to perform working
assignments in the institution; due to serving a sentence longer than six months
and by turning 64 years of age) ; and in other cases determined by law
(unapproved leave during three consecutive working days in one month or six
working days in the course of one year; if it is determined that he or she
concealed or gave false information regarding the general and special
conditions of employment; if he or she does not return to work within 15 days
following the completion of the professional training and development; and if
the state administration body authorised for labour inspection, determines that
the prison police member has been employed contrary to the provisions of the
law).

The Law precisely regulates the procedure for termination of the
employment, i.e. that the employment termination decision is brought by the
director of the institution, the way of its delivery to the prison police member,

! Law on the Execution of Sanctions, Art. 58-d
2 Law on the Execution of Sanctions, Art. 58-e
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the right to complain to the State Commission for Deciding in
Administrative Procedures and Second Instance Procedures Arising from
Work Relations and the right to appeal to the Administrative Court, as well as
their submission deadlines.!

RESULTS FROM THE RESEARCH: “THE POSITION OF THE
INMATES IN THE PENITENTIARY INSTITUTIONS IN THE
REPUBLIC OF MACEDONIA

In order to research and realistically determine the attitude of the
inmates in the penitentiary institutions in the Republic of Macedonia, a
research team from the Faculty of Security — Skopje carried out a research
project from October to December 2012, titled “The Position of the Inmates
in the Penitentiary Institutions of the Republic of Macedonia”. The Project
took place in five penitentiary institutions in Macedonia (ldrizovo, Shtip,
Bitola, Strumica, Struga and Tetovo). The second aspect of the research,
aimed at contributing to the complete position of the inmates in the Republic
of Macedonia refers to determining the attitude of the employees of the
penitentiary institutions, who have a very significant role in the
implementation of the basic role of these institutions. Therefore, this paper
will elaborate some of the issues that were subject to research and which are
associated with the employees in the penitentiary institutions.

To the question “I feel that I am adequately paid for the work that I am
doing”, 101 out of 186 respondents answered “I completely disagree”, or
53.7%; “I disagree” 61 or 32.4%; “sometimes / I cannot assess” 12 or 6.4%; “I
agree” 8 or 4.3%; and “I completely agree” 4 or 2.1%. In regard to whether
they are paid for overtime, 79 out of 183 respondents answered “never”, or
42%; “rarely” 5 or 2.7%; “sometimes” 6 or 3.2%; “often” 27 or 14.4%; and
“always” 66 or 35.1%. We have a high percentage of 91.5% from the total
number of respondents who answered this question (184) that as employees of
the institution they face the problem of low salary, or only 6.4% or 12
respondents answered that they do not face such a problem.

More than half of the respondents who answered the question (185) “I do
not have adequate opportunities to advance in my career in this institution
based on my work place and education” (63 respondents or 33.5%) completely
agree or agree (56 respondents or 29.8%). The rest of the respondents or 27
(14.4%) answered with “I disagree” or 12 respondents (6.4%) with “I
completely disagree”.

To the attitude that their superiors asked them to perform an action
contrary to the law, out of 185 respondents 152 or 80.9% answered “never”,

! Law on the Execution of Sanctions, Art. 58-1 1 58-m
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“rarely” 19 or 10.1%, “sometimes” 4 or 2.1%, “often” 8 or 4.3% and “always”
2 or 1.1%. We have similar results to the next question, whether the superior
from their unit asked them to perform an action contrary to the law, where 154
or 81.9% of 186 respondents who answered the question said “never’; “rarely”
18 or 9.6%; “sometimes” 2 or 1,1%; “often” 7 or 3.7%; and “always” 5 or
2.7%. Entirely in this direction are also the distributed results obtained from the
question which expresses their attitude whether as employees of the institution
they face a problem — to have to follow an order which is contrary to law,
where 159 or 84.6% of 186 respondents answered negatively and 27 or 14.4%
affirmatively.

The next set of questions refers to the attitudes of the employees of the
penitentiary institutions to whether they have been adequately familiarized with
the appropriate international standards and the national legislation in this field.
Thus, on the question “Are you familiar with the contents of the standard
minimum rules for the treatment of inmates and with the European Prison
Rules”, more than half of 186 respondents who answered this question, or 128
respondents (68.1%) answered affirmatively, while 58 respondents (30.9%)
answered negatively i.e. that they have not been familiarised. We have a higher
percentage of respondents who answered affirmatively that they are familiar
with the contents of the Law on the Execution of Sanctions or 79.8% (150
respondents of 184 who answered this question), while negatively 34
respondents or 18.1%. Hence, their attitudes in relation to whether they are
familiar with the legislation important for the performance of their tasks, 153 or
81.4% of 187 respondents answered “always”, “often” 28 or 14.9%, rarely 1 or
0.5% and “never” 5 or 2.5%. Also, we have a high percentage of respondents —
77.1% or 145 of 184 who answered affirmatively or that they are familiar with
the competencies of the Ombudsman of the Republic of Macedonia as national
preventive mechanism against torture or other cruel, inhuman or degrading
treatment, while 20 respondents (20.7 %) answered negatively, or that they are
not familiar.

The research also encompassed questions and attitudes referring to the
employees’ continuous training which aims at their more professional and more
efficient conduct of their work tasks in the institution. To the attitude “I follow
seminars or courses for theoretical and practical vocational training for working
with inmates”, more than half of 185 respondents who answered this question
said that they never did (60.1% or 113 respondents), 33% (62 respondents)
answered “sometimes” and only 5.3% (10 respondents) answered “regularly”.
An astonishingly huge percent of 97.3% (183 respondents) said that they never
participate in the training organized and conducted by the directorate for
Execution of Sanctions, then, 28.2% (53 respondents) said that they sometimes
participate and only 14.9% (28 respondents) said that they regularly participate
in these training sessions. The apparent lack of interest of the employees is
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mirrored in the results gained from the following question: if they haven’t
participated in the training, do they feel the need for vocational training and
acquiring continuous knowledge, where out of 176 respondents who answered
this question, 34.6% or 65 respondents answered “regularly”, 48.9% or 92
respondents answered “sometimes” and 10.1% or 19 respondents answered that
they never felt the need for that. In correlation to these questions are also the
attitudes obtained from the respondents in regard to whether testing of
knowledge is conducted in the penitentiary institution, where out of 184
respondents, more than half or 60.6% (114 respondents) answered “rarely”,
18.1% (34 respondents) answered “sometimes” and 19.7% (36 respondents)
answered “never”.

In view of the question if they have ever been punished with disciplinary
measures for deficiencies found by inspectors for execution of sanctions, 162 of
172 respondents answered negatively (86.2%) and 17 affirmatively (9%).

CLOSING CONSIDERATIONS

Prisons, as specific institutions that provide services of public interest,
bring together the two most important groups of people, the inmates and the
staff of these institutions who take care of them. In this sense, the key to the
good and successful management of the execution of sanctions in these
institutions lies in the nature of the relations established between the two
groups. The status, rights and obligations of the prison staff have an
important role in the successful implementation of the sanctions and the
establishment of a better and more successful relationship between these two
groups of people in the prisons. What is significant for the successful
execution of sanctions, but also for guaranteeing the respecting of the rights
of the convicted persons is the sufficient number of employees in the
penitentiary institutions, who would be able to respond to the tasks in the
institutions, their accurate and objective selection in accordance with the
international standards in this field, which also spills over into the national
legislation, as well as the precisely defined rights and duties they have in
accordance with the legislation. Also important issue that arises is the need
for these employees in the penitentiary institutions to be properly rewarded
for their work according to the standards prevailing in the country, which is a
very important fact in order to be able to select and hire staff with good
education and skills, capable of performing the work, as well as with good
personal characteristics.

The results of the research conducted in the penitentiary institutions in
the Republic of Macedonia in 2012 show that most of the employees who
participated in the research are not satisfied by the salary they get for their work
and think that they do not have opportunities to advance in their careers in the
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institution they work for. A large part of them declared that they were not asked
by their superiors to follow orders contrary to the law, which is in accordance
with the legislation. We have a fair percentage of respondents who answered
that they were familiar with the international and domestic legislation
governing this field. However, it is surprising that a huge percentage of the
respondents (97%) answered that they have never participated in training
sessions organized by the Directorate for Execution of Sanctions, as well as
that they do not fell a need for vocational development. Considering the
international standards in this field, the continuous professional training of the
employees in these institutions is one of the key elements for achieving correct
execution of sanctions in the prisons and a good relationship between the
inmates and the staff.

Bearing in mind the above said, we may say that the new legislation for
execution of sanctions, precisely defining the rights, duties, responsibilities,
employment and termination of employment of the staff in the penitentiary
institutions, should largely contribute to the better status of the staff and their
more significant role in the process of executing sanctions.
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Abstract

The subject of this paper is the analysis of the environment in the
legal order in the Republic of Macedonia on a normative level. The
environment, despite being a very important segment, it also represents a
complex subject matter in the organized society. The state regulatory
functions following the scientific findings in this area, while making
regulations for the behavior of the subjects in the society.

In this paper, using the speculative philosophical method through
epistemological knowledge, we will explain the essence of the need for the
environmental protection. The method of content analysis of documents is
also used, as well as the legal (dogmatic) method and the analytic - synthetic
method in order to classify a large part of the legal acts which in full or
partially regulates legal relations in the Society related to the Environment
(identified 88 regulations) by sharing the View of the 6 major groups:
environment (49) Agriculture (16) Energy (6) transport (12) property (4) and
Tourism and Hospitality (1) law.

We will also discuss about the penal policy in the Environmental
protection in Macedonia, which provides an opportunity to discuss the
effects of it.

In the area of misdemeanors in the Macedonian legal system a
pioneering attempt is made for "codifying" of the misdemeanor violations
related to Environment where the previously identified 88 regulations are
further analysed and the separate pieces of legislation related to the
substantive and the procedural legal parts, as well as the minimum and the
maximum amount on fines (kind on sanctions) are being identified.

The paper is divided into: An Introduction; Normative presumptions
for Environmental Protection (divided into two parts: 1. criminal legal
protection of the environment, and 2. The Misdemeanor legal protection of
the environment) and 3. Conclusions.

Keywords: Environment, Legal Protection, a criminal - legal,
Misdemeanour



INTRODUCTION

The Regulatory function is related to the creation of the systems and
organizations, as well as to the regulation of the behaviour of the people
within the limits of the general acceptability. In this paper we are going to
make an attempt for a systematic introduction of the level on Environmental
protection in the Republic of Macedonia on normative, as well as an
institutional level. Reasoning and explanation of the problem is necessary.
Concretizing the risks and hazards associated to the environment and their
arrangement in specific legal areas could contribute to an increased level of
academic as well as scientific and professional debate. The specifics of the
environmental risks in a way that they can also be latent (as we can not smell
the radioactivity, for exmaple), at the same time qualitatively and
considerably different (in terms of capacity for endangering the environment
and the nature and, indirectly, the entire living world). Such situation and the
characteristic of the Environmental elements and their mutual ratio makes
the standardization of these issues very complex and interdiscplinary. From
the aspect of the nature of the standards, it is useful to mention that most of
these standardization activities bend down to the so-called technical norms.!
An additional difficulty in the social regulation of these issues and their
dynamism is determined by the significant number of innovative and
contemporary scientific knowledge regarding the relationships between
organisms in the nature, or the environment in general. A mitigating
circumstance is the fact that the process of harmonization of the national
with the European law solves some dilemmas with "undertaking solutions™.
Although in taking decisions the question about the need for authentic
solutions due to implementation of the cultural and other elements of the
issue related to the environment, and particularly the relation of the
individual towards it.

The Constitution, as a constitutive act of the state by which relatively
speaking, the handing over of the sovereignty by a group of citizens to those
who they have chosen to represent them is conducted, or embodiment / form
of the "social contract of the Russo” which determines the obligations of the
citizens as well as between the citizens and the public authorities, is a
fundamental document which has significance for all of the social matters

! The technical regulations are established norms set by the people referring to
the relationship between humans and nature. For example, rules for construction in a
seismically building is determined in the Law on Construction, the norms for vaccination
of people to prevent infectious and other diseases. It can be said that this nature has a
significant part of the norms related to the environment. Therefore, the specific knowledge
of the technical and the natural sciences has essential importance in determining what can
be allowed and over crossed.
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from which the individual human position arises (with their rights and
obligations) as well as the organization of the society in general.

The basis of the legal system of the society is the Constitution.
Therefore, when speaking of security, the classical traditional forms of
threats to society reffers to endangerment of the constitutional order.
Practically the transferred sovereignty is being threaten. Therefore, attack on
the public authorities is perceived as an attack on the citizen. However, these
are other discussions that had the sole aim to open elements of academic and
scientific debate about the social regulation.

Limited in space the constitution of a country, regulates part of the
issues in a precisely exhaustive form (for example, retention in a police
station can last up to 24 hours) or philosophical declarative form (for
example, the Republic of Macedonia is taking care for protection and
improvement of the environment).

The existence of a legal order presupposes the existence of legal
hierarchy. According to this hierarchy the laws are subsequent forms of
social control that are framing the social relations. The illegal behaviour in
the legal system of the Republic of Macedonia can be determined only by
Law. This is relevant for the criminal offences as well as the misdemeanours.

The regulation of a particular social area does not imply regulation in
one act. This method would provide the greatest clarity and systematic
feature but, unfortunately, this method is impossible to achieve. The reasons
for this lies in the fact that objectively the human situations are numerous
and the need for their prediction (the extract / the foundation / basis of
continental law is the principle of legality) implies the creation of multiple
thematic laws that govern a specific area (i.e. the area of criminal procedure
law edited by LCP, LIA, Law on Police, Law on Juvenille Justice) and their
further explanation and specification (with by-laws). In large part the norms
that govern a single area have a difuse nature, and this especially applies to
the protection of the environment, taking into consideration the areas that are
covered by it. In the area of the Criminal Law, the legal protection of the
social values is simpler since the systematic and the visibility which is a
result of the existence of the codified Criminal Code in which all crimes are
predicted, having a special chapter for criminal acts against the
environment.

Regarding the misdemeanor as illegal behavior which is defined by
law as an easier form of social dangerous behavior the, systematic and the
visibility does not represent a characteristic. The technique of writing laws in
the Republic (it is the practice also in the legal systems of the neighborhood,
especially those from the former common state - Yugoslavia) implies to the
laws that stipulate misdemeanor liability to define these behaviors in a
separate part of the law, usually named as "misdemeanor provisions "
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Alongside with the section of the laws most often entitled as "surveillance"
the laws from these parts make the substantive and procedural part of the
Misdemenaur Law. The data analysis and the presentation of solutions of
most of the legislation that govern matters related to the environment has
been made in the empirical part of this study.

Historically, in former Yugoslavia, and thus indirectly in Macedonia,
the creation of policies in the environment (standardization later) began in
the late sixties. First, there was "a draft to the policy foundations for spatial
planning and environmental protection™ in 1969 (adopted in 1971), and later
begins to be legally regulated with the preparation of the project for spatial
planning, environment and urban planning. (Stojanovi¢, Salma, Etinski, &
Purdev, 1991 pp.19 - 20). That means that in terms of preparation of the
social regulation in the area of environment, the first international
conference on the environment in Stockholm could not be considered as a
direct cause or reason for the above mentioned activities related to
environment protection and the spatial planning in Yugoslavia. After the
adoption of the Constitution Act of 1974, certain attempts were made in
order to adopt a federal law for protection of the environment, but given the
decentralization expressed in the Constitution of 1974 was ascertained that
the same exceeds the competencies of the Federation. (Stojanovi¢, Salma,
Etinski, & Purdev, 1991, pp. 20 - 21). The Republic of Macedonia in 1996
adopted the Law for upgrading and protection of the environment. In 2005
The Law on Environment was adopted which is still in force, a Law
that follows the contemporary trends of normative regulation of this
extremely dynamic and complex area, especially taking into account the
need for harmonized and is in compliance with the European legislation.

CONSTITUTIONAL PROVISIONS

On national level, the environmental protection in the country is raised on
constitutional level. In the Constitution of the Republic of Macedonia, the
arrangement and the humanization of the space and the protection of the
environment and the nature is one of the fundamental values to the Constitutional
order. Within the economic, social and the cultural rights, the Constitution deals
with the issue of the environment as a right of the human, which by its character is
general, but it also establishes an obligation for the promotion and protection on
the environment. The third context in which the environment is mentioned in the
Constitution is within the Article 55, which proclaims that the conditional
antagonism in practical instances, when on one side we have the "free market and
entrepreneurship” and on the other "the right of the environment" is determinating
the treatment options of the environment to a higher level than that of the
ekonomic subject by the state.
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LEGAL PROTECTION OF THE ENVIRONMENT IN
MACEDONIA

The subject of protection of the regulations in the field of environment in
Macedonia are: the soil, the water, the air, the biodiversity and other natural
resources, the ozone layer, and the negative human impact on the climate system.
The issues related to the previously mentioned subject of protection are regulated
as well as regulation of the issues associated with polluting substances and also
technologies, waste, noise, vibration, ionizing and also the non-ionizing radiation.
We are bound to mention that the first mentioned concepts, such as the media of
the environment, the biodiversity, the climate change, and the ozone layer are
large areas (especially the environment) and the practical protection in a
normative sense in the regulation in the Republic of Macedonia is large. In that
sense an analysis in the Official Gazette of the Republic of Macedonia in which
from different areas we have tried to present the laws that more or less have to do
with what the environment means by definition. 1 would like to mention that all
the legislation are not typical laws in the field of the environment, but all listed,
some completely, (especially in the filed of environment), and some partially are
regulating issues that are associated to this area. The Laws that we are talking
about are listed in a table in this paper several sections below these lines.

The mentioned laws, according to me, could be divided into several
categories: Environment, Agriculture, Energy, Transport, Property (building,
Spatial Planning, Cadastre) and Tourism and hospitality. Most legislation are
present in Environment (49) Agriculture (16) Energy (6), transport (12),
property (4) and the Tourism and Hospitality (1) law.

CRIMINAL JUSTICE SYSTEM PROTECTION OF THE
ENVIRONMENT IN MACEDONIA

The criminal act legitimates the right to punishment. Here we are talking
about the legal type of improper, but also a real criminal event, which by its
characteristics suits the formal, abstract type of prohibited behaviour.
(Kambovski, 2004, p. 341). The formal definition is clear and says that it is illegal
behavior that is determined by the law as criminal offenses and with
characteristics which are determined by law. (Kanevchev, 2010, p. 13).

The Criminal Code, as a codified legal act that contains all the unlawful
behaviors which are defined as criminal offenses, in accordance with the social
dangers caused by them, at the same time having characteristics of criminal
offenses and with the most serious social institutionalized reaction. In the
Criminal code of the Republic of Macedonia, the acts are systematized in
accordance to the object of protection. In this case, the environment represent an
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object of protection. Theoretical debates of whether life of people is an object of
protection or it is the environment, or its channel (air, water, soil) are
the protected goods. In the Criminal Code, chapter XIl, the acts aganint the
envirronment are incriminated (Article 218 - 234). In accordance with the legal
hierarchy, the constitution and the protection that reffers to the environment, at
the same time as a human right, the law on environment in 2005 was enacted. It
IS a systematic law in the area of the environmental protection. The Acts specified
in the Criminal Code of the Republic of Macedonia contain blanket dispozitions,
which means that the illegal behavior that is incriminated is covered by a material
law in the field that is a subject of interest and regulation.

It is about legal acts that cover the following areas: 1. Environment 2.
Nature Conservation, 3. protection from harmful noise in the environment 4.
Waste Management 5. Management with packaging and of packaging waste 6.
Ambient Air Quality 7. the genetically modified organisms 8. Planning 9. waters
10. batteries and accumulators and waste from batteries and accumulators.
(Ivanov, Inspection and supervision in the protection of the environment — with a
special review on the State Inspectorate for environment (unpublished Master’s
thesis), 2011). Common for all of them is the Environmental protection, the
surroundings, i.e. everything that surrounds us.

In this text, we present the criminal legal protection of the environment
only as a fact, not going into theoretical discussions related to the criminal
law aspects in this area (such as the object of protection, issues for
determination of guilt, intention, etc.). The topic is related to the inspection
supervision. The Criminal Code of the Republic of Macedonia establishes
the following criminal acts:

e Pollution of the environment and the nature - Article 218;

e Pollution of water - Article 219;

e Production of hazardous substances for treatment of livestock or

poultry - Article 220;

e Non-conscientious indication of a veterinary assistance - Article 221;
Transmitting infectious diseases of the animal and the plant life -
Avrticle 222;

Contamination of livestock feed or water - Article 223;
Destruction of crops by use of harmful substances - Article 224;
Usurpation of Real Estate - Article 225;

Illegal exploitation of mineral resources - Article 225 - A,
Devastation of forests - Article 226;

Causing forest fire - Article 227;

Illegal hunting - Article 228;

Illegal fishing - Article 229;
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e Endangering the environment and the nature with waste materials -
Avrticle 230;

e Unauthorized acquisition and disposal of nuclear materials - Article
231;

e Importing hazardous materials in the country - Article 232;

e Torturing animals - 233,;

e Severe crimes against the environment and the nature - 234;
(Criminal Code ("Official Gazette of the Republic of Macedonia"
N.37/96, 80/99, 4/02, 43/03, 19/04, 81/05, 60/06, 73/06, 7/08, 139 /
08, 114/09).

Graphic display No.1 Total reported, accused and convicted
persons for crimes against the environment in the period 2000 - 2011
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MISDEMEANOR LEGAL PROTECTION OF THE
ENVIRONMENT IN MACEDONIA

The codification of the criminal law following the completion of the
French Revolution splitted the legal norms depending on the degree of the
threat and the consequences of a particular act. The Criminal Codes of that
time determine the offenses, at the same time prescribing the misdemeanors
as separate, milder forms of violation of the social discipline (Ivo, 1995, p.
495). Apart from the Criminal Code of Napoleon, the misdemeanors can be
met earlier in the time. The first forms of misdemeanors and their
punishment procedure can be encountered as early as the Roman law. The
Roman magistrates punished individual actions that represent misdemeanors
today (lvo, 1995, p. 495).

Although the misdemenaur represents an easier form of illegal conduct
regarding the criminal offenses, we can not consider the misdemenaur as a
minor violation. Exactly the number of these ofences, their content (the
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misdemenaur represents illegal bahaviour), the frequency, the disturbance of
the public order, as well as the usual way of the lives, undoubtly makes them
serious and significant violations of the legal system.

In accordance with the applicable law of the Republic of Macedonia,
the provisions of the misdemenaur law (studied within the Administrative
law, but there are also Juncture Points with the criminal law) are found in a
number of legal acts and regulations. Unlike some countries such as Serbia,
in the Republic of Macedonia the misdemenaurs could be standardized or
provisioned only by law. According to this solution, the principle of legality
which is defined as one of the fundamental principles of the legal state, is
simultaneously clearly stated in undoubted tone. This means that no other
law could determine any misdemeanor nor misdemenaur sanction. At the
cases where the principle of legality is interpreted in a manner where only
the law is the foundation of the principle of legality we are talking about the
narrower i.e. formal understanding of the principle.

The procedural aspects of the misdemeanour Law are slightly different.
In this part, the things are simpler for the reason that the procedural law
primarily regulates the issues of determination of the responsibility,
competence, exemption and other procedural and financial institutes is the
Law on Misdemeanors in 2006, enacted as a result of the Constitutional
amendments of 2005, simultaneously with the reorganization of the judicial
system through the Law on Courts and the Law on Judicial Council of the
Republic of Macedonia. From the law on misdemenaur we can draw a
conclusion that the difference between the issues of criminal offenses and
misdemeanors are only of formal nature, considering that under the Article 2
for the misdemeanor offenses respectively are applied the provisions of the
general part of the Criminal Code where in paragraph 2 of the same article
even further confirms the conclusion.

In terms of the environment, the misdemeanor provisions are included
in the material laws that refer whether directly or indirectly to the protection
of the environment. Primarily, these are the legal acts we outlined previously
in this paper.

Next comes a complete overview of the anticipated minimum and
maximum fines as well as the precise provisions from each law which
determine the competent entity of the laws, "the material provisions” for
conducting misdemeanor procedureas as well as measures that can be
undertaken in the misdemeanor procedure (education, settlement, mediation,
etc.). Among other things, this also serves to show how difficult it is to
theorize the importance of the misdemenaur law, but also to confirm one of
the theses of this paper. From the listed laws we can see that the legislator in
the field of the environment had predicted the highest fine ever predicted in
the country, for an offense of Ill - cathegory according to the Law on
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environment in the amount of 150 000 euros. Among other things, in this can
be recognized the importance of the environment on one hand, and the
severity of the "misdemeanor behavior" on the other.

Table no. 1 List of laws in the field of the environment by specifying the sections of the
Act competent for conducting of the misdemeanor procedure and the minimum and maximum

amount of the predicted fines

The name of the Law

AREA ENVIRONMENT

Law on Environment

Law on the Safety in the blood
supply

Law on Veterinary Health
Care

Law on Waters

Law on the records in the
area of health

Law on prohibiting the
development, the production,
stockpiling and use of

chemical weapons

The Law on Protection and on
Animal Welfare

Law for protection of the
Population from infectious
diseases

Law on protecting the rights
of Patients

Law on Nature Protection
Law for protection from noise
in the environment
Law on Protection
explosive substances

from

Misdemenaur provisions

Refer to the sections of the
laws which regulates the
supervision in the law
enforcement after which are
attached

the misdemeanour provisions.

Article 194 - 212-x
Article 40 - 51

Article 100 - 111-8

Avrticle 224 - 249
Article 43 - 50

Article 6-a - 7-6

Article 48 - 54

Article 61 - 67-a

Article 54 - 65-6

Avrticle 168 - 183-8
Avrticle 45 - 60

Avrticle 63 -70

Anticipated fines in
minimum and in
maximum as an
indicator of the extent
of the damage from
the violation of the

law and the
endangerment of the
"the good"™ that is

subject of protection.
By default the fine are
expressed in  euros.
Only upon exception in
two laws they are
expressed in MKD and
they are listed.
Minimum  Maximum

200 150 000
1500 12 000
100 5000
200 30 000
500 3000
10000den 300
000den
250 12 000
300 5000
50 3000
50 20 000
150 20 000
600 5000
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Law on Protection from Article7-10-a
Smoking

LawonPlant Health
_
The Public Health Law Article 42 - 46
Law on Ambient Air Article 65— 77-6

Law on Medicinal Products Article 141 - 156 100 000
and Medical Devices

The Law on firefighting ~ Article 53 - 57-a
Law on Precursors Article 23 - 27

‘Law on Fisheries and Article 107 - 115 100 5000
Aquaculture
Law on Sanitary and Health Article 21 - 31-8 300 4000
Inspection
Law of storage and protection = Article 26 - 29-a 100 5000
from flammable liquids and
gases

Law for supplying of drinking Article 36 - 44-6 300 4000
water and disposal of urban
waste water

Law on Chemicals Article 133 - 145 1000 6 000
Law on hidrometeo activity Article 30 - 39 500 3000
Law on Forest and Hunting Article 23 - 32 400 3000
Inspection

Law on Crisis Management
Law for protection and
Rescue

AGRICULTURE AREA
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Law on Safety of Products
Law on food safety for the
animals

Law on Food Safety

Law on Wine

Law on Agricultural Activity
Law for the State Inspectorate
for Agriculture

Law on Agricultural Land
Law on Agriculture and
Rural Development

Law on Quality of
Agricultural Products

Law for the control of quality
of the food and the
agricultural products in the
foreign trade

Law on Organic Agricultural
Production

Law on Seeds and Planting
Material for  Agriculture
Plants

Law on livestock

Law on Tobacco and Tobacco
Products

ENERGETICS AREA

The Law on Energy
Law on mandatory reserves of
oil and oil derivatives

TOURISM AREA

Law on Tourism Development
Zones

ARCHITECTURE, URBAN
PLANNING

Law on Construction Land
Construction Law

Law on Spatial and urban
Planning

AREA TRANSPORTATION

Low on vehicles
The law of railway system

Avrticle 33 - 43-
Atrticle 101-103

Avrticle 118-135
Acrticle 56 - 64
Avrticle 42-50-a
Avrticle 15-32

Article 56-64
Article 160-166

Article 163-175

Article 17-24

Article 52 - 60

Article 63-67-a

Article 79-86

Article 59-69-

Article 167 - 190
Article 27-32

Article 36-39

Article 102-110
Article 127-165
Article 57-77-a

Article 77-94
Article 123-133

200
300

300
200
500
500

100
1000

300
3000
MK
300
600

100
100

200
500

500

1500
100
500

50
500

15 000
5000

8 000
15 000
3500
5000

12 000
5000

5000
300

MEKJT
5000
6 000

3500
20 000

7000
10 000

5000

12 000
17 000
12 000

3500
5000

000
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Law on Public Roads Article 67- 81-a 100 5000

Law on Road Traffic Article 86-99-n 200 5000
Law on transport of Article 84-98-a 200 5000
dangerous goods by road and

rail

Law on circulation of Article 32-38 500 5000
explosive substances

Law on Railway Security Article 46-48 500 3000
System

Highlighted (darker colored) laws, which are particularly associated
with the environment, have anticipated maximum fines from 10 000, 20 000,
30 000, 150 000 euros! Maybe we would perceive this as favorable, but only
if there is a realistic opportunity of fulfillment of the legal basis so these
fines could be applied. The question is whether this is true.

Based on the general situation in the Macedonian economy, the
liquidity condition of the companies, the situation with the average income
per capita (gross domestic product) and other economic parameters we could
see that such a policy does not correspond with the reality and can not be
applied. Therefore, the main goal of the prevention and the general laws in
the area of environment in the field of misdemanaour and the anticipated
fines can not be fulfilled. This confirms the fact and the number of offense
procedures initiated by the State Environmental inspectorate as well as the
decisions for misdemeanor liability by the commission for violations in the
Ministry of Environment and Phsicical planing.

Regarding the implementation of misdemeanor proceedings, in
addition we are presenting another review of the relevant institutions that are
most competent to act upon the previously listed laws with the explicit
powers to carry inspection supervision. It refers to:

144



Table no. 2 Review of government authorities that apply above

mentioned laws,

impose  fines,

possessing requirements for bringing

misdemenaur procedure or impose sanctions.

Independent body
Ministry of Justice
Ministry of Agriculture,
Forestry  and Water
Management

Ministry of Environment and
Physical Planning

Ministry of Finance

Body / bodies within

= [] State Administrative Inspectorate

- 1 Veterinary Administration - Department of
Veterinary Inspection;

— '] Administration for Water - water

management department inspection;

State Inspectorate for Agriculture;

State Forestry and Hunting Inspectorate.
[] State Inspectorate for environment
[ administration for Environment

Customs Administration of the Republic of
acedonia;

<V Ll

- Public Revenue Office
Ministry of Local Government | = [] State Inspectorate of Local Government

Ministry of Culture | = Administration for Protection of the cultural

Heritage - Department for prevention and inspection
Ministry of Economy = — [] State Market Inspectorate;
- [] State Inspectorate for Technical Inspection.
Ministry of Transportand = — State Inspectorate for Transport;
Communications = — Communal Inspectorate;
- State Inspectorate for Construction and Urban
Planning.
Ministry of Health | — [ State Sanitary and Health Inspectorate;

- [] Directorate for food - Department for
inspection;
- [ Bureau for Drugs - Department for
inspection.

Directorate of Radiation Safety | —
Center for Crisis Management | —
Directorate for protectionand | —

Rescue

Department for inspection supervision
Department for inspection supervision
Department for inspection supervision

CONCLUSION

On a normative level, the legislation in Macedonia in the area of
protecting of the Environment according to the Law on Environment, sector
legislation) as well as the resulting by-laws, are completely harmonized with
the European legislation. The assumptions for environmental protection in
the laws are fulfield. The environment includes social regulation in many
areas consisting almost of hundred laws. We have identified 88 regulations
which are related to a greater or lower part of what means "being subject to
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the environment™" of the Legislation in the Republic of Macedonia. Large
part of them represent general laws that govern crucial areas (Environmental
Law, Forest Law, Water Law, Law on ambient air quality and many others).
They are divided into six major groups: Environment (49) Agriculture (16)
Energy (6), transport (12), property (4) and the Tourism and Hospitality (1)
law.

The penal policy in the field of environmental protection does not
allow elements of general prevention. The number of convicted persons in
relation to those who are reported significantly deviates. For the period 2000
— 2011, 1793 were repoted, 879 were charged and 715 of them were
convicted (more than 40% of the ones that were convicted were reported).
Further research is needed in the area of the penal policy to make more
precise conclusions.

The Misdemeanor legal protection of the environment is "sprayed"
with many competent authorities and there are no conditions for its
codification neither in material, and relatively in procedural legal sense (Law
on misdemeanors as a general law). Penal policy for the misdemeanors is
often determined as an expression of the height of the fine i.e. fines that
can be imposed. The repressive element in the area of environmental
protection is not lacking. The Misdemeanor responsibilities are ranged in
amounts from tens to 150 000 euros maximum fine. This also represents the
highest fine in the state in general. This amount of fines (although it is
justified in terms of what represents the subject of interest) is unreal and does
not contribute to the development of a realistic policy regarding the penal
policy in the misdemeanors violations, or in other words - the same can not
be implemented.
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Abstract

The research study based on collected data and findings is aimed to
address key problems related to social exclusion of older persons in the
Republic of Macedonia with emphasis on coverage, rights, access,
availability and quality of services, obstacles visa-vi laws and policies in the
area of protection of older persons compared to the current situation, as well
as the undergoing reforms and challenges within the systems of social
protection.

Special emphasis in the study is placed on regional, ethnic and gender
differences of the older persons as a vulnerable group. The study makes an
analysis of the current process of decentralization and which has influence
on the reorganization of the systems for coping with the challenges and
attempts to define the basic capacities and needs on local level related to the
life of the older persons.

The research provides analysis of scientific literature, international
and national legislation, quantitative analysis based on conducted survey of
a representative sample of 1222 older persons, qualitative analysis from
eight focus group discussions with participation of 32 service providers, 16
policy makers for older persons and 46 older persons and interviews made
with representatives from the Ministry of Labor and Social Policy, Social
Welfare Centers and Homes for older persons. The research was conducted
in the period of December 20, 2012 to February 20, 2013.

In this context, the research study elaborates the policies, reforms and
recommendations of older people, which can be taken as a considerable
effort for improvement of the policy making in regard to social inclusion of
older people in the country.

Keywords: social exclusion, older persons, social protection system



INTRODUCTION
SOCIAL EXCLUSION OF OLDER PERSONS

The official statistical data of the Republic of Macedonia indicate that
there is trend of ageing of the population. The unfavorable demographic
trend is mostly, due to the decreased fertility rate and the prolonged life span
(decreased mortality rate). In 1994, the share of older persons aged 65 years
and above in the total population amounts to 8,46%. According to the latest
census results in 2002, the share of the population aged 60 and above is
15,0%, and the share of the population aged above 65 years is 10,6%. The
number of older women aged above 65 years is constantly increasing,
compared to older men aged above 65 years which was 45,92% in 1961. The
share of older men is decreased from 45,9% to 45,1%, and the share of older
women is increased from 45,1% to 45,9% (State Statistical Office 2003). The
share of the population at the age of 0-19 in the total population is 29,26%.

The social inclusion in terms of EU policies, is a process which
through implementation of effective policies and reforms, coordination and
active participation of various actors needs to make decisive impact on
eradication of poverty and overcoming problems that vulnerable groups
(older people as particular case in the research study) which are experiencing
homelessness, unemployment, low education, health problems that leads to
their further.

There is no nationally accepted or adopted definition for social
exclusion. The Ministry of Labor and Social Policy in its Policy document
(2004) for tackling the problems of the socially excluded persons defined
four target groups in the socially excluded population: (1) drug users and
members of their families; 2) street children and their parents; (3) victims of
family violence and 4) homeless people. This categorization is not based on
prior statistical research considering the prevalence of these groups in the
overall socially excluded population. It also does not include other important
vulnerable groups, such as Roma, the rural poor and other groups.

The Republic of Macedonia adopted a relative poverty line as the
national standard for calculation of poverty level. The relative method
defines poverty at the level of 70% of the median equivalent consumption,
with application of the old OECD equivalent scale (1.0/0.7/0.5). Because of
subsistence economy and remittances, the methodology for statistical
calculation of poverty is based on consumption rather than on income as an
indicator of the living standard. Calculations show an increase of the poverty
rate. Laeken indicators on social exclusion are still in early stages of
preparation.
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The older persons indicate that their most frequent communication is
with their children (very frequently and frequently) and the next category is
“neighbors and friends”. The support from their family is comprised of
provision of care when they are ill and provision of transport to institutions,
as well as for resolution of family problems, which many of the older
persons did not want to admit but there were indications that such things are
present.

A good indicator for the level of social exclusion from the society is
the level of inclusion of older persons in provision of counseling and advices
to family members, friends and neighbors. We can conclude that, there is a
high level of respect of the opinion of older persons in the families that are of
Albanian ethnic origin.

The Poverty Reduction Strategy in 2010-2020 and the last national
report on Millennium Development Goals show that there has been no
greater change to the households with the highest-risk profiles, thus
indicating that multi-member households, households with no employed
members, households whose members have a low level of education and
households of elderly people are at the highest poverty risk.

SOCIAL PROTECTION SYSTEM

After Republic of Macedonia gained its independence in 1991, the
independent state introduced the social protection measures for its citizens.
In 1992, the parliament passed the Law on Family and the Programme for
protection of socially vulnerable population as a measure for protection from
poverty which affected the population as a result of the transitional period. In
1996, the poverty line was determined and the need for amendments of the
system for social protection resulted with introduction of new categories of
beneficiaries, and new rights and services which served as a base for passing
new Laws on Social Protection in 1997 and 2009. Each year the Government
adopts a programme for social protection in which it defines the activities,
beneficiaries and the required funding for provision of the services for the
beneficiaries.

The period of reforms in the system of social protection is
characterized with introduction of principles for decentralization aimed to
improve the capacities on local level in the area of social protection. The
establishment of the network for securing social safety of the citizens on
local level represents undertaking responsibilities for provision of better
services and rights in compliance with the individual needs of the local
population and the available resources of the local communities. The
institutions for accommodation of older persons are managed and financed
by the state but since 2006, the management is delegated to the local self-
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governments. Three out of the four public institutions for protection of older
persons are decentralized and 15 private homes for older persons is
registered as a home for older persons and the rest of them are in process of
registration. The process of decentralization is characterized with opening of
daily centers for older persons by the state. The establishment of the
network for securing social safety in the local community, that is, the
municipality, represents undertaking responsibilities for provision of better
services in the area of social protection on local level.

The principle of inclusion creates opportunities for appropriate
coverage of all vulnerable groups through financial support for different
programmes. The principle of de-institutionalization enables placement of
older persons from big institutions into small homes and provision of
services in the homes of the older persons and their placement in foster
families.

With the pluralization of bearers of social protection, besides the state,
private institutions, NGO’s, natural entities and the church can be also
bearers of social protection.

There are two types of institutions that provide services for older
persons, 30 centers for social welfare and 4 state-owned homes for older
persons, as well as 15 private homes for older persons. In compliance with
the Law on social protection, besides the state, NGO’s private institutions,
natural entities and the church can be bearers of social protection. Within the
global picture of the social protection for older persons we must also take in
consideration the efforts and influence of the informal sector: family,
neighbors, friends and relatives.

The social protection system in the Republic of Macedonia is
comprised of services and benefits of the tax-finance system for social
protection (social prevention, non-institutional protection, institutional
protection and social assistance). Financial benefits from the social
protection system comprise of contributory and non-contributory benefits.
Non-contributory and means-tested, include social assistance.

According to the Law on Social Protection, there are several categories
of social assistance benefits for older persons: permanent financial assistance
for persons at the age of over 65 who are socially not provided for, social
financial assistance for persons who are unfit to work and/or are socially not
provided; financial supplement for assistance and care from other person for
persons who cannot look after themselves and one-off financial assistance.

The policy laid down in the European Social Agenda strengthen the
role of social policy as a productive factor that must enable more effective
specific aims concerning the protection of individuals, reduction of
inequalities, and social cohesion. It particularly emphasizes the importance
of interaction among economic, social and employment policies, the role of
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the various instruments and especially the open method of coordination and
legislation, and the mobilization of all involved parties.

The Government of the Republic of Macedonia has started preparatory
activities that would lead to participation, identification of needs of national
policies, reforms in compliance to certain common objectives laid down in
the Lisbon Instrument, open method of coordination in terms of enhancing
EU goals against poverty and social exclusion.

Identification and promotion of effective policies in the areas of Social
Protection and Social Inclusion with the aim of learning from each others’
experiences will ensure active participation of all relevant actors on national
and local level and promotion of policies that would ensure social protection
and social inclusion of all vulnerable groups, including the older people.

In December 2012, permanent financial assistance was paid to 6048
beneficiaries, social financial assistance was paid to 51864 beneficiaries,
financial supplement for assistance and care from other person was paid to
30 678 beneficiaries and one-off financial assistance was paid to 7971
beneficiaries but there is no clear record how many of these beneficiaries are
older persons.

CONCRETE OBJECTIVES

The research paper will incorporate the following data in the area of
social protection: coverage, rights, access, quality of social services and
obstacles in the achievement of rights and services defined in policies and
laws for protection of older persons compared to real situation.

The objective of the research is to raise proposals for new activities in
the Republic of Macedonia and improvement of capacities through
redefining the role of the state and local authorities and the population itself
in direction of finding sustainable solutions for the concerns of the older
persons.

1.1. Research methodology and instruments

The following methodological framework was applied for conducting
the research related to the needs and rights of the older persons to enjoy the
rights and services within the systems for social protection:

e Review and analysis 