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Abstract
Globalization and technological development are the two main pillars of the basis of mod-
ern enterprises. Different business decisions want to determine the balance between the 
potential of the company and the demand for its products or services. Making decisions 
requires timely and accurate information obtained from management information systems. 
The technology of digital twins is a relatively new technology, which proves its value day 
by day through optimization during the development of projects. This study presents the 
application model of digital twin technology, which uses the NFC (near-field communica-
tion) protocol for user authentication and authorization. As a bridge between the natural 
and digital, we use the digital twin to create a copy of the services in a digital environ-
ment. NFC technology dramatically simplifies the interaction between mobile accessories 
and allows data transfer between devices. Our model collects the data and allows storing, 
analyzing, and using them for different purposes. We tested the proposed model with the 
decision tree and the k-means algorithms. The testing results showed that digital twins are 
fruitful and promising perspectives in effective future educational process planning.
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1 Introduction

In recent years, digital data, accessed by many users from different environments, changed 
when necessary, and recorded in various forms, has become increasingly widespread due 
to these advantages [1].

Industry 4.0 have based on technology that enables the connection between the real 
and digital world [2]. The basic paradigms we associate with this term are the Internet 
of Things (IoT), Cloud computing, Digital-physical systems, and Big Data. The Internet 
of Things is a network of accessories connected via the Internet, enabling data exchange 
between them [3]. Connected devices are equipped with various electronic components, 
sensors, and appropriate computer support, including multiple programs and applications, 
and collect and exchange data [4]. The connection enables the interaction of devices and 
systems, facilitating their control and monitoring and opening space for new services [5]. 
Communication is achieved between machines, devices, and people, and digital-physical 
systems include both.

Digital twins are virtual replicants of physical products that model actual product 
behavior in real-time and serve to detect possible flaws and problems [6]. According to M. 
Greaves, the model of the digital twin concept includes three main components: physical 
products in real space, virtual products in virtual space, and data and information links that 
connect virtual and real things. The products’ virtual representations perform various anal-
yses, test new features, and simulate possible scenarios that would be expensive or even 
impossible to implement on a physical product [7]. With the help of sensors and numerous 
technologies in the digital environment, they display the elements and dynamics of prod-
ucts connected via the IoT, which allows monitoring of the device’s state and territory and 
how they change [8]. The role of the sensor is to obtain correct information for stored data 
in the computer about the current state of the device and the environment [9]. In addition 
to physical data sources, computers also store data created in a digital environment, such 
as design specifications, lists of components and materials, calculation results, simulations, 
and the like [10]. Combining this data with data collected via sensors provides a complete 
picture of the system’s operation and performance, allowing convenient operation in the 
phase of use and maintenance and better adaptation of the product to actual operating con-
ditions [11] [12].

The digital twin’s ultimate purpose is to reduce overall costs, optimize maintenance, 
create new products and services opportunities, and improve existing outcomes by optimiz-
ing components or reducing waiting times between operations connecting various subsys-
tems [13].

Data collection begins digitally using various non-destructive technologies such as sen-
sors, measuring devices, vision systems, etc. These technologies enable the connection of 
physical and virtual products, thus forming a complete digital-physical system consisting 
of a physical product in real space, a virtual model in virtual space, and data flow from 
physical to virtual environment [14].

The realm of education has witnessed a transformative shift with the integration of digi-
tal twin technology [15]. While the discourse around digital twins in education is gradually 
gaining traction, it is essential to acknowledge the impact of underlying technologies like 
Near Field Communication (NFC). Notably, NFC can be classified into two primary types: 
Passive NFC and Active NFC [16].

Passive NFC devices harness the electromagnetic fields generated by active devices, 
such as smartphones or NFC-enabled readers, and do not require an independent power 
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source. Conversely, Active NFC devices are equipped with their own power source, allow-
ing for more complex operations and extended communication ranges.

In the context of our educational framework, the choice between Passive and Active 
NFC is pivotal. Factors such as power consumption, communication range, and the specific 
requirements of our educational applications will guide this decision-making process. Con-
sidering the collaborative and dynamic nature of contemporary education, a careful evalua-
tion of which type aligns better with our objectives is imperative [17].

Moreover, NFC stands out among touchless communication methods due to its distinct 
advantages. In contrast to other touchless methods, NFC offers enhanced security, effi-
ciency, and versatility. The ability of NFC to provide seamless, short-range communication 
aligns with the active learning experiences that education strives to foster.

As we embrace the digital future of education, it’s worth noting that almost all mobile 
devices today are equipped with NFC technology, opening up countless possibilities for 
innovative educational applications. In comparison to traditional touchless methods, NFC’s 
ease of use, reliability, and widespread integration make it a compelling choice for modern 
educational environments [18].

1.1  Related works and previous applications of digital twins technologies

The number of references to digital twins technology in Education is relatively tiny. The 
literature on digital twins in Education is still scarce and does not shine with thematic 
depth and diversity. However, many experts in Education and science today understand 
and explain using these digital tools. We need to understand that the application of digital 
technology is in no way aimed at belittling and minimizing human potential in Education 
and deserves special attention and support [19]. Our fears that robots will replace us do not 
hold and must be emphasized that the future of Education lies in digitalization. The impor-
tance of virtual technologies is seen in helping students have an active experience rather 
than a passive learning experience and improving their creativity [20]. Thanks to virtual 
technologies, a positive education environment is created [21]. Developing technologies 
and virtual tools cause a significant change in education methods, including engineering 
education. In Education and other professional practices, more and more group work is 
practiced daily than traditional individual theory-based lectures [22]. Apart from that, pro-
ject-based learning refers to learning from a specific engineering project as a case study, 
and there are many application examples [23]. Examples of group-based learning methods 
in engineering, problem-solving with open-ended solutions, hands-on projects, and team-
oriented communication are also available [24]. The concept of learning and active par-
ticipation of the student in the lesson is provided by digital technologies. With the help of 
these technologies, students learn more through active practice and are better prepared for 
their careers [24]. The research of Schuster et al. [25], sees that using new digital technolo-
gies such as the digital twin in Education affects students’ employment and the companies’ 
competitiveness.

Australian University researcher S. Sepasgozar refers to digital twin technology for 
online learning in architecture. The author notes that online learning represents five new 
digital technologies that use virtual and augmented reality in this study. A. Liljaniemi and 
H. Paavilainen, analyzing digital twin technology in engineering education, note that by 
introducing new digital technologies, such as digital twins, we can present new knowl-
edge to students, teachers, and companies. They obtain that technology can increase learn-
ing motivation. Digital twin technology is also a tool for teaching students to work with 
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production systems, and this is a justified proposal by introducing learning theory within 
pedagogical digital twins [26].

The most crucial educational reality content will shortly be setting and solving society 
and education tasks for synchronization and digital data replication on all objects and con-
nections, properties, relationships, and regularities of the virtual, natural and social trench. 
One of the brightest signs of the new educational reality is the "digital" technology used 
in conjunction with the digital twin, gaining more and more independent popularity and 
stability in various industries. One of the brightest signs of the new educational reality is 
the "digital" technology used in conjunction with the digital twin, gaining more and more 
independent popularity and stability in various industries. In the paper of Selimi et al. [27], 
results demonstrated that the positive effect on teaching and the increase in knowledge 
mediated by interactive teaching tools and digital tools positively impact Education and 
interactively increase knowledge. Digital tools fully fulfill the tasks of the "digital agenda" 
and social and technological development in the process of a qualitatively new integration 
of society and Education, the transition to a global and cross-border level [28].

Digital twins are based on numerous, cumulative, real-world data collected from vari-
ous sources, measured in real-time. This data creates a dynamic model of a product or pro-
cess in digital form, which can provide a better insight into system performance and thus 
encourage the changes that need to be made to the physical system to improve it. Thanks 
to the rapid development of IT in recent years, the performance of computer systems has 
become higher while reducing their cost. Thanks to the rapid development of IT in recent 
years, the performance of computer systems has become higher while reducing their cost. 
It has become possible to perform complex algorithms with large amounts of data for vari-
ous analyzes and simulations [29].

In the current landscape, nearly all mobile devices come equipped with Near Field 
Communication (NFC) technology, unlocking a myriad of possibilities for its integration 
into educational settings.

This potential is exemplified in the study presented by [30], where the application of 
NFC takes a tangible form in supporting the teaching of histology to university students. 
Described as HistoNFC, this innovative approach not only incorporates NFC technology 
but also integrates seamlessly with existing teaching methodologies. By combining vari-
ous teaching proposals, including portals of contents and virtual microscopes embedded 
in mobile devices, HistoNFC allows students to access information at their convenience, 
offering flexibility in both time and location. Moreover, the technology enables educators 
to assess and evaluate students’ activities in real-time, fostering a personalized learning 
experience.

The practical application of NFC in HistoNFC showcases its adaptability and efficacy in 
modern educational contexts. This novel approach represents a paradigm shift, providing 
a versatile tool that not only facilitates traditional teaching methods but also enhances the 
accessibility and personalization of educational content. As we explore the dynamic inter-
section of NFC technology and education, it becomes clear that such innovations hold the 
potential to reshape the landscape of teaching and learning [31].

1.2  Analytical foundations and dataset overview

This research is conducted at the International Vision University in North Macedonia, 
where the developed model has been applied to 652 students across five faculties. All stu-
dents utilized the model for accessing course materials from lectures and exercise sessions. 
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The decision trees, a widely employed data mining approach for classification and predic-
tion, were employed alongside the k-means algorithm to answer research questions and 
evaluate the application. The dataset incorporates final exam results from 2020 (face-to-
face) and 2021 (online), containing various student records from the University Informa-
tion System (UIS).

1.3  Statement of the problem

Our research focuses on exploring and analyzing the factors influencing students’ academic 
success in online learning environments. As educational institutions increasingly transition 
to online platforms, understanding the dynamics that contribute to or hinder student suc-
cess becomes imperative. The problem at hand is to identify the key variables and patterns 
that impact students’ performance in exams, particularly during the shift from traditional 
face-to-face instruction to online modalities.

1.4  Challenges

Several challenges are encountered in our study, such as the absence of a one-size-fits-
all approach to online learning success and the varied adaptability of students to technol-
ogy. Additionally, global events like the COVID-19 pandemic introduce new challenges 
to the educational landscape, necessitating an examination of their impact on academic 
outcomes.

1.5  Goals of the study

1.5.1  Identification of key predictors

This study investigates crucial factors influencing students’ success in online learning envi-
ronments, considering variables like faculty, gender, and online activity.

1.6  Effectiveness of the model

We constructed predictive models using decision trees (CHAID algorithm) and k-means 
clustering to provide actionable insights for educational practitioners.

1.7  Evaluation the impact of online learning

Assessed the impact of the transition from face-to-face to online learning on student suc-
cess by comparing academic performance before and during the COVID-19 pandemic.

1.8  Feature extraction

In our study, feature extraction is crucial for identifying and utilizing relevant information 
from the dataset. Features include online activity metrics, demographic information, and 
historical academic performance, selected to capture diverse aspects influencing student 
success.
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1.9  Normalization

Following feature extraction, normalization ensures standardized scales for features, 
preventing dominance by a single feature. Common methods like Min–Max scaling are 
applied to enhance the stability and convergence of predictive models [32].

1.10  Entropy and information gain

Entropy is a measure of impurity or disorder in a set of data. In the context of decision 
trees, entropy is used to determine the homogeneity or purity of a node. The formula for 
entropy (E) in the context of classification of n class problem is given by:

Here, pi represents the proportion of instances belonging to class i . The logarithm is 
typically base 2, and the negative sign is used to ensure a positive result. The entropy 
values range from 0 (completely pure node) to 1 (completely impure or mixed node). 
Lower entropy indicates a more homogeneous set of instances.

In the context of decision tree construction, when a node is split into child nodes, 
the information gain is calculated by comparing the entropy of the parent node with the 
weighted sum of the entropies of the child nodes. The formula for information gain (IG) 
is given by

where n is the number of classes, pi is the proportion of instances belonging to class i at a 
particular node, H(parent) is the entropy of the parent node, k is the number of child nodes 
after a split, Nj is the number of instances in the j-th child node, N is the total number of 
instances in the parent node and H(childj) is the entropy of the j-th child node.

1.11  Cluster analysis accuracy

Our study utilizes the k-means algorithm for cluster analysis. Evaluation involves 
grouping similar students, validating clusters, quantitative measures, interpretability, 
and practical significance. Results indicate successful grouping and meaningful pat-
terns within clusters. K-means clustering is initiated by defining a cost function across 
a parameterized set of potential clusterings. The primary objective of the algorithm is 
to discover a clustering that minimizes this cost function. This clustering function is 
formulated as an optimization problem, wherein the objective function, denoted asG , 
operates on pairs of input (X, d) and a proposed clustering solutionC = (C1,C2...,Ck) , 
yielding positive real numbers.

The task of the clustering algorithm is to identify, for a given input (X, d) , a clustering 
C that minimizes G((X, d),C). The objective function G is a key determinant in this pro-
cess, and to achieve the goal, an appropriate search algorithm must be employed. K-means 

E = −

n
∑

i=1

pi ⋅ log2pi

IG = H(parent) −

k
∑

j=1

Nj

N
⋅ H(childj)
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clustering, therefore, functions as a specific common approximation algorithm, rather than 
aiming for the exact solution to the minimization problem or the cost function.

Commonly, objective functions involve the parameter k , representing the number of 
clusters, and users often need to determine the most suitable value for k in practical appli-
cations. Several objective functions are utilized in clustering, and one of the most prevalent 
is the k-means objective function. This function quantifies the squared distance from each 
point in X to its cluster’s centroid. In scenarios like digital communication tasks, where X 
members represent signals for transmission, the k-means objective function holds signifi-
cance [33].

1.12  Chi‑square parameter

The chi-square parameter 
(

�
2
)

 in our study serves a specific purpose in the context of 
employing the CHAID algorithm for decision tree construction. It identifies optimal splits 
in the dataset based on the significance of relationships between variables, contributing to 
the formation of the decision tree structure. The chi-square parameter has purposes of opti-
mal splits and node evaluation [34]. The optimal split is evaluated with the formula:

where Oi is the observed frequency in a particular category, Ei is the expected frequency 
in the same category. Node evaluation in the chi-square test is applied at each potential 
split to evaluate the homogeneity or heterogeneity of the target variable within the resulting 
nodes. This statistical criterion assists in identifying splits that lead to nodes with signifi-
cantly different characteristics, improving the discriminatory power of the decision tree.

By employing the chi-square parameter in the CHAID algorithm, our research aims to 
create a decision tree that maximizes the predictive accuracy of the model by systemati-
cally identifying the most informative features and their interactions. This statistical rigor 
enhances the interpretability and reliability of the decision tree in predicting student suc-
cess based on the specified criteria.

1.13  Comparison of academic success

Our research compares academic success before and during the COVID-19 pandemic 
across identified clusters. Parameters include success metrics, temporal comparison, and 
examination of success patterns, providing insights into variations in success rates.

2  Architecture of digital twin model

The digital twin model (UIS – University Information System) is based on a client/
server web solution, where the end-user does not need to install a local mobile appli-
cation. This application feature allows the proposed solution independent of a wide 
range of ICT devices and operating systems, allowing it to execute by any mobile or 
desktop device equipped with a standard web browser. Thus UIS was developed as a 
Web application, using various tools and technologies such as HTML5, CSS3, Jquery, 
C#, Ajax and Bootstrap, which executes with any standard web browser and serves as 

�
2 =

∑

(

Oi − Ei

)2

Ei



 Multimedia Tools and Applications

a communication interface between the user and the server via web services. The UIS 
interface we designed to be simple, attractive and customized for any user with quick 
access to all information.

The model presented in this paper use the MS-SQL database. The most important 
data like user names, status, NFC information and passwords in the database we store 
in the user tables. Password reset information is in the UserSequrity table. In the User 
table, redirection is made according to the required pages and the user’s type. Thanks to 
the redirection, it is ensured that the students reach the student page, the professors to 
the instructor’s page, and the student affairs workers to their page. Authorizations in the 
database are given according to the user type. In the StudentGrade table, the grades and 
achievements of the courses taken by the students are written. In the UserLang table, 
users’ personal information in different languages is recorded. The DocRequest table 
contains the document information requested by the students.

The strategic challenge of one of the main problems of using new technologies in 
teaching activities is the ability to integrate three areas into a simple solution from the 
perspective of IT and users [35]:

• Information area, in which information should be handled and in what form it should 
be for quick and easy access of students in the teaching process.

• The area of functionality, i.e., what actions the student can take about this informa-
tion and how these actions guarantee a consistent and efficient approach safely and 
satisfactorily by the requirements of the didactic activity.

• The teaching area is how to perform the instructional activity, rules, and regulations 
involved and sustained in each of the functional movements that students take to 
gain access to the information they need.

We resolve the integration of these three areas with the design of a web based model 
that gives a technological solution combining information, function, and requirements 
in the description and specification of all the actors involved. Each main item contains 
different groups under itself. This model, which consists of three main elements and 
sub-elements, exemplifies the use of digital twin technology in education as an open 
system. The content creation process, which is one of the main elements, includes more 
subgroups than reflected in the model; Individuals, professors and students also impact 
the content creation process. Kinsner states that disruptive technologies and ideas start 
in the educational process during the content creation phase [36]. The second main ele-
ment in the model is described as the visible face of the digital twin, and it is explained 
that the knowledge and skills needed by the learner are provided in this element. In the 
model’s last part, individualized personal needs distribution is made. Evaluations can be 
made in this element in line with the context, time, and needs.

The user enters the University Information System web page. The login section reads 
the NFC ID card from the phone or to the NFC card reader connected to the computer. 
This information becomes authentication in Active Directory. If the information is cor-
rect, the Single-Sign-On authentication scheme allows access to the application (UIS) 
and Office 365. As seen in Figs. 1, 2 and 3, the interface is organized with two-step veri-
fication and provides access to the main elements of data according to user attributes.

UIS is a web-based application designed to support the educational process at Inter-
national Vision University. The operation and management (knowledge base) subgroup 
of our symbiotic model contains the following entities or elements:



Multimedia Tools and Applications 

Fig. 1  A Digital Twin Model for Symbiotic Education

Fig. 2  Digital Twin Model Architecture

Fig. 3  Our Model as Mobile and 
Web Application
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2.1  Reports

Student affairs referents and instructors are allowed to enter this entity. Students affairs 
referents have the authority to receive student documents, student lists, filtered student 
lists, transcripts and diplomas (printed versions). At the same time, the instructors have 
permission to see the student lists, class participation, and grades.

2.2  Student information

Only student affairs referents are allowed to access this entity. Here, Student Affairs has 
the authority to enter and change all information about students (ID number, faculty, 
department, year, personal information- can reference the database).

2.3  Student groups

Only student affairs referents have permission to enter into this entity. Student groups 
are formed here by considering features such as faculty/academic year/department. 
These groups are assigned to the courses stipulated by the department’s curriculum in 
the academic year.

2.4  Courses groups

Student affairs, instructors, and students can enter this entity. This entity has access to 
professors and students. Student affairs only have the authority to create groups here and 
export the created groups to Teams in.csv format. The group owners are the professors 
who are lecturers in the particular group.

2.5  Lectures participation

Only instructors can enter here; they have permission to upload course participation 
points.

2.6  Projects

Only instructors can access this entity. In this entity, instructors upload the project 
points.

2.7  Exams

The instructor writes midterm, final, and make-up exam scores here. Students are only 
authorized to see the scores entered by the instructor.
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2.8  Other activities

At this entity, the instructors write scores for the student’s actions that correlate with the 
subject’s nature (participation in seminary, panel discussion, scientific visit, etc.). Stu-
dents are only authorized to see the scores entered by the instructor.

Lecture notes (document management): Instructors are authorized to upload course 
materials (lecture notes, presentation files, video) in this unit. Students can download the 
course materials uploaded by the instructors.

2.9  Grades

The exam scores entered by the instructor here are evaluated and it is decided whether the 
student has passed/failed the exam.

3  Testing the impact of uis on the educational process

The k-means algorithm clusters data by identifying relationships and patterns within the 
training dataset. In this study, we applied the k-means algorithm to group students with 
similar online activity and success levels, identifying four distinct clusters. Analyzing all 
13 inputs, we found that Faculty and Grade are the two factors with the highest predictor 
importance in our dataset, see Figs. 4 and 5.

Among the obtained clusters, the smallest one comprises 113 instances, accounting for 
approximately 10.7% of the total dataset, as illustrated in Fig. 4. This smaller cluster sug-
gests the presence of a distinct subgroup within the overall population. On the other hand, 
the largest cluster, consisting of 338 instances, represents a significant 32.1% of the data-
set, indicating a prevalent pattern or characteristic within this substantial portion of the 
population.

The ratio of the largest cluster to the smallest cluster is calculated at 2.76, revealing a 
noticeable difference in size between these clusters. However, this ratio is smaller than in 
other clustering scenarios, suggesting a more balanced distribution. This implies a more 

Fig. 4  Clustering of the 13 inputs data
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even distribution of instances across the clusters than scenarios with higher ratios, indicat-
ing a balanced representation of distinct patterns or behaviors within the dataset.

While the difference in cluster sizes is notable, it is less extreme than in some cases, 
pointing towards varying patterns or characteristics among different population subsets. 
Overall, the clustering analysis provides insights. The primary goal of cluster analysis is to 
group students with similar characteristics, particularly in online activity and success lev-
els. Employing the k-means algorithm, which identifies clusters by minimizing the within-
cluster sum of squares, we successfully grouped students into four clusters based on online 
activity and success levels.

A thorough analysis of the characteristics within each cluster was conducted to validate 
the accuracy of the obtained clusters. This involved examining the distribution of online 
activity metrics and success levels for each identified group. Quantitative measures, such as 
silhouette analysis and within-cluster sum of squares, were utilized to assess the compact-
ness and separation of the clusters. Silhouette analysis, in particular, provided insights into 
the appropriateness of the clustering solution by measuring how similar an object is to its 
own cluster compared to other clusters.

Beyond quantitative measures, consideration was given to the interpretability and 
practical significance of the obtained clusters. Meaningful and distinct clusters with clear 
characteristics enhance the useful utility of the analysis. The analysis revealed distinct pat-
terns within each cluster, providing valuable insights into the relationships between online 
engagement and academic performance.

Quantitative measures indicated a high degree of compactness within and separation 
between clusters, suggesting that the k-means algorithm effectively captured underly-
ing patterns in the data. The results demonstrated that students within each cluster shared 
similar traits, validating the accuracy of the cluster analysis in identifying meaningful 
groupings.

Moving forward, we comprehensively compared academic success in exams before the 
pandemic (face-to-face methods) and during the COVID-19 pandemic (online methods) 
across the four identified clusters. Success rates in exams were compared, considering 
defined grading criteria in the context of the law on higher education in North Macedonia.

Fig. 5  Clusters for Faculty factor
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The temporal comparison allowed us to discern any variations in success patterns across 
the identified clusters during face-to-face and online learning environments. Statistical 
tests, such as chi-square tests, were applied to determine the significance of observed dif-
ferences in success rates between the two periods, enhancing the reliability of our findings.

The temporal comparison allowed us to discern any variations in success patterns across 
the identified clusters during face-to-face and online learning environments. Statistical 
tests, such as chi-square tests, were applied to determine the significance of observed dif-
ferences in success rates between the two periods, enhancing the reliability of our findings.

Our analysis considered the implications of the findings, discussing factors that may 
contribute to observed differences or similarities in success rates. This included potential 
influences of online learning modalities, changes in student engagement, and other contex-
tual elements. The entire research approach ensures a robust and accurate understanding of 
the relationships between online activity, success levels, and student groupings, both in the 
clustering analysis and the subsequent comparison of success rates. Into the diverse pat-
terns and behaviors present within the dataset.

To enrich the comprehensiveness of our exploration, the presented analysis integrates 
entropy and CHAID tree methods to unveil patterns and relationships within a dataset, 
focusing specifically on key factors such as gender, grades, and academic years. Entropy 
serves as a metric to gauge the level of uncertainty associated with various dependencies 
within the data. Simultaneously, the CHAID tree method provides a hierarchical break-
down of the dataset, revealing intricate connections between different characteristics.

The entropy results from our analysis, as shown in Table  1, showcase low levels of 
uncertainty in categories related to gender, academic years, and grades. This suggests a 
certain level of predictability in these aspects, offering valuable insights into the stability 
and consistency of the dataset across these key variables.

Building upon this, the CHAID tree analysis further dissects the dataset, providing a 
detailed view of how gender and grade characteristics interplay across different academic 
years and periods. The hierarchical nature of the CHAID tree reveals nuanced relation-
ships, contributing to a more thorough understanding of the dynamics within the dataset.

The ’Gender’ decision tree was constructed based on the training subset (n = 150 472) 
and tested and validated with the validating subset (n = 100 988). The resulting tree con-
tained twenteen nodes, of which eight were leaf nodes. The fit statistics indicated that 
96.4% of all the training and validating records were correctly classified, resulting in a 
classification rate of 0.38 (see Fig. 6).

The nodes in the decision tree diagram display the frequencies of the target variable as a 
percentage, counts of identified predictors, along with the total number of cases analyzed at 
each node. Starting with 150 472 records in the training subset, the decision tree algorithm 
identified the item ’Grade’ as the most important input for prediction, followed by the ’Pre 

Table 1  Entropy Results for 
Gender -Academic Year-Grade 
categories

Value

Uncertainty Coefficient Symmetric .006
Grade Dependent .005
Gender Dependent .010

Uncertainty Coefficient Symmetric .000
Year Dependent .000
Gender Dependent .000
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Covid—Post-Covid’ item. The root node was initially partitioned into five child nodes 
based on the grades obtained from exams. Nodes one and three (children of root/Gender 
node) became parent nodes with the decision tree algorithm, identified as significant inputs 
to success in ’Pre-Covid—Post-Covid’ items for the ’Gender’ attribute of students. These 
child nodes were identified as leaf nodes, indicating that there is not a significant difference 
in success by gender attribute, leading us to conclude that online courses are effective for 
both genders.

The entropy results in Table 2 highlight the uncertainty and dependencies within the 
dataset, focusing on symmetry and factors such as academic years, grades, and faculty. The 
Uncertainty Coefficient, a symmetric measure, is 0.010, indicating a general level of uncer-
tainty. When examining academic years, the uncertainty remains consistent at 0.010. How-
ever, concerning faculty dependence, the uncertainty slightly increases to 0.011, suggesting 
a nuanced and potentially more complex relationship with the target variable.

In the symmetric analysis, the Uncertainty Coefficient drops to 0.009, indicating a 
lower overall level of uncertainty compared to the symmetric approach. Grade Dependence 
shows a decrease to 0.006, suggesting a relatively more predictable relationship associated 
with grades. Conversely, Faculty Dependence sees an increase to 0.015, indicating a poten-
tially more intricate and less predictable connection with the target variable.

These entropy results contribute to a comprehensive understanding of the dataset, 
emphasizing varying degrees of uncertainty and dependencies associated with different 
factors, including academic years, grades, and faculty. The analysis also suggests a poten-
tial avenue for further exploration with the decision tree.

Transitioning to the ’Faculty’ decision tree, constructed based on the training subset 
(n = 150 472) and tested with the validating subset (n = 100 988), the resulting tree has 

Fig. 6  Decision tree for the prediction success by attribute Gender

Table 2  Entropy Results for 
Faculty -Academic Year-Grade 
categories

Value

Uncertainty Coefficient Symmetric .010
Year Dependent .010
Faculty Dependent .011

Uncertainty Coefficient Symmetric .009
Grade Dependent .006
Faculty Dependent .015
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fifteen nodes, with nine being leaf nodes. Fit statistics indicate 98% accuracy in correctly 
classifying all training and validating records, resulting in a classification rate of 0.02 (see 
Fig. 7).

The decision tree diagram illustrates target variable frequencies, identified predictors, 
and the total number of cases analyzed at each node. Starting with 150,472 records in the 
training subset, the decision tree identifies ’Grade’ as the most important predictor, fol-
lowed by the ’Pre Covid—Post-Covid’ item. The root node initially splits into five child 
nodes based on grades, each containing all grades for five faculties. This high probability 
derived from students’ grades suggests that the UIS application significantly impacts the 
educational process at International Vision University. The success during the pandemic, 
evident in the decision tree leaves, underscores the positive influence of this application on 
academic outcomes.

4  Discussion

In our study, it’s important to examine the impact of incorporating conceptual digital twin 
models in education, as suggested in prior research [35]. These models have significantly 
enhanced the learning experience, especially in open and distance learning. The integration 
of symbiotic digital twins and scattered information in instructional design provides valu-
able tools for integrating learner information, making predictions, and delivering accurate 
evaluations and rapid feedback [37].

The literature review emphasizes the potential of digital twin technology in open and 
distance education systems, enabling quick responses to immediate changes and proactive 
addressing of future challenges. Our study aligns with this perspective, highlighting digital 
twin technology as a powerful system applicable not only in open and distance learning but 
also in various domains where its capabilities are needed.

Our findings contribute to the discourse on the application of digital twin models in 
education. The evaluation data, especially in the decision trees, show no significant differ-
ences in student success across all five faculties in both face-to-face and online teaching 
scenarios. This suggests that the digital twin model, represented by the UIS application, 
plays a crucial role in realizing the educational process, especially during pandemics.

The positive impact of the digital twin model is further emphasized by the wide accept-
ance among our students. The individualized and adaptive learning approach facilitated 
by our digital twin model introduces a novel way of dynamically and effectively assess-
ing students’ knowledge levels. The personalized nature of the model proves particularly 

Fig. 7  Decision tree for the prediction success by attribute Faculty
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beneficial for international students, offering substantial support across various aspects of 
online education during the pandemic.

Furthermore, the model adheres to general design principles of cybersecurity and 
encompasses elements specific to the implementation of distance learning. The ability to 
personalize our model not only enhances the learning experience but also serves as sig-
nificant support for students, especially those studying remotely. The successful realization 
of the educational process during the pandemic underscores the positive influence of the 
digital twin model at International Vision University.

While our study provides valuable insights and evidence, it has several limitations. The 
findings are based on data from a specific institution, limiting generalizability to other 
educational settings. The study relies on the dataset’s availability and quality, potentially 
impacting the conclusions drawn. It primarily focuses on a specific time frame during the 
COVID-19 pandemic, and external factors could influence the results over time. The posi-
tive impact of the digital twin model depends on the technology and context of Interna-
tional Vision University, affecting its applicability in other institutions. The study assumes 
a positive reception of the digital twin model by students, without addressing variations 
in individual preferences and adaptability. It highlights benefits without delving into spe-
cific digital twin implementations, and the discussion overlooks external factors and ethi-
cal considerations. Additionally, the study predominantly relies on quantitative data, lack-
ing qualitative insights for a more comprehensive understanding of students’ experiences. 
Incorporating qualitative research methods could offer a more holistic view.

5  Conclusion

In conclusion, our study illuminates the significant potential of digital twin technology as 
a valuable tool for enriching the learning process. The findings underscore the benefits of 
integrating this technology into instructional design processes and learning environments, 
empowering educators to gather accurate assessments through the comprehensive col-
lection of diverse learner profiles. As a simulation-based technology, digital twin offers 
a spectrum of enriching application opportunities, enabling educators to design teaching 
environments that harness its relevance effectively.

Furthermore, our study highlights the imperative for continued exploration and research 
in this evolving field. We encourage educators and researchers to embark on experimental 
or design-based studies investigating the application of digital twin technology in educa-
tion, thereby charting new directions for future endeavors. We specifically propose explor-
ing the conceptual link between digital twins and simulation theory, acknowledging the 
technology’s roots in this theory. Addressing the gap in research on the optimal integra-
tion of digital twin technology with different technologies in the learning process holds the 
potential for a more comprehensive understanding of its synergies with diverse educational 
methodologies.

Given the unprecedented challenges posed by the Covid-19 pandemic, we advocate for 
studies that probe the utility of digital twin technology across various teaching modalities, 
encompassing face-to-face, distance, and hybrid education. The post-pandemic era neces-
sitates a thorough examination of how digital twin technology can be effectively employed 
in the teaching process, requiring in-depth analyses of its functionalities along with assess-
ments of advantages and disadvantages. Our research, incorporating the addition of chat 
rooms in UIS, serves as a stepping stone for future investigations. We plan to evaluate this 
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functionality, utilizing neural network analysis and k-means clustering to discern its advan-
tages and disadvantages.

In essence, our study not only accentuates the current benefits of digital twin technol-
ogy but also serves as a catalyst for ongoing exploration and research. We envision a future 
where the integration of this technology in education evolves to become more refined, 
versatile, and tailored to the diverse needs of learners and educators. The pursuit of these 
future directions promises to unlock new dimensions in the application of digital twin tech-
nology, shaping the landscape of education in innovative and meaningful ways.
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