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Abstract - The deficiency of data for patients with chronic 

diseases and other diseases and previous medical treatments 

shows a significant weakness with many patients. Typically, 

due to the healthcare system insufficiently, patients with 

comorbidities might not survive the diseases, especially 

when the disease is novel. The lack of information on genetic 

disorders in patients they are not aware of also contributes 

to increased patient deaths. This leads to the need to 

integrate medical and health data with various biological 

and other data, especially in pandemic circumstances and 

the increasing number of patients with chronic diseases. 

Patients' health data issues are evident, but they are stored 

in various hospital and public health systems such as 

electronic health records (EHRs), healthcare institutions, 

and laboratories. Furthermore, biological data are often not 

integrated and cannot be used by patients, physicians, and 

specialists to treat particular diseases. Although the urgent 

need for healthcare and medical data integration is 

apparent, personal data protection laws are rigorous. They 

do not allow much progress in the field without 

implementing patient healthcare data security and privacy 

standards. One solution for this issue is establishing a 

personal health record (PHR) as an integrative system for 

the patient. Many ontological frameworks have been 

proposed to unify the record formats, but none of them is 

accepted as healthcare standards. The efforts towards 

approving the HL7 standards and the well-known medical 

codding systems promise future data integrations. Also, 

some attempts are made to associate particular diseases with 

data obtained from external environmental sensors that 

measure disease-related data. Using these data, called 

exposure data or exposome, one can clarify the increasing 

symptoms of particular diseases influenced by external 

factors. This paper proposes a cloud-based model for 

integrating healthcare and medical data from different 

sources as EHR, health information systems, and 

measurement sensors into PHR as the first stage towards 

integrating patient health data. The medical data, PHR, 

numerous biological and exposome data, and data obtained 

from wearables are considered and stored on the cloud 

following the required data security and privacy standards. 
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I. INTRODUCTION 

The streams of healthcare and medical data nowadays 
are stored in diverse hospital information systems (HIS) 
providing protected data for patients in the form of EHR, 
medical prescription, diseases diagnoses and treatments. 
These data are owned by many healthcare providers and 
usually are not accessible to the patients. Taking into 
account the trends of the population ageing as well as the 
need for medical care that increases all the time the 
patients use some wearables according to the concept of 
IoT and its part Internet of Medical Things (IoMT). They 
use these wearables for health purposes, according to the 
concept of Ambient Assisted Living (AAL) that produce 
many different types of data for the patients’ live 
conditions and some health parameters. These wearables 
(sensors) usually are connected with the measurement of 
some healthcare parameters and collect data for human 
behavior and health parameters and conditions. If we 
consider also the exposome concept and all data collected 
from the environmental pollutions that influence 
healthcare, we can realize that there are wide amounts of 
data connected with human health. Recent research 
shows the increasing interest in the usage of personal 
patient’s data in the residence where the patient resides at 
the moment, providing accurate data for healthcare staff 
that can provide healthcare at the moment when the 
patient needs medical help and care. The development of 
artificial intelligence (AI) techniques also can provide a 
mechanism for healthcare risk assessment when the 
environmental and chemical exposure data, known as 
exposome, and other omics and medical data are 
available. This fact and the usage of this kind of data lead 
to the need for healthcare and medical data integration. 

The proposed solution for this very complex issue is 
connected with the implementation of strong security 
standards for healthcare and medical data is the creation 
of a patient-centric system with Personal Health Record 
(PHR). This concept considers the responsibility of the 
patients to secure their PHR and the possibility to share 
with a selected medical person, temporarily. This concept 
demands a complex cloud-based architecture as well as 
the education of the medical staff and patients for 
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increasing digital healthcare literacy. This kind of 
integrated system also has to support the usage of many 
wearables connected with mobile applications for 
measuring and monitoring the vital signs of life, 
connected with wireless sensors. In addition, the concept 
has to support input of unstructured data types as 
healthcare history, medical images, lab results as well as 
some biological data or data from HIS, EHR, data owned 
by healthcare providers.  

The second challenge nowadays is the patient’s 
healthcare risk assessment. This risk assessment demands 
the usage of PHR, omics and exposome data [3] that have 
to be accessible for boots (software agents) for risk 
assessment. Such complex digital structure is created in a 
cloud environment, taking into account the security and 
privacy data protection issues, differ from one country to 
other. All these different types of collected data, 
structured, semi-structured and unstructured, have to be 
saved and acquired according to well-known standards in 
healthcare as HL7, FHIR, openEHR [16] and to use 
codding systems as ICD10, standard key terms, such as 
Medical Subject Headings od SNOMED. 

The paper proposes a model of integration of 
healthcare and medical data in a patient-centric electronic 
PHR cloud-based system, connected with previously 
mentioned biological and medical data, omics and 
exposome data (Fig.1). The purpose is to provide the 
possibility of combining PHR data with others data types. 
The paper considers some related works connected with 
the areas of interest – the attempts for healthcare personal 
data integration. The third section explains the proposed 
model of integration of healthcare and medical data and 
the possibilities for semantic integration of medical, 
clinical, patient-oriented data, as well as sensors’ and 
exposome data. The final section validates the model and 
gives some recommendations for future works. 

II. RELATED WORKS 

Some many attempts and papers that describe some 
efforts to integrate healthcare, HIS, clinical and medical 
data to provide healthcare data analysis intended for 
healthcare decision-makers. Nevertheless, all these 
heterogeneous data are stored in many different places, 
formats and heterogeneous platforms and their integration 
is a very challenging and demanding task. We can 
mention Silvestri et al. in [10], in which they proposed a 
big data architecture for big data analysis considering 
EHR and PHR data from structured and unstructured HIS 
document, considering a model for decision makers’ 
support according to the national law, using Spark, 
MongoDB and DL-bases AI module for NLP. An open 
data integration platform for patient, clinical, medical and 
historical data, stored across multiple HISs, is proposed 
in [13], in which they address patient-centred healthcare 
and clinical decision support requirements. In this model, 
they integrate further heterogeneous data sources such as 
data streams generated by wearable IoT devices. The 
distribution of scanned documents at one health 
institution and the design and evaluation of a system to 
categorize documents into clinically relevant and non-
clinically relevant categories as well as further sub-
classifications were described in [14]. Serbanati presents 

a method for digitizing the concept of health by 
processing the existing information in EHRs with the 
help of several dedicated services [20]. Precision 
Medicine includes the discovery of a patient-specific 
pattern of disease progression and a determination of the 
precise therapy for that pattern, and the corresponding 
personalized delivery of care [7]. An IoMT platform for 
pervasive healthcare that ensures interoperability, quality 
of the detection process, and scalability in a machine-to-
machine-based architecture and provides functionalities 
for the processing of high volumes of data, knowledge 
extraction, and common healthcare services, was 
proposed in [15].  

In [8], the authors had demonstrated the feasibility of 
a scalable, accurate, and efficient approach for medical 
device surveillance using EHRs, presenting that implant 
manufacturer and model, implant-related complications, 
as well as mentions of post-implant pain can be reliably 
identified from clinical notes in the EHR. Liang et al. had 
identified three threats from real cloud-based eHealth 
systems, i.e., privacy leakage, frequency analysis, and 
identical data inference [6].   

Koren, Jurčević and Huljenić aimed at investigating 
wireless sensors in the IoT context in contemplation of 
model solutions in the field of eHealth [8]. Shah and 
Khan outlined various secondary uses of EHR to give an 
idea of how effectively EHR data can be used in different 
domains such as clinical research, public health 
surveillance and clinical audits to provide effective, 
timely and quality healthcare facilities to the patients [5]. 
Gamal, Barakat and Rezk discussed different database 
models’ appropriateness for integrating different EHRs 
functions with different database specifications and 
workload scenarios [17]. An application of an 
unsupervised machine learning approach in discovering 
latent disease clusters and patient subgroups using EHR 
data was described in [18]. A knowledge-driven 
framework able to transform disparate data into 
knowledge from which actions can be taken to help 
clinicians and data practitioners in the complex tasks of 
extracting valuable knowledge from heterogeneous 
datasets is described in [19].  

Saripalle et al. have described a tethered PHR that 
seeks to achieve interoperability by using open-source 
standards and their implementation [9]. Warner and Levy 
had debated several emerging paradigms for integration 
including non-standardized efforts between individual 
institutions and genomic testing laboratories, 
“middleware” products that portray genomic information, 
albeit outside of the clinical workflow; and application 
programming interfaces that have the potential to work 
within clinical workflow [11]. 

The conclusion is that the mentioned models indeed 
try to connect EHR data and provide data integration for 
decision-makers or some national-wide integration 
intended to high-level decision-makers in healthcare and 
medicine. The security issues are considered from the 
aspect of the patient and the patient’s country of living 
[2]. First, the model is a cloud-based cross-border 
healthcare system based on the PHR concept with an e-
health strategy. The key point is that data collection can 

51



11th International Conference on Applied Information and Internet Technologies - AIIT 2021
October 15th, 2021, Zrenjanin, Serbia
____________________________________________________________________________________________

be made out of hospitals and HIS and it is not obligatory 
to be connected with EHR and country of living. This 
concept demands also an increase in e-health and health 
digital literacy and can support the national and local 
medical and healthcare authorities [1] [4]. In addition, 
data integration should be wider and has to provide data 
integration not only for data analysis and decision-
making but to provide wider integration of a patient-
centric electronic PHR system with the possibility to 
connect them with biological and medical data. The 
purpose is to provide the possibility of combining PHR 
data with omics data as well as with open access data 
from exposome data that affect human health. This 
concept demands solving the privacy issues of the level 
of PHRs.  

III. MODEL OF HEALTHCARE DATA INTEGRATION 

The model of a PHR-centric integrated healthcare 
system is built according to HL7 standards with included 
security and privacy concerns, especially in the part of 
PHR, e-prescription and the e-referral system [4]. Taking 
into account that this concept includes the usage of 
sensors for measuring the vital signs of life, according to 
the IoT concept, connected with mobile applications for 
patients and medical practitioners, many security and 
privacy issues have to be considered. There have to be a 
couple of scenarios of data integration with the roles of 
physicians, patients and pharmacists. Patients who have 
their PHR in the system can have their data stored 
according to HL7 and FHIR standards and provided 
privacy and security from cloud systems. The patient 
temporarily can grant access to their data to medical staff 
who is also registered in the system. Patients also can use 
PHR and mobile applications for citizens to collect 
healthcare data in their PHR.  

The doctors can use mobile applications connected 
with the measurement of a patient’s vital signs of life 
with sensors for professionals to provide data and to 
collect them in the PHR. All sensitive data have to be 
protected and secure in a cloud environment [1]. Users’ 
data also contain sensitive data such as personal 
information, health family history, medical and 
healthcare data, protected properly according to national 
regulation regarding the personal data protection low in 
the intended country.  Some scanned unstructured data 
can be entered in the PHR also and they can be accessible 
to the medical staff. Labs and biometrics reports also can 
be input into PHR as unstructured documents.  

In the next stage, some medical and omics data can be 
connected with PHR and related to some diseases. These 
data can be analyzed by clinicians in order to provide 
some genotype, phenotype and metabolic data related 
data with some diseases. In addition, some soft data 
related to healthcare can be provided and integrated into 
PHR by a patient using environmental, social media and 
other data known as exposome data.  

A suitable structure has to be provided to have 
available data for healthcare risk assessment for disease 
taken from PHR and environmental data, connected with 
location as well as some social media and stress 
connected data. This extremely complex task has to 

include data analysis and complex algorithms, AI and 
medical knowledge as well as risk factor analysis.  

When the integration of healthcare and medical data 
has to be considered, security issues are very important. 
Security issues can be classified into two main categories: 
information security and system security. Information 
security usually means data encryption, data integration 
and authentication. System security is connected with 
some administrative, technical and physical security 
levels. We can use the Authentication, Authorization and 
Accounting server (AAA) that have to be integrated with 
attribute authority (providing Role and Routing 
information). The encryption also has to be used as well 
as access control to protect and enable PHR security and 
privacy for the patients’ country of origin. Prevention of 
unauthorized access to sensitive patient data at rest is 
provided by data encryption. AAA layer of the system 
uses the Keycloack Server as an Open Source Identity 
and Access Management server. Authenticated users 
(doctors and pharmacists), according to the level of 
digital identity assurance and patient consent, will have 
access to this information.  

Standardization is provided to prevent malicious 
system misusing and has to enable security access 
protocols, intrusion detection and prevention techniques, 
providing SIEM systems, with audit logs of the users and 
administrator activities [2]. The proposed model is 
presented in Fig.1. This model relies on high-level 
security and privacy and provides adequate access to data 
for the appropriate user. In the proposed model, the first 
step to proper user orientation to the appropriate resource 
is the AAA. It uses the Keycloak server to check type, 
credential and the affiliation of user access. The first 
check for secure access is verifying the authentication - 
username and password to check if the user has the right 
to access. If the user (patient or doctor) is authenticated, 
the authorization check is performed, the role of the user 
is determined. The last step in the AAA framework is 
user accounting that measures the resources the user 
consumes during access.   

In this first level of security control, the user is 
redirected to the appropriate control server in the 
appropriate domain in the country of origin or affiliation. 
Distribution is transparent to users, only one unique and 
integral location for the API URL is used by applications 
and end-user integrations, regardless of the origin of the 
request. Upon completion of the authentication and 
authorization procedure, the client receives an 
authenticated token that can be used to access the API 
endpoints and through them access the EHR data. 
Because user access data is disaggregated based on 
affiliation, specifically on the user's country of origin, this 
user identification and authorization data is stored on the 
federal (shared) server in the respective country and is 
used. The user can be assigned the appropriate role: a 
patient who owns the PHR data, the physician who can 
access and generate additional PHR data, and the 
pharmacist who can access only parts for e-prescription 
services. Role-based access control for accessing some 
part or while PHR data is defined in user roles. 
Subsystems that allow routing/redirection to appropriate 
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API endpoints follow these rules, check the authorization 
token, and grant or deny access to the required data.   

Biological, medical and PHR data usually are stored 
in relational and non-relational databases containing 
structured and unstructured parts based on documents that 
are encrypted at rest. Encrypted data can be further 
segmented into two parts: a user-identifiable part and a 
depersonalized part with medical data. Both parts use 
different encryption keys and thus provide even better 
security segmentation. This approach provides secure 
access to personal data from PHR, for specific roles such 
as a doctor, who need access to data for data analysis. 
Keycloak allows these privileges to be defined in the role 
of a doctor, but also allows the identified user to request 
third-party authorization to access his or her data. The 
special part is data taken from different owners of data, 
EHR of the patients, HIS systems, labs, biological data, 
the data from different bioinformatics databases of omics 
data related to the specifics of each individual that require 
special access by the authorized person. They can be 
imported from physical paper documents in an 
unstructured format, highly secured and there is no 
integration of these data with the PHR.   

 

Figure. 1 Model of integration of healthcare heterogeneous data 
into PHR 

The model contains another important part - patient 
healthcare medical analyzes and assessment of the health 
risk. The risk can be assessed using the exposome data 
related to the location where the patients reside and work. 
These data are usually public and connected with the 
environmental conditions, saved in time-series data 
stores, as well as social conditions of living. Data are 
usually stored in external databases with high scalability 
and can be used with efficient algorithms for the 
detection of pollutants and alert of patients with some 
chronic disease. Data are stored usually stored in time-
series and graph-based data repositories with predefined 
parameters and values and are free for usage. This part 
should not be subject to high-security criteria for access 
and the user authentication is a sufficient condition for 
access to the data. 

Access to the base model of integrated electronic 
PHR can be described in the next steps: First: the user 
demands access to the system through Keycloak; Second: 
Keycloak redirects to an appropriate sub-system with a 
Keycloak server, located in the user's country of origin; 
Third step: The corresponding Keycloak executes AAA 

compliance (log of the access -AAA); Fourth: Keycloak 
assigns an appropriate role to the user. 

The patient has access to their electronic PHR and 
free access to the exposome data. These data can be used 
for some tools for patient’s healthcare risk assessment. 
The patient’s healthcare risk assessment can influence the 
decision of doctors and patients about the lifestyle, place 
of living, analysis of the patients’ medical condition and 
the doctors’ recommendations. The patient has access to 
the PHR from the encrypted database and can modify 
their data but not their medical and healthcare data. The 
patient can add scans from medical paper documents 
obtained from HIS, lab and other diagnostic data.  

The selected doctor has access to the electronic PHR 
given grand permission by the patient. In addition, the 
doctor has access to exposome data and consider 
according to the gained health risk assessment for the 
patient, decide for the needed treatment, give some 
recommendations for future patient’s behavior, avoiding 
some risk factors associated with particular patient’s 
disease and health risk. Also, the doctor has access to the 
patient’s PHR data, medical and historical data and 
reports and was granted to enter new measurements for 
the patient, results obtained with devices based on sensors 
those measure vital signs, parameters of biometric data. 

The doctor has the role and privilege to write an e-
prescription or e-referral. With the e-prescription, the 
doctor shares that part of PHR with the pharmacist and 
the patient can take the medicine for which his authorized 
pharmacist has received an e-prescription. The e-referral 
authorizes the referral physician to be able to see the 
shared results by the physician who created the referral 
for the patient. 

The role pharmacist was granted access to e-
prescription given to the patient in the same domain in 
which the doctor writes e-prescription. The pharmacist 
has to provide the drugs or medication to the patient. 

IV. CONCLUSION 

The emerging healthcare situation and today lifestyle 
demand quick access to patients’ healthcare and medical 
data. Many problems can arise from a lack of healthcare 
information, especially for patients with chronic diseases. 
For this reason, the proposed model of a PHR-centric 
integrated healthcare system is implemented following 
HL7 standards. This concept of integration and proposed 
model can solve the security and privacy issues, 
especially in the part of PHR, e-prescription and the e-
referral system. The PHR-centric model integrates 
heterogeneous data to provide an implementation of 
evidence-based medicine for the patient who possesses 
PHR in the place of temporary residing, accurate 
healthcare risk assessment taking into consideration its 
PHR, medical, exposome and omics data. The patients 
who have their PHR can temporarily grant access to their 
data to the registered medical staff and have the 
possibility to use PHR and mobile applications to gather 
healthcare data in their PHR. The medical staff can use 
mobile applications connected with measurement sensors 
for professionals to provide a measurement of a patient’s 
vital signs and to collect them in a patient’s PHR, using 
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the concept of IoT, IoMT and sensors or wearables. The 
sensitive personal data are protected and secured 
properly. In the proposed model, specific medical and 
omics data are connected with PHR and related to 
diseases. 

 The other important advantage is the possibility for 
healthcare risk assessment connected with the usage of 
exposome data from environmental databases [12], social 
media, and other public data that can be connected with 
location and used by the software agents for healthcare 
risk assessment [21]. It can be very useful for personal 
healthcare risk assessment. All these depersonalized 
medical and healthcare data can be analyzed using 
suitable big data analytics tools for medical purposes, 
using disease data for disease group risk assessment. 
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