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Abstract. Nowadays we are facing with data flood in many areas. Big data 

come from numerous sources such as human activities, measuring instruments 

and many appliances connected to computers or smart phones. One of the most 

challenging topics in the next decade will be how combination of genome and 

exposome data will contribute to reveal the risks for particular diseases. Ac-

cording to the medical scientists, the exposome includes all exposure environ-

mental factors, from chemical and nonchemical agents to socio-behavioral and 

psychological factors as stress, diet, endogenous and exogenous factors from 

whole lifespan. The growing of mobile and ubiquitous computing technologies 

contributes in increasing the number of records regarding personal health and 

habits of patients. Internet of Things (IoT) includes the development of weara-

ble measurement sensors connected with Bluetooth, which are capable to cap-

ture and store health-related data, intended to be stored in patient health records. 

The exposome is a healthcare and medicine concept that implies an interdisci-

plinary and integrated approach of many sciences domains including epidemi-

ology, computing, environment sciences, toxicology and social science. We aim 

to integrate the data collected from various sensors and detectors in the patient 

health record to provide clinicians with more elements for better disease prog-

nosis, diagnosis and treatment. 

Keywords: Exposome, Omics Data, Personal Health Records, Health Informat-

ics, Internet of Things. 

1 Introduction 

One of the emerging areas where big data can give great results are healthcare and 

medicine that use computer science as a tool for gaining emerging insights and analy-

sis from a wealth of collected personal health data, medical and various omics data. 

With a concept of precision medicine and creating digital records for healthcare in 

patients’ everyday life, healthcare organizations have adopted computer science and 

information systems as tools to collect and analyze data [14]. With technology ad-

vances and human genome sequencing, they have started to use more and more data 
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that are stored in huge repositories in many places and in various formats, using a 

wide range of applications, medical and measuring instruments. 

When Christopher P. Wilde explained that genome theory does not elucidate many 

chronicle diseases and proposed using of environmental complement to the genomics 

data, it was just a beginning of gaining different sets of omics data. These data sets 

were defined as exposome, as whole of exposures throughout human lifespan [23]. 

They had to be used with genome data to determine risk of diseases. Because data 

collected in all these manners have different formats, types, attributes, usually these 

data are analyzed by considering 6 V’s big data characteristics: volume, velocity, 

variety, value, variability and veracity [17]. Hence, they demand attention of scientists 

from wide ranges of disciplines with purpose to be analyzed in a suitable manner to 

gain useful insights. 

One of the biggest challenges in the next decade will be how combination of ge-

nome and exposome data (as a whole of human exposures from birth to death) will 

contribute to reveal the risk factors for particular disease. According to the medical 

scientists, the exposome includes exposure environmental factors from chemical and 

non-chemical agents, socio-behavioral and psychological factors such as stress, diet, 

endogenous and exogenous factors from whole lifespan [4]. Christopher P. Wild [23] 

defined three scopes of exposome: general (as social capital, education), internal (as 

metabolism, gene expression) and specific external (as chemical, noise). 

The rest of the paper is organized as follow. In Section 2 we review some aspects 

related to PHR (personal health record) and EHR (electronic health record). In Sec-

tion 3 we describe the concept of exposome. In Section 4 we highlighted Internet of 

Things (IoT) concept used as sensors for feature measurement as exposome. In Sec-

tion 5 we explained the proposed relation between PHR and exposome. Finally, in 

Section 6 we provide concluding remarks. 

2 Personal Health Records and Electronic Health Records 

Several challenging areas today include relationships among healthcare and e-health, 

evidence based medicine, telemedicine and pervasive medicine [9]. We are aware that 

in the last decade population migration and peoples traveling increasing over the time. 

People as patients change their need for healthcare services toward using of electronic 

health services, which provides a medical care from everywhere. There is an arising 

need of medical facts for patients to help medical practitioners to make best decisions 

about diagnoses, treatments and patient care [1, 3], as evidence based medicine. Data 

can be obtained from many measuring instruments, prescribed documents and medi-

cal assessments. The best solution to support these new trends is collecting healthcare 

data from all patients’ healthcare activities, medical examinations, laboratory results, 

prescription and referral, all stored in healthcare digital repositories in electronic for-

mat as EHR. Unfortunately, EHR as a repository for healthcare patients’ data, are 

property of healthcare providers and usually are not accessible to the patients. The 

patients need to bring their own healthcare data with them when travelling abroad 

with possibility to gain a better medical assistance in the location where they are. 



 

They have to have PHR saved and accessible to use them from anywhere and by pa-

tient-selected medical teams. 

The concept of PHR nowadays is associated with web enabled technology intend-

ed to e-health and moreover it is a base for evidence-based personal healthcare. PHR 

enables many advantages such as improving the diagnosis efficiency, providing 

healthcare data management and real-time information management. For physicians, 

adopting PHR is very important because it provides access to the patient’s medical 

records that might be used as a reference for diagnoses [5]. All stored data and medi-

cal information can play a positive role in medical practitioners’ decision making for 

the patient healthcare. 

The growth of using mobile and ubiquitous computing technologies contributes in 

increasing the number of records regarding personal health of patients. IoT includes 

the development of wearable measurement sensors connected with Bluetooth, which 

are capable to capture and store health-related data as PHR [18]. 

Techniques for processing data in healthcare include using of machine learning, pat-

tern recognition, expert systems, statistics, applied mathematics and artificial intelli-

gence [1]. But, there are many obstacles in managing such huge distributed databases 

with medical records because of their complexity, distribution and lack of interopera-

bility. 

Nowadays, the world is facing with global epidemics of cancer, influenza, AIDS, 

diabetes and obesity which demands increasing need of healthcare professionals. Pa-

tients need a more attention and education to cope with their situation. The situation 

also demands application of world-standards of PHR because of increased mobility of 

the world population and the need of evidence-based medicine that demand patients’ 

data [18]. Since 2006, healthcare community works on making standards for PHR. 

For this reason, in 2012 ISO (International Organization for Standardization) intro-

duced EHR-ISO/TR 14292 and applied the HL7 standard [12]. Although PHR and 

EHR differ regarding their contents, there is an increasing need of integration of these 

data into electronic medical records that contain all patients’ health data through their 

live accurately, as shown on Fig.1. So, the emerging EU projects [19] intend to create 

a PHR whose owner will be the patient. This will be a starting point for using of PHR 

abroad and to give patient the possibility to have the access to their PHR stored on 

cloud environment [19]. 

When working with patient’s data, data security and privacy issues have to be 

solved. PHR accepts data obtained from health related equipment such as accelerome-

ters, gyroscopes, wireless devices, wristband and smart watches as IoT related devic-

es. Data collected from these sensors can be saved in PHR and protected according to 

the national data privacy law, to help in patient risk detection. 



 

Fig. 1. Toward integration of EHR and PHR with IoT sensor’s data as exposome. 

3 Exposome theory 

The concept exposome includes all traditional measurements in healthcare, known as 

bio-monitoring methods, as well as new types of measurements using sensors. The 

IoT concept includes a variety of wearable sensors connected to the computers or 

smart phones [13]. There is no limit for development sensors as measuring instru-

ments that provide data such as spatio-temporal data with previous settings of meas-

urement units, default values and the value ranges.   

Exposome is a broader concept in healthcare and medicine. It implies interdisci-

plinary and integrated approaches from different domains such as epidemiology, 

computing, analytics, environment sciences, toxicology and social science. Exposome 

theory corresponds to the totality of exposure over the whole lifetime, and it is con-

nected with usage of sensors and biological biomarkers measurements using high 

throughput omics technologies in order to create a prediction of effects of these expo-

sures on human health conditions, worldwide and for the individual whole lifespan. 

Some epidemiologists state that exposome data have to be analyzed and connected 

with particular groups of patients who are exposed to factors that can have an influ-

ence on their health conditions that cannot be caused by genetics alone [23]. Precision 

medicine is focused on adopting treatments based on the genetic profile of tumors 

including biomarker but also exposome data. Large-scale studies contribute to gene 

environment interactions and propose epigenetics theory. They fully understand that 

there are complex interactions between genetics and environmental exposures that can 

be used to clarify the etiology of many diseases. 

Nowadays, the epidemiologists remark oncometabolitics as exposome factors. 

Some research is dedicated to genome-wide association studies or environment wide 



 

association studies [8]. They connect genetic polymorphism with human diseases or a 

phenotype by defining in this way the endophenotype of each individual. To clarify 

the exposome-genome paradigm there are a lot of data that have to be considered and 

it is just the beginning of this research field [2]. Researchers have to consider matrix 

selection, variability of exposure and targeted and untargeted analysis to create more 

reliable data for exposures as exposome data [4]. Also, they have to use bioinformat-

ics techniques and omics technologies that have the potential to discover unknown 

functional relationships among genes and diseases. Many initiatives provide accurate 

and reproducible laboratory measurements and particular groups of scientists gathered 

at the National Institute of Environmental Health Science (NIEHS) are dedicated 

these data to be stored in specific accessible databases such as METLIN (Metabolite 

and Tandem MS Database) and HMDB (Human Metabolome Database) [21]. The 

number of these omics data increases over time. The databases and repositories with 

human exposome data are good starting basis for providing data to the environmental 

health scientists as well as to the researchers that study the influence of whole expo-

sure factors on the human genome.  

Taking into account that many traditional biomonitoring methods as biological 

targeted analysis are available in healthcare providers’ databases, created data can be 

used as a key exposome data for the patients. Also, data from epidemiologic studies 

are stored in digital repositories and they can be considered in patients’ healthcare 

dossier, as EHR or PHR [18]. Some studies can provide a wide range of chemical 

exposure data for selected location in particular temporal points [4]. Some data of 

patient’s blood and urine analysis for the presence of particular chemicals after short-

time exposures can also be considered.  But exposome approaches differ from these 

traditional biomonitoring methods because they include whole significant potential 

exposures, no matter they are exogenous (as pollutants, noise, UV rays, diets, drugs) 

or endogenous (as hormones, human or microbe’s metabolites) [16]. Christopher P. 

Wild stated that incorporation of exposome paradigm in the traditional biomonitoring 

methods can improve in many ways exposure assessment [24]. The exposome theory 

also predicts that all measurements currently available and related to the environmen-

tal factors that have influence on human health will be considers in PHR. Also data 

from traditional bio-monitoring methods from medical labs, enriched with measure-

ments of individual patient’s parameters with IoT-connected devices will be available 

for further analysis. All these data can be used to characterize the individual behavior 

and improve the understanding of exposure profile on individual patient level. 

Exposome studies in Europe as HELIX, HEALS and EXPOsOMICS already 

started to capture this type of information as CORDIS (Community Research and 

Development Information Service) [22]. Also, some universities founded centers for 

human exposome research and developed infrastructure that uses hybrid and biomoni-

toring approach combined for data collection. Also, they combine their techniques 

with untargeted omics analysis such as metabolomics, proteomics, transcriptomics 

and epigenomics data that can significantly help to uncover biologically meaningful 

exposome influence on the human genome. Metabolome and redox proteome data can 

also provide useful information to improve the composition of nutrients in individu-

als' diet on the basis of the features of the environment in which individual live [6]. 



4 IoT Technology and Exposome Data 

As smartphones technologies become more accessible and widespread, low cost port-

able sensors become a “standard” for short or long-term tele-monitoring, software 

application development and microcontrollers. These applications provide wireless 

data access, usually in the cloud, where huge amounts of personal data are stored. It is 

a big technology revolution, because they provide many types of data, such as data for 

location, time, activities, habits and behaviors named as exposome data.  Location can 

be very important factor for assessment of duration of exposure to a hazard, social 

environment, climate and other general external exposures, and even the microbi-

omics [11]. It is very important to define criteria for using sensors to collect data for 

further analysis. When using smartphones, data sets can be location, time, circum-

stances in which a person is, activities, whether a person is indoor or outdoor, its 

moveable positions etc. It is easy because smart phones usually have additional sen-

sors and embedded algorithms which can help to determine whether a person is in-

door/outdoor, whether is running, what are weather conditions, such as temperature, 

relative humidity, lightness or noise [10]. They usually have I/O (input-output) detec-

tors, magnetism sensors and various others sensors with predefined accuracy [15]. 

Location can be related to the exposition to air pollutants. These data can greatly help 

to prediction for personal exposome. Physical activity is a very important risk factor 

for most diseases, and influences the environmental exposure. In that case inhalation 

and metabolism can be measured as energy spending through breathing rate and inha-

lation of the pollutants. There are many smart phones’ sensors for tracking physical 

activities as tri-axial accelerometers that can be used with gyroscopes. The steps also 

can be counted as well as metabolic equivalent. The heart rates, RR interval, which is 

small changes in the intervals between successive heartbeats, breathing rate, accelera-

tion, activity level, passed distance etc. can be measured. For instance, absence of 

physical activities can result with obesity and diabetes. 

5 Relationships between PHR and Exposome 

The motivation for using software applications relied on sensor data is usually to pro-

vide information insight for healthier lifestyle or to provide health alerts. There are 

accessible fitness trackers and applications for diet control. These applications usually 

work as questionnaires that have to be filled after meals or they track dietary intake 

for weight loss or fitness purposes. Usually, they count burnt energy and metabolism 

rate for food intake [13]. 

Environmental and climate indoor conditions are usually measured with indoor 

monitoring sensors that allow access to their home measurements data remotely. In-

door and outdoor air quality can be measured, as well as temperature, humidity, 

mould, ventilation rate, chemical reactions producing secondary pollutants as formal-

dehydes and CO2. Air quality can be measured with air sensors such as gas sensors 

that calculate gas concentration for metal oxide or electrochemical sensors (CO, O3, 

NO2, ammonia, hydrogen sulfide etc.) as total volatile organic compounds (TVOCs). 



 

Humidity can be measured as a result of sensitivity of metal oxide sensors and their 

influence on the temperature rise rate [13]. Laser in higher-end sensors can obtain 

better results because of using optical methods and photodiode and lasers for indoor 

monitoring of very small airborne particles. It is very effective for cigarette smokes 

concentration detection [13]. Other sensors are specific sensors that measure micro 

and nano-particles. Measurement of these pollutants such as PM10 and PM2.5 are 

connected with different diseases, as chronic obstructive pulmonary disease (COPD). 

Another type of smartphone sensor is the noise sensor that is intended to hand-

held sound measurement of noise on fixed locations and noise dosimeters as personal 

exposure of noise. There are many devices that are not standardized and calibrated, 

but they are not used for working environment as well as for environmental noise 

measurement. Few smartphones already have the possibility for personal noise meas-

urement calibration. The influence of noise can be very destructive for human health, 

especially for human hearing system as well as for some sleeping disorders. It is espe-

cially influential if its exposure is long-time and intensive noisily. Hearing system’s 

damages can be predicted according to data gained from the measurement of the noise 

intensity and its duration.  

Sensors for movement measurement can also measure human trajectory that can 

be associated with location as well as level of hazard such as air pollution, noise and 

exposure to UV rays. On the other side, food contamination can be connected with a 

level of soil contamination with pesticides and heavy metals. There are also sensors 

for stress detection. Exposure to radiation can be associated with appropriate meas-

urements of environmental factors. 

All these data should be stored in cloud databases as IoT data and connected with 

the patient’s PHR as individual or as group, if the data is for outdoor sources. When 

all data points are available, the whole risk factors for the human health can be con-

sidered in more details. The whole gathering of exposome data as different exposure 

variables of one person or a group, will enable creation of more accurate machine 

learning models that will be able to find connections among seemingly not related 

exposures and actions of a person and his or her health's risks and diseases, and to 

suggest the adoption of corrective actions to avoid or mitigate those risks. 

One case of integration of IoT data, collected from wearable sensors, and PHR is 

the IPA2 project Cross4all (Cross-border initiative for integrated health and social 

services promoting safe ageing, early prevention and independent living for all). Sen-

sors are connected with mobile devices via Bluetooth as part of project equipment and 

they send data on the Cross4all cloud. The collected data have to be considered when 

medical practitioners have to decide about patient health condition in cross border 

area. Also, many traditional bio-monitoring data gained from traditional medical 

equipment from public and private healthcare provider databases (from patient EHR) 

are collected. Data gained from mobile wearable sensors that will be connected to 

patients for short tele-monitoring period, can be very useful to medical specialists to 

make decision for patient health in the era of evidence-based medicine. The project 

aims to create a database with PHR data for project’s participants as well as to collect 

a large amount of data connected with human health as exposome data that should be 

integrated with PHR data. Connection with some environmental database that store 

data for air pollutants, outdoor weather and climate conditions, the presence of nano-



particles, as environmental exposome data, connected with patient’s location, can also 

provide very important data to the medical practitioners for particular types of pa-

tients with chronicle diseases. Tracking all these data can provide a better risk as-

sessment for patient health. 

6 Conclusions 

Smartphones with IoT sensors have many potential data security and privacy issues. 

Indeed, one of the main problems is “data ownership”. To resolve this issue, anony-

mized data can be a solution. So, there are many challenges when data are used for 

evidence-based medicine, as data standardization, harmonization, data privacy and 

confidentiality. Many procedures have to be created to support the wider use of per-

sonal sensors, as a part of e-health and IoT concepts. When they are connected with 

PHR, the problem is more complex because of the quantity of complex data that have 

to be secured and used for medical purposes only. 

Another important issue is data collection. Collection, storage, processing and 

analysis of this kind of data demand big efforts because of the complexity, volume, 

variety, velocity, values, variability, and veracity of the data. Also, this type of data is 

very sensitive because of the possibility of abuse, misuse as well as because they con-

tain human behavior recognition factors [2]. Another issue is how these sensors’ data 

have to be used to highlight the influence of environmental factors to the human 

health and how these exposome data can be used in practice. There are many ongoing 

exposome projects that should answer how to balance the possibilities of new sensor 

technologies and more conventional and well-tested methods of bio-monitoring data 

collection. Exposome tools can also enable the measurement of many environmental 

parameters and allow improved quantification of individual and population risk fac-

tors [20]. Data analysis can also answer these questions about exposome and point out 

some aspects of their usage. Some semantic approaches also can help in gaining in-

formation and clinical context of evaluation and usage of exposome data [7]. 

However, there is a need of integration of the data collected from various environ-

mental sensors and detectors in PHR to provide better disease prognosis, diagnosis 

and treatment, which we aim to achieve with the Cross4all project. 
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